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EXECUTIVE SUMMARY  

 

Privacy impact assessments (PIAs) are widely used in the UK, especially by government 

departments and agencies, local authorities, national health service (NHS) trusts and even by 

companies, according to a survey carried out in early 2013, which found that more two-thirds 

of respondents were conducting privacy impact assessments.  

 

The UK was the first country in Europe to develop and promulgate a privacy impact 

assessment methodology. The Information Commissionerôs Office (ICO) published a PIA 

Handbook in December 2007, followed by a revision in June 2009.  

 

The Cabinet Office accepted the value of PIA reports and stressed that they will be used and 

monitored in all departments as a means of protecting personal data from July 2008 onwards. 

PIAs have thus become a ñmandatory minimum measureò in the UK government and its 

agencies.
2
 

 

Following the ICOôs lead, the European Commission introduced its proposed Data Protection 

Regulation in January 2012, Article 33 of which would make PIAs mandatory for both public 

and private sector organisations throughout Europe
3
  where processing operations are likely to 

present specific risks to the rights and freedoms of data subjects. 

 

While the ICOôs PIA Handbook would appear to have had some success, the ICO has had 

concerns, which prompted the regulator to put out a tender in late 2012, the aim of which was  

¶ To understand how privacy impact assessment (PIA) can be better integrated with 

existing project and risk management tools, and 

¶ To help make PIA a more practical and effective tool. 

 

Trilateral Research & Consulting won the tender. Work began on the present study was in 

mid-January 2013. Among other things, the study aims to provide input to the ICO, which 

intends to produce a further revision of its PIA guide in the coming months. 

 

Methodology 

 

Trilateral employed several different methodologies to determine to what extent PIAs are 

used in the UK, how they are used, comments by users on their efficacy, the extent to which 

they are integrated in project and risk management, how they could be better integrated, and 

recommendations for improving the PIA guidance. 

 

First, we analysed the ICOôs PIA Handbook and developed an analytical framework 

consisting of a two-column table with 16 ñtouch pointsò. These touch points are key points or 

elements of the ICO PIA methodology. We converted these touch points into questions, 

                                                 
2
 See Cabinet Office, Cross Government Actions: Mandatory Minimum Measures, 2008, Section I, 4.4: All 

departments must ñconduct privacy impact assessments so that they can be considered as part of the information 

risk aspects of Gateway Reviewsò.  

http://www.cabinetoffice.gov.uk/sites/default/files/resources/cross-gov-actions.pdf. Gateway reviews are 

undertaken by an independent team of experienced people and carried out at key decision points in government 

programmes and projects to provide assurance that they can progress successfully to the next stage. 
3
 European Commission, Proposal for a Regulation of the European Parliament and of the Council on the 

protection of individuals with regard to the processing of personal data and on the free movement of such data 

(General Data Protection Regulation), COM(2012) 11 final, Brussels, 25 January 2012.   

http://www.cabinetoffice.gov.uk/sites/default/files/resources/cross-gov-actions.pdf
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which we used throughout our study to interrogate other PIA methodologies, PIA reports, 

project and risk management methodologies. The aim was to locate similarities between these 

approaches and PIA that will provide opportunities for integration.    

 

Second, for comparative purposes, we examined three other PIA frameworks.  

 

Third, we compiled all of the publicly available UK PIA reports that we could find and 

analysed several of them using the ñtouch pointsò. 

 

Fourth, we sent out a questionnaire to 829 companies, central government departments and 

agencies, local authorities and NHS trusts, asking about their use of the ICO PIA Handbook 

and the extent to which they include privacy risks in their project and risk management 

practices. 

 

Fifth, we conducted 12 in-depth case studies based on interviews with a mix of respondents to 

our survey and, in particular, from the private sector. 

 

Sixth, we then analysed four project management methodologies and 15 risk management 

methodologies using our 16 touch points to see where we could find some commonalities. We 

also looked for ñopen doorsò, by which we mean any points in a project and/or risk 

management process where a PIA could be introduced. 

 

Seventh, we conducted a ñhorizontalò analysis or comparative analysis of our findings, which 

eventually led us to the formulation of recommendations to the ICO.  

 

The following pages summarise some of the key findings.   

 

The PIA Handbook  

 

The Handbook cautions that, because organisations vary greatly in size, the extent to which 

their activities intrude on privacy and their experience in dealing with privacy issues makes it 

difficult to write a ñone size fits allò guide. Indeed, from the results of our survey and our 

analysis of existing PIA reports, the ICO was prescient ï almost all organisations have 

adapted the guidance from the ICO Handbook according to their perceived needs. 

 

According to the Handbook, a PIA is necessary for the following reasons: to identify and 

manage risks; to avoid unnecessary costs through privacy sensitivity; to avoid inadequate 

solutions to privacy risks; to avoid loss of trust and reputation; to inform the organisationôs 

communication strategy and to meet or exceed legal requirements.  

 

The PIA Handbook does well to emphasise that a PIA should not only consider personal data, 

but four different types of privacy, i.e., privacy of personal information, privacy of the person, 

privacy of personal behaviour and privacy of personal communication. Unlike Article 33 of 

the ECôs proposed Data Protection Regulation, which is focused on only a data protection 

impact assessment, the Handbook ICO adopts a much wider view of privacy.
4
 

 

Although other PIA guidance documents also mention these four types of privacy, the ICO 

Handbook provides more detail and clarity with regard to what is at stake. We strongly 

                                                 
4
 ICO, PIA Handbook, p. 14. 
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support the ICOôs view of privacy as being more than just data protection. We think Article 

33 is seriously deficient in reducing a ñprivacy impact assessmentò to only a ñdata protection 

impact assessmentò. Organisations that carry out a DPIA may be fully compliant with data 

protection legislation, but could still intrude dangerously into an individualôs privacy. Such a 

risk is greatly diminished if all types of privacy are considered, as the ICO Handbook rightly 

argues. 

 

The Handbook foresees the utility of integrating PIA with risk management practices. It notes 

that ñ[r] isk management has considerably broader scope than privacy alone, so organisations 

may find it appropriate to plan a PIA within the context of risk managementò. 

 

We distinguish between a PIA process and a PIA report. Engaging in a PIA is itself a 

valuable learning exercise for organisations, and some would argue that this process is more 

important than the report itself. The report is meant to document the PIA process, but in fact 

the PIA process extends beyond a PIA report. Even after the PIA assessor or team produce 

their report, which in most cases should contain recommendations, someone will need to 

make sure the recommendations are implemented or, if some are not, explain why they are 

not. 

 

The PIA Handbook distinguishes between a full-scale PIA and a small-scale PIA. We think 

this is confusing for organisations. We do not think it is so easy to determine whether a full-

scale or small-scale PIA is appropriate ï despite (or perhaps even because of) the criteria in 

Appendix 1 of the Handbook. We suggest that, in a revised Handbook, the ICO simply say 

that PIAs are scalable, and that the scope, length and intensity of the PIA will depend on how 

serious the privacy risks are and on the numbers of people who might be impacted. 

 

As a PIA methodology, the ICO Handbook has many good points. In revising it, or producing 

a third edition, the ICO should be careful not to throw the baby out with the bathwater. In 

view of comments made in interviews and other exchanges with organisations, our overall 

recommendation is that the methodology be streamlined. In a revised PIA Handbook, the ICO 

may wish to consider preparing a somewhat high-level, principles-based PIA methodology, 

perhaps with an annex of exemplary privacy risks and questions that could be used to uncover 

those risks. Sectors or organisations could then use this streamlined, principles-based guide 

for further development of a sector- or organisation-specific PIA attuned to the specificities of 

their sector or organisation. 

 

Other PIA frameworks 

 

Following our review of the PIA Handbook, for comparative purposes, we analysed three 

other PIA frameworks, namely, the RFID Framework which was endorsed by the Article 29 

Data Protection Working Party in February 2011, Article 33 of the European Commissionôs 

proposed Data Protection Regulation, which would make PIA mandatory where organisations 

processing personal data present risks to data subjects, and the PIAF methodology which 

emerged from a project funded by the ECôs Directorate General Justice and in which 

Trilateral was a partner.  

 

Several data protection authorities said in their responses to the PIAF questionnaire that they 

preferred a streamlined, short, easy-to-understand and easy-to-use methodology. Hence, PIAF 

produced a six-page ñStep-by-step guide to privacy impact assessmentò and a six-page 
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ñTemplate for a privacy impact assessment reportò.
5
 We suggest that the ICOôs third edition 

be like the ñStep-by-step guideò, but with two or three annexes identifying privacy risks, 

some questions aimed at uncovering those risks, and references to some particularly good risk 

assessment and risk management methodologies such as that of CNIL.  

 

 

PIA reports 

 

We then reviewed several publicly available PIA reports to see how well they track the 

guidance provide by the PIA Handbook. After a detailed search on the Internet, we identified 

26 publicly available PIA reports in the UK, all of which bar two originate in the public 

sector. Of these, we selected several for more detailed analysis. Our interest in reviewing 

these PIA reports is to see how closely they track the ICO PIA Handbook, as represented by 

the 16 touch points. Further, our review of existing PIA reports helps to provide a view of 

how PIAs are currently practised by public and private organisations. 

 

From our analysis of 26 publicly available UK PIA reports, we found that   

¶ The majority of PIA reports number fewer than 30 pages.  

¶ The number of publicly available PIA reports is growing (slowly). 

¶ The vast majority of publicly available PIA reports have been produced by 

government departments and agencies; we found only two from industry. 

¶ Among the various stated purposes for producing PIAs are concerns about privacy 

impacts, and impacts on the organisationôs reputation. 

¶ Most of the PIA reports acknowledge the ICO PIA Handbook; some say they have 

consulted the ICO for advice on the preparation of the PIA reports. 

¶ Some PIA reports have said that they will be updated if there are any changes in the 

assessed project, programme or other activity involving the processing of data. Only 

one such update has been found on the Internet; it is not known whether PIAs have, in 

fact, been updated. 

¶ Most PIA reports appear to have been produced ñin-houseò; only two of the 26 

publicly available PIA reports were produced by external consultants, and those two 

were the only discovered PIAs that emanated from the private sector. While there is 

nothing wrong with using external consultants to conduct the PIA ï some argue that 

using external consultants will give the resulting PIA reports more credibility ï 

generally organisations need to build up their own internal PIA expertise. 

¶ Almost all of the PIA reports examined for our study show that they were undertaken 

before their projects were finalised, when there was still an opportunity for the PIAs to 

influence the design or outcome of the project; this is good practice. 

 

Surveys 

 

Trilateral conducted three surveys germane to this study. The first, conducted in May 2012, 

was aimed at determining whether UK organisations are conducting PIAs and whether they 

experience fewer data breaches because they are, as a consequence of conducting PIAs, more 

careful with personal data. 

 

                                                 
5
 Both papers can be found here: http://www.piafproject.eu/Events.html 
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The second survey was in support of our tender proposal to the ICO, and was aimed at finding 

out which risk management methodologies UK organisations were using and whether 

respondents felt PIA could be integrated with their risk management practice. 

 

The third, and much larger, survey was part of this study and expanded upon the first two 

surveys. Its purpose was to find out what percentage of responding organisations were 

conducting PIAs and how many they have conducted and whether PIA could be integrated in 

their project and risk management practices. For this survey, the questionnaire was distributed 

in January 2013 to 829 contact persons in central government bodies, NHS trusts, local 

authorities, and FTSE100 and FTSE250 companies.  

 

The main findings from the surveys were that:   

 

¶ More than two-thirds of responding organisations have done a PIA.  

 

¶ Some organisations have done one, two or only a few PIAs, while others claimed that 

they have done vastly more.  

 

¶ Respondents used a wide variety of project and risk management standards and 

methodologies. In the public sector, the Treasuryôs Orange Book was the main risk 

management guide and PRINCE2 was the most widely used project management 

methodology. 

 

¶ All of the respondents consider, or are in the process of considering, privacy risk as 

part of their overall risk management process, and therefore focus on ñthe wide range 

of risks to which the project/activity is potentially exposedò. All of the respondents 

have established close collaboration between the risk manager and the data protection 

officer regarding privacy risks, with the data protection officer working closely with 

the risk manager ñon relevant issues, and providing updates to one another as to 

current guidance/awarenessò. 

 

It was extremely difficult to compile contacts for private companies. Very little contact 

information is available on their websites. Switchboard and call centre staff were often 

unwilling to connect to named members of staff or provide e-mail addresses. There was little 

information about privacy and data protection processes on company websites, other than the 

generic website privacy policy. Where there was data protection information provided, there 

was no specified contact provided, and queries were directed towards the generic ñinfo@...ò 

e-mail address. In addition, even if the website provided the companyôs annual report, this did 

not include any specific names and/or contacts and was often difficult to find. As a result of 

the lack of publicly available contact information, we were forced to initially rely on company 

information, provided by stock market websites, and then on social networking sites as well 

as Trilateralôs own network of professional contacts. Overall, the extent of information 

asymmetry that appears to characterise the relationship between the public and companies is 

striking.  

 

Case studies 

 

We undertook more than a dozen in-depth case studies, based on interviews conducted with 

selected respondents to the questionnaire. The case studies were of two types. The first type 

concerned PIA and its integration in the project and risk management practices of the 
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organisations. The second type concerned PIA and the policy-making process. We used the 

case studies to investigate more deeply how organisations have practically integrated PIA into 

their existing project and risk management methodologies and processes, as well as to identify 

key lessons learned from their experience of the integration and the use of the ICO PIA 

Handbook.  

 

Among the highlights of the case studies are the following:  

 

¶ Privacy is an important consideration for almost all of the organisations to whom we 

spoke. Many of them said privacy impacts were considered before or at the initiation of a 

project, e.g., at the procurement stage or formulation of a business case for a new project.  

 

¶ To foster integration with project and risk management methodologies, more action needs 

to be taken. Several said it was important to gain buy-in from senior management and 

develop privacy awareness and culture within the company, sustained by effective 

communication and training. Organisations need to deliver a clear message to all project 

managers that the PIA process must be followed and that PIAs are an organisational 

requirement. 

 

¶ Most said they adapted not only the PIA Handbook but also the project and risk 

management methodologies to meet their organisationôs own, specific requirements.  

 

¶ Most advocated a slimmed-down ICO Handbook and some said that the ICO should 

provide more practical tools and guidance on how to assess privacy risks, since 

organisations often do not have the knowledge and experience required to do so, and That 

the Handbook should more clearly indicate the benefits of PIAs. 

 

From the various comments made by respondents in these case studies, the following are the 

key lessons that have helped to shape our recommendations: 

 

¶ Ensuring the ñbuy-inò of the most senior people within the organisation is a necessary pre-

condition for a successful integration of privacy risks and PIA into the organisationôs 

existing processes. PIA processes need to be connected with the development of privacy 

awareness and culture within the company. Companies need to devise effective 

communication and training strategies to sustain a change in the mindsets of, and in the 

development of new skills for, project managers. The organisation needs to deliver a clear 

message to all project managers that the PIA process must be followed and that PIAs are 

an organisational requirement.  Simplicity is the key to achieve full implementation and 

adoption of internal PIA guidelines and processes. 

¶ An extensive and inclusive internal consultation, involving different parts of the 

organisation, is critical when defining the integration process. This will guarantee the full 

ñbuy-inò of all the interested and/or affected parties when the process is implemented.   

¶ The documentation that the privacy team provides to support project managers when they 

do the PIA is important. Project managers must have all the information and the questions 

and answers they need to do a proper assessment. It is important to give them all the 

necessary data they need to allow them to make the necessary project adjustments in order 

to be fully compliant. Project managers need additional training and clear internal 

guidelines on how to do PIAs and complete PIA forms. 

¶ All project plans should have a task on privacy, which will ensure that all of the privacy 

requirements are fully visible to and updated and monitored by project managers.  
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¶ Local authorities (indeed all organisations) need to establish central PIA repositories 

where all the PIAs conducted by the council are stored and can be accessed. This will 

promote a culture of sharing and benchmarking (i.e., councils can compare how well or 

badly they do in relation to privacy risks and PIAs), which in turn will support learning 

and self-improvement. 

 

 

Project management standards and methodologies 

 

Chapter 2 describes four popular project management standards and methodologies in use in 

the UK and abroad. These are: 

¶ PMBOK 

¶ PRINCE2 

¶ Agile 

¶ HERMES 

 

For each methodology, we provide an overview followed by a table in which we ñinterrogateò 

the methodology using a set of questions derived from the PIA Handbook touch points. By 

developing a set of questions based on the PIA Handbook touch points to interrogate the 

project management methodology, we can determine whether there are sufficient 

commonalities between the PIA process and the project management process so that a PIA 

could be conducted in tandem with the project management process without disrupting it. 

Further, if there are a sufficient number of commonalities, then we assume that integration of 

PIA into the project management process will be possible without much difficulty. If there are 

an adequate number of touch points, we assume that it will be easier to convince project 

managers that they should take account of ï or integrate ï PIA in their project management 

process. 

 

Even if there are not so many touch points, there is still a possibility of integrating PIA in the 

project management process through one or more ñopen doorsò ï i.e., points in the project 

management process where or when it would be possible to conduct a PIA.  

 

The data collected from the January 2013 survey have been useful for identifying ñopen 

doorsò that some of the surveyed organisations are already using in order to integrate privacy 

risks into their project management processes and adopted standards. Based on the responses, 

integration occurs, most of the time, at the project initiation phase, when the organisation 

needs to provide formal approval for, and finalise the scope and resources of the project. By 

taking the project life-cycle into consideration, we have identified possible open doors in 

three main phases: pre-project open doors, project-initiation open doors and project-

implementation open doors.  

 

Of the four PM methodologies reviewed, only one (HERMES) includes clear provisions for 

being compliant with a personal data protection law. By contrast, many of the risk 

methodologies say that organisations should comply with regulations; PIA does that, although 

it should also focus on risks that may not be covered by simple compliance with legislation. 

There is little emphasis in the project management methodologies on compliance. 
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Risk management standards and methodologies 

 

Chapter 3 parallels the previous chapter to some extent. It describes 15 popular risk 

management standards and methodologies in use in the UK and abroad. The principal 

differences are that the risk management area is much more diverse in terms of available 

standards to be applied, and the scope of each differs.  For each methodology, we provide an 

overview followed by a table in which we ñinterrogateò the methodology using the 16 touch 

points. We analysed the following: 

¶ ISO 31000:2009 Risk management ð Principles and guidelines 

¶ Combined Code and Turnbull Guidance    

¶ the Orange Book   

¶ ENISA's approach to risk management         

¶ ISO/IEC 27005:2011 Information security risk management      

¶ IT-Grundschutz 

¶ NIST SP 800-39 Managing Information Security Risk  

¶ ISACA and COBIT 

¶ CRAMM (Central Computer and Telecommunications Agency Risk Analysis and 

Management Method) 

¶  EBIOS 

¶ OCTAVE
®
 

¶ NIST SP 800-30 Guide for Conducting Risk Assessments 

¶ ISO/IEC 29100:2011 Information technology ð Security techniques 

¶ NIST SP 800-122, Guide to Protecting the Confidentiality of PII 

¶ CNIL methodology for privacy risk management. 

 

All of these methodologies and standards have at least some touch points in common with 

PIA. ISO 31000, ISO 27005, ENISA, EBIOS, NIST SP 800-122 and CNILôs approach have 

quite a few.   

 

From the survey and case studies analysis, we could regard the integration of privacy risk and 

PIA into the risk management processes as a necessary pre-condition for achieving an 

effective integration of privacy risk and PIA into project management processes.  

Furthermore, virtually all methodologies offer ñopen doorsò, points at which it would be 

possible to conduct a PIA, in whole or in part. We identified two categories of open doors: at 

the risk corporate level and at the single-risk project level.  The corporate level refers to the 

integration of privacy risks and PIA into overarching, macro-corporate frameworks, while the 

single risk-project level indicates operational integration at the micro, individual project level. 

 

 

Horizontal analysis 

 

A horizontal analysis of the various project and risk management methodologies identifies 

some commonalities and differences with regard to the ñtouch pointsòï i.e., points of 

commonality between the PIA process and the project and risk management methodologies ï 

and the ñopen doorsò ï i.e., where a PIA could interface with the project or risk management 

methodology or when in the project or risk management process a PIA could be conducted in 

whole or in part. We found that: 
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¶ Although the dominant project management methodologies (PMBOK and PRINCE2) 

differ significantly, they share a structured, process-driven approach to managing 

projects towards specific, well-defined business objectives. This structured approach 

provides a good basis for integration of PIAs.  In each case, the methodology does not 

include any specific focus upon the core issues of privacy and data protection, but 

rather, provides a framework within which these issues can be addressed. 

 

¶ ISO 31000 appears to be the most prevalent risk management methodology. It shares 

some ñtouch pointsò with PIA, but because it is a generic risk management 

methodology, it does not address some PIA issues ï for example, it does not use the 

word ñprivacyò, not is there any provision that might suggest recognition of data 

protection risks. However, communication and consultation with stakeholders are 

integral to the risk management process, hence, there are some ñopen doorsò in the 

process where a PIA could be conducted. There is nothing in the standard that would 

be at odds with a PIA. 

 

¶ There is some comparability between PIA and the Turnbull guidance. There is nothing 

in the Turnbull guidance that would act as a barrier to including a PIA in a listed 

companyôs risk management process. 

 

¶ Although the Orange Book does not focus on risks to individuals, many of the points 

in its risk-management methodology seem compatible with PIA, and the way it 

addresses risk through an analysis of preventive and corrective controls could also 

provide a gateway for considering privacy impact as part of a mitigating strategy. So, 

too, could the Orange Bookôs concern with stakeholder expectations. Its discussion of 

potential risks brought about by new projects could also provide an ñopen doorò if 

such projects involved new IT projects and systems, for which the need for a PIA 

could be identified within a privacy risk management routine. 

 

¶ The ENISA risk management methodology meets many of the PIA ñtouch pointsò. It 

offers several ñopen doorsò (or interfaces) for integration of its risk management 

methodology with other corporate operational processes. Also of interest is ENISAôs 

distinction between existing and emerging risks, and its approach to each. It manages 

existing risks using a somewhat tried and tested (but traditional) risk management 

approach, whereas it uses relatively elaborate scenarios to explore emerging risks.  

 

¶ ISO 27005 has many ñtouch pointsò in common with the PIA Handbook. There are 

also several ñopen doorsò for PIA to be done:  

o during the environmental scan (context establishment) phase 

o as part of the risk identification process (common to both ISO 27005 and PIA) 

o during the process of identifying controls (counter-measures) against the risks  in 

preparing the risk treatment plan. The most appropriate part would be in 

identifying risks and, subsequently, controls. 

 

Further observations 

 

Before giving our recommendations, some further observations can be made on the basis of 

the analysis in the report: 
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¶ While there are commonalities between the project and risk management processes 

and the PIA process, most of the methodologies do not mention privacy risks or even 

risks to the individual. Nevertheless, to the extent that privacy risks pose risks to the 

organisation, the organisation should take account of such risks in their project and 

risk management processes, including listing such risks in the organisationôs risk 

register. It should not be too difficult to convince organisations of the importance of 

taking privacy risks into account and regarding privacy risk as another type of risk 

(just like environmental risks or currency risks or competitive risks). Especially in 

industries that deal directly with the general public ï for example, banking, 

entertainment, and retail ï privacy breaches, not confined to ñdata breachesò, can be a 

significant threat to the companyôs reputation. Based on examples of privacy breaches, 

it should not be too difficult to convince organisations about the need to guard against 

reputational risk. 

 

¶ Many of the risk management methodologies include provisions for taking into 

account information security (as distinct from privacy risks), and specifically with 

regard to confidentiality, integrity and availability of the information. Few go beyond 

this with the notable exception of ISO 29100, which specifically addresses privacy 

principles, IT Grundschutz and the CNIL methodology on privacy risk management. 

One can note that the privacy part of IT Grundschutz was written by the German DPA, 

and that the CNIL is the French DPA. Helpfully, both the privacy part of IT 

Grundschutz and the guides published by the CNIL include catalogues of privacy 

threat descriptions supplemented by the corresponding privacy controls.  

 

¶ Some of the project and risk management methodologies call for consulting or 

engaging stakeholders, especially internally, but some (e.g., ISO 31000, ISO 27005) 

externally as well. PIA does the same. Some of the project and risk management 

methodologies (e.g., ISO 31000, ISO 27005) call for reviewing or understanding or 

taking into account the internal and external contexts. This is true of PIA too.  

 

¶ Some of the project and risk management methodologies emphasise the importance of 

senior management support and commitment, which is also important for successful 

PIAs. Some of the risk management methodologies call for embedding risk awareness 

throughout the organisation. Some call for training staff and raising their awareness, 

which is also essential to PIAs.  

 

¶ Almost all of the methodologies are silent on the issue of publishing the project or risk 

management report, although some do attach importance to documenting the process. 

Similarly, most are silent on the issue of independent, third-party review or audit to 

the project or risk management reports. There is, however, a requirement for 

companies listed on the London Stock Exchange to include information in their annual 

reports about the risks facing the company and how the company is addressing those 

risks.  

 

 

Recommendations 

 

The final chapter of our report provides recommendations on the practical steps the ICO can 

take to promote a better fit between PIA and project and risk management standards and 
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methodologies such as those described in this report. The recommendations are listed below, 

the detail of which can be found in Chapter 5.  

 

Recommendations for the ICO 

 

1. We recommend that the ICO develop measures aimed at promoting a closer fit between 

PIA and risk- and project-management methodologies through direct contact with leading 

industry, trade, and other organisations in both the public and private sectors. 

 

2. We recommend that, in revising its PIA Handbook, the ICO make the third edition much 

shorter, more streamlined, and more tailored to different organisational needs. It should be 

principles-based and focused on the PIA process. The ICO should undertake a consultation 

on a draft of a revised guidance document.  

 

3. We recommend that the ICOôs guidance on PIA emphasise the benefits to business and 

public-sector organisations in terms of public trust and confidence, and in terms of the 

improvement of internal privacy risk-management procedures and organisational structures. 

 

4. We recommend that ICO guidance help organisations to understand and evaluate privacy 

risk, whether or not they can integrate PIA into their risk-management routines and 

methodologies. 

 

5. We recommend that the ICO develop a set of benchmarks that organisations could use to 

test how well they are following the ICO PIA guidance and/or how well they integrate PIA 

with their project- and risk-management practices, especially where there are ñtouch pointsò. 

 

6.  We recommend that the ICO strongly urge PIA-performing organisations to report on how 

their PIAs have been implemented in subsequent practice, and to review the situation 

periodically. 

 

7. We recommend that the ICO promote to organisations the benefits of establishing 

repositories or registries of PIAs. We recommend that the ICO compile a registry of publicly 

available PIA reports, or at least a bibliography of such reports. 

 

8. We recommend that the ICO take advantage of the current work within ISO to develop a 

PIA standard, and the BSIôs technical panelôs contribution to it. 

 

9. We recommend that the ICO audit the PIA process and PIA reports in at least a sample of 

government departments and agencies. 

 

10. We recommend that privacy risk be taken into explicit account in the Combined Code for 

companies listed on the London Stock Exchange.  

 

11. We recommend that privacy risk be inserted into government guidance such as the 

Treasury Orange Book and the Green Book on appraisal and evaluation in central 

government. 

 

12. We recommend that, at senior ministerial and official levels in government departments, 

and among special advisers, the ICO engage in dialogue to underline the importance of 
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privacy and PIA while developing new policy and regulations and in the communication 

plans accompanying new policies.  

 

13. We recommend that the ICO encourage the Treasury to adopt a rule that PIAs must 

accompany any budgetary submissions for new policies, programmes and projects. 

 

14. We recommend that the ICO encourage ENISA to support the ICO initiatives with regard 

to insert provisions relating to PIA in risk management standards as well as within ENISAôs 

own approach to risk assessment. 

 

15. We recommend that the ICO accelerate the development of privacy awareness through 

direct outreach to organisations responsible for the training and certification of project 

managers and risk managers. 

 

Recommendations for companies and other organisations 

 

16. We recommend that, to help embed PIA and to integrate it better with project and risk 

management practices, a requirement to conduct a PIA be included in business cases, at the 

inception of projects, and in procurement procedures. Organisations should require project 

managers to answer a simple PIA questionnaire at the beginning of a project or initiative to 

determine the specific kind of PIA that should be undertaken. 

 

17. We recommend that senior management take privacy impacts into consideration as part of 

all decisions involving the collection, use and/or sharing of personal data. 

 

18. We recommend that companies and other organisations review annually their PIA 

documents and processes, and should consider the revision or updating of their processes as 

a normal part of corporate performance management. 

 

19. We recommend that companies and other organisations embed privacy awareness and 

develop a privacy culture, and should provide training to staff in order to develop such a 

culture. High priority should be given to developing ways of incorporating an enhanced 

PIA/risk assessment approach into training materials where information-processing activities 

pose risks to privacy and other values. 

 

20. We recommend that companies and other organisations include contact details on their 

PIA cover sheets identifying those who prepared the PIA and how they can be contacted. The 

PIA should promote the provision of a contact person as ñbest practiceò. Such practice needs 

to be made mandatory certainly within any government organisation and any organisation 

doing business with the government. Such practice should also be promoted within standards 

organisations. 

 

21. We recommend that public-sector organisations insert strong requirements in their 

procurement processes so that those seeking contracts to supply new information systems with 

potential risk to privacy demonstrate their use of an integrative approach to PIA, risk 

management and project management.  

 

22. We recommend that companies and other organisations include privacy in their 

governance framework and processes in order to define clear responsibilities and a reporting 

structure for privacy risks. 
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23. We recommend that companies and other organisations include a PIA task, similar to a 

work-package or a sub-work-package, in their  project plan structures in order to embed PIA 

better within project management practices, and that project managers monitor and 

implement this new privacy task, based on the identified privacy requirements, as is done in 

the case of other project tasks.  

 

24. We recommend that, to foster internal buy-in for any newly adopted processes and 

procedures, companies and other organisations undertake extensive internal consultation 

with all parts of the organisation involved in risk management and project management, when 

thinking of integrating PIA into existing organisational processes.  

 

25. We recommend that companies and other organisations include identified privacy risks in 

their corporate risk register, and that they update their register when new or specific types of 

privacy risk are identified by implementation teams.   

 

26. We recommend that companies and other organisations develop practical and easy 

guidance on the techniques for assessing privacy risks and actions to mitigate them. 
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1 INTRODUCTION       

 

The Information Commissionerôs Office (ICO) is currently considering how its privacy 

impact assessment (PIA) methodology and accompanying guidance material can be 

improved. The ICO has identified areas for potential improvement, one of which is better 

integration between PIAs and existing project management and risk management processes. 

Accordingly, in late 2012, it tendered for a research project, won by Trilateral, whose team 

comprised David Wright, Kush Wadhwa, Monica Lagazio and independent consultants 

Charles Raab and Eric Charikane, to look at PIAs and various project and risk management 

methodologies. The tender had two main requirements: 

¶ To understand how PIA can be better integrated with existing project and risk 

management tools 

¶ To help make PIA a more practical and effective tool. 

 

1.1 PRIVACY IMPACT ASSESSMENT  

 

The use of PIA in the UK dates back to at least December 2007, when the ICO published the 

first PIA Handbook in Europe.
6
 The Handbook was based on research conducted by an 

internationally distinguished team led by Loughborough University. Among the PIA analysts 

in this team were Professor Colin Bennett (University of Victoria, B.C., Canada) and privacy 

and surveillance expert Roger Clarke, a consultant and Professor in Australia. The research 

team studied and produced reports on PIA practice and methodology in Australia, Canada, 

Hong Kong, New Zealand and the United States
7
 in order to identify best practices that could 

inform the ICO Handbook, the principal author of which was Clarke. The ICO issued a 

second edition of the Handbook in June 2009.
8
 It is now working on a third edition, and the 

Trilateral study is to provide some research upon which the new version can draw. We 

understand that the new PIA guidance will be somewhat shorter and more streamlined than its 

predecessors. Based on the present study as well as previous research conducted by Trilateral, 

especially in the context of the EC-funded PIAF project as well as our contacts with industry, 

we concur that a more streamlined guide is warranted. 

 

Privacy impact assessments have been used since the 1990s.
9
 Although there are differences 

between the PIA policies and methodologies in these countries, there is an increasing 

                                                 
6
 ICO, Privacy Impact Assessment Handbook, Wilmslow, Cheshire, UK, Version 1.0, December 2007.  

7
 ICO, Privacy Impact Assessments: International Study of their Application and Effects, Information 

Commissioner's Office, Wilmslow, Cheshire, UK, December 2007.  

http://www.ico.gov.uk/upload/documents/library/corporate/research_and_reports/privacy_impact_assessment_in

ternational_study.011007.pdf 
8
 ICO, Privacy Impact Assessment Handbook, Wilmslow, Cheshire, UK, Version 2.0, June 2009 (hereafter ICO 

Handbook 2009). http://www.ico.gov.uk/upload/documents/pia_handbook_html_v2/index.html. 
9
 Among the early pioneers are Blair Stewart, the assistant privacy commissioner of New Zealand; Roger Clarke; 

Nigel Waters, formerly deputy privacy commissioner of Australia; Elizabeth Longworth, then a consultant in 

Australia and now a high-ranking official at the UN, and David Flaherty, former privacy commissioner of British 

Columbia. All these participated in a Privacy Issues Forum in Christchurch, New Zealand, in June 1996. Papers 

by Stewart and Longworth identify the parameters of the concept of PIA as it is understood today; see Stewart, 

Blair, ñPIAs ï an early warning systemò, Privacy Law and Policy Reporter, Vol. 3, No. 7, October/November 

1996. http://www.austlii.edu.au/au/journals/PLPR/1996/65.html; Longworth, Elizabeth, ñNotes on Privacy 

Impact Assessmentò, Longworth Associates, for Privacy Issues Forum, Christchurch, 13 June 1996; Stewart, 

Blair, ñPrivacy impact assessmentsò, Privacy Law and Policy Reporter, Vol. 3, No. 4, July 1996. 

http://www.austlii.edu.au/au/journals/PLPR/1996/39.html. For more details about the origins of PIA, see Clarke, 

Roger, ñPrivacy Impact Assessment: Its Origins and Developmentò, Computer Law & Security Review, Vol. 25, 

http://www.austlii.edu.au/au/journals/PLPR/1996/65.html
http://www.austlii.edu.au/au/journals/PLPR/1996/39.html
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convergence in approaches, in good part because later countries, such as the UK and Ireland, 

sought to learn from the experience of others. The increasing convergence is manifested by, 

for example, the emphasis on stakeholder consultation which features strongly in the UK and 

Irish PIA guidance documents, but less so or not at all in some of their antecedents. 

Convergence is also seen in definitions too, for example, of the term ñprojectò. Even certain 

phrases (PIA is described as ñan early warning systemò) turn up again and again. 

 

In terms of its influence alone, the UK PIA Handbook has been a considerable success. From 

the earliest days of the Handbook, the importance of PIA as an instrument for privacy 

protection has been well recognised. The Data Sharing Review Report recommended the use 

of PIAs.
10

 The Cabinet Office, in its Data Handling Review, called for all central government 

departments to ñintroduce Privacy Impact Assessments, which ensure that privacy issues are 

factored into plans from the startò.
11

 It accepted the value of PIA reports and stressed that they 

will be used and monitored in all departments as a means of protecting personal data and 

tackling identity management challenges from July 2008 onwards. PIAs have thus become a 

ñmandatory minimum measureò in the UK government and its agencies.
12

  

 

Publication of the ICO PIA Handbook has undoubtedly been the most influential event in the 

subsequent promotion and promulgation of PIA in Europe. In May 2009, the European 

Commission issued its Recommendation on RFID, in which it called upon the Member States 

to provide inputs to the Article 29 Data Protection Working Party for development of a 

privacy impact assessment framework for the deployment of radio frequency identiýcation 

(RFID) tags. In February 2011, the Article 29 Working Party endorsed an industry-developed 

PIA Framework for RFID.
13

 The Commission then issued a mandate to the European 

Standards organisations CEN and ETSI to assess whether a translation of the PIA Framework 

into a standard would be feasible.
14

 

 

The Commission also asked a Smart Grid Task Force (SGTF) to prepare a data protection 

impact assessment template for smart grid and smart metering systems.
15

 Expert Group 2 of 

                                                                                                                                                         
No. 2, April 2009, pp. 123-135. PrePrint at http://www.rogerclarke.com/DV/PIAHist-08.html. In 1994, Tom 

Wright, the Ontario Information and Privacy Commissioner, called for organisations to prepare a ñprivacy 

impact statementò when introducing a potentially privacy-intrusive technology; see ñPrivacy Protection Makes 

Good Business Senseò, Information and Privacy Commissioner, Toronto, 1994, Appendix D. 

http://www.ipc.on.ca/english/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=327. 
10

 Thomas, Richard, and Mark Walport, Data Sharing Review Report, 11 July 2008. 

 http://www.justice.gov.uk/reviews/docs/data-sharing-review-report.pdf; incorporated into CESG (the UK 

Government's National Technical Authority for Information Assurance), HMG Information Assurance Standard 

No 6 ï Protecting Personal Data and Managing Information Risk. http://www.cesg.gsi.gov.uk/ia-policy-

portfolio/hmg-ia-standards.shtml 
11

 Cabinet Office, Data Handling Procedures in Government: Final Report, June 2008, p. 18.  

http://www.cabinetoffice.gov.uk/sites/default/files/resources/final-report.pdf 
12

 See Cabinet Office, Cross Government Actions: Mandatory Minimum Measures, 2008, Section I, 4.4: All 

departments must ñconduct privacy impact assessments so that they can be considered as part of the information 

risk aspects of Gateway Reviewsò.  

http://www.cabinetoffice.gov.uk/sites/default/files/resources/cross-gov-actions.pdf. Gateway reviews are 

undertaken by an independent team of experienced people and carried out at key decision points in government 

programmes and projects to provide assurance that they can progress successfully to the next stage. 
13

 For a description of the steps that led to the construction of the RFID PIA Framework, see Chapters 15 and 16 

in Wright, David, and Paul De Hert, Privacy Impact Assessment, Springer, Dordrecht, 2012. This Framework is 

analysed in the present report. 
14

 http://europa.eu/rapid/press-release_SPEECH-11-236_en.htm 
15

 This template was submitted to the Article 29 Working Party for consultation according to the point 5 of the 

Recommendation on the roll out of smart metering systems. European Commission, Commission 

http://www.rogerclarke.com/DV/PIAHist-08.html
http://www.cabinetoffice.gov.uk/sites/default/files/resources/cross-gov-actions.pdf
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the SGTF produced a first draft which was considered (and criticised) by the Art. 29 Working 

Party at its meeting at the end of January 2013.  

 

Irelandôs Health Information and Quality Authority followed the ICO approach in conducting 

an international study of PIA,
16

 which led to the production of its PIA Guidance in December 

2010.
17

 Slovenia has produced a rudimentary PIA guidance document
18

 and other countries in 

Europe are known to be developing PIA guides too, a process that may accelerate soon as a 

consequence of the proposed Data Protection Regulation. The European Commission includes 

a measure in its proposed Regulation that would make PIAs mandatory for any organisation.
19

 

Under Article 33, organisations would be obliged to conduct a ñdata protection impact 

assessmentò where processing operations present specific risks to the rights and freedoms of 

data subjects.  

 

Meanwhile, the International Organization for Standardization (ISO) has initiated the 

development of a standard for PIAs. It aims to complete its work by the time the proposed 

Regulation is adopted (2014 is the target) and comes into force two years later. 

 

 

1.2 PIA  AND RISK MANAG EMENT  

 

The genesis of the contract awarded to Trilateral to study and recommend ways of improving 

integration of PIA in risk management might already be seen in the PIA Handbook. The ICO 

saw PIA as an element in risk management, as the Handbook makes clear. It says that 

ñorganisations may find it appropriate to plan a PIA within the context of risk 

managementò.
20

 It also says that the government ñwill check that they have been carried out 

as an integral part of the risk management assessmentò.
21

 

 

Better integration of PIA with risk management practices has been an issue with other data 

protection authorities, as the following paragraphs show, and for quite some time too. In one 

of the earliest papers on PIA, Elizabeth Longworth (1996) describes PIA as a risk 

management tool. 

 

                                                                                                                                                         
Recommendation of 9 March 2012 on preparations for the roll-out of smart metering systems, 2012/148/EU, 

Official Journal of the European Union L 73/9, 13.3.2012. Point 5 reads as follows: ñIn order to guarantee 

protection of personal data throughout the Union, Member States should adopt and apply the data protection 

impact assessment template to be developed by the Commission and submitted to the Working Party on the 

protection of individuals with regard to the processing of personal data for its opinion within 12 months of 

publication of this Recommendation in the Official Journal of the European Union.ò 
16

 Health Information and Quality Authority, International Review of Privacy Impact Assessments, 2010. 

http://www.hiqa.ie/standards/information-governance/health-information-governance 
17

 Health Information and Quality Authority, Guidance on Privacy Impact Assessment in Health and Social 

Care, Dublin, December 2010. http://www.hiqa.ie/resource-centre/professionals 
18

 Information Commissioner RS, Privacy Impact Assessment in e-Government Projects, Information 

Commissioner's Guidelines, Slovenia, 22 July 2011.   

https://www.ip-rs.si/fileadmin/user_upload/Pdf/smernice/PIASmernice__ENG_Lektorirano_10._6._2011.pdf 
19

 European Commission, Proposal for a Regulation of the European Parliament and of the Council on the 

protection of individuals with regard to the processing of personal data and on the free movement of such data 

(General Data Protection Regulation), COM(2012) 11 final, Brussels, 25 January 2012.   
20

 PIA Handbook, p. 5. 
21

 PIA Handbook, p. 6. For a discussion of privacy protection and risk management, see Bennett, Colin J., and 

Charles D. Raab, The Governance of Privacy: Policy Instruments in Global Perspective, The MIT Press, 

Cambridge, MA, 2006, Chapter 3, and pp. 260-262, quoting White, F., ñThe Use of Privacy Impact Assessments 

in Canadaò, Privacy Files, Vol. 4, No. 7, 2001, pp. 1-11. 
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Australiaôs PIA Guide says: ñPIA information feeds into broader project risk management 

processes.ò
22

  

 

The PIA guide produced by the Office of the Victorian Privacy Commissioner (OVPC) says 

categorically that PIAs ñshould be an important part of the risk management and planning 

processes of all organisationsò.
23

  

 

In its Directive on Privacy Impact Assessment promulgated in April 2010, the Treasury Board 

of Canada Secretariat states that ñThe PIA is the component of risk management that focuses 

on ensuring compliance with the Privacy Act requirements and assessing the privacy 

implications of new or substantially modified programs and activities involving personal 

information.ò
24

 The Directive goes on to say that if a PIA is ñnot properly framed within an 

institution's broader risk management framework, conducting a PIA can be a resource-

intensive exercise.ò Ontarioôs Privacy Impact Assessment Guide describes PIA as ñboth a due 

diligence exercise and a risk management toolò.
25

 

 

While these other PIA guides see PIA as part of the risk management process, one can ask: 

Has PIA, in fact, been successfully integrated into risk management processes? The best 

evidence so far seems to suggest that such integration remains more a wish than a reality. 

Following its major audit of government institutionsô PIAs in 2007, the Office of the Privacy 

Commissioner in Canada (OPC) said in its report that ñthe PIA process was far from being 

fully integrated into the overall risk management strategies of individual entitiesò. (PIAs are 

mandatory in the Canadian government.) In fact, the OPC found that ñPrivacy impact 

assessments were rarely integrated into the risk management strategies of organisationsò.
 26  

The Canadian Privacy Commissioner, Jennifer Stoddart, writes: 

 
In order to better encourage the early consideration of privacy risks, we believe there is a need 

to integrate PIA practices with an organisationôs overall approach to risk management. This 

occurs not only at an operational level ï that is, through the PIA triggers or screening devices 

previously discussed ï but by linking existing regulatory requirements with other program 

activities and their administrative processes. Ideally, senior managers should be using privacy 

impact assessment, in conjunction with other social and economic analyses, to inþuence the 

subsequent development of programs, services, plans and policies. And where privacy impact 

assessment can be linked to a statutory requirement (irrespective of whether PIAs are made 

mandatory by law), there is a greater likelihood that they will be employed as a risk 

management tool prior to a programôs deployment. While this is more likely to occur once an 

                                                 
22

 Ofýce of the Privacy Commissioner, Privacy Impact Assessment Guide, Sydney, NSW, August 2006, revised 

May 2010, p. vii. http://www.privacy.gov.au. On 1 November 2010, the Ofýce of the Privacy Commissioner was 

integrated into the Ofýce of the Australian Information Commissioner (OAIC). 
23

 Office of the Victorian Privacy Commissioner (OVPC), Privacy Impact Assessments: A guide for the 

Victorian Public Sector, Edition 2, April 2009, p. 2.  

http://www.privacy.vic.gov.au/privacy/web2.nsf/pages/publication-

types?opendocument&Subcategory=Guidelines&s= 
24

 Treasury Board of Canada Secretariat, Directive on Privacy Impact Assessment, Ottawa, 1 Apr 2010, section 

3.3. http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18308&section=text 
25

 Office of the Chief Information and Privacy Officer (OCIPO), Privacy Impact Assessment Guide for the 

Ontario Public Service, Queenôs Printer for Ontario, December 2010, p. 6. 
26

 Stoddart, Jennifer, ñAuditing Privacy Impact Assessments: The Canadian Experienceò, Chapter 20, in David 

Wright and Paul De Hert (eds.), Privacy Impact Assessment, Springer, Dordrecht, 2012, pp. 419-436 [p. 430]; 

emphasis added. The OPC audited nine government departments and agencies and surveyed 47 others [pp. 424-

425]. 



23 

 

organisation deems personal information and privacy as a strategic variable, its importance 

may be imposed through the integration of PIAs with other operational requirements.
27

 

 

Stoddart makes several important points here, not least of which is her saying that PIAs are 

more likely to be used as a risk management tool where there is a statutory requirement to do 

so and that the integration of PIAs with other operational requirements may need to be 

imposed.  

 

1.3 METHODOLOGIES  

 

The research on which this report is based uses various approaches and methodologies.  

 

We conducted a literature review of the various project and risk management standards and 

methodologies analysed in this report. An Internet search located 26 UK privacy impact 

assessment reports. Our analysis of these PIA reports is one of the few such attempts to 

comprehend the state of the art as practised in the UK.  

 

We developed a short questionnaire of six questions, to make it as easy as possible to answer. 

Its purpose was to determine which project and risk management standards and 

methodologies are being used in the UK, whether the recipient organisations have conducted 

any PIAs (and if so, how many); whether PIA is integrated or could be integrated ï according 

to the respondents ï in their project and risk management practices; and whether the DPO and 

risk manager talked to each other.  

 

Trilateral developed a list of data protection officers (DPOs)  and risk managers from about 

850 companies, UK central government departments and agencies, local authorities and NHS 

trusts, to whom we e-mailed the questionnaire directly. In addition, the ICO sent the 

questionnaire to about 1,300 people who applied to attend its annual DPO conference in 

March 2013. The ICO also included the questionnaire in the material handed out to 

participants on the day of the conference. Martin Hoskins, chairman of the Data Protection 

Forum, sent the questionnaire to its members with a covering letter. The International 

Association of Privacy Professionals (IAPP) ran an item about our study in its Europe Data 

Protection Digest, which it e-mailed on 25 January 2013 to about 4,900 members in Europe.  

 

Trilateral also conducted a number of interviews with some of the respondents in our survey 

to go into deeper detail about their use of PIAs and the extent to which they are integrated 

with the organisationôs project and risk management practices. Some of these interviews 

resulted in the case studies in Annex 3 of this report. A few other interviews were conducted 

by Trilateral to gather additional information about some of the project management 

methodologies.
28

  

 

The ICO allowed Trilateral team members to attend the DPO conference in Manchester on 5 

March 2013, providing an opportunity to meet other participants. David Wright, Trilateralôs 

managing partner, gave a presentation about our study, together with the ICO project officer, 

Tom Oppé, in three different sessions during the conference. In two of these sessions, the 

audience were asked for a show of hands to indicate who had conducted a PIA or worked in 

an organisation that had conducted one. About a third or more had done so; this is in line with 

the findings of our survey. PIAs appear to be widely used by many organisations in the UK. 

                                                 
27

 Stoddart, ibid., p. 430. 
28

 We thank all those whom we interviewed for giving generously of their time. 
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By contrast, a survey was conducted of data protection authorities in Europe to determine 

how many RFID PIAs they had reviewed or of which they were aware; the response from all 

DPAs was nil. We believe PIAs are more widely conducted in the UK, in part because they 

are mandatory in central government, but not only for this reason. We know that some 

companies are conducting PIAs, especially because they value their reputation and wish to 

earn the trust of customers, and because they do not want to compromise their customersô 

personal data, which might damage their reputation.
29

  

 

For this study, Trilateral developed an analytical framework which consisted of a two-column 

table with 16 ñtouch pointsò drawn from the ICO PIA Handbook. These touch points were 

key points or elements of the ICO PIA methodology. We converted these touch points into 

questions which we used to interrogate the PIA reports, the project and risk management 

standards and methodologies that we analysed for this study, and that are reported in Chapters 

2 and 3. We then performed a ñhorizontal analysisò (a comparative analysis) of the results of 

each the project and risk management methodologies, which is reflected in Chapter 4 of this 

report. 

 

Another term used in this study is ñopen doorsò, by which is meant any points in a project 

and/or risk management process where a PIA could be inserted and carried out. 

 

1.4 STRUCTURE AND SCOPE OF THIS REPORT  

 

This report comprises five chapters, seven annexes and an executive summary.  

 

Following Chapter 1, this Introduction, Chapter 2 focuses on project management 

methodologies, for which PMBOK, PRINCE2, Agile and HERMES were reviewed, 

summarised and analysed. In each case, we conclude with a table showing our touch points 

and evidence of the extent to which the methodologies have similar features. 

 

Chapter 3 focuses on 15 different risk management standards and methodologies, divided into 

four categories covering risk management, information security, risk analysis and privacy risk 

management. This chapter concludes with a section on practical approaches for integrating 

privacy risks into risk management methodologies and standards. The analysis of risk 

management standards and methodologies includes those in use in the public and private 

sectors. It also covers some methodologies (e.g., those of NIST, EBIOS and CNIL) that are 

important and well regarded internationally, but for which we found no evidence of their use 

in the UK. Nevertheless, we have included an analysis of a few such methodologies because 

they are of interest for comparing with those in use in the UK: Do they show any significant 

differences from those in use in the UK? Is there anything that we, in the UK, can learn from 

other methodologies used abroad? But most important, for present purposes, we wanted to see 

whether PIA can be integrated with these other approaches used outside the UK. 

 

Chapter 4 contains the main findings of our study. It also provides a horizontal analysis (or 

comparative analysis) of the various parts of our study.  

 

                                                 
29

 See, for example, the chapters on Nokia, Siemens and Vodafone in Wright, David, and Paul De Hert (eds.), 

Privacy Impact Assessment, Springer, Dordrecht, 2012. For a discussion of the relationship between privacy and 

trust, see Bennett, Colin J. and Charles D. Raab, The Governance of Privacy: Policy Instruments in Global 

Perspective, The MIT Press, Cambridge, MA, 2006, pp. 49-57; 6, Perri, with Kristen Lasky and Adrian Fletcher, 

The Future of Privacy, Volume 2: Pubic Trust in the Use of Private Information, Demos, London, 1998. 
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Chapter 5 contains our recommendations. 

 

Annex 1 is on PIA practices. It reviews the ICO PIA Handbook and identifies some of its key 

features which are the basis for the ñtouch pointsò we use to interrogate PIA reports and 

project and risk management methodologies. We also examine three other PIA approaches: 

the RFID PIA Framework, Article 33 of the proposed Data Protection Regulation and the 

PIAF methodology to see how they compare to the PIA Handbook touch points. We then 

examine seven PIA reports from the 26 listed in Annex 6. 

 

Annex 2 summarises the results of the survey conducted especially for this study. We 

compare the results of this survey with two other, smaller surveys conducted by Trilateral in 

November 2012 and in May 2012. In addition to providing a view of how widely used PIAs 

are and how many have been conducted, the survey initiated in January 2013 helped us to 

identify those project and risk management approaches most widely used by respondents. 

 

Annex 3 comprises case studies undertaken for this study, based on interviews with 

respondents. Although the ICO did not ask Trilateral to conduct such case studies, we felt 

they were useful in giving some deeper insights into the use of PIAs and their integration with 

project and risk management as well as how PIAs fit in with the policy-making process.  

 

In Annex 4, we have reproduced the questionnaire used in this study. Annex 5 is a list of 

anonymised responses to the survey, showing how many PIAs each respondent has carried 

out. Annex 6 lists the publicly available UK PIA reports which we were able to discover after 

some hours of searching on the Internet. Annex 7 summarises the copyright situation 

regarding the various PIA, project and risk management documents on which we have drawn 

for preparation of this report. 

  

In addition, there are two sets of references. The first provides the citations for the various 

project and risk management standards included in this study. The second is a list of the 

Trilateral teamôs various PIA publications for those who might want some further reading.   
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2 PROJECT AND TECHNOLO GY DEVELOPMENT MANAGEME NT 

STANDARDS AND METHOD OLOGIES 

 

This chapter describes popular project management standards and methodologies in use in the 

UK and abroad. For each methodology, we provide an overview followed by a table in which 

we ñinterrogateò the methodology using a set of questions derived from the PIA Handbook 

touch points (see Annex 1). The following table shows how we have converted the touch 

points into a set of questions. 

 

 Touch points extracted from the ICO 

PIA Handbook 

Questions for project management 

methodology based on touch points 

1 PIAs must comply with (more than just 

data protection) legislation. Private 

sector organisations will also have to 

consider industry standards, codes of 

conduct and privacy policy statements. 

Does the PM methodology include 

provisions about compliance with legislation 

and any relevant industry standards, code of 

conduct, internal policy, etc.? 

2 PIA is a process. Is the PM methodology regarded as a process 

or is it simply about producing a report? 

3 A PIA could consider: 

1. privacy of personal information; 

2. privacy of the person; 

3. privacy of personal behaviour; and 

4. privacy of personal 

communications. 

Does the PM methodology address only 

information privacy protection or does it 

address other types of privacy as well? 

4 PIA should be undertaken when it is 

possible to influence the development 

of a project. 

Does the PM methodology say that it should 

be undertaken when it is still possible to 

influence the development of the project?  

5 Responsibility for the PIA should rest at 

the senior executive level. 

Does the PM methodology place 

responsibility for its use at the senior 

executive level? 

6 The organisation should develop a plan 

for the PIA and its terms of reference. It 

should develop a consultation strategy 

appropriate to the scale, scope and 

nature of the project. 

Does the PM methodology call for 

developing a plan and terms of reference? 

Does it include a consultation strategy 

appropriate to the scale, scope and nature of 

the project? 

7 A PIA should include an environmental 

scan (information about prior projects 

of a similar nature, drawn from a variety 

of sources). 

Does the PM methodology call for conduct 

of an environmental scan (information about 

prior projects of a similar nature, drawn from 

a variety of sources)? 

8 The organisation should determine 

whether a small-scale or full-scale PIA 

is needed. 

Does the PM methodology include 

provisions for scaling its application 

according to the scope of the project? 

9 A PIA should seek out and engage 

stakeholders internal and external to the 

organisation. The assessor needs to 

make sure that there is sufficient 

diversity among those groups or 

individuals being consulted, to ensure 

that all relevant perspectives are 

Does the PM methodology call for 

consulting all relevant stakeholders, internal 

and external to the organisation, in order to 

identify and assess the projectôs impacts from 

their perspectives? 
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 Touch points extracted from the ICO 

PIA Handbook 

Questions for project management 

methodology based on touch points 

represented, and all relevant 

information is gathered. 

10 The organisation should put in place 

measures to achieve clear 

communications between senior 

management, the project team and 

representatives of, and advocates for, 

the various stakeholders. 

Does the PM methodology include 

provisions for putting in place measures to 

achieve clear communications between 

senior management, the project team and 

stakeholders? 

11 The PIA should identify risks to 

individuals and to the organisation. 

Does the PM methodology call for 

identification of risks to individuals and to 

the organisation? 

12 The organisation should identify less 

privacy-invasive alternatives. It should 

identify ways of avoiding or minimising 

the impacts on privacy or, where 

negative impacts are unavoidable, 

clarify the business need that justifies 

them. 

Does the PM methodology include 

provisions for identifying protection 

measures and/or design solutions to avoid or 

to mitigate any negative impacts of the 

project or, when negative impacts are 

unavoidable, does it require justification of 

the business need for them? 

13 The organisation should document the 

PIA process and publish a report of its 

outcomes. 

Does the PM methodology include 

provisions for documenting the process?  

14 A PIA report should be written with the 

expectation that it will be published, or 

at least be widely distributed. The report 

should be provided to the various 

parties involved in the consultation. If 

information collected during the PIA 

process is commercially or security 

sensitive, it could be redacted or placed 

in confidential appendices, if justifiable. 

Does the PM methodology include provision 

for making the resulting document public 

(whether redacted or otherwise)? 

15 The PIA should be re-visited in each 

new project phase. 

Does the PM methodology call for a review 

if there are any changes in the project?  

16 A PIA should be subject to third-party 

review and audit, to ensure the 

organisation implements the PIA 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations. 

Does the PM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it has 

provided adequate justification for not 

implementing some recommendations?  

 

By developing a set of questions based on the PIA Handbook touch points to interrogate the 

project management methodology, we can determine whether there are sufficient 

commonalities between the PIA process and the project management process so that a PIA 

could be conducted in tandem with the project management process without disrupting it. 

Further, if there are a sufficient number of commonalities, then we assume that integration of 

PIA into the project management process will be possible without much difficulty. If there are 

an adequate number of touch points, we assume that it will be easier to convince project 
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managers that they should take account of ï or integrate ï PIA in their project management 

process. 

 

Even if there are not so many touch points, there is still a possibility of integrating PIA in the 

project management process through one or more ñopen doorsò ï i.e., points in the project 

management process where or when it would be possible to conduct a PIA.  

 

 

2.1 PROJECT MANAGEMENT ME THODOLOGIES  

 

While project management methodologies continually evolve, and a small proportion of 

organisations (4%, according to the PWC 2012 global survey of companies
30

) use an in-house 

developed methodology, there are a few dominant (and emerging in dominance) project 

management approaches, which we describe here. 

 

2.1.1 Project Management Body of Knowledge (PMBOK
©
)  

 

With its origins as a white paper
31

, and later expanded as the PMI (Project Management 

Institute) Project Management Body of Knowledge in the PMI-published PM Network 

periodical in 1987, this standard was approved as an ANSI (American National Standards 

Institute) standard in 1999.
32

 On a global basis, 41 per cent of organisations responding to a 

survey by PriceWaterhouseCoopers report that PMBOK is the dominant project management 

methodology used globally
33

 for managing all types of projects.  As an indicator of the broad 

scope of adoption, PMI reports
34

 that more than 650,000 people in 185 countries are members 

of PMI and credential holders in one of the areas related to PMBOK. 

 

This standard encompasses a broad range of principles, process groups and knowledge areas 

for project management. The processes and knowledge developed and described under this 

standard have been written about and amended over several iterations by PMI volunteers, who 

have brought expertise from their work in the project management profession. The PMBOK
©
 

Guide acknowledges as well the ñplan-do-check-actò cycle, as originally defined by Shewhart 

in the 1930s and further modified by Deming in the 1950s,
35

 as an underlying concept for the 

interaction amongst these processes.  

                                                 
30

 PriceWaterhouseCoopers, Insights and Trends: Current Portfolio, Programme, and Project Management 

Practice.  The third global survey on the current state of project management took place in 2012. See 

http://www.pwc.com/us/en/public-sector/publications/global-pm-report-2012.jhtml 
31

 Ethics, Standards and Accreditation Report, PMI, 1983. 
32

 Currently, ANSI Standard number ANSI/PMI 99/001/2008 corresponds to the 4th edition of the PMBOK 

Guide. 
33

 PriceWaterhuseCoopers, op cit. 
34

 http://www.pmi.org 
35

 American Society for Quality, ASQ Handbook, 1999, pp. 13-14. 
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Figure 2.1:  Plan-Do-Check-Act Cycle 

 

The process groups (many of which are directly paralleled in ISO 21500,
36

 the development 

to which PMI contributed) include those described below.   

 

¶ initiating processes, which are associated with the initial definition or authorisation of 

projects or project phases, 

¶ planning processes, which aim to define and/or refine goals and objectives and plan 

actions needed to achieve them, 

¶ executing processes, where people and resources are brought together to complete the 

work that has been planned, 

¶ monitoring and controlling processes, which are focused upon measuring and 

checking progress against the developed plan, and  

¶ closing processes, that end the project or project phase in an orderly fashion, with a 

focus upon acceptance of the work performed. 

 

Nine knowledge areas of PMBOK are required for project managers and applied (to a greater 

or lesser degree) across the five process groups described above. The knowledge areas 

defined and described in the standard include: 

 

¶ Project Integration Management.  This knowledge area focuses upon the integration of 

processes amongst the project management process groups. Within this knowledge 

area are described the development of the project charter, preliminary project scope 

and the overall project management plan. 

 

¶ Project Scope Management.  This knowledge area includes processes that aim to 

define the work of the project and ensure it encompasses all (but only) the work 

required to complete the project, as well as to control the scope over the course of the 

project through an integrated change control process. The scope of work is defined 

through a work breakdown structure (WBS) that deconstructs the work and identifies 

deliverables. 

                                                 
36

 The process groups for ISO 21500 are essentially the same as for PMBOK, with only a change in the names, 

which are initiating, planning, implementing (rather than executing), controlling (rather than monitoring and 

controlling), and closing. The parallels to the knowledge areas for ISO 21500 are integration, stakeholders 

(which is covered within communications under PMBOK), scope, time, cost, quality, resources (which 

encompasses both human and other types of resources), communications, risk and procurement. 
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¶ Project Time Management. This knowledge area comprises processes aimed at 

developing and managing the overall project schedule, including activity definition 

and sequencing, estimating resource and activity duration, and analysis required to 

develop a schedule from these inputs. 

 

¶ Project Cost Management. This knowledge area includes those processes that support 

planning, estimating and controlling project costs. The over-arching aim served by 

these processes is to develop the project within its budget.  This knowledge area 

includes concepts of life-cycle costing, along with value engineering techniques to 

improve decision-making within the projectôs life in order to optimise quality and 

performance. 

 

¶ Project Quality Management. This knowledge area includes those processes that 

provide for the implementation of quality policies, objectives and responsibilities, 

implementing the quality system utilised by the organisation, and specifically 

organises this through quality planning, quality assurance and quality control 

activities.  The standard describes and defines approaches to implement various 

quality standards and to monitor results to ensure they meet the quality standards.  It 

provides for continuous improvement through the application of a cyclical "plan-do-

check-act" cycle or other quality improvement initiatives (e.g., TQM, Six Sigma). 

 

¶ Project Human Resource Management. This knowledge area includes processes often 

referred to as ñsoft skillsò.  The processes include those aimed at organising and 

managing the project team, from human resource planning, defining roles and 

responsibilities, and staff management planning to acquiring, developing and 

managing the project team.  The processes include quantitative planning efforts as 

well as guidance for negotiating for resources, team building, conducting performance 

appraisals and other soft management skills. 

 

¶ Project Communications Management.  This knowledge area comprises processes to 

link people and information within the project in order to ensure success of the 

project.  Of the various principles and processes included in this knowledge area, 

managing stakeholders is of particular interest. The standard includes discussion of 

positive and negative stakeholders to highlight the need to understand the perspectives 

of each, though the general focus of the processes is upon the users whose inputs are 

directly sought to identify issues and initiate change requests. 
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Figure 2.2:  Process Groups and Knowledge Areas 

 

¶ Project Risk Management.  The processes included in the knowledge area are those 

connected to planning for, identification of, responding to, monitoring and controlling 

risk within a project. Risks are qualitatively and quantitatively analysed, and risk 

probabilities and impacts defined. A risk breakdown structure (RBS) is defined as an 

output of these processes. Given the uncertain nature of risk, numerous strategies for 

identifying and controlling risks are described. 

 

¶ Project Procurement Management.  This knowledge area includes the processes for 

acquiring or purchasing the products or services needed from sellers outside the 

project team, and includes activities for planning purchases and acquisitions and 

contracting, selecting sellers, performing contract administration and ultimately 

closing out contracts. 

 

The methodology provides detailed, structured approaches to address each of the process 

areas within the context of each knowledge area, detailing steps to be completed and 

documents to be produced.  In addition to the PMBOK
©
 Guide, specific separate practice 

standards are provided for specific tools, techniques or processes identified in the PMBOK
©
 

Guide, including those for Project Risk Management, Earned Value Management, Project 

Configuration Management, Work Breakdown Structures, Scheduling, and Project 

Estimating.  In addition, foundational standards are provided for construction projects and 

government-based projects as extensions of PMBOK
©
. 

 

Of the nine knowledge areas, several should be particularly noted as they may apply to the 

integration of PIA: 
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¶ Project Integration Management. As this knowledge area focuses upon the integration 

of processes, and privacy impact assessments may be viewed as looking across the 

entirety of a project, introduction of privacy and data protection goals may be 

determined to be relevant within the project charter and/or scope. 

 

¶ Project Scope Management. Specific goals for privacy and the conduct of a privacy 

impact assessment (or a cyclical implementation of privacy impact assessments over 

the course of multiple project phases) could be introduced in the scope of the project 

as developed and managed in this knowledge area. 

 

¶ Project Communications Management. Specific processes for engaging stakeholders 

in the project as it relates to privacy impact assessment goals should be addressed 

through the communication management knowledge area. 

 

¶ Project Risk Management. Privacy and data protection related risks are assessed via 

the PIA.  This knowledge area would be appropriate for introducing and defining the 

tools and techniques associated with project risk management. 

 

The documents which are produced by the project management professional, and are the 

focus of the PMBOK
©
 Guide, are the Project Charter (formally authorising the project), the 

Project Scope Statement (stating the work to be done and deliverables expected), and the 

Project Management Plan (indicating how the work will be done). 

 

The PMP accreditation associated with PMBOK
©
 is the most widely held certification for 

project managers on a global basis.  The certification is issued by the Project Management 

Institute (PMI), which also publishes the related standards as A Guide to the Project 

Management Body of Knowledge (PMBOK
©
 Guide), currently in its 5th edition (2013). 

 

 

 Questions for project management 

methodology based on touch points 

Evidence from PMBOK
©
 methodology 

1 Does the PM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal policy, 

etc.? 

The PMBOK
© 

Guide does not 

specifically provide for processes to 

assure compliance with regulatory or 

other issues, but does identify the need to 

incorporate such provisions in the 

process of developing the project charter 

as a determinant of project success. 

2 Is the PM methodology regarded as a 

process or is it simply about producing a 

report? 

The methodology is a process-driven 

approach, which is flexibly applied 

across all types and phases of projects. 

3 Does the PM methodology address only 

information privacy protection or does it 

address other types of privacy as well? 

There is no explicit focus upon privacy. 

4 Does the PM methodology say that it 

should be undertaken when it is still 

possible to influence the development of 

the project?  

This is not addressed by the 

methodology. 

5 Does the PM methodology place 

responsibility for its use at the senior 

The methodology encourages the 

inclusion of various types of 
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 Questions for project management 

methodology based on touch points 

Evidence from PMBOK
©
 methodology 

executive level? stakeholders, including executive levels 

of management, particularly when 

initiating the project and gaining 

authorisation as well as in scope 

definition and acceptance. 

6 Does the PM methodology call for 

developing a plan and terms of reference? 

Does it include a consultation strategy 

appropriate to the scale, scope and nature 

of the project? 

The methodology is heavily reliant upon 

developing a detailed plan, engaging 

stakeholders, and ensuring effective 

communication across the project. 

7 Does the PM methodology call for conduct 

of an environmental scan (information 

about prior projects of a similar nature, 

drawn from a variety of sources)? 

There is no explicit focus upon 

performing an environmental scan; 

however, as a part of the risk 

management aspects, identification of 

risk would include a risk assessment and 

probability analysis that would include 

lessons learned from other projects and 

sources. 

8 Does the PM methodology include 

provisions for scaling its application 

according to the scope of the project? 

This is not addressed by the 

methodology. 

9 Does the PM methodology call for 

consulting all relevant stakeholders, 

internal and external to the organisation, in 

order to identify and assess the projectôs 

impacts from their perspectives? 

There is a particular focus within the 

context of the Project Communications 

Management knowledge area on 

managing stakeholders and managing 

change to the project scope within that 

context. 

10 Does the PM methodology include 

provisions for putting in place measures to 

achieve clear communications between 

senior management, the project team and 

stakeholders? 

Yes.  The Project Communications 

Management knowledge area addresses 

the principles and processes appropriate 

for clear communications amongst these 

groups. 

11 Does the PM methodology call for 

identification of risks to individuals and to 

the organisation? 

Yes, the Project Risk Management 

knowledge area addresses the 

identification of risks.  Broadly, this 

looks at all types of risks to the project 

and its goals, but also at risks that may 

emerge from a wide range of sources 

(technical, environmental, etc.). 

12 Does the PM methodology include 

provisions for identifying protection 

measures and/or design solutions to avoid 

or to mitigate any negative impacts of the 

project or, when negative impacts are 

unavoidable, does it require justification of 

the business need for them? 

The methodology does not explicitly aim 

to look for negative impacts of the 

project, but it is expected that both 

positive and negative stakeholders to the 

project should be engaged within the 

processes.  That is, those stakeholders 

who are concerned about negative 

impacts will be expected to identify areas 

of concern. 
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 Questions for project management 

methodology based on touch points 

Evidence from PMBOK
©
 methodology 

13 Does the PM methodology include 

provisions for documenting the process?  

This methodology is heavily reliant upon 

developing written deliverables that 

define and describe the plan and the 

outcomes of the work performed. 

14 Does the PM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

There is no provision for making 

documents public.  Such standards would 

need to be defined at an organisational 

level. 

15 Does the PM methodology call for a 

review if there are any changes in the 

project?  

As there is no explicit call for PIA within 

the methodology, there is likewise no call 

for a review.  However, the processes 

recognise the cyclical nature of a project 

with an integrated change control 

process, which may include its own 

criteria for initiation of a review of 

privacy issues based upon the nature of 

changes. 

16 Does the PM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it has 

provided adequate justification for not 

implementing some recommendations?  

No, there is no provision for audit of 

changes prescribed by a PIA within the 

methodology, but it may be that the 

change control process should include 

provisions for such follow-on validation. 

 

Conclusions and recommendations 

 

Privacy impact assessments have well-defined goals and can be very effectively integrated 

within the PMBOK framework.  The main focal point for integration should be within the 

Project Risk Management knowledge area, and the PIA should be presented as an available 

tool for assessment of privacy risk (specifically, as a tool for activity 11.2).  In addition, 

privacy and data protection should be introduced, along with regulatory and legislative factors 

as an environmental consideration when developing the project charter and scope, and in the 

context of change control. 

 

 

2.1.2 PRINCE2 (PRojects IN Controlled Environments) 

 

PRINCE2 (Projects in a Controlled Environment), originally published in 1996, is a project 

management standard developed by the UK Office of Government Commerce (OGC) and 

used widely within the UK government, alongside other OGC-developed methods and 

guidance. ñPRINCE2 is a de facto standard developed and used extensively by the UK 

government and is widely recognised and used in the private sector, both in the UK and 

internationally. It embodies established and proven best practice in project management.ò
37

 

 

This standard has evolved from earlier project management methods adopted by the Central 

Computer and Telecommunications Agency (CCTA), which was renamed to the Office of 

                                                 
37

 http://www.prince-officialsite.com/home 
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Government Commerce. The earlier incarnations of these methods included PRINCE, which 

was published in 1989, which had itself superseded PROMPT, a method dating to 1975, 

which had been adopted by the CCTA in 1979. 

 

Beyond the broad use of the method within UK government organisations and agencies, this 

standard has been adopted on the global stage (most heavily in Australia and Europe where 

adoption is 20 per cent or greater
38

) and in both public and private sector organisations. 

PRINCE2 provides a structured framework for project management and, in practice, is 

complemented by the project management ñsoft skillsò involved in managing projects. 

 

The PRINCE2 framework integrates principles, themes, processes, and the project 

environment to enable a scalable, tailored approach to project management.
39

 

 

Principles 

 

The principles serving as a foundation for PRINCE2 are: 

¶ Continued business justification. This justification is documented in a PRINCE2 

setting in a business case. 

¶ Learn from experience. Project teams operating in a PRINCE2 setting will review 

prior projects for lessons learned, or seek external inputs to help guide the project.  

This process of learning continues through the life of the project. 

¶ Defined roles and responsibilities. The project team will include at least three primary 

stakeholders (refer to Figure 2.3), including business sponsors, users and suppliers, 

and the project structure will reflect the involvement and provide for engagement of 

each, with defined roles.  

¶ Manage by stages. Projects in PRINCE2 have a minimum of two stages, including an 

initiation stage and one or more further management stages. 

¶ Manage by exception. Tolerances are defined across time, cost, quality, scope, risk 

and benefit objectives, and where tolerances are exceeded, they are escalated to the 

next management layer for decision-making. 

 

Business

UserSupplier

The 
Project

 
Figure 2.3:  Project interests and stakeholders 

                                                 
38 PriceWaterhouseCoopers, op cit. 
39

 Office of Government Commerce, Managing Successful Projects with PRINCE2Ê, UK, 2009. 
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¶ Focus on products. PRINCE2 projects use a Product Description to provide clarity as 

to the purpose of the project, and the focus on product(s) of the project is aimed at 

fulfilling stakeholder expectations and is based upon business justification. 

¶ Tailor to suit the project environment. PRINCE2 can be scaled in ways that will 

universally apply to different project environments, and whose project controls can 

adjust on the basis of scale, complexity, importance, risk or other factors. 

 

Themes 

 

PRINCE2 themes are aspects of project management that run throughout a project and are 

addressed on a continual basis.  For each of the themes, PRINCE2 addresses how each aspect 

of project management is to be treated in order to ensure the processes (below) are as 

effective as possible. In addition, the themes for PRINCE2 provide a definition of 

responsibilities of each defined role within the theme. 

¶ Business case. The business case is developed at the beginning of the project, verified 

and maintained throughout the course of the project's duration, and continuously 

confirmed that the intended benefits outlined in the business case are being realised.  

For example, the business case is developed during the pre-project and initiation 

stages, verified and benefits confirmed in each subsequent delivery stage, and benefits 

confirmed again at the final delivery and post-project stages.  The business case would 

be expected to include the reasons for the project, its benefits and dis-benefits, 

timeline, cost, identification of major risks, and an appraisal of the investment (net 

benefits, ROI, payback period, or similar metrics).  This continual re-evaluation of the 

business case provides an opportunity to ensure than business objectives, costs, 

timelines, benefits and risks remain in alignment.   

¶ Organisation. PRINCE2 approaches a project as a temporary organisation aimed at 

delivering products based upon the developed and confirmed business case. The 

method introduces four levels of management, including three within the project 

management structure (directing, at the level of the project board; managing, at the 

level of the project manager; delivering, at the level of the team manager) and one 

level outside the project, which is at the corporate or programme management level.  

In this theme, guidance is provided on engaging stakeholders, whether internal or 

external to the project or organisation. 

¶ Quality. The quality theme is tightly linked with the product focus principle, aimed at 

ensuring that the results of the project meet the expectations of the business and enable 

the expected benefits to be achieved.  This theme focuses upon quality planning (i.e., 

establishing quality criteria, defining quality tolerance levels, defining quality 

methods, and assigning quality responsibilities) and quality control methods (testing, 

inspections).  Structured inspections are used as an opportunity to engage with 

stakeholders along the duration of the project.  Records are maintained to assure the 

completeness and adherence to quality criteria and that the products are accepted by 

stakeholders. 

¶ Plans. This theme introduces a comprehensive approach to planning which includes a 

recommendation for three levels of plan, corresponding to the different levels of 

management (project, stage, team). The planning theme includes attention to various 

steps in developing plans, including designing the plan, defining and analysing 

products, identification of activities and dependencies, preparation of estimates and 

schedules, analysis of risk, and documentation of the plan, all of which are repeated 

for the overall project, individual stages and optionally for team plans. 
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¶ Risk. The PRINCE2 risk management approach is based upon the OGC's published 

guidance:  Management of Risk:  Guidance for Practitioners (TSO, 2010).  M_o_R
®
 

principles, in turn, are informed by ISO31000:2009 (refer to section 3.1.1 for a 

discussion of ISO31000:2009) as well as corporate governance principles.  M_o_R is 

examined in detail later in this section. 

¶ Change. PRINCE2 addresses change control as a systematic, continual activity within 

the life of a project, and similarly addresses issues that arise that require management 

attention. It defines priority, severity and change authority. The change theme 

describes the approach to change which include controls for a configuration 

management strategy, as well as records that describe configuration items and their 

status. It also outlines a configuration management procedure to include steps for 

capturing, examining, proposing, deciding, and implementing change. 

¶ Progress. This theme focuses upon the mechanisms required to monitor progress 

within the project against the objectives of the plan, established tolerances, and ensure 

effective escalation when required.  Progress control is provided through delegation of 

authority, division into managing stages, event- and time-driven reviews and 

reporting, as well as raising of exceptions.  The progress theme also ties into the 

organisation theme, delegating definition of tolerances and exception reporting across 

the four levels (corporate or programme management, project board, project manager, 

team manager). 

 

Processes 

 

The seven processes of PRINCE2 provide the specific activities for directing, managing and 

delivering a project. 
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Figure 2.4:  PRINCE2 processes in project management context 

 

¶ Starting up a project. This process is aimed at ensuring that all the prerequisite 

elements for initiating the project are in place. 
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¶ Directing a project. This process is intended to enable the Project Board to direct and 

control the project through its life. 

¶ Initiating a project. This project process establishes foundations for the project, 

including preparation of risk, configuration and quality management strategy, setting 

up project controls, project planning and refining the business case. 

¶ Controlling a stage. For each defined stage of the project, this process is applied, 

including assigning work, responding to issues, reporting progress to higher 

management levels, and taking actions as necessary to ensure the stage proceeds 

within established tolerances. Work packages are authorised, their status reviewed and 

ultimately completed. 

¶ Managing product delivery. As with controlling a stage, this process is repeated at 

each stage, and comprises accepting a work package, executing that work package, 

and delivering the complete work package. Team plans are created in this process, in 

parallel to the Stage plan. 

¶ Managing a stage boundary. This process is completed at the end of a stage, where the 

project manager reports to the Project Board sufficient information to enable an 

assessment of the success of the stage and allow for continuation on to the next stage 

(as applicable) on the basis of a confirmation of continuing business justification.  The 

business case is updated, and the next stage is planned and the Stage plan approved or 

exceptions identified. 

¶ Closing a project. At the conclusion of the planned work (or alternatively, if the 

business justification no longer exists to continue the work), this process is executed. 

Activities that may be included are to prepare a planned (or premature) closure, hand 

over products, evaluate the project, and recommend project closure to the Project 

Board. 

 

The fourth and final element of PRINCE2 is in tailoring the method to address environmental 

factors that impact the size, duration, organisational structure, type of project, sector or other 

aspects of the project. PRINCE2 accommodates various lifecycle models (e.g., waterfall, 

Agile), and the guidance for accomplishing these accommodations is included in the 

PRINCE2 method.  Within this context, the PRINCE2 method discusses at length the concept 

of the evolving project, which is directly aligned with the Agile lifecycle model.  In such 

scenarios, it may be implied that the tie-in between the specification for the development 

work and the business case is tenuous, as the specification evolves.  Instead, the PRINCE2 

approach suggests that the business case continues to evolve throughout the project life and 

thus keeps pace with the evolving specification. 

 

APMG, accredited by the UK Accreditation Service as a certification body for PRINCE2 

(amongst numerous other project management methodologies), accredits training 

organisations and training materials related to PRINCE2 Practitioner certification and 

provides PRINCE2 Professional certification.
40

 

 

M_o_R
®
 

 

PRINCE2 relies upon the OGC's Management of Risk: Guidance for Practitioners for an 

authoritative approach to managing risk.  This approach is closely aligned with The Orange 

Book (refer to section 3.1.3 for a discussion of The Orange Book).  The main risk 

management principles introduced in M_o_R
®
 include: 

                                                 
40

 http://www.apmg-international.com 



39 

 

 

¶ Aligning the risk management work with the objectives of the organisation.  This 

principle recognises that risk management ought to focus upon those elements of risk 

that have the potential to impact organisational objectives, whether strategic, 

operational, or at the programme level.  This principle recognises the need to 

determine both the capacity the organisation has for risk as well as its risk appetite. 

¶ Understanding and fitting within the current context.  This principle is aimed at 

matching the risk management work to the current, both internal and external, context.  

The risk management approach is thus scaled according to the context. 

¶ Involving stakeholders and introducing varying perceptions of risk.  This risk 

management principle aims at engaging stakeholders proactively, improving the risk 

management work by getting their input to plans, understanding their perspectives 

regarding risks and their consequences.  This principle recognises the need to engage 

with both internal and external stakeholders. 

¶ Ensuring that risk management practices are clear and coherent so that stakeholders 

will benefit from guidance provided.  This M_o_R principle aims to avoid a solution 

that relies upon standardised "tick-boxes" while still ensuring consistency in 

application of risk management practices. 

¶ The outputs of risk management help to inform decision-making in the organisation.  

Thresholds, or risk tolerance, are determined and mechanisms are in place to create an 

escalation when exceeded.  Various mechanisms may be brought to bear, including 

KPIs (key performance indicators) and EWIs (early warning indicators).  Relying on 

such mechanisms ensure that risks are explicitly considered in the decision-making 

process. 

¶ Risk management practices include ones that enable continual improvement.  Making 

use of lessons learnt, including data that provides for cost-benefit assessments, help to 

ensure that similar mistakes are not repeated, or opportunities are not passed by. 

¶ Creating a culture that supports risk-taking in alignment with the organisation's risk 

appetite.  Excessive risk avoidance and excessive risk taking may be challenged 

equally within a supportive culture, which recognises the need for proactively 

managing risk. 

¶ Establish measures of both process and performance that aim to achieve organisational 

value.  Baselines and processes aimed at measuring performance are established, 

ensuring that investments in risk management work is justifiable. 

 

In addition to these basic principles, the M_o_R
®
 is implemented and adapted to an 

organisation.  As a central part of this implementation, the M_o_R describes three main 

elements of documentation to be created, including a risk management policy, a risk 

management process guide, and strategies. 

¶ The development of the risk management policy may be tailored to fit (though 

consistently) operating divisions within an organisation, portfolios of programmes, 

etc., and aims to establish a common language for risk management work. 

¶ The risk management process guide identifies the steps to be followed to implement 

the risk management policy effectively. 

¶ The risk management strategy is specific to a distinct organisational activity, 

describing the particular risk management activities that will be used. 

¶ Other documents related to the implementation of the risk management strategy, are: 

¶ the risk register, which is used to capture and maintain information on identified 

threats (and opportunities) 
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¶ the issue register, which maintains information on identified issues that require action, 

¶ the risk improvement plan, which aims to assist in the process of embedding risk 

management within the organisation 

¶ the risk communications plan, which identifies how information about risks will be 

interchanged with stakeholders 

¶ the risk response plan, which is linked to the risk register, and outlines the specific 

details for responding to the occurrence of a particular risk event or group of events, 

and 

¶ the risk progress report, which provides information on risk management to 

management personnel. 

 

The M_o_R process consists mainly of four steps which occur in an ongoing cycle:  

identify, assess, plan, and implement.  A separate activity, communicate, is identified 

outside of this cycle, reflecting the need to communicate with management or other 

stakeholders at any point within the process cycle.  The M_o_R process also includes 

activities to embed and continually review the risk management work within the 

organisation, programme, or project, and all are guided by the M_o_R principles 

described above.  These relationships are illustrated in Figure 2.5. 

 

Identify

Plan

Assess

Implement

Communicate

Embed and review

M_o_R Principles

 

Figure 2.5: M_o_R process
41

 

 

For each process step, goals are established, inputs and outputs identified, and tasks required 

to transform inputs to outputs described.  Recognised risk management tools and techniques 

are also described for each process.  The main processes described by M_o_R are: 

 

¶ Identify-Context.  Determine the objectives and scope for the activity, as well as 

identify any assumptions that have been made.  Numerous techniques are identified 

for this process, which may include one or several of the following (or similar, 

alternative analytical approaches):  stakeholder analysis, PESTLE (Political, 

                                                 
41
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p. 29, TSO, 2010. 
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Economic, Sociological, Technological, Legal, and Environmental) analysis, SWOT 

analysis, horizon scanning, probability impact grid. 

¶ Identify-Identify the Risks.  Identify specific risks to the activity with a focus upon the 

need to minimise threats and maximise opportunities.  Within this process, a risk 

register is produced, and KPIs and EWIs prepared.  Specific techniques suggested 

include checklists, cause and effect diagrams, group techniques such as brainstorming, 

Delphi, nominal group technique, constraints analysis, and others. 

¶ Assess-Estimate.  After risks have been identified, the probability of the occurrence of 

each threat or opportunity is estimated, as well as its potential impact and the time 

frame within which it would be likely to occur.  Probability assessment, impact 

assessment, proximity assessment and expected value (or expected monetary value - 

EMV) assessment are techniques suggested for this process. 

¶ Assess-Evaluate.  The aggregation of identified threats and opportunities are assessed 

in this step, aiming to define the overall risk exposure.  The process uses techniques 

such as risk profiles, probability trees, sensitivity analysis, and probabilistic risk 

models to arrive at this overall assessment. 

¶ Plan.  Preparation of specific responses to threats and opportunities (reduce 

threats/maximise opportunities).  This process employs risk response planning, cost-

benefit analysis, and decision trees to build a risk model. 

¶ Implement.  Ensure planned actions are implemented, include monitoring activities.  

The techniques used in this process are ones that update the summary risk profiles 

developed in the Assess-Evaluate process, as well as following risk exposure trends. 

 

 
Questions for project management 

methodology based on touch points 
Evidence from PRINCE2 method 

1 

Does the PM methodology include 

provisions about compliance with legislation 

and any relevant industry standards, code of 

conduct, internal policy, etc.? 

PRINCE2 does not specify any provisions 

regarding compliance, rather, it focuses upon 

the products of the project, which are driven 

by the business justification.  However, the 

risk management strategy of PRINCE2, based 

upon the separately published M_o_R 

Guidance, does provide for a framework 

within which risks such as those related to 

compliance may be addressed. 

2 

Is the PM methodology regarded as a 

process or is it simply about producing a 

report? 

The PRINCE2 method includes a large 

number of specified documents, which are 

intended to be produced to frame, guide and 

control cyclical processes within a project. 

 

The M_o_R provides explicitly for a cyclical 

process to identify, assess, plan, and 

implement risk management activities.  It also 

includes a number of specific documents in 

support of these activities, but the outputs are 

not limited to reports. 

3 

Does the PM methodology address only 

information privacy protection or does it 

address other types of privacy as well? 

There is no treatment of privacy in this generic 

method (either within PRINCE2 or M_o_R). 

4 

Does the PM methodology say that it should 

be undertaken when it is still possible to 

influence the development of the project?  

There is a significant focus on addressing 

issues related to risk in the early development 

of a risk management strategy, and in the 

continual checking and confirming of all 
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Questions for project management 

methodology based on touch points 
Evidence from PRINCE2 method 

aspects of the business justification, the 

product emerging from each stage, and the 

adjustment of future stages as each one 

approaches.  Application of M_o_R process is 

cyclical and provide for continual 

improvement and reassessment. 

5 

Does the PM methodology place 

responsibility for its use at the senior 

executive level? 

PRINCE2 is recommended to be embedded at 

the organisational level, and defines very 

specific roles and responsibilities for corporate 

or programme management, which may 

include senior executives. Business 

stakeholders are included as key contributors 

and expected to confirm the business 

justification for the project on a cyclical basis. 

6 

Does the PM methodology call for 

developing a plan and terms of reference? 

Does it include a consultation strategy 

appropriate to the scale, scope and nature of 

the project? 

PRINCE2 does call for developing different 

levels of plans: the overall project plan, and as 

each stage approaches, a more detailed Stage 

plan and Team plan.  In addition, a specific 

plan to address risk is developed in the context 

of M_o_R, with the risk register as a critical 

output, identify risks, assessing and 

quantifying risks on and individual and 

aggregate basis, and defining strategies to 

minimise threats and optimise opportunities.   

7 

Does the PM methodology call for conduct 

of an environmental scan (information about 

prior projects of a similar nature, drawn from 

a variety of sources)? 

A theme of PRINCE2 is in the area of lessons 

learned, where the project team is expected to 

study lessons from prior internal or external 

projects, or from other stages within the 

project. 

8 

Does the PM methodology include 

provisions for scaling its application 

according to the scope of the project? 

One of the four main elements of the 

PRINCE2 method is for tailoring the method 

based upon environmental factors such as 

scope and size of the project.  The M_o_R 

principles are tailored to scope to ensure 

proper application of risk management work, 

and appropriate use of resources. 

9 

Does the PM methodology call for 

consulting all relevant stakeholders, internal 

and external to the organisation, in order to 

identify and assess the projectôs impacts 

from their perspectives? 

Both the principles of PRINCE2 and the 

themes that are linked to the processes within 

the method are aimed at recognising the three 

main stakeholders (business, user and 

supplier) or project interests. The Organization 

theme addresses working with and engaging 

stakeholders. 

 

One of the principles of M_o_R is for 

engaging stakeholders, both internal and 

external, to gain these types of insights, and to 

understand various perspectives of risk. 
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Questions for project management 

methodology based on touch points 
Evidence from PRINCE2 method 

10 

Does the PM methodology include 

provisions for putting in place measures to 

achieve clear communications between 

senior management, the project team and 

stakeholders? 

A highly structured method for communication 

between management levels, based upon 

management by exception, is defined in 

PRINCE2.  Acceptance criteria are defined at 

each stage of the project and the Project Board 

cyclically re-evaluates the business 

justification at each new stage to confirm the 

value of products emerging from the stage and 

the continued value of the project. 

 

M_o_R calls for a risk communication plan to 

explicitly define how information will be 

disseminated and inputs from stakeholders 

processed effectively. 

11 

Does the PM methodology call for 

identification of risks to individuals and to 

the organisation? 

Yes, in part.  That is, the M_o_R process is 

robust and provides a framework for 

identifying threats (as well as opportunities) to 

the organisation, the project and the product.  

However, as the approach is applied, risks 

related to individuals would need to be 

identified and emerge from the business case. 

12 

Does the PM methodology include 

provisions for identifying protection 

measures and/or design solutions to avoid or 

to mitigate any negative impacts of the 

project or, when negative impacts are 

unavoidable, does it require justification of 

the business need for them? 

PRINCE2 provides for identification of risk, 

but also of "dis-benefits" of the project, that is, 

the concept of known, expected negative 

impacts of the project, which may be 

objectionable to particular stakeholders, which 

would need to be considered in the business 

justification of the project. 

13 

Does the PM methodology include 

provisions for documenting the process?  

Extensive documentation is included in the 

method, from a broad project plan to daily 

registers where issues and risks are identified 

and their resolutions addressed. 

 

In addition, the M_o_R calls for overall risk 

management policy, process guide, risk 

registers, issue registers, and various related 

documentation elements to enable 

improvement and monitoring. 

14 

Does the PM methodology include provision 

for making the resulting document public 

(whether redacted or otherwise)? 

There is no specific provision for publication 

of the documents except between specific 

layers of the project management organisation. 

15 

Does the PM methodology call for a review 

if there are any changes in the project?  

The PRINCE2 method calls for continual 

revision and updates to the business 

justification for the project as it moves from 

one stage to the next. 

16 

Does the PM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it has 

provided adequate justification for not 

implementing some recommendations?  

There is no specific provision for audits, but at 

the completion of each stage of the project, 

verification activities are prescribed in the 

Managing a Stage Boundary process where 

audit requirements could be introduced.  The 

M_o_R process calls for a cyclical re-

evaluation and assessment of risk. 
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Conclusions and recommendations 

 

The PIA process, integrated into a specific business environment where the PRINCE2 method 

is applied, could be addressed within three specific contexts: 

1. In the Business Case theme, privacy standards could be established as overarching 

requirements that must be achieved in all products and thus built into the business 

justification. 

2. In the Organization theme, stakeholders representing the privacy rights of individuals could 

be included in the engagement activities. 

3. In the Risk theme, privacy and data protection could be included as risks to be evaluated, 

and PIAs introduced as a technique for evaluating and controlling these risks.  The specific 

techniques should be introduced in the M_o_R which is a companion to the PRINCE2 

method. 

 

 

2.2 TECHNOLOG Y DEVELOPMENT MANAGEME NT METHODOLOGIES  

 

2.2.1 Agile     

 

The Agile software engineering movement traces its origins to a 1986 article that proposed 

the game of rugby as a model for team effectiveness, with the team members passing the ball 

Manifesto for Agile Software Development 
We are uncovering better ways of developing software by doing it and helping others do it. 

Through this work we have come to value: 

 

Individuals and interactions over processes and tools 

Working software over comprehensive documentation 

Customer collaboration over contract negotiation 

Responding to change over following a plan 

That is, while there is value in the items on the right, we value the items on the left more. 

 

Twelve Principles of Agile Software Development 

1. Our highest priority is to satisfy the customer through early and continuous delivery of valuable 

software. 

2. Welcome changing requirements, even late in development. Agile processes harness change for the 

customer's competitive advantage. 

3. Deliver working software frequently, from a couple of weeks to a couple of months, with a preference 

to the shorter timescale. 

4. Business people and developers must work together daily throughout the project. 

5. Build projects around motivated individuals. Give them the environment and support they need, and 

trust them to get the job done. 

6. The most efficient and effective method of conveying information to and within a development team is 

face-to-face conversation. 

7. Working software is the primary measure of progress. 

8. Agile processes promote sustainable development. The sponsors, developers, and users should be able 

to maintain a constant pace indefinitely. 

9. Continuous attention to technical excellence and good design enhances agility. 

10. Simplicity--the art of maximizing the amount of work not done--is essential. 

11. The best architectures, requirements, and designs emerge from self-organizing teams. 

12. At regular intervals, the team reflects on how to become more effective, then tunes and adjusts its 

behavior accordingly. 
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back and forth as they move down the field.
42

  As Agile methods began to develop in software 

engineering through the 1990s, more formal methodologies based upon these ideas started to 

emerge.  The Agile Manifesto and its explicating principles were written by a group of 17 

developers in February 2001
43

, and have served as a launch pad for the formalisation of 

numerous Agile methodologies. 

 

While there are numerous specific methodologies based upon Agile, in general, they all focus 

upon the following common elements: 

¶ teams ï encouraging effective working teams 

¶ meeting user needs ï the user is a key member of the team 

¶ developing shippable product ï that is, even if the software is not delivered to the end-

user, whatever is developed is ñdoneò and ready to be delivered 

¶ fast and frequent cycles ï development is completed in short sprints or iterations that 

are typically time-boxed from 1 ï 4 weeks in length. 

 

In a growing number of large and small organisations, and particularly those operating within 

the digital economy, Agile development methodologies are replacing a traditional waterfall 

development approach.  Recent market surveys have shown a trend towards broad adoption of 

Agile methods (34% of those surveyed in a 2012 PWC survey
44

; 35% in a 2010 Forrester 

Research survey
45

).  In a survey of developers at Nokia
46

, where there has been an 

organisation-wide transformation to agile methods, for those individuals who had been using 

the methods, 60% indicated that they would not choose to "go back to the old way of 

working", suggesting that there is a strong commitment at the grass roots level. 

 

While gaining in popularity, and entering the mainstream, Agile methodologies are often used 

in hybrid implementations alongside more traditional project management methodologies in 

large enterprise settings.  Where Agile itself offers a more philosophical view of 

development, methodologies such as Scrum
47

, Crystal
48

 and XP (eXtreme Programming)
49

 are 

generally followed as guides to development processes.  Other methodologies that provide for 

the application of agile approaches include Feature Driven Development (FDD)
50

, Test 

Driven Development (TDD)
51

, Adaptive Software Development (ASD)
52

, Agile Modeling 

(AM)
53

, Dynamic Systems Development Method (DSDM)
54

, and Lean Development
55

. 

                                                 
42

 Takeuchi, Hirotaka, and Ikujiro Nonaka, ñThe New Product Development Gameò,
 
Harvard Business Review, 

Vol. 64, No. 1, January 1986, pp. 137ï146. http://hbr.org/1986/01/the-new-new-product-development-game/ 
43

 Kent Beck, Mike Beedle, Arie van Bennekum, Alistair Cockburn, Ward Cunningham, Martin Fowler, James 

Grenning, Jim Highsmith, Andrew Hunt, Ron Jeffries, Jon Kern, Brian Marick, Robert C. Martin, Steve Mellor, 

Ken Schwaber, Jeff Sutherland, Dave Thomas, February 2001.  www.agilemanifesto.org 
44

 PriceWaterhouseCoopers, Insights and Trends: Current Portfolio, Programme, and Project Management 

Practice, The third global survey on the current state of project management, 2012. 
45

 West, D., and T. Grant, Agile Development: Mainstream Adoption Has Changed Agility, Forrester Research, 

20 January 2010. 
46

 Laanti, M., Salo, O., and Abrahamsson, P., "Agile methods rapidly replacing traditional methods at Nokia:  A 

survey of opinions on agile transformation", Information and Software Technology, 53: 276-290, 2011. 
47

 Schwaber, K., and M. Beedle, Agile Software Development with SCRUM, Prentice-Hall, 2002. 
48 A. Cockburn, Crystal Clear: A Human-Powered Methodology for Small Teams, Addison Wesley, 2004. 
49 Beck, K., Extreme Programming Explained: Embrace Change, Addison-Wesley, 1999. 
50 Palmer, S.R., and J.M. Felsing, A Practical Guide to Feature-Driven Development, Prentice Hall, 2002. 
51

 Beck, K., Test Driven Development: By Example, Addison-Wesley Longman, 2002. 
52 Highsmith, J.A., Adaptive Software Development: A Collaborative Approach to Managing Complex Systems, 

Dorset House, New York, 2000. 
53 Ambler, S., Agile Modeling: Effective Practices for eXtreme Programming and the Unified Process, 2002. 
54 Craddock, et al, The DSDM Agile Project Framework for Scrum, DSDM Consortium, 2012. 

http://www.ask.com/wiki/Stephen_Palmer?qsrc=3044


46 

 

 

These methodologies have each emerged from Agile principles, translating the general 

principles into practical application.  Scrum is the methodological interpretation of Agile that 

enjoys the widest adoption of these and some of the key concepts of this lightweight 

methodology (many of which have parallels in the other methodologies) include the 

following: 

 

Scrum ï key concepts
56

  

Product backlog The product backlog is a list of product features that need to be 

developed.  These features are typically described as user stories that 

define what the user needs and why it is important.  User stories are 

assigned points that reflect their complexity. The story points are 

assigned during a process called backlog grooming.  A large user story is 

referred to as an Epic.  Once all the user stories and their points are 

accumulated, the product backlog is "burned down" over the ensuing  

development periods (sprints), where the work is completed on a basis of 

priority, as defined by the user. 

 

Sprint planning 

& backlog 

grooming 

Backlog grooming is a process undertaken by the team to evaluate each 

user story, assign points, and if the number of points are considered to be 

too large, to break a user story down into multiple user stories that are of 

a more manageable size.  As the backlog is groomed, the user also sets 

the priority for stories in the backlog, and the work to be done by the 

team is selected from these prioritised stories as a sprint planning 

exercise. The work selected will be done over a specific, consistently 

time-boxed period (from 1-4 weeks), which is called a sprint, and 

generally, the total number of user story points included in a sprint is 

consistent from one sprint to the next. 

 

Sprints or 

iterations 

A sprint or iteration is a time-boxed period focused upon completing the 

prioritised product backlog items, with the team (usually co-located) 

working toward achieving daily goals, and applying Agile development 

techniques. During the course of the time-boxed sprint, reviews of 

progress are performed in the daily scrum. 

 

Scrum or daily 

stand-up 

Scrum is a daily event for each team.  Team members are called upon to 

answer three questions
57

: 
¶ What did I accomplish since the last daily scrum? 

¶ What do I plan to work on by the next daily scrum? 

¶ What are the obstacles or impediments that are preventing me from 

making progress? 

Anyone who is not a part of the team is not expected to contribute to the 

scrum.  Often the scrum is a stand-up meeting to promote brevity, is 

always time-boxed (usually 15 minutes) and one individual, the 

ScrumMaster, acts to ensure the rules of the scrum are respected. 
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Scrum ï key concepts
56

  

 

The team members are typically co-located in an open room to 

encourage frequent and constant interaction, often including pair 

programming.  If any issues are raised in the daily scrum that require 

follow-up, this is done after the meeting in this collaborative setting. 

 

Sprint review Towards the end of a sprint, there is a sprint review meeting in which the 

team meets with the product owner to review the potentially shippable 

product, inspecting and adapting it based upon the review discussions.  

The sprint review will be followed by a sprint retrospective where the 

team will meet to discuss process and adapt for future sprints. 

 

Burn-down During the course of each successive sprint, tracking of progress is done 

by following the points associated with user stories that have been 

completed.  Thus, if the product backlog began with 4000 points from 

the collected and prioritised user stories, each sprint may "burn down" 

200 or 300 of those points (in a large project, multiple teams will work  

on different user stories in the backlog with each contributing to the 

burn-down).  With each successive sprint, the outstanding points in the 

backlog is reduced and charted.  The focus is upon reducing the product 

backlog (though new stories may be added along the way, increasing the 

total size of the backlog), and typically, the team will have a board 

displaying the burn-down in their work area.   

 

Doneness Doneness is a key concept in that, for each sprint, a team evaluates 

whether the developed software achieves the user needs expressed in the 

user stories, as well as whether it meets other, broader goals. 

 

Doneness criteria is established during the initial sprint of a project, and 

will typically include several layers and types.  For example doneness 

definitions typically include organisational, product, and team layers and 

doneness criteria that are applied at different stages of development 

(e.g., story, feature, product version).  Examples (not a comprehensive 

list) of different types of doneness criteria at successively more specific 

layers include: 

¶ Organisational layer 

o coding standards 

o compliance with overarching industry regulations 

o types of required testing and required status 

o compliance with UI standards 

o procedures to store completed documentation and records 

o requirements for copyright, service marks, logos, etc. 

¶ Product layer 

o standards or regulations specific to the product (e.g., 

those related to medical devices) 

o completion of automated testing using an approved 

testing tool 

o specific performance requirements 

¶ Team layer 
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Scrum ï key concepts
56

  

o independent validation of completed stories by team 

members 

o peer review requirements for code are met 

 

In addition to these layers, each story will have extensive doneness 

criteria that determines what must be done (testing, updating, 

refactoring, etc.) to consider a specific story completed or an identified 

defect resolved.  If, at the end of a sprint, a user story is determined to be 

not done, it goes back into the product backlog and will be considered 

where to include it in subsequent sprints.  In addition, feature doneness 

will determine the criteria for a product feature (which may include 

several stories), and version doneness is applied when a product version 

is completed (collection of features).  In each case, the criteria will be 

applied across the organisation, product, and team layers. 

 

The most appropriate level for consideration of how privacy and data 

protection fits into the concept of doneness is within the organisational 

layer, alongside regulatory requirements that are applied to the 

organisation as a whole. 

 

Due to the need to develop a definition of doneness in the initial sprint 

for a project, there exists an opportunity to develop knowledge around 

privacy and data protection requirements and to develop a privacy aware 

culture.  The review of doneness criteria at the close of each sprint 

provides a reinforcing impact of the privacy-related criteria. 

 

  

The inter-relationships of these Agile elements are illustrated in Figure 2.6. 

 

Other Agile methodologies include many of these same elements, though sometimes referred 

to by different names. For example, XP focuses more on the specific approaches to 

development of code, including the development of user acceptance tests as related to the 

writing of user stories (i.e., almost concurrently), pair programming, refactoring and test-

driven development (writing the test before the code). 
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Figure 2.6:  Relationships amongst Scrum methodology components 

 

Real world application of Agile methodologies 

 

A great deal of literature can be found to describe how Agile methodologies are applied in 

practice, and how they can be effectively introduced into an organisation from small 

development teams
58

 to large enterprises
59

.  Part of the complexity in implementing Agile 

methodologies is that the methodology itself diverges significantly from more traditional 

SDLC (software development life cycle) approaches, and the shift away from those 

approaches requires an equally significant culture shift.  Rather than focusing upon specific 

tasks in a WBS that need to be completed in a particular sequence, the focus is entirely upon 

the product that needs to be created and how the user would like the product to look, function, 

operate.  It is expected that the user will shift their priorities and rethink their own 

requirements over the course of the development project, and thus, the specific details of what 

the product will be, when it will be complete, and what it will look like will evolve with the 

user's requirements. 

 

Using the Scrum methodology concepts described above, the following sequence would 

typify an Agile project: 

 

1. The organisation defines a project to be undertaken.  This is outside the Agile 

methodology, and any preliminary steps required to authorise resources for a project 

(e.g., making the business case) are not a part of the Agile development process.  For 

example, it may be that the organisation uses PRINCE2 PM methodology, tailoring 

that methodology to encompass Agile processes within the framework. 

2. The user defines the requirements in the form of user stories (or epics) to create the 

product backlog. 

                                                 
58

 Taylor, Philip S., Greer, D., Coleman, G., McDaid, K, and Keenan, F., "Preparing Small Software Companies 

for Tailored Agile Method Adoption: Minimally Intrusive Risk Assessment", Software Process Improvement 

and Practice, 13: 421ï437, 2008. 
59

 Schiel, J., Enterprise-Scale Agile Software Development, CRC Press, 2010. 
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3. At the beginning of the project, the user assigns priorities  to the user stories, and 

along with the development team, scopes the work.  In this process, story points are 

assigned that provide a sense of how much work is involved.  Often, teams use special 

playing cards
60

 to play "planning poker", for estimating and arriving at consensus on 

the scope of a particular user story (the special card decks typically have cards for ?, 0, 

1/2, 1, 2, 3, 5, 8, 13, 20, 40, 100, infinity - and sometimes a coffee cup, used when it is 

time for a break). 

4. The work is done in a series of time-boxed sprints (usually 1 to 4 weeks, but typically 

a consistent length of time over the course of the project).  In the first sprint, more 

time is spent in planning efforts than in subsequent sprints, but in each one, this 

backlog grooming continues.  The ongoing planning sessions are used to discuss the 

stories and refine estimates (stories that are too large are broken down into smaller 

pieces so they can be effectively estimated).  

5. Within each sprint, the co-located team works together to develop the product, and on 

a daily basis, the team has a 15 minute meeting to report on what they have done in 

the past day, what they plan to do in the next day, and whether there are impediments 

that prevent them from making progress. 

6. At the end of the sprint, a sprint review is conducted.  The product is validated 

against the requirements.  The development team indicates whether the product meets 

doneness criteria and after inspection in the sprint review, product may be accepted as 

done, or if rejected, placed back into the product backlog and reprioritised to be 

addressed in a subsequent sprint. 

7. As the product backlog is depleted with the completion of shippable product in each 

sprint, the backlog is burned-down, and ultimately, project brought to conclusion. 

 

A typical team room for an Agile team might have user stories on post-it notes on a wall, a 

whiteboard with task assignments and technical details, and a simple indicator of whether the 

current product build is working.  A war room may be established for agile teams to use 

during backlog grooming, daily stand-ups, sprint reviews, and other meetings.  Planning and 

estimation might be done with simple playing cards or tee shirt sizes.  The emphasis in Agile 

is upon person-to-person communication and not on process related reports.  That said, some 

reporting tools and other aids have evolved over time and continue to emerge, including a 

software-based version of planning poker
61

, and adaptations of team software
62

 to suit the 

Agile team. 

 

It is also important to recognise that in those organisations where Agile methodologies are 

employed, specific elements are often selected to be implemented, while others are not 

applied.  Forresterôs most recent survey on Agile adoption indicates not only are individual 

components selected and others ignored, there is often a mix of Agile and non-Agile 

methodologies at the organisational level, deliberately mixing (39%) different Agile 

methodologies and deliberately mixing (35%) Agile and non-Agile methodologies.
63

 

 

In order to effectively contemplate how PIAs, or for that matter, privacy and data protection 

generally, may be integrated into an Agile methodology, we look at three key elements: 

                                                 
60
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1. how risk issues are currently addressed by the methodology, 

2. how to influence the methodology to ensure it addresses privacy and data 

protection, 

3. how key PIA touch points are currently addressed in the methodology. 

 

In Agile-based methodologies, contemplation of risk is focused upon impacts of not achieving 

the work defined for the sprint, not on broader organisational definitions of risk (such as those 

related to security, privacy or similar risks).  The methodologies focus upon the effective, 

agile functioning of teams to develop products that have high levels of quality, and include 

shippable product as early as possible.  Risk issues need to be addressed at a higher level, 

above that of the Agile team. 

 

Although there is no standards board or body that acts in an authoritative role to define Agile 

methodology standards, there are a wide range of commercially accessible books and training 

courses to provide guidance to developers who wish to learn and hone their skills in applying 

Agile in practice (many referenced within this section).  However, there has been an evolution 

on the certification front, with the development of some standards for training courses offered 

by many firms involved in project management training.  The International Consortium for 

Agile, founded by one of the original authors of the Agile Manifesto, ñbuilds learning 

roadmaps, accredits courses and trainers, makes those lists available to students, and offers 

certification and recognition to students as they progress. ICAgile does not evaluate, rate or 

prioritize the courses against each other, nor does ICAgile offer courses itself.ò
64

 To impact 

these methodologies that have emerged on a grass-roots basis, trying to influence the 

International Consortium may be useful; however, many developers are practitioners of Agile 

methodologies without the benefit of such certifications. 

 

Numerous case studies are available to provide clues not only as to how Agile is being 

implemented in real-world settings, but also to provide some ideas as to how issues of privacy 

and data protection might become integrated into an agile methodology. 

 

In 2002, a development team of 120 in a Fortune 50 financial services company aimed to 

stabilise a large project that was significantly behind schedule by implementing XP (Extreme 

Programming) within an agile project management approach.  As a part of the transition, the 

entire development team was trained in XP, with other breakout sessions tailored to 

subgroups.
65

  This experience suggests that when large organisations transition to Agile on a 

broad basis, it can provide an opportunity to introduce key concepts of doneness, including 

those related to privacy and data protection during team training . 

 

A 2012 case study
66

 for a small software development company illustrates an evolution from 

traditional SDLC approaches to an Agile approach (Scrum).  The published study illustrates 

the lessons learnt and overall metrics showing quality and cycle time improvements, as well 

as improved customer satisfaction levels.  As a key part of their transition, the software firm 

engaged an Agile consultant to guide them in their process.  This illustrates the importance of 

ensuring that professional practitioners are educated in broad regulatory issues such as 

                                                 
64

 www.icagile.com. 
65
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66 O'Connell, Etal, ñAgile Case Study - Cayen Systemsò, 5 June 2012. 

http://www.codeproject.com/Articles/394071/agile-case-study-cayen-systems  



52 

 

privacy and data protection as they have the opportunity to influence development teams in 

their approach. 

 

There is some controversy within Agile circles about how to effectively launch a project.  

While many practitioners eschew any significant upfront planning, while others propose an 

inception phase, aimed at doing a level of planning and definition of scope prior to the first 

sprint.  The inception phase is seen as an opportunity to integrate agile within the enterprise, 

particularly where other, more structured processes already exist.  Authors Ambler and Lines 

of IBM
67

 describe the Disciplined Agile Delivery (DAD) process framework as an effective 

approach to integrate agile in such environments, including aligning with the enterprise 

direction, development of the initial release plan, defining a common vision along with 

stakeholders, and identifying risks.  Within large enterprises, the inception phase can provide 

an opportunity to engage with a broad range of stakeholders and to ensure that issues related 

to privacy and data protection have been integrated into the shared vision. 

 

 Touch points questions Evidence from Agile methodology 

1 Does the PM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

There are no provisions for compliance with 

legislation or regulations in Agile 

methodologies, beyond the concept of 

doneness at the organisational layer. 

2 Is the PM methodology regarded as a 

process or is it simply about producing 

a report? 

Agile methodologies are collections of 

lightweight processes, but do not include any 

processes related to privacy.   

3 Does the PM methodology address only 

information privacy protection or does 

it address other types of privacy as 

well? 

There are no provisions in Agile 

methodologies with respect to privacy. 

4 Does the PM methodology say that it 

should be undertaken when it is still 

possible to influence the development 

of the project?  

Agile methodologies are open to change and 

adaptation through every stage of the product 

development.  There is no explicit timing 

defined for any subsidiary process, audit or 

other work.  All is to be defined and 

prioritised by the user. 

5 Does the PM methodology place 

responsibility for its use at the senior 

executive level? 

No.  Agile methodologies are focused upon 

the development team and does not include 

the concept of management intervention or 

interaction with the teamôs work or priorities. 

6 Does the PM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

Agile methodologies do continuous planning, 

identifying product backlog items to be 

completed in each iteration or sprint, 

grooming the backlog, and inspecting 

completed work and adapting the priorities.  

The only consultations included in these 

methodologies are with the user. 
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 Touch points questions Evidence from Agile methodology 

7 Does the PM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

No.  There is no concept of an environmental 

scan in Agile methodologies. 

8 Does the PM methodology include 

provisions for scaling its application 

according to the scope of the project? 

No.  The scope of work done in individual 

sprints is specifically limited to that which 

can be done by a development team over the 

time-boxed 1-4 week period.  Larger scope 

elements are not considered and will be 

addressed on an ongoing basis as the product 

backlog is burned down. 

9 Does the PM methodology call for 

consulting all relevant stakeholders, 

internal and external to the organisation, 

in order to identify and assess the 

projectôs impacts from their 

perspectives? 

No.  The user represents the perspectives of 

any stakeholders, though the methodologies 

do not distinguish between them (i.e., the 

user brings the overall perspective to the 

development team). 

10 Does the PM methodology include 

provisions for putting in place measures 

to achieve clear communications 

between senior management, the project 

team and stakeholders? 

The Agile methodologies call for typically 

co-located teams where a central board with 

information about product backlog, burn-

down of user stories, or other goal focused 

communications are displayed.  Senior 

management and other stakeholders are 

explicitly excluded from the communications 

process, and external views are brought by 

the user. 

11 Does the PM methodology call for 

identification of risks to individuals and 

to the organisation? 

No.  Agile methodologies do not have a risk 

identification process.  The only real 

examination of risk is within the context of 

ensuring that product backlog, in the form of 

user stories, is properly valued and estimated 

so that the risk of not completing the work 

within the duration of the sprint/iteration is 

reduced. 

12 Does the PM methodology include 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when negative 

impacts are unavoidable, does it require 

justification of the business need for 

them? 

No.  These elements are not considered by 

the methodologies directly.  These issues 

may be contemplated within the design and 

established as user stories or as criteria for 

doneness. 

13 Does the PM methodology include 

provisions for documenting the process?  

No.  Agile methodologies eschew 

documentation, and only anticipate creating 

the minimum amount of documentation to 

enable the following sprint/iteration to be 

completed. 
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 Touch points questions Evidence from Agile methodology 

14 Does the PM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

No. 

15 Does the PM methodology call for a 

review if there are any changes in the 

project?  

Agile methodologies are intended to allow 

for continuous inspection and adaptation and 

is well suited to re-evaluate user stories or 

doneness criteria throughout the project. 

16 Does the PM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations?  

No.  However, each sprint/iteration includes 

an opportunity to inspect product and adapt.  

A user story (or stories) may be written and 

inserted into the product backlog to 

implement the PIA recommendations. 

 

Conclusions and recommendations  
 

Within the Agile methodologies, there is no specific concept for embedding privacy and data 

protection principles in software development work to be completed; thus, we recommend 

that two potential approaches be considered for embedding or inserting these successfully in 

Agile methodology based projects: 

 

Option A:  Approach PIAs as a specific element of the product backlog. 

 

A user story or stories could be written to identify how privacy and data protection principles 

should be included within the context of the product and inserted into the product backlog.  

This may prove challenging to implement, depending upon the specific product being 

developed and its complexity.  For example, the user story may be written to require the 

completion of a PIA of the software.  The problem with this approach is that shippable pieces 

of software are constantly being developed over the course of multiple sprints.  If a PIA is 

performed early in the project, and significant changes are made later in the project, the 

results may be invalidated or undone.  If a PIA is performed late in the project, there is the 

potential for the need to significantly alter the product, creating risk to meeting time, cost and 

quality-based goals. 

 

Option B:  Approach PIAs as an organisational standard for ñdonenessò. 

 

On an organisational level, privacy and data protection requirements would be defined as a 

standard, and these requirements should be included in the definition of doneness at the 

organisational layer for all software development activities.  This approach would require a 

significant effort to establish the requirements in a way that can be effectively applied to a 

broad range of development activities, and should involve efforts to train all Agile developers 

to understand how these principles are to be applied and thus evaluated within the definition 

of doneness.  User acceptance tests would need to be designed to reflect the defined privacy 

and data protection standards.  PIAs would not be performed within the context of the project, 

but theoretically could be performed at any time during the course of the project to ensure that 

privacy and data protection requirements are consistently achieved.  Where they are not, the 

organisational standards may need to be revisited and modified to ensure greater alignment, 
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and user stories written to correct any problems discovered. The PIA would thus be 

transformed from a periodic event to a continuous validation of privacy standards.  

 

Given the grassroots origin and developer-driven adoption of Agile, finding opportunities to 

introduce and encourage a privacy culture within the Agile context may present particular 

challenges not found with highly structured methodologies emanating from a central 

standards body or certification board.  Reaching developers will require efforts on several 

fronts, including the training bodies mentioned above, but also via the same grassroots 

communities that have helped to advance the key concepts of XP, Scrum, and others.  

Message boards and discussion groups, Agile consultancies that specialise in helping 

organisations integrate Agile in their environment, training organisations that provide public 

and organisation specific training courses -- all of these should be targeted as hubs for the 

communication of privacy and data protection needs that need to be met to protect individuals 

and the organisation. 

 

 

2.2.2 HERMES        

 

HERMES
68

 stands for ñHandbuch der Elektronischen Rechenzentren des Bundes, Methode 

für die Entwicklung von Systemenò. It is an open standard and method for the ñmanagement 

and execution of projectsò in the area of Information and Communication Technologies 

(ICT). It was developed by the Swiss Federal Strategy Unit for Information Technology 

(FSUIT) for use in the Swiss federal administration. It has its roots in the early 1970s with a 

first official release in 1975. Then, it was extensively revised in years 1986 and 1995 and the 

current version of the method dates from 2003 with an expected new version ñHERMES 5ò in 

2013. 

 

Today, HERMES is also used outside the Swiss federal administration, at the regional level 

and by schools and private companies, as well as by international organisations and foreign 

public administrations such as that of Luxembourg. 

 

HERMESô main reference documents are available in German and French. They consist of 

the ñHERMES Foundationò, 38 pages long, (which is also available in English
69

) and two 

manuals for two specific cases. The first one ñHERMES Manual, Project type: System 

Developmentò concerns the development of new software applications and the second one 

ñHERMES Manual, Project type: System Adaptationò concerns the purchase and the 

adaptation of new software applications.
70

 Also available is ñHERMES Manager ï Pocket 

guideò
71

 which describes the project management method and its application from the 

managerôs point of view. Finally, HERMESô user group, hosted by eCH,
72

 has also produced 

a set of documents about HERMES and ITIL, HERMES and Agile, and a HERMES manual 

for organisation management.
73
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HERMES applies to all of the participants in a project, whether the purchaser or the supplier. 

As a method for management and execution of projects, it mainly targets the project leaders 

as well as the management staff. However, it also provides guidance for the other project 

participants to support their successful involvement. 

 

HERMES is goal- and results-oriented. Its main approach is to structure the development and 

the execution of a project by clearly and deeply providing specifications for the projectôs 

expected results, from which all activities and responsibilities are then derived. This clear 

results-orientation should avoid unnecessary activities and contribute to better efficiency. In 

this regard, HERMESô noticeable characteristic is to use a three-dimensional approach: 

1. view to obtain results (What) 

2. view to procedures (How) 

3. view to the various roles (Who). 

In this approach, results, procedures and roles are fully interdependent and linked together. 

Any objective within a project must combine all three to be achieved. Activities and work 

steps are combined together in the so-called ñWork Breakdown Structureò (WBS) which is a 

step-by-step description of what needs to be done, how and by whom. 

 

In the project management area, HERMES belongs to the traditional ñwaterfallò model which 

is a sequential design process where the ñprogress is seen as flowing steadily downwards (like 

a waterfall) through the phases of Conception, Initiation, Analysis, Design, Construction, 

Testing, Production/Implementation, and Maintenanceò.
74

 HERMES is clearly a phase-

oriented project management and execution method. HERMES has six main phases; however, 

their contents and names may differ according to the type and/or size of the project. For 

instance, in the case of ñSystem Developmentò, the six phases are: Initialisation, Pre-analysis, 

Concept, Implementation, Deployment and Finalisation. For each phase, ñDecision-Making 

Pointsò are set out. They materialise HERMESô results to be obtained and they form the basis 

on which decisions are taken to go from one phase to the next. 

 

HERMES also provides a description for overlapping and concomitant tasks required for 

guaranteeing a projectôs success. Those specific tasks are summed up in sub-models which 

span the projectôs development cycle. The five main sub-models are: Project Management, 

Risk Management, Quality Assurance, Configuration Management and Project Marketing, as 

shown in Figure 2.7. 
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Figure 2.7: HERMES' phases and sub-models organisation
75

 

 

HERMES is notably suited for system development as well as system adaptation for which 

two manuals exist. However, it also includes provisions for project-specific procedures within 

its ñTailoringò feature. 

 

Two levels of certification schemes are available. The first one, HERMES Swiss Project 

Team Professional (HSPTP), addresses the needs of all project participants. The second one, 

HERMES Swiss Project Manager (HSPM), targets the project head. Until now, both 

certification schemes are carried out by the Swiss Association for Quality (SAQ). 

 

With regard to the question about how to integrate PIA methodology within this project 

management methodology, HERMES has advantages. The first one is its task on Information 

Security and Data Protection (ISDP) which is in two parts: 

¶ Information security, with respect to confidentiality, integrity and availability, of the 

data handled by the software or the system being developed; 

¶ Specific attention for personal data and all requirements set forth by the Swiss Federal 

Data Protection law enacted in 1992.
76

 

The second one is HERMESô Tailoring feature which opens a door for adding specific new 

objectives and their corresponding work steps leading to the expected results regarding 

privacy protection as set out in PIAs. The third one is constituted by the sub-models on 

Quality Assurance (QA) and Project Marketing (PM). The former includes provisions for 

guaranteeing that all of the necessary audits and tests are planned, prepared, effectively and 

comprehensibly carried out and adequately documented. The latter includes the necessary 

provisions for communication inside and outside the project with the following main targets: 

the purchaser, users, operators and project team. However, there is little or no evidence about 
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other types of stakeholdersô involvement, although this limit could easily be overcome by 

including the missing ones during the Tailoring step. 

 

Finally, within HERMES, the risk management sub-model mainly deals with all of the risks 

regarding project achievement but not the risks induced by the project itself on the users. Like 

the above, this could easily be overcome during the Tailoring step. 

 

 Touch points questions Evidence from HERMES 

1 Does the PM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, codes of conduct, internal 

policy, etc.? 

HERMES includes provisions for a general 

compliance within the Quality Assurance 

(QA) sub-model. This sub-model starts with 

the Initialisation phase, that is, at the 

beginning of the project. The QA describes all 

the necessary requirements to achieve the 

level of quality for the success of the project 

as well as the required verifications and audits 

to ensure the demands are met. 

HERMES also lists some key factors which 

can contribute to the success of the project, 

some of which include provisions for 

compliance. These are: 

1. ñProject Environmentò, which takes into 
account the organisationôs environment in 

which the project takes place, i.e., its 

policies, standards, etc. 

2. ñInformation security and data 

protectionò, which makes specific 

provisions for compliance with the Swiss 

Personal Data Protection Act. 

3. ñEcologyò, which makes specific 

provisions for taking into consideration all 

environmental legislative requirements 

which could impact the project. 

2 Is the PM methodology regarded as a 

process or is it simply about producing 

a report? 

HERMES is a process-oriented, project 

management method. HERMES is all about 

the development of a project, from the 

expression of needs to its deployment and 

finalisation. HERMES results in the 

production of a lot of documentation at all 

stages of the project development cycle. 

3 Does the PM methodology address 

only information privacy protection or 

does it address other types of privacy 

as well? 

HERMES has no provision for different types 

of privacy protection other than personal data 

protection. Personal data protection is handled 

within a specific task, i.e., the information 

security and data protection (ISDP) task. This 

task makes provision for considering the 

requirements set out by the Swiss Personal 

Data Protection Act. 

4 Does the PM methodology say that it 

should be undertaken when it is still 

HERMES is all about the development of a 

project. Hence, it must be started at the 
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 Touch points questions Evidence from HERMES 

possible to influence the development 

of the project?  

beginning of the project. 

5 Does the PM methodology place 

responsibility for its use at the senior 

executive level? 

HERMES calls for the organisationôs senior 

management to support fully the project 

manager. 

6 Does the PM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

As a starting point for the project, HERMES 

requires a project mandate which should 

include the first draft of the projectôs terms of 

reference and the project plan. Those 

documents will continually evolve during the 

project and will include provisions for some 

consultation with the project participants. 

7 Does the PM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

HERMES requires a project environment 

analysis. This is among its key factors which 

can contribute to the success of a project. 

However, this analysis mainly concerns the 

organisationôs context in which the project 

will take place rather than similar projects 

from which lessons could be learned. During 

the pre-analysis phase, HERMES makes 

provision for a wide analysis of the projectôs 

issues and their possible solutions. 

8 Does the PM methodology include 

provisions for scaling its application 

according to the scope of the project? 

HERMES includes provisions for adapting 

itself to the scope and size of the project, 

thanks to its Tailoring feature. This feature 

provides the necessary tools and rules to focus 

only on the necessary tasks to achieve the 

expected results. 

9 Does the PM methodology call for 

consulting all relevant stakeholders, 

internal and external to the 

organisation, in order to identify and 

assess the projectôs impacts from their 

perspectives? 

HERMES only refers to consulting relevant 

stakeholders from the project development 

perspective to draw the projectôs 

specifications and its requirements. There is 

little or no evidence of assessing the projectôs 

impacts. 

10 Does the PM methodology include 

provisions for putting in place 

measures to achieve clear 

communications between senior 

management, the project team and 

stakeholders? 

Among the key factors which can contribute 

to the success of a project, HERMES includes 

communication with all project participants. 

Inside the project, this communication must 

scale with the project size and must be 

planned, if appropriate. Communication 

should not only be about tasks to be achieved 

and planned but also any useful information to 

help comprehend them. HERMES also makes 

provision for a project marketing sub-model 

which deals with communication outside the 

project, including with the purchaser, users 

and operators. 

11 Does the PM methodology call for 

identification of risks to individuals 

HERMES makes clear provisions for a risk 

management sub-model. However, it is 
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and to the organisation? mainly geared towards the risks which could 

endanger the projectôs success and not the 

risks arising to individuals or to the 

organisation because of the projectôs negative 

impacts. Within the information security and 

data protection (ISDP) task, HERMES is 

more open to risks arising to individuals 

through the use of their personal data. In this 

regard, HERMES clearly calls for the use of 

data protection measures. 

12 Does the PM methodology include 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when 

negative impacts are unavoidable, 

does it require justification of the 

business need for them? 

Within its risk management sub-model, 

HERMES uses a full approach which 

includes: recognition of risks; analysis of risks 

(causes, effects); risk appraisal, with respect 

to their effects; reduction or, if possible, 

elimination of the risks; planning for the 

likelihood of residual risks; supervision of 

residual risks and of the effects of measures 

introduced; setting up reserves for residual 

risks. Moreover, all this analysis must be fully 

documented. 

13 Does the PM methodology include 

provisions for documenting the 

process? 

HERMES is a narrative project management 

method. All project requirements, 

specifications, organisation, objectives, 

expected results, etc. must be documented. 

And those documents must be kept up to date 

during the development cycle. 

14 Does the PM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

HERMES includes a project marketing sub-

model which handles all communication 

inside and outside the project. However, there 

is little or no evidence to suggest the  release 

of documents to the wider public. 

15 Does the PM methodology call for a 

review if there are any changes in the 

project? 

As a process, HERMES calls for a continual 

update of the projectôs specifications with 

regard to expected results. If appropriate, any 

changes in the project must be synchronised 

with the quality assurance plan, then 

verification and audits must be run 

accordingly. 

16 Does the PM methodology include 

provisions for an audit to ensure that 

the organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations? 

HERMES features a quality management 

(QM) sub-model which is run throughout the 

project. This sub-model includes provisions 

for verification and audits to ensure that all of 

the specifications have been adequately taken 

into account, implemented and documented. 

However, unlike other methodologies, 

HERMES doesnôt go beyond the deployment 

and finalisation phases. Hence, all of its 

requirements for verification and audit don't 
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cover the production, maintenance and 

retirement phases. 

 

Conclusions and recommendations 

 

HERMES includes provisions for handling information security and data protection 

requirements set out in the Swiss Data Protection Act, which represents an important step for 

the inclusion of privacy impacts and privacy protection. However, regarding PIAs, HERMES 

lacks provisions for broad privacy protection and broad stakeholder involvement. 

 

Nevertheless, as a results-oriented project management method, HERMES has some features 

which open doors for better integration with PIAs. One of those key features is Tailoring 

which brings together all necessary tools and rules to include new project-specific 

requirements and objectives. Tailoring starts at the beginning of a project and runs throughout 

all project phases. Tailoring should be seen as the first place to include the requirements for a 

broad privacy analysis as well as a wider consultation with more stakeholders than those 

directly involved in the project development. 

 

The quality management sub-model provides the opportunity to take into account new 

requirements in terms of all the necessary verifications and audits to ensure appropriate 

privacy protection. The project marketing sub-model could be extended to carry out wider 

stakeholder communication and involvement. The risk management sub-model could also be 

extended to take into account not only those risks that could endanger the success of the 

project but also those that could arise due to possible negative impacts by the use of project 

production. 

 

 

2.3 DERIVATIVE PM APPROACHES       

 

Whilst these project management approaches are those with broad adoption, a key issue that 

should be considered is how to integrate PIAs into existing PM methodologies that are 

derivatives of these.  Many large system integrators and technology service organisations use 

their own internal standards for project management, making the case to their clients for the 

added value of their ñuniqueò methodologies.  According to the 2012 PWC survey conducted 

across 38 countries with 1,524 respondents, 4% of organisations have developed their own in-

house project management methodology.
77

 

 

As an example, IBM Global Services, the IT consulting services arm of IBM with over 

150,000 employees worldwide, requires its project managers to learn and apply its proprietary 

project management methodology.  The methodology is largely based upon PMBOK, and as a 

matter of practice, professional project managers are typically also required to have a current 

PMP certification as a base of knowledge.
78

 

 

Whilst it may not be viable to directly influence such proprietary approaches, education of 

working project managers as a part of an ongoing accreditation processes for the dominant 

PMBOK and PRINCE2 methodologies can provide a strong influence for change.  In 

                                                 
77

 PriceWaterhouseCoopers, 2012. 
78

 Interview on 13 March 2013 with IBM Global Services Project Manager, D. Tencza. 
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addition, where these standards are specifically being used by large global consultancies, 

there is an opportunity to impact many other organisations that engage their services, and look 

to them as models for good practice. 

 

In addition, 8% of the responding organisations indicated that they used a combination of 

methodologies, while 26% indicated that they used none. 

 

In those organisations where hybrid approaches are used, this is typically a reflection of 

trends towards integrating Agile methodologies within an organisation where traditional 

project management approaches have been used in the past, or that of integrating Agile into 

IT organisations where waterfall methodologies have been used.  The project manager 

continues to play a role in maintaining traditional phase-based project management 

components in a majority of organisations where Agile is in place.
79

 As organisations 

transition to Agile, they may perform some pilot projects applying an Agile methodology, 

while maintaining more traditional project and portfolio management approaches on a broad 

basis. 

 

 

2.4 PRACTICAL APPROACHES FOR INTEGRATING PRIV ACY RISKS INTO PR OJECT 

MANAGEMENT STANDARDS  AND METHODOLOGIES AD OPTED BY RESPONDENTS      

 

The data collected through the January 2013 survey have been useful for identifying some of 

the potential ñopen doorsò that some of the surveyed organisations are already using in order 

to integrate privacy risks into their project management processes and adopted standards. 

Rather than providing an exhaustive list of ñopen doorsò, this section summarises the most 

adopted ñopen doorsò for integrating privacy risks into adopted project management 

standards, based on the responses received. This summary could provide useful directions for 

achieving practical integration. 

 

Based on the responses, integration occurs, most of the time, at the project initiation phase, 

when the organisation needs to provide formal approval for, and finalise the scope and 

resources of the project. By taking the project life-cycle into consideration, we have organised 

the identified open doors around three main phases: pre-project open doors, project-initiation 

open doors and project-implementation open doors. The following is the list of identified 

open doors, as emerging from the survey, with a brief explanation for each of them.     

 

Pre-project open doors 

 

¶ Procurement requisition process and documentation: When raising a new 

procurement requisition, the project manager, responsible for opening the new 

requisition,  needs to assess, by applying screening questions and/or a checklist, 

whether the new requisition  involves privacy risks and therefore whether a PIA is 

required. 

¶ Service level agreement (SLA): When drafting a new service level agreement, the 

project manager in charge of the SLA has the responsibility to assess whether privacy 

risks are involved and if a PIA is required. For the assessment, the project manager 

could use a privacy screening checklist.       
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¶ Business case process and documentation: A few organisations have designed 

business case templates to contain a data protection compliance section requiring 

confirmation that the owner of the business case has consulted the information 

governance team in relation to privacy risks and has carried out an initial privacy 

assessment, often based on the privacy check list modelled on ICO guidance.  

¶ Review stage gate process: This process refers to the critical management review stage 

gates where senior stakeholders (i.e., board) agree go or no-go decisions for the 

project. The review state gate process documentation comprises a section on privacy 

impact assessment at each stage of the process, including the first review stage when 

senior stakeholders have to take decisions on project funding and go-ahead.   
 

Project initiation open doors 

 

¶ Regulatory gateway assessment:  Immediately after the project go-ahead, projects go 

for an internal regulatory assessment where, as one of the respondents has stated: they 

ñare assessed to ascertain if Privacy is in scope. If in scope, the Project management 

team are required to fill in a PIA before the project can progress. From this, the 

Privacy team are able to advise on the level of involvement needed in the project to 

manage risk and compliance.ò  

¶ Information security assessment: All of the projects, before initiation, have to go 

through an initial information security assessment, which includes an easy and simple 

privacy screening. If the security assessment, which is often done online, has 

highlighted information governance risks, including privacy, then the data protection 

office will provide information governance and privacy advice to the project manager 

at the inception of the project to properly identify, assess and manage potential 

impacts. Furthermore, organisations might issue internal information security 

guidance, including how to assess and manage privacy impact, to support project 

managers in their assessment. 

¶ Referral to an Information Security Forum (ISF): At the project inception, project 

managers have to refer their projects to an Information Security Forum, which will 

initially assess information and privacy risk and advise the project manager on the 

necessary steps to take.  

¶ Project initiation documentation: PIA is incorporated into the project initiation 

documentation in the form of an easy and quick initial privacy assessment. As one of 

the respondents has stressed: ñThe assessment of whether to undertake a risk 

assessment in relation to the need for a PIA is taken as part of the process of 

developing a Project Initiation Documentò. This is often done, within local authorities, 

in parallel with a risk assessment in relation to Equalities Impact Assessment 

(EqIA).
80

 

¶ Case for change management: Some organisations have included PIA in the 

development of the case that project managers need to document, when project 

changes are requested. For any change management request, the project manager will 

assess the impact on privacy and the need for undertaking a PIA together with the 

assessment of other impacts, caused by the change request, such as cost, schedule, 

planned infrastructure, integration and input/output/processing modules.   

                                                 
80

 Introduced under the Equality Act 2010, Equality Impact Assessments are designed to protect the 

disadvantaged and the vulnerable. Under the act, public authorities have an equality duty. The duty is made up of 

a general equality duty supported by specific duties set out separately in the regulations. An equality impact 

assessment involves assessing the likely or actual effects of policies or services on people in respect of disability, 

gender and racial equality.  



64 

 

Project implementation open doors 

 

¶ PIA work-stream or work-package:  All large-scale projects have a formal privacy 

work- stream or work-package designed to monitor and manage privacy impact as the 

project progresses. 

¶ Review stage gate process: This process refers to critical management review stage 

gates where senior stakeholders (e.g., board) agree go or no-go decisions for the 

project. The review state gate process documentation comprises a section on privacy 

impact assessment at each stage of the processes, including critical, intermediate 

phases of the project. 

¶ Project management toolkits: The PIA process is formally integrated into a standard 

project management toolkit, which organisations use to manage projects. 

¶ Project Officeôs standards and methodologies:  PIA processes are fully integrated into 

the organisationôs Project Office standards and methodologies and, therefore, 

consistently applied across the organisation.   

¶ Project management training: Privacy and PIA training is incorporated into the 

organisationôs standard project management training.     
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3 RISK MANAGEMENT STAN DARDS AND METHODOLOG IES 

 

 

This chapter parallels the previous chapter to some extent. It describes popular risk 

management standards and methodologies in use in the UK and abroad. The principal 

differences are that the risk management area is much more diverse in terms of available 

standards to be applied, and the scope of each differs.   

 

For each methodology, we provide an overview followed by a table in which we ñinterrogateò 

the methodology using a set of questions derived from the PIA Handbook touch points. The 

following table, as with that in the introduction to Chapter 2, shows how we have converted 

the touch points into a set of questions. 

 

 Touch points extracted from the ICO 

PIA Handbook 

Questions for risk management 

methodology based on touch points 

1 PIAs must comply with (more than just 

data protection) legislation. Private 

sector organisations will also have to 

consider industry standards, codes of 

conduct and privacy policy statements. 

Does the RM methodology include 

provisions about compliance with legislation 

and any relevant industry standards, code of 

conduct, internal policy, etc.? 

2 PIA is a process. Is the RM methodology regarded as a 

process or is it simply about producing a 

report? 

3 A PIA could consider: 

1. privacy of personal information; 

2. privacy of the person; 

3. privacy of personal behaviour; and 

4. privacy of personal 

communications. 

Does the RM methodology address only 

information privacy protection or does it 

address other types of privacy as well? 

4 PIA should be undertaken when it is 

possible to influence the development 

of a project. 

Does the RM methodology say that it should 

be undertaken when it is still possible to 

influence the development of the project? 

5 Responsibility for the PIA should rest at 

the senior executive level. 

Does the RM methodology place 

responsibility for its use at the senior 

executive level? 

6 The organisation should develop a plan 

for the PIA and its terms of reference. It 

should develop a consultation strategy 

appropriate to the scale, scope and 

nature of the project. 

Does the RM methodology call for 

developing a plan and terms of reference? 

Does it include a consultation strategy 

appropriate to the scale, scope and nature of 

the project? 

7 A PIA should include an environmental 

scan (information about prior projects 

of a similar nature, drawn from a variety 

of sources). 

Does the RM methodology call for conduct 

of an environmental scan (information about 

prior projects of a similar nature, drawn from 

a variety of sources)? 

8 The organisation should determine 

whether a small-scale or full-scale PIA 

is needed. 

Does the RM methodology include 

provisions for scaling its application 

according to the scope of the project?  

9 A PIA should seek out and engage Does the RM methodology call for 
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 Touch points extracted from the ICO 

PIA Handbook 

Questions for risk management 

methodology based on touch points 

stakeholders internal and external to the 

organisation. The assessor needs to 

make sure that there is sufficient 

diversity among those groups or 

individuals being consulted, to ensure 

that all relevant perspectives are 

represented, and all relevant 

information is gathered. 

consulting all relevant stakeholders, internal 

and external to the organisation, in order to 

identify and assess the projectôs impacts from 

their perspectives? 

10 The organisation should put in place 

measures to achieve clear 

communications between senior 

management, the project team and 

representatives of, and advocates for, 

the various stakeholders. 

Does the RM methodology include 

provisions for putting in place measures to 

achieve clear communications between 

senior management, the project team and 

stakeholders? 

11 The PIA should identify risks to 

individuals and to the organisation. 

Does the RM methodology call for 

identification of risks to individuals and to 

the organisation? 

12 The organisation should identify less 

privacy-invasive alternatives. It should 

identify ways of avoiding or minimising 

the impacts on privacy or, where 

negative impacts are unavoidable, 

clarify the business need that justifies 

them. 

Does the RM methodology include 

provisions for identifying protection 

measures and/or design solutions to avoid or 

to mitigate any negative impacts of the 

project or, when negative impacts are 

unavoidable, does it require justification of 

the business need for them? 

13 The organisation should document the 

PIA process and publish a report of its 

outcomes. 

Does the RM methodology include 

provisions for documenting the process?  

14 A PIA report should be written with the 

expectation that it will be published, or 

at least be widely distributed. The report 

should be provided to the various 

parties involved in the consultation. If 

information collected during the PIA 

process is commercially or security 

sensitive, it could be redacted or placed 

in confidential appendices, if justifiable. 

Does the RM methodology include provision 

for making the resulting document public 

(whether redacted or otherwise)? 

15 The PIA should be re-visited in each 

new project phase. 

Does the RM methodology call for a review 

if there are any changes in the project? 

16 A PIA should be subject to third-party 

review and audit, to ensure the 

organisation implements the PIA 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations. 

Does the RM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it has 

provided adequate justification for not 

implementing some recommendations? 
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3.1 RISK MANAGEMENT  

 

3.1.1 ISO 31000:2009 Risk management ð Principles and guidelines     

 

This International Standard provides the principles and guidelines for managing, 

systematically and transparently, any form of risk in any context.
81

 A key feature of the 

standard is establishing the context in which the organisation operates. The context includes 

the organisationôs objectives, its environment, and its stakeholders.  

 

It recommends that organisations develop, implement and continuously improve a framework 

the purpose of which is to integrate the process for managing risk into the organisation's 

overall governance, strategy and planning, management, reporting processes, policies, values, 

and culture.  

 

The standard comprises five main chapters on scope, terms and definitions, principles, 

framework, and process.  It also has an annex on attributes of enhanced risk management and 

a bibliography. 

 

Management of risk has numerous benefits. The standard points out that, among other things, 

it helps an organisation to 

 

¶ identify opportunities and threats 

¶ comply with legal and regulatory provisions 

¶ improve stakeholder confidence and trust 

¶ improve controls 

¶ improve decision-making and planning 

¶ improve organisational learning and resilience. 

 

A good privacy impact assessment process has similar benefits. 

 

The standard provides generic guidelines, but does not seek a uniform approach to risk 

management by all organisations. 

 

Section 3 of the standard provides a set of risk management principles. Many PIA 

methodologies also contain a set of privacy principles. Among the principles in ISO 31000 is 

this one: Risk management is transparent and inclusive, i.e., the organisation should involve 

stakeholders in a timely manner. Including decision-makers from all levels of the organisation 

will help make sure that the organisationôs risk management is current and relevant. Engaging 

stakeholders is the best way to ensure that their views are taken into account in identifying 

risks, setting risk criteria and finding solutions. Communication and consultation with 

stakeholders are also key features of PIA. Section 3 sets out 10 other principles as well. 

 

Section 4 offers a framework for managing risk. It has several subsections which address: 
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 International Organization for Standardization (ISO), Risk management ï Principles and guidelines, ISO 

31000:2009, Geneva, 15 Nov 2009.   
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¶ The organisationôs management and its commitment to the risk management policy,  
accountability and communicating with stakeholders 

¶ Design of a framework for managing risk, which comprises tasks, including the following: 

o Understanding the organisation and its context 

o Establishing a risk management policy  

o Identifying who is accountable for managing risk(s) 

o Embedding risk management into organisational processes 

o Ensuring adequate resources are allocated for the risk management activities 

o Communicating with stakeholders, internal and external to the organisation 

¶ Implementing the risk management framework 

¶ Monitoring and reviewing the effectiveness of the framework. 

 

The standard says that the effectiveness of risk management requires commitment by 

management, who should endorse the risk management policy, ensure the organisation 

complies with relevant legislation, assign responsibilities for managing and treating the risks, 

and communicate with all stakeholders. 

 

The risk management process, the subject of section 5, includes these activities: 

 

¶ Communication and consultation with internal and external stakeholders throughout the 

process ï the organisation should consider different views when it defines risk criteria and 

evaluates risks. Communication and consultation are important because stakeholders 

make decisions based on their perceptions of risks, and those perceptions vary from one 

stakeholder to another.  

¶ Establishing the context ï the organisation needs to articulate the contextual factors that 

play a role in risk management. External factors include the legal and regulatory 

environment, the technological and competitive environment, etc. Internal factors include 

the organisationôs objectives, strategy, structure, etc. 

¶ Defining risk criteria, which include things like consequences, likelihood, level of risk, 

stakeholder views.  

¶ Risk assessment comprises the following three activities: 

o Risk identification 

o Risk analysis, which means the organisation considers the sources of the risks, the 

consequences, the likelihood of the risks, the views of experts, uncertainties, 

availability of relevant information, the effectiveness of existing controls, etc.  

o Risk evaluation, which the organisation undertakes, using the risk criteria, to 

decide how to prioritise risks and to decide which need to be treated 

¶ Risk treatment 

o Selection of risk treatment options, which include retaining, avoiding, reducing 

and sharing the risk(s). 

o Preparing and implementing risk treatment plans, which the organisation should 

discuss with relevant stakeholders 

¶ Monitoring and review, the results of which the organisation should record and report 

externally and internally, as appropriate.  

¶ Recording the risk management process, which provides a basis for improvement. There 

may be legal and regulatory requirements for such records. 
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 Touch point questions Evidence from ISO 31000:2009  

1 Does the RM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

The standard says that understanding the 

external context includes understanding the 

legal and regulatory requirements. 

 

2 Is the RM methodology regarded as a 

process or is it simply about producing 

a report? 

Yes, the standard describes risk management 

as a process. Within that process, risk 

treatment is described as cyclical process of 

assessing the effectiveness of the way in 

which risks are treated. 

3 Does the RM methodology address only 

information privacy protection or does 

it address other types of privacy as 

well? 

ISO 31000 is focused on risk management in 

a broad sense, so it does not focus 

particularly upon privacy protection. The 

word ñprivacyò does not appear in the 

standard. However, it does mention 

complying with laws and regulations, which 

would include privacy provisions. 

4 Does the RM methodology say that it 

should be undertaken when it is still 

possible to influence the development 

of the project? 

The standard says plans for communication 

and consultation should be developed at an 

early stage. These should address issues 

relating to the risk itself, its causes, its 

consequences (if known), and the measures 

being taken to treat it.  

5 Does the RM methodology place 

responsibility for its use at the senior 

executive level? 

Effectively, yes. It says risk management 

requires commitment from the organisationôs 

management, which should define and 

endorse its risk management policy and 

ensure there is accountability for managing 

risk. 

6 Does the RM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

The standard says the organisation should 

develop a plan for communicating and 

consulting with internal and external 

stakeholders, so that stakeholders understand 

the basis on which decisions are made, and 

the reason why particular actions are 

required.  

7 Does the RM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

Yes, understanding contextual factors figures 

prominently in the standard ï both the 

external and internal context.  

 

8 Does the RM methodology include 

provisions for scaling its application 

according to the scope of the project?  

Not explicitly, but the standard does say that 

the organisation should define the criteria to 

be used to evaluate the significance of risk. 

When defining risk criteria, the organisation 

should take into account factors such as the 

following: 

¶ the causes and consequences and how 

they might be measured 



70 

 

 Touch point questions Evidence from ISO 31000:2009  

¶ how likely the risks are 

¶ the timeframe of the likelihood and/or 

consequences 

¶ how the level of risk is to be determined 

¶ the views of stakeholders 

¶ the level at which risk becomes 

acceptable  

¶ combination of risks.  

9 Does the RM methodology call for 

consulting all relevant stakeholders, 

internal and external to the organisation, 

in order to identify and assess the 

projectôs impacts from their 

perspectives? 

Yes, the standard says that communication 

and consultation with external and internal 

stakeholders should take place during all 

stages of the risk management process. It 

also says that if risk treatment options impact 

stakeholders, they should be involved in the 

decision-making process.  

10 Does the RM methodology include 

provisions for putting in place measures 

to achieve clear communications 

between senior management, the project 

team and stakeholders? 

The standard says the organisation should 

establish internal and external 

communication and reporting mechanisms. 

 

11 Does the RM methodology call for 

identification of risks to individuals and 

to the organisation? 

ISO 31000 is focused on risks to the 

organisation, but it does say that perceptions 

of risk can vary due to differences in values, 

needs, assumptions and concerns of 

stakeholders. 

12 Does the RM methodology include 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when negative 

impacts are unavoidable, does it require 

justification of the business need for 

them? 

Yes. Selecting the most appropriate risk 

treatment option involves balancing the costs 

and efforts of implementation against the 

benefits derived, while taking into account 

legal, regulatory and other requirements such 

as social responsibility and the protection of 

the environment. Decisions should also take 

into account risks that can warrant risk 

treatment that is not justifiable on economic 

grounds; for example, where a risk could 

have severe consequences, but its likelihood 

is rare. 

13 Does the RM methodology include 

provisions for documenting the process?  

Yes, section 5.6 calls for monitoring and 

reviewing the risks and their treatment, while 

section 5.7 calls for recording the risk 

management process from beginning to end.  

14 Does the RM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

Yes, in section 5.6 on monitoring and 

reviewing, the standard says the results 

should be recorded and reported externally 

and internally ñas appropriateò.  

15 Does the RM methodology call for a 

review if there are any changes in the 

project? 

Yes. The monitoring and review activity 

should include identifying emerging risks as 

well as any changes to the internal and 

external context, or to the risk criteria, or to 
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 Touch point questions Evidence from ISO 31000:2009  

the risk itself. 

16 Does the RM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations? 

The standard does not use the word ñauditò, 

but, as mentioned above, the standard makes 

provision for monitoring and review; 

however, it does not explicitly provide for 

third-party review, other than potentially 

reporting to stakeholders ñas appropriateò.  

 

Conclusions and recommendations 

 

ISO 31000 appears to be the most prevalent risk management methodology. It shares some 

touch points with PIA, but because it is a generic risk management methodology, it does not 

address some PIA issues ï for example, it does not use the word ñprivacyò, nor is there any 

provision that might suggest recognition of data protection risks. However, communication 

and consultation with stakeholders are integral to the risk management process; hence, there 

are some ñopen doorsò in the process where a PIA could be conducted. There is nothing in the 

standard that would be at odds with a PIA. ISO standards are revised from time to time. For 

example, the 27005:2008 standard was revised with a second edition in 2011. The same might 

happen with regard to 31000. If so, the ICO could urge the BSI (as an ISO member) to make 

more explicit potential risks to privacy and data protection. The existence of ISO 29100, 

which addresses privacy principles, is helpful in this regard. 

 

3.1.2 Combined Code and Turnbull Guidance      

 

The UK Corporate Governance Code 2010 is a set of principles of good corporate governance 

aimed at companies listed on the London Stock Exchange (LSE). It is overseen by the 

Financial Reporting Council (FRC), the UK's independent regulator responsible for 

promoting high quality corporate governance and reporting. The Financial Services 

Authority's Listing Rules have statutory authority under the Financial Services and Markets 

Act 2000. The Listing Rules require that companies listed on the stock exchange disclose how 

they have complied with the Code, and explain where they have not applied the code ï in 

what the Code refers to as ñcomply or explainò. The Code adopts a principles-based approach 

in the sense that it provides general guidelines of best practice. This contrasts with a rules-

based approach to which companies must adhere. 

 

The initial basis of the Code was the Cadbury Report, published in 1992, which was produced 

by a committee chaired by Sir Adrian Cadbury. That report covered financial, auditing, and 

corporate governance issues and made various recommendations, one of which was that each 

board should have an audit committee composed of non-executive directors. In 1994, the 

Cadbury Report principles were appended to the Listing Rules of the London Stock 

Exchange.  

 

In 1996, a committee led by Marks & Spencer chairman Sir Richard Greenbury produced a 

report on executive compensation. The Greenbury Report also recommended some further 

changes to the existing principles in the Cadbury Code. In 1998, Sir Ronald Hampel, 

chairman and managing director of ICI plc, led a third committee, which published the 

Hampel Report; this suggested that the Cadbury and Greenbury principles be consolidated 

into a ñCombined Codeò.  
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In 1999 came the first edition of the Turnbull guidance, which recommended that directors be 

responsible for internal financial and auditing controls. A committee, led by Nigel Turnbull of 

the Rank Group, prepared the Turnbull guidance, officially known as Internal Control: 

Guidance for Directors on the Combined Code. The Turnbull guidance was revised in 2005.
82

  

 

In 2010, the Financial Reporting Council issued a new Stewardship Code, along with a new 

version of the UK Corporate Governance Code, thus separating the issues from one another.
83

 

 

The Turnbull guidance is relatively short at 15 pages. It has five chapters ï an Introduction, 

and chapters on maintaining a sound system of internal control, reviewing the effectiveness of 

internal control, the boardôs statement on internal control, and an appendix. The document 

provides guidance on the responsibilities of the board with regard to risk management, and on 

the responsibilities of the company to the board. 

 

A preface states that the Financial Reporting Council asked a group to review the impact of 

the Turnbull Guidance produced in 1999. The group reported that boards and investors said 

the guidance had contributed to an overall improvement in risk management and internal 

control. ñNotably, the evidence gathered by the Review Group demonstrated that respondents 

considered that the substantial improvements in internal control instigated by application of 

the Turnbull guidance have been achieved without the need for detailed prescription as to how 

to implement the guidance.ò In other words, companies preferred a principles-based approach 

to a rules-based approach, a preference that the review group endorsed. The group made only 

a small number of changes to the 1999 first edition of the Turnbull guidance.  

 

The 2005 report emphasises that an effective system of internal control is not a one-off 

exercise: companies must take account of new and emerging risks, the assessment of which 

must be regular and systematic. The board is responsible for embedding risk management and 

control systems in their companies. The principal means of communication between the 

board, the company and shareholders is the annual report. The review group recommended 

that boards review whether they could make better use of the internal control statement in the 

annual report. ñThe internal control statement provides an opportunity for the board to help 

shareholders understand the risk and control issues facing the companyò. The review group 

says the boardôs attitude, reflected in that statement, is important for investors in deciding 

whether to invest in the company.   

 

The Introduction to the 2005 report highlights the important of internal control and risk 

management. It notes that a companyôs objectives, internal organisation and the environment 

in which it operates are continually evolving and, as a result, so are the risks. Thus, internal 

control relies on ña thorough and regular evaluation of the nature and extent of the risks to 

which a company is exposedò. Risks should not always be seen in a negative light; as this 

review points out, some risks present opportunities: ñSince profits are, in part, the reward for 

successful risk-taking in business, the purpose of internal control is to help manage and 

control risk appropriately rather than to eliminate it.ò The point is repeated in para. 35. 
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The guidance says that companies should incorporate risk management and internal control 

within their normal management and governance processes, and not as separate exercises to 

meet regulatory requirements. 

 

The guidance quotes Principle C.2 of the Combined Code, which states that ñThe board 

should maintain a sound system of internal control to safeguard shareholdersô investment and 

the companyôs assets.ò It also quotes Provision C.2.1, which states that ñThe directors should, 

at least annually, conduct a review of the effectiveness of the groupôs system of internal 

control and should report to shareholders that they have done so.ò 

 

Chapter two, on maintaining a sound system of internal control, says the board is responsible 

for setting policies on internal control and for making sure the internal control system is 

effective in managing risks. The boardôs deliberations should include a discussion of the 

nature and extent of risks facing the company, the extent to which the company can bear such 

risks, the likelihood of the risks, the companyôs resilience (i.e., its ability to reduce the 

incidence and impact of risks that materialise), and the cost/benefit of controls.  

 

Management should identify and evaluate the risks faced by the company for consideration by 

the board and design, operate and monitor a suitable system of internal control that 

implements the policies on risk and control adopted by the board. Internal control of risks 

should be embedded throughout the company. All employees should have an understanding 

of the company, its objectives, the markets in which it operates, and the risks it faces; they 

should, accordingly, have some responsibility for internal control.  

 

The guidance outlines the elements of an internal control system, which comprise policies, 

processes, tasks, behaviour and other aspects that enable it to respond effectively and quickly 

to business, operational, financial, compliance and other risks. The system will help to ensure 

internal and external reporting (which includes the maintenance of proper records that 

generate reliable information from within and outside the organisation) and compliance with 

applicable laws and regulations, as well as with internal policies.  

 

The guidance emphasises that while it can help provide effective risk management, an internal 

control system cannot provide certainty against a companyôs risks.  

 

Chapter three is on reviewing the effectiveness of internal control, which the guidance 

describes as an essential part of the boardôs responsibilities. In its decision-making, the board 

needs to take into account the scale, diversity and complexity of the companyôs operations 

and the nature of significant risks faced by the company.  

 

An effective control system requires continual monitoring. The company should regularly 

provide the board with reports on internal control. The board should undertake an annual 

assessment in advance of making its public statement on internal control. Management reports 

to the board should provide ña balanced assessmentò of the significant risks and the 

effectiveness of the system of internal control in managing those risks. Management should 

identify any significant failings or weaknesses in the reports as well as what actions it is 

taking to overcome them. The guidance says it is essential that management be open in its 

communication with the board regarding risk and control. 
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For its part, the board should consider the significant risks and how the company has 

identified and evaluated and is managing them. It should assess the effectiveness of the 

internal control system and whether more extensive monitoring is needed. The board should 

assess the scope and quality of managementôs risk monitoring, its internal control and audit, 

the extent and frequency of managementôs communication with the board as well as the 

effectiveness of the companyôs public reporting processes.  

 

Chapter four concerns the boardôs statement on internal control. Paragraph 33 says the annual 

report and accounts ñshould include such meaningful information as the board considers 

necessary to assist shareholdersô understanding of the companyôs risk management processes 

and system of internal control, and should not give a misleading impressionò. Paragraph 34 

says the board should disclose (if it is true, of course) that there is an ongoing process for 

identifying, evaluating and managing the significant risks faced by the company, and that it is 

regularly reviewed by the board. Paragraph 37 reminds us that the Listing Rules require the 

board to disclose if it has failed to conduct a review of the effectiveness of the companyôs 

internal control system. 

 

Chapter five is an appendix, which contains some questions to help the board to assess the 

effectiveness of the companyôs risk and control processes. For example, regarding risk 

assessment, the guidance asks if the company has communicated clearly with employees on 

risk assessment and internal control issues. Are significant risks identified and assessed on an 

ongoing basis? Regarding control, it asks whether senior management demonstrates 

commitment to fostering a climate of trust and integrity within the company. Regarding 

information and communication, it asks if management and the board receive timely, relevant 

and reliable reports on risks and information from inside and outside the company that are 

needed for decision-making. It asks: Are half-yearly and annual reporting effective in 

communicating a balanced and understandable account of the companyôs position and 

prospects? Are there established channels of communication for individuals to report 

suspected breaches of law or regulations or other improprieties? 

 

It also asks if there are ongoing processes embedded within the company for monitoring and 

re-evaluating risks, policies, processes, and activities for risk management and internal 

control. It says such processes may include codes of conduct and/or internal audits. It asks 

whether management communicates with the board on the effectiveness of ongoing 

monitoring process regarding risk and control.  

 

 Touch point questions Evidence from the Combined Code and 

Turnbull Guidance  

1 Does the RM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

The Turnbull guidance does not specify 

particular legislation, but it does say that a 

sound system of internal control helps ensure 

compliance with applicable laws and 

regulations as well as internal policies. 

2 Is the RM methodology regarded as a 

process or is it simply about producing a 

report? 

The guidance says an effective internal 

control system should involve processes for 

monitoring the continuing effectiveness of 

the system of internal control (Chapter 2). 

3 Does the RM methodology address only 

information privacy protection or does it 

address other types of privacy as well? 

It does not specifically mention privacy 

matters, but presumably privacy risks would 

be considered within its wider consideration 
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 Touch point questions Evidence from the Combined Code and 

Turnbull Guidance  

of risks.  

4 Does the RM methodology say that it 

should be undertaken when it is still 

possible to influence the development of 

the project? 

The guidance sees risk management and 

internal control as a continual process, and 

says that management should report to the 

board on how it has addressed or is 

addressing risks. 

5 Does the RM methodology place 

responsibility for its use at the senior 

executive level? 

Yes, but it says that risk management and 

control should be embedded within the 

company and that all employees have some 

responsibility regarding risk management 

and control. 

6 Does the RM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

The guidance does not use the term 

ñconsultationò, but it does refer to 

communication between management and 

the board, as well as to internal and external 

reporting. 

7 Does the RM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

Yes. It says (in the Preface) that no control 

system can be effective unless it takes 

account of the companyôs circumstances. 

8 Does the RM methodology include 

provisions for scaling its application 

according to the scope of the project?  

Not specifically. 

9 Does the RM methodology call for 

consulting all relevant stakeholders, 

internal and external to the organisation, 

in order to identify and assess the 

projectôs impacts from their 

perspectives? 

No. There is a difference between 

stakeholders and shareholders.  

10 Does the RM methodology include 

provisions for putting in place measures 

to achieve clear communications 

between senior management, the project 

team and stakeholders? 

Chapter 2 (para. 19) of the Turnbull guidance 

concerns the quality of internal and external 

reporting and a flow of timely, relevant and 

reliable information from within and outside 

the organisation. The board should make at 

least an annual public statement on the 

companyôs internal control (i.e., as part of the 

annual report). Paragraph 31 also refers to 

the effectiveness of the companyôs public 

reporting processes. 

11 Does the RM methodology call for 

identification of risks to individuals and 

to the organisation? 

No, only to the company. 

12 Does the RM methodology include 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when negative 

Yes. 
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 Touch point questions Evidence from the Combined Code and 

Turnbull Guidance  

impacts are unavoidable, does it require 

justification of the business need for 

them? 

13 Does the RM methodology include 

provisions for documenting the process?  

Yes. 

14 Does the RM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

Yes, in some form. In Chapter five, it asks 

about senior management fostering a climate 

of trust. 

15 Does the RM methodology call for a 

review if there are any changes in the 

project? 

Yes. It sees risk management and internal 

control as an ongoing process.  

16 Does the RM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations? 

The guidance assumes that a company has an 

internal audit function (see, for example, 

clause 31). 

 

Conclusions and recommendations 

 

The Turnbull guidance is not a methodology, as, for example, ISO 31000 is, but it is 

important because it does provide a risk-based guidance for listed companies. We assume 

that, for listed companies, it is the most important risk guidance. It does not refer to other 

methodologies, such as ISO 31000 or ISO 27005, and says nothing about engaging 

stakeholders (shareholders are stakeholders, but not all stakeholders are shareholders), 

although it does refer to communication with shareholders and investors, and to fostering a 

climate of trust and integrity. From a review of touch points above, we can see some 

comparability between PIA and the Turnbull guidance. The ICO could communicate with the 

Financial Reporting Council and see whether there might be a possibility for strengthening 

the Turnbull guidance and/or the UK Corporate Governance Code with more specific 

provisions regarding privacy risks, and with encouraging companies to undertake a PIA to 

identify and respond to privacy risks. In any event, if the proposed Data Protection Regulation 

comes into force with Article 33 more or less intact, companies will be obliged to undertake 

PIAs. Thus the ICO could brief the Financial Reporting Council on the efficacy of PIA. It 

could cite the DECC PIA as an example of a relatively good PIA, and note that the Energy 

Networks Association undertook it in order to foster trust and transparency with consumers. 

Similarly, the ICO could point to other companies who undertake PIAs (such as Vodafone, 

Siemens and Nokia) and to the importance these companies attach to their reputation as a core 

corporate asset. 

 

 

3.1.3 UK Treasuryôs The Orange Book: Management of Risk    

 

The UK Treasuryôs The Orange Book: Management of Risk ï Principles and Concepts (2004) 

is not untypical in seeing the identification, assessment, addressing and reviewing/reporting 

risks as (non-linear) steps in the risk management process. It identifies protection of privacy 
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as one of several operational risks to an organisationôs information resources. Its employment 

of the concept of ñrisk appetiteò (the amount of risk that is considered to be tolerable and 

justifiable) and its addressing of risk through an analysis of preventive and corrective controls 

seem in principle to provide an avenue for considering privacy impact, although privacy is not 

dealt with in The Orange Book. 

 

The Orange Book is a relatively short document that succeeds a 2001 Orange Book ñthat 

proved very popular as a resource for developing and implementing risk management 

processes in government organisationsò. It reflects lessons learnt in the previous three years 

and is designed to be read in conjunction with a range of other central-government risk-

management materials.  It notes that, now that basic risk management is in place in the central 

public sector, attention is turning to continuing review and improvement. Observing that there 

is no specific standard for risk management in government organisations, the Orange Book 

aims to establish principles and a ñRisk Management Assessment Frameworkò. It leaves it to 

organisations to adopt specific standards, including Australian and Canadian ones. The 

Orange Book identifies the need for integrating risk management at strategic, programme and 

operational levels, led from the top, and with each organisation having a risk management 

strategy. It therefore sets out a ñrisk management modelò, emphasising the non-linear nature 

of a process that balances interwoven elements, that is sensitive to the way the management of 

one risk may have an impact on another one, and that places risk management in context.  

 

The core process consists of four (non-linear) stages: 

¶ identifying risks, 

¶ assessing risks, 

¶ addressing risks, 

¶ reviewing and reporting risks. 

 

The ñextended enterpriseò, or organisational context for an organisationôs risk management, 

has three elements: 

¶ partner organisations, 

¶ sponsored/sponsoring organisations, 

¶ other government departments. 

 

The risk environment or context identifies seven diverse elements: 

¶ government, 

¶ Parliament, 

¶ stakeholder expectations, 

¶ corporate governance requirements, 

¶ the economy, 

¶ capacity, 

¶ laws and regulations. 

 

The identification of stakeholder expectations and of relevant laws and regulations would be 

congruent with PIA if information and privacy risk were identified as foci for analysis. 

 

The stage of identifying risk is the first step, which has two distinct phases: initial risk 

identification, and continuous risk identification. Both of these relate risks to objectives. Risks 

may be identified either through commissioning a risk review and/or by internal self-

assessment in each level or part of the organisation. Risks are not independent of each other, 
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but may form groupings. Furthermore, identified risks should be assigned to an owner for 

management and monitoring. Horizon-scanning is highlighted as being of importance. The 

Orange Book provides an exemplary table showing typical groupings and sources of risk in a 

ñPESTLEò model of external risks: political, economic, sociocultural, technological, 

legal/regulatory, and environmental. We may note that the legal/regulatory category mentions 

ñEU requirements/laws which impose requirements (such as Health and Safety or 

employment legislation)ò; it is likely that EU and UK requirements for data protection, and 

for PIA, would fall into this category and thus enter into the Orange Bookôs risk management 

cycle as a ñtouch pointò.  

 

The same table itemises a range of ñoperational risksò that includes main headings of: 

¶ delivery, 

¶ capacity and capability, 

¶ risk management performance and capability. 

 

Among these items are compliance with relevant requirements, ethical considerations, 

information security, accountability (to Parliament), and the resilience of IT to threats; it 

could be supposed that any of these might serve as a trigger for PIA.    

 

It also mentions several ñchange risksò, or risks ñcreated by decisions to pursue new 

endeavoursò: 

¶ PSA targets, 

¶ change programmes, 

¶ new projects, 

¶ new policies. 

 

It could be argued that, where such changes potentially involve new information-processing 

infrastructures and requirements, the need for PIA could correspondingly be identified within 

a privacy risk management routine. 

 

The stage of assessing risks emphasises the need to assess both the likelihood and the impact 

of any risk, to record the assessment in a way that facilitates monitoring and the identification 

of priorities, and to be clear about how inherent and residual risk differ. Risk assessment can 

be either numerical or subjective depending on the kind of risk involved. A heuristic, simple 

matrix is shown for displaying likelihood and impact, with possible categorisations of 

ñhigh/medium/lowò ï a 3x3 matrix, although 5x5 would be possible where risks are 

quantifiable. The tolerability of a risk is judged against the concept of ñrisk appetiteò, which 

is described more fully later in the Orange Book. Risks before controls are applied are 

inherent; those that remain after controls are residual. Both kinds are assessed against risk-

tolerability levels. 

 

The Orange Book emphasis on the need for full documentation of the stages in the process of 

risk assessment, thus creating a risk profile, facilitates not only the management of risk in all 

its phases but also, it would seem, aids transparency and accountability, which are also 

essential elements of PIA. 

 

ñRisk appetiteò has to do with ñthe level of exposure which is considered tolerable and 

justifiable should [the risk] be realisedò. It is related to a benefit/loss calculation for the 

organisation faced with constraining the risk.  The Orange Book further analyses risk appetite 

in three dimensions: 
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¶ corporate risk appetite [at the overall level of the organisation], 

¶ delegated risk appetite [at cascaded lower levels, each of which may have different 

appetite levels], 

¶ project risk appetite [at the project level]. 

 

Addressing risks ñturn[s] uncertainty to the organisationôs benefit by constraining threats ad 

taking advantage of opportunitiesò by pointing towards action to be taken (ñinternal controlò). 

The Orange Book delineates five key aspects, or possible decisions once risks are assessed: 

¶ tolerate, 

¶ treat, 

¶ transfer, 

¶ terminate, 

¶ take the opportunity. 

 

Most risks will be treated, for which there are four different types of control: 

¶ preventive controls, 

¶ corrective controls, 

¶ directive controls, 

¶ detective controls. 

 

In one way or another, these run the gamut from precautionary to remedial approaches to risk. 

Because ñthe purpose of control is to constrain risk rather than to eliminate itò, the guiding 

principle is proportionality. We can note that PIA likewise requires action to be taken to 

mitigate diagnosed privacy risk, either in terms of elimination or minimisation, and with 

reasons given; this seems compatible with Orange Book requirements. 

 

Reviewing and reporting risks is a crucial stage in risk management for the purpose of 

monitoring any change in the risk profile, and for gaining assurance about the effectiveness of 

the risk management; this is similar to PIAôs revisitation in each project phase. As far as 

reporting is concerned, the Orange Book invokes several techniques to achieve review: 

¶ risk self-assessment [at any level], 

¶ ñstewardship reportingò [upward accountability], 

¶ the ñRisk Management Assessment Frameworkò [Treasury]. 

 

Internal audit and the possible appointment of a Risk Committee are indicated as important in 

this stage.  

 

Cutting across all the sages is communication and learning, both within the organisation and 

with external partners and stakeholders. Because no organisation is independent, the 

ñextended enterpriseò impinges on the organisationôs risk assessment processes and risks 

arising in those relationships will also need to be managed. Finally, the context (see above), 

including stakeholdersô expectations as well as laws and regulations, has to be taken into 

account in the formal risk management process cycle. Appendices in the Orange Book give 

further elaboration of assurance principles, emphasising matters to do with the nature of 

evidence and its evaluation in the risk-management process. 

 

 Touch point questions Evidence from the Orange Book 

1 Does the RM methodology include 

provisions about compliance with 

The Orange Book is for public-sector 

organisations, but they must comply with 



80 

 

 Touch point questions Evidence from the Orange Book 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

legislation, as the risk management process 

clearly indicates. 

2 Is the RM methodology regarded as a 

process or is it simply about producing 

a report? 

The Orange Book delineates a process but 

not with any PIA reference. 

3 Does the RM methodology address only 

information privacy protection or does 

it address other types of privacy as 

well? 

No types of privacy are addressed. 

4 Does the RM methodology say that it 

should be undertaken when it is still 

possible to influence the development 

of the project? 

This could be adaptable to the Orange Book 

process, especially where changes (see this 

report) have resulted in new information 

projects amenable to PIA. 

5 Does the RM methodology place 

responsibility for its use at the senior 

executive level? 

The Orange Book puts responsibility of 

various kinds at relevant levels. 

6 Does the RM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

The Orange Book risk assessment approach, 

with its various steps, does this although not 

specifically in terms of a plan, even less in 

terms of a consultation strategy, and not with 

regard to any PIA, although this would seem 

compatible. 

7 Does the RM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

Not in these terms. The Orange Book risk -

assessment approach scans the environment 

and the horizon, but not with regard to any 

PIA, although this would seem compatible. 

8 Does the RM methodology include 

provisions for scaling its application 

according to the scope of the project?  

The Orange Book does not do this, but (as 

argued in this report) this could plausibly be 

done, partly because the risk assessment 

cycle includes different levels of risk and 

levels of risk tolerability to which PIAs of 

different scales could be tailored. 

9 Does the RM methodology call for 

consulting all relevant stakeholders, 

internal and external to the organisation, 

in order to identify and assess the 

projectôs impacts from their 

perspectives? 

The Orange Book says that the risk 

assessment should consider the perspectives 

of the whole range of stakeholders affected 

by the risk. It is also explicit in terms of 

relationships with the ñextended enterpriseò 

and the external, contextual environment. 

10 Does the RM methodology include 

provisions for putting in place measures 

to achieve clear communications 

between senior management, the project 

team and stakeholders? 

Excepting the stakeholders (who, however, 

are highlighted in terms of communication), 

the Orange Book concentrates on relations 

and communication at all levels within the 

organisation. 

11 Does the RM methodology call for 

identification of risks to individuals and 

to the organisation? 

Risk to the organisation is the paramount 

concern, but risk to individuals (or to the 

privacy of outsiders) is not mentioned. 

12 Does the RM methodology include Protection measures form part of the 
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 Touch point questions Evidence from the Orange Book 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when negative 

impacts are unavoidable, does it require 

justification of the business need for 

them? 

ñproportionalityò element and of the idea of 

containing risk. 

13 Does the RM methodology include 

provisions for documenting the process?  

Documentation is emphasised.  

14 Does the RM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

Publication is not explicitly mentioned 

although communication with outsiders is 

seen as important. 

15 Does the RM methodology call for a 

review if there are any changes in the 

project? 

The Orange Book embeds this in one stage. 

16 Does the RM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations? 

The Orange Book emphasises both of these, 

but perhaps not so explicitly in terms of 

implementation. 

 

Conclusions and recommendations    

 

Although the Orange Book does not engage with privacy or with risk to individuals, it is 

likely that EU and UK requirements for data protection, and for PIA ï as laws that create 

requirements ï would enter into the Orange Bookôs risk management cycle as a ñtouch pointò. 

If so, this could provide an ñopen doorò for PIA. Many of the points in its risk management 

methodology seem compatible with PIA, and the way it addresses risk through an analysis of 

preventive and corrective controls could also provide a gateway for considering privacy 

impact as part of a mitigating strategy. So, too, could the Orange Bookôs concern with 

stakeholder expectations. Its discussion of potential risks brought about by new projects could 

also provide an ñopen doorò if such projects involved new IT projects and systems, for which 

the need for PIA could be identified within a privacy risk management routine. 

 

 

3.1.4 ENISAôs approach to risk management         

 

ENISA defines risk management as the process, distinct from risk assessment, of weighing 

policy alternatives in consultation with interested parties, considering risk assessment and 

other legitimate factors, and selecting appropriate prevention and control options. ENISAôs 

approach to risk management is detailed in the first 38 pages of a 168-page report, the 

remainder of which is an extensive inventory of other risk management methods and tools.
84

 

The first nine chapters are: Introduction; Structure and target groups of this document; 
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Positioning risk management and risk assessment; Risk management processes; The corporate 

risk management strategy; Risk assessment; Risk treatment; Risk acceptance; and Monitor 

and review. Chapter 12 provides a road map for current and future trends in risk management. 

 

For ENISA, the risk manager must strike a balance between realising opportunities for gains 

and minimising vulnerabilities and losses. Risk management should be part of good corporate 

governance and an endlessly recurring process. In positioning risk management and risk 

assessment, ENISA says its approach is based on OCTAVE and ISO 13335-2 (which became 

ISO 27005). It says risk assessment is part of the risk management process, which deals with 

analysis, planning, implementation, control and monitoring of implemented measurements, 

and enforcement of the organisationôs security policy. By contrast, risk assessment is 

executed at specific points (e.g., once a year, on demand, etc.) and ï until the performance of 

the next assessment ï provides a temporary view of assessed risks while setting parameters 

for the entire risk management process.   

 

It notes that there are various standards and good practices in risk management and risk 

assessment, as its annexes make clear, but that organisations, in practice, tend to adapt these 

to their own needs, which helps to create good practices for particular sectors. While 

organisations tend to adopt a single risk management method, different risk assessment 

methods might be necessary, depending on the nature of the assessed system (e.g., structure, 

criticality, complexity, importance, etc.).  

 

ENISA discusses risk management within an Information Security Management System 

(ISMS), wherein it states that security depends on people more than on technology, that 

employees are a far greater threat to information security than outsiders, and that the degree of 

security depends on three factors: the risk you are willing to take, the functionality of the 

system and the costs you are prepared to pay. It notes that information confidentiality, 

integrity and availability requirements have implications for business continuity, minimisation 

of damages and losses, competitive edge, profitability and cash-flow, the organisationôs 

image, and legal compliance. 

 

ENISA lists several critical success factors for ISMS. Among them, to be effective, the ISMS 

must:   

¶ have the continuous, visible support and commitment of the organisationôs top 
management,  

¶ be an integral part of the overall management of the organisation,  

¶ be based on continuous training and awareness of staff and avoid the use of disciplinary 

measures and ñpoliceò or ñmilitaryò practices,  

¶ be a never-ending process. 

 

Large organisations address information security for various reasons, notably their legal and 

regulatory requirements that aim at protecting sensitive or personal data as well as general 

public. 

 

The ENISA document sets out six key steps in the development of an ISMS framework:  

1.  Definition of security policy  

2.  Definition of ISMS scope  

3.  Risk assessment (as part of risk management)  

4.  Risk management  

5.  Selection of appropriate controls and  
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6.  Statement of applicability. 

 

Step 6 documents the risks facing the organisation and the security controls the organisation 

could deploy. Chapter 4 on risk management processes says the effectiveness of RM depends 

on the degree to which it becomes part of an organisationôs culture, its practices and business 

processes. Risk management should be the responsibility of everyone in the organisation. 

ENISA distinguishes between the management of known risks and of emerging risks. Risk 

management, as described in this document, addresses known risks, while emerging risks are 

addressed via scenarios.
85

 

 

It says its risk management process provides for interfaces to other operational and product 

processes. Ideally, it says, risk management should start with the establishment of a corporate 

risk management strategy, then proceed to risk assessment, risk treatment, monitoring and 

review and feed back into the strategy. Risk communication and awareness should permeate 

the process, which should interface to other operational and product processes. It makes the 

point that an effective risk management system must have such interfaces.  

 

Risk assessment comprises three steps: risk identification, analysis and evaluation. Risk 

treatment is the process of selecting and implementing measures to modify risk. Its measures 

include avoiding, optimising, transferring or retaining risk. Risk communication is defined as 

ña process to exchange or share information about risk between the decision-maker and other 

stakeholders inside and outside an organizationò. ENISA describes monitoring and reviewing 

as a ñprocess for measuring the efficiency and effectiveness of the organizationôs RM 

processes. This process makes sure that the specified management action plans remain 

relevant and updated. This process also implements control activities including re-evaluation 

of the scope and compliance with decisions.ò 

 

Chapter 5 focuses on corporate risk management strategy, which is described as an integrated 

business process incorporating all of the risk management processes, activities, methodologies 

and policies adopted and carried out in an organisation. It consists of two processes, one 

setting the framework for the entire risk management and the other setting the communication 

channels in the organisation. 

 

Risk communication, it argues, should involve an open discussion with all stakeholders aimed 

at the development of a common understanding, rather than a one-way flow of information 

from the decision-maker to other stakeholders. Risk management will be enhanced if 

stakeholders understand each otherôs perspectives and if they are consulted in a timely 

fashion. Stakeholders, like all human beings, tend to make judgements about risk based on 

their perceptions. These can vary due to differences in values, needs, assumptions, concepts 

and concerns. Thus, the organisation should identify, evaluate and take into account variations 

in the values held and the perceptions of risk of the various stakeholders in the decision-

making process. ENISA encourages organisations to plan and implement external 

communications and consultation on a regular basis. External stakeholders, it says, bring in 

ñfresh airò with their additional viewpoints in the evaluation of risks. 

 

ENISA focuses on the organisationôs establishing a risk management framework, which 

should help the organisation to clarify and to gain a common understanding of its objectives, 
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to identify the environment in which it operates, and to develop the criteria against which 

risks will be measured. 

 

The external environment typically includes:  

¶ the local market, the business, competitive, financial and political environment  

¶ the law and regulatory environment  

¶ social and cultural conditions  

¶ external stakeholders. 

 

The risk manager should also have a good understanding of the organisationôs internal 

environment which includes: 

¶ key business drivers (e.g., market indicators, competitive advances, product attractiveness, 

etc.)  

¶ the organisationôs strengths, weaknesses, opportunities and threats (the familiar ñSWOTò)  

¶ internal stakeholders  

¶ organisation structure and culture  

¶ assets (such as people, systems, processes, capital, etc.)  

¶ goals and objectives and the strategies to achieve them. 

 

After developing an understanding of the external and internal context, the risk manager can 

generate a risk management context, which involves defining:  

¶ the organisation, process, project or activity (to be assessed) and establishing its goals and 

objectives  

¶ the duration of the project, activity or function  

¶ the scope of the risk management activities to be undertaken  

¶ the roles and responsibilities of those participating in the risk management process  

¶ the dependencies between the project or activity and other projects or parts of the 

organisation. 

 

Chapter 5 also has a section on the criteria by which risks will be evaluated. The organisation 

has to agree the criteria for deciding whether risk treatment is required, which is usually based 

on operational, technical, financial, regulatory, legal, social, or environmental criteria, or on 

combinations of them. Risk criteria could include: 

¶ impact criteria and the kinds of consequences that will be considered  

¶ criteria of likelihood 

¶ the rules that will determine whether the risk level is such that further treatment activities 

are required. 

 

Chapter 6 is on risk assessment. It points out that every organisation is continuously exposed 

to new or changing threats and vulnerabilities. The organisation should identify, analyse and 

evaluate the threats and vulnerabilities, measure the impact of the risk involved, and decide on 

the measures and controls to manage them. 

 

In general, a risk can be related to or characterised by:  

(a) its origin 

(b) a certain activity, event or incident (i.e., threat) 

(c) its consequences, results or impact 

(d) a specific reason for its occurrence 

(e) protective mechanisms and controls (or their lack of effectiveness)   
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(f) time and place of occurrence. 

 

Identifying what may happen is rarely sufficient. The fact that there are many ways in which 

an event can occur makes it important to study all possible and significant causes and 

scenarios. Methods and tools used to identify risks and their occurrence include checklists, 

judgements based on experience and records, flow charts, brainstorming, systems analysis, 

scenario analysis, and systems engineering techniques.  

  

Chapter 6 discusses risk analysis, the process whereby the risk manager attempts to assess and 

understand the level of the risk and its nature. Risk analysis involves:  

¶ thorough examination of the risk sources  

¶ their positive and negative consequences  

¶ the likelihood that those consequences may occur and the factors that affect them  

¶ assessment of any existing controls or processes that might minimise negative risks or 

enhance positive risks. 

 

Risk analysis techniques include  

¶ interviews with experts in the area of interest and questionnaires,  

¶ use of existing models and simulations.  

  

Risk analysis may vary in detail according to the risk, the purpose of the analysis, and the 

required protection level of the relevant information, data and resources. Analysis may be 

qualitative, semi-quantitative or quantitative, or a combination of these. A risk may have 

monetary, technical, operational and/or human consequences.  

 

During the risk evaluation phase, the organisation must decide which risks to treat and which 

not to, and their priorities for treatment. Analysts need to compare the level of risk determined 

during the analysis process with the risk criteria, which should take into account 

organisational objectives, stakeholder views, and the scope and objective of the risk 

management process itself. The decisions made are usually based on the level of risk in terms 

of:  

¶ consequences (e.g., impacts)   

¶ the likelihood of events   

¶ the cumulative impact of a series of events that could occur simultaneously.  

 

Chapter 7 focuses on risk treatment, which is the process of selecting and implementing 

measures to treat risks. Treatment options are avoiding, optimising (or minimising or 

modifying), transferring (or sharing), or retaining risk. Not all risks carry the prospect of loss 

or damage, and some risks may present opportunities. The risk manager should compare the 

cost of managing a risk with the benefits obtained or expected. It is important to consider all 

direct and indirect costs and benefits, whether tangible or intangible, and measured in 

financial or other terms. Treatment plans should describe how the chosen options will be 

implemented and should provide all necessary information about:  

¶ proposed actions, priorities or time plans  

¶ resource requirements  

¶ roles and responsibilities of all parties involved in the proposed actions  

¶ performance measures  

¶ reporting and monitoring requirements.  
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Action plans should be in line with the values and perceptions of all types of stakeholder (e.g., 

internal, outsourcing partner, customer, etc.). Effective communications with the various 

stakeholders will make it easier to obtain their consent and commitment to implementation. 

Top management support is critical throughout the entire risk management process. Thus, the 

risk manager should keep the organisationôs senior management regularly informed and 

updated. The risk management plan should spell out how risk management is to be conducted 

and embedded in all of the organisationôs business and policy development processes, and in 

its business and strategic planning, as well as other plans and processes such as asset 

management, audit, business continuity, environmental management, fraud control, human 

resources, investment and project management. 

 

The board should define and document its policy for managing risk, which may include:  

¶ the objectives and rationale for managing risk  

¶ the links between the policy and the organisationôs strategic plans  

¶ the extent and types of risk the organisation will take and the ways it will balance threats 

and opportunities  

¶ the processes to be used to manage risk  

¶ accountabilities for managing particular risks  

¶ details of the support and expertise available to assist those involved in managing risks  

¶ a statement on how risk management performance will be measured and reported  

¶ a commitment to the periodic review of the risk management system  

¶ a statement of commitment to the policy by directors and the organisationôs executive.  

  

Publishing and communicating a policy statement like this demonstrates to internal and 

external stakeholders the boardôs commitment to risk management and specifies who is 

accountable for managing particular risks. Top management must identify and allocate the 

resources necessary for risk management. Residual risks should be documented and subjected 

to regular review. Risk acceptance concerns the communication of residual risks to the 

decision-makers. Once accepted, residual risks are considered as risks that the management of 

the organisation knowingly takes. 

 

Chapter 9 is entitled Monitor and Review, and argues that one of the most critical factors 

affecting the efficiency and effectiveness of the organisationôs risk management process is the 

establishment of an ongoing monitor and review process to make sure that the risk 

management plans are relevant and up-to-date. To make risk management a part of the 

organisationôs culture and philosophy, the organisation must collect and document experience 

and knowledge through a consistent monitoring and review of events, treatment plans, results 

and all relevant records. Each stage of the risk management process must be recorded 

appropriately. Assumptions, methods, data sources, results and reasons for decisions should 

be recorded. 

 

 Touch point questions Evidence from the ENISA risk 

management methodology  

1 Does the RM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

Section 3 mentions (briefly) legal 

compliance. Section 1 recognises a need to 

integrate IT risk management and risk  

assessment with existing methods and 

standards in the areas of information  

technology and operational risks. 

2 Is the RM methodology regarded as a A process. There are frequent references to 
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 Touch point questions Evidence from the ENISA risk 

management methodology  

process or is it simply about producing a 

report? 

this.  

3 Does the RM methodology address only 

information privacy protection or does it 

address other types of privacy as well? 

Section 3 mentions legal and regulatory 

requirements that aim at protecting sensitive 

or personal data. It does not mention other 

types of privacy. 

4 Does the RM methodology say that it 

should be undertaken when it is still 

possible to influence the development of 

the project? 

Implicitly, yes. It sees risk management as a 

never-ending process. 

5 Does the RM methodology place 

responsibility for its use at the senior 

executive level? 

Yes. Chapter 7, for example, says that top 

management support is critical throughout 

the entire risk management process. 

6 Does the RM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

It refers frequently to planning throughout 

the process. While it also refers to 

consultation with internal and external 

stakeholders, it is not so specific as to 

including a consultation strategy appropriate 

to the scale, scope and nature of the project. 

7 Does the RM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

Yes. Chapter 5 calls for definition of the 

internal and external environment. 

8 Does the RM methodology include 

provisions for scaling its application 

according to the scope of the project?  

Yes, to some extent. For example, Chapter 6 

says risk analysis may vary in detail 

according to the risk, the purpose of the 

analysis, and the required protection level of 

the relevant information, data and resources.   

9 Does the RM methodology call for 

consulting all relevant stakeholders, 

internal and external to the organisation, 

in order to identify and assess the 

projectôs impacts from their 

perspectives? 

Yes. See Chapter 5. 

10 Does the RM methodology include 

provisions for putting in place measures 

to achieve clear communications 

between senior management, the project 

team and stakeholders? 

Yes. See Chapter 5. 

11 Does the RM methodology call for 

identification of risks to individuals and 

to the organisation? 

No. It is focused on risks to the organisation. 

12 Does the RM methodology include 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when negative 

Yes. Chapter 7 concerns risk treatment and 

includes a section on residual risks. Chapter 

8 address risk acceptance, wherein it says 

that once accepted, residual risks are 

considered as risks that the management of 
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 Touch point questions Evidence from the ENISA risk 

management methodology  

impacts are unavoidable, does it require 

justification of the business need for 

them? 

the organisation knowingly takes. 

13 Does the RM methodology include 

provisions for documenting the process?  

Yes. 

14 Does the RM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

Yes. 

15 Does the RM methodology call for a 

review if there are any changes in the 

project? 

Not specifically, but it says that the 

organisation should regularly review its risk 

management plan and risk treatment plan. 

16 Does the RM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations? 

No, third-party review or audit is not 

mentioned, but Chapter 9 concerns regular 

internal review of the risk management plan. 

 

Conclusions and recommendations 

 

The ENISA risk management methodology is, as it states, primarily based on OCTAVE and 

the ISO 13395 standard (which became ISO 27005). It meets many of the ñtouch pointsò. We 

can also identify several ñopen doorsò (or interfaces) for integration of its risk management 

methodology with other corporate operational processes. Its inventory of other risk 

management methodologies makes it unique, among all of the reports we have examined, 

even though its review primarily consists of ñtombstoneò (basic) information with minimal 

descriptive content.  Also of interest is ENISAôs distinction between existing and emerging 

risks, and its approach to each. It manages existing risks using a somewhat tried and tested 

(but traditional) risk management approach, whereas it uses relatively elaborate scenarios to 

explore emerging risks. We can certainly endorse ENISAôs identified open doors and its use 

of scenarios. 

 

 

3.2 INFORMATION SECURITY  

 

3.2.1 ISO/IEC 27005:2011 Information security risk management      

 

This standard, an update of the first edition issued in 2008, comprises 12 sections and seven 

annexes over 68 pages.
86

 It provides guidance on information security risk management. It 

provides a set of definitions for terms such as consequence, control, event, external context, 

internal context. It is especially useful to the note differences between terms such as risk 

analysis, risk assessment and risk evaluation. Risk assessment, for examples, includes risk 

identification, analysis and evaluation.  
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Section 5 provides some background on information security risk management, which, 

according to the standard, should be an ongoing, iterative process, which examines the 

external and internal context (an environmental scan), assesses the risks, and makes 

recommendations on how to treat those risks. It says stakeholders should be consulted and 

kept informed with regard to decisions on how to treat risks. Employees should also be 

educated about the risks and how the organisation is dealing with them. In addition, the 

process should be documented.  

 

Section 7 concerns the context. It says the organisation can select different risk management 

approaches, but whichever is chosen, it should include criteria relating to risk evaluation, 

impact and risk acceptance. The criteria for risk evaluation should include the strategic value 

of business information, legal and regulatory obligations, contractual requirements, 

confidentiality, operational importance, stakeholder views, and reputational issues. The 

organisation should develop impact criteria relating to the damage that could be wrought by 

an information security event. It should also develop criteria specifying its risk acceptance 

taking into account the organisationôs objectives and stakeholder interests. The organisation 

should also identify relevant assets and take into consideration its strategy, business, 

functions, constraints, socio-cultural environment, etc. It should also describe the environment 

in which it operates, and should identify and analyse stakeholders as well as its relationship 

with them.  

 

Section 8 addresses information security risk assessment, saying that the organisation should 

identify, describe and prioritise risks. To assess risks, the organisation must first identify and 

value its information assets, then identify threats and vulnerabilities, possible controls and the 

consequences; then it can rank the risks according its risk evaluation criteria. The purpose of 

risk identification is to determine what could happen to cause a potential loss, and where, how 

and why the loss might occur. Risks could originate from within the organisation as well as 

outside it.  

 

The organisation needs to define its assets. An asset is anything that has value to an 

organisation, which it thus needs to protect. Assets can be valued by determining the cost of 

replacing the asset as well as the consequence on the business or organisation if the asset is 

damaged or compromised. The latter cost is usually higher than the replacement cost. 

Similarly, the organisation should identify a list of threats to those assets. Threats may be 

accidental or deliberate, of natural or human origin. They may originate from within the 

organisation or externally. Examples of threats can be found in an annex as well as in other 

threat catalogues.
87

 

 

Having identified relevant threats, the organisation should identify controls (or counter-

measures) against those threats as well as vulnerabilities. Threats exploit vulnerabilities to 

cause harm to the organisation and its assets. Vulnerabilities relate to the organisation itself, 

its management, employees, physical environment, hardware and software. A further annex 

contains a list of vulnerabilities. Next, the organisation should identify and examine the 

consequences of a threat exploiting a vulnerability. ISO 27005 describes this as an incident 
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scenario. A consequence could be a loss of business, damage to reputation, undermining 

effectiveness, etc. 

 

Risk analysis assigns values to the likelihood and the consequences of a risk. The analysis 

may be qualitative, quantitative or a combination of both. A qualitative risk analysis uses 

words like ñlow, medium and highò to describe the magnitude and likelihood of a risk 

materialising. Quantitative risk analysis assigns numerical values on a scale. ISO 27005 says 

that risk analysis is based on assessed consequences and likelihood, is a variation on the 

classic formula: risk = probability (likelihood) x consequence.
88

 There are different types of 

consequence if an asset is compromised ï cost, technical, human, time, etc. The organisation 

should also assess the likelihood of a consequence. It can consider cost benefit, stakeholder 

concerns and other variables. In evaluating risk, the organisation should evaluate the 

identified risks using the criteria for risk evaluation and acceptance which it had previously 

established. It will also need to take into account legal, regulatory and contractual 

requirements, if any.  

 

Section 9 concerns information security risk treatment. It focuses on controls (counter-

measures) to reduce, retain, avoid or share risks based on a risk treatment plan. The 

organisation should decide which of these four options is the best, taking into account its risk 

assessment as well as the expected cost and benefit. The four options are not mutually 

exclusive. A part of the risk treatment plan should prioritise the risks to be treated. In doing 

so, the organisation should consider how the risk is or will be perceived by the affected 

parties and the best ways to communicate with those affected stakeholders. The risk treatment 

plan should also determine which risks will be residual, i.e., will remain with the organisation. 

One of the four options is to reduce or modify a risk. In selecting controls, the organisation 

should also factor in various constraints such as time, financial, technical, operational, ethical, 

legal, personnel, etc. A second option is to retain the risk, especially if it meets the previously 

established risk acceptance criteria. The third option is to avoid the risk, for example, by not 

pursuing a particular activity or by changing the conditions under which the activity would be 

undertaken. The fourth option is to share the risk, e.g., by taking out insurance.  

 

Section 10 addresses information security risk acceptance. The organisation should justify 

why it is accepting certain risks (e.g., the benefits are attractive or the costs of reducing or 

avoiding a risk are too high). Section 11 addresses information security risk communication 

and consultation. The organisation is counselled to consult and communicate with its 

stakeholders on how to manage risks. The organisation should provide stakeholders with 

relevant information, e.g., on the existence of the risks, their likelihood, consequences, 

treatment and acceptability. Communication is a two-way process. Stakeholder perceptions of 

a risk can vary and, as a result, they will likely have different views on the acceptability of a 

risk. Risk communication is important to: 

¶ Collect risk information 

¶ Inform  stakeholders about its risk assessment and treatment plan 

¶ Support decision-making 

¶ Co-ordinate with others 

¶ Raise awareness. 
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The organisation should view risk communication as an ongoing activity, both for ñnormalò 

communications and emergency or crisis communications. 

 

Section 12 concerns information security risk monitoring and review. As risks change and 

evolve, the organisation is urged to monitor and review risks on an ongoing basis and, in 

doing so, to pay attention to (new) threats, vulnerabilities, probabilities and consequences. 

The organisation should also monitor new assets and any change in the value of existing 

assets. The process of information security risk management itself should also be reviewed 

and improved, whenever and wherever possible. The organisation should also monitor its 

legal and environment context, its competitors, its risk assessment approach and associated 

criteria regarding risk evaluation, impact, and acceptance.  

 

As mentioned, ISO 27005 has several annexes. Annex A is on defining the scope and 

boundaries of the information security risk management process, which is divided into four 

parts concerning study of the organisation, constraints affecting the organisation, legislative 

and regulatory references, and list of constraints affecting the scope. Annex B concerns 

identification and valuation of assets, and impact assessment. It provides and categorises a list 

of typical assets, and sets out criteria that could be factored into asset valuation. It also 

identifies direct and indirect impacts of an information security incident. Annex C categorises 

and lists examples of typical threats, which could be accidental, deliberate or environmental 

in nature. Annex D categorises and lists examples of vulnerabilities and sets out methods for 

vulnerability assessment. Annex E sets out information security risk assessment approaches, 

starting with a high-level approach and followed by a detailed approach. It also sets out some 

worked examples of matrices for assigning values to assets, threats and vulnerabilities in 

order to arrive at measures of risk levels. Annex F lists constraints for risk modification. 

Finally, Annex G highlights the differences between ISO 27005: 2008 and the 2011 second 

edition. 

 

 Touch point questions Evidence from ISO 27005:2011  

1 Does the RM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

Yes. It frequently mentions the need to 

comply with legal and regulatory 

requirements. 

2 Is the RM methodology regarded as a 

process or is it simply about producing 

a report? 

Section 5 says specifically that information 

security risk management should be a 

continual process.  

3 Does the RM methodology address only 

information privacy protection or does 

it address other types of privacy as 

well? 

ISO 27005 refers to personal information and 

privacy at several points. However, it does 

not distinguish between information privacy 

(data protection) and other types of privacy.  

4 Does the RM methodology say that it 

should be undertaken when it is still 

possible to influence the development 

of the project? 

No. The focus of ISO 27005 is on 

information security risk management, no 

matter whether it is applicable to existing or 

new information systems. 

5 Does the RM methodology place 

responsibility for its use at the senior 

executive level? 

To an extent. For example, it states that ñThe 

risk acceptance activity has to ensure 

residual risks are explicitly accepted by the 

managers of the organization.ò It also says 

that risks and their treatment should be 
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 Touch point questions Evidence from ISO 27005:2011  

communicated to appropriate managers and 

operational staff.  

6 Does the RM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

Yes. Section 11 is entitled ñInformation 

security risk communication and 

consultationò, although it focuses (well) on 

just risk communication, and makes no 

mention of consultation strategy or 

techniques.  

7 Does the RM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

Yes. Section 7 is devoted to ñContext 

establishmentò.  

8 Does the RM methodology include 

provisions for scaling its application 

according to the scope of the project?  

Not directly, but it does say that the 

information security risk management 

process can be applied to the organisation as 

a whole, or any part thereof, or any 

information system, existing or planned. 

9 Does the RM methodology call for 

consulting all relevant stakeholders, 

internal and external to the organisation, 

in order to identify and assess the 

projectôs impacts from their 

perspectives? 

Yes. See section 11, as mentioned above. See 

also section 7.4 concerning the organisation 

for information security risk management, 

where it refers to a function of the 

organisation being to identify and analyse 

stakeholders and to define the roles 

responsibilities of all parties both internal 

and external to the organisation. 

10 Does the RM methodology include 

provisions for putting in place measures 

to achieve clear communications 

between senior management, the project 

team and stakeholders? 

Yes, to some extent, especially in section 11, 

as mentioned above. However, it is treated 

rather briefly.  

11 Does the RM methodology call for 

identification of risks to individuals and 

to the organisation? 

The focus is mainly on identification of risks 

to the organisation, but it does mention risks 

to personal information, which is regarded as 

a primary asset.  

12 Does the RM methodology include 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when negative 

impacts are unavoidable, does it require 

justification of the business need for 

them? 

Yes. It includes provisions for identifying 

controls against risks and for justifying any 

residual risks (those retained by the 

organisation). It does not specifically identify 

controls in the same way that it has identified 

threats and vulnerabilities. 

13 Does the RM methodology include 

provisions for documenting the process?  

Yes, it says, ñThe detailed results of every 

activity of the information security risk 

management process and from the two 

decision points should be documentedò 

(section 6, p. 9). 

14 Does the RM methodology include It does not discuss making the information 
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 Touch point questions Evidence from ISO 27005:2011  

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

security risk management report public per 

se, but it does say that information about the 

risks and risk treatment plans should be 

shared with stakeholders. See section 11. 

15 Does the RM methodology call for a 

review if there are any changes in the 

project? 

Yes. Section 12 says the organisation should 

constantly monitor risks and the associated 

threats, vulnerabilities, likelihood and 

consequences. 

16 Does the RM methodology include 

provisions for an audit to ensure that the 

organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations? 

To some extent. It says that controls should 

be subject to an audit of their effectiveness. It 

does say that the organisation managers 

should explicitly identify residual risks. It 

also says that the decision-maker should 

justify any decision to override normal risk 

acceptance criteria. 

 

 

 

Conclusions and recommendations   
 

ISO 27005 has many ñtouch pointsò in common with the PIA Handbook, as indicated above. 

One can see several ñopen doorsò too, i.e., points in the information security risk management 

process where it would be possible to insert the PIA process. It could be done during the 

environmental scan (context establishment) phase. It could be done as part of the risk 

identification process (common to both ISO 27005 and PIA). It could be done during the 

process of identifying controls (counter-measures) against the risks. It could also be done in 

preparing the risk treatment plan. These are all open doors where all or some part of the PIA 

process could be included in the information security risk management process as described 

in ISO 27005. The most appropriate part would be in identifying risks and, subsequently, 

controls. 

 

3.2.2 IT -Grundschutz        

 

IT-Grundschutz
89

 stands for ñInformation Technology Baseline Protectionò. It was formally 

known as ñIT-Baseline Protection Manualò when it was first released in 1994 by the 

Bundesamt für Sicherheit in der Informationstechnik (BSI),
90

 which is the German Federal 

Agency for Security in Information Technology. At that time, IT-Grundschutz was one 

document of thousands of pages
91

 containing a set of recommended and proven standard 

security measures or safeguards for typical IT systems. Since 2005, along with regular 

updates, this document has been hugely restructured and split into three main documents (IT-

Grundschutz Catalogue, IT-Grundschutz Methodology and Risk analysis based on IT-

Grundschutz) while the general approach has shifted from IT security to information security 

in an attempt to align with current international standards (mainly the ISO 2700x family). All 

these documents are freely available in both German and English. However, the English 

translation is not as up to date as the documents in German. 
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 https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzHome/itgrundschutzhome_node.html 
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 https://www.bsi.bund.de/EN/Home/home_node.html 
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 The English version published in 2000 has 1,680 pages. 

http://www.iwar.org.uk/comsec/resources/standards/germany/itbpm.pdf 
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IT-Grundschutz is a dedicated risk management methodology for information technology (IT)  

security as well as information security that can be easily used whatever is the situation of a 

specific organisation in the public or private sector. As such, one of its objectives is to provide 

ña pragmatic and effective approach to achieve a normal security levelò by reducing ñthe 

expense of the information security processò with the offer of ñreusable bundles of familiar 

procedures to improve information securityò. The core of this approach is to hide the burden 

of the ñtraditional risk analysis approach, where the threats are identified first and assigned a 

probability of occurrence so that suitable security safeguards can be then selected as well as 

the residual risks can be evaluatedò. Indeed, IT-Grundschutzôs approach is to provide a set of 

standard security safeguards to counteract typical threats found in a so-called ñInformation 

Domainò which can be viewed as a simplified representation of a real situation described in 

the following five layers: 

Layer 1 covers the generic IT security aspects that apply equally to all or most of the IT 

assets. This applies in particular to generic concepts and the resulting regulations 

Layer 2 covers the constructional and physical issues of the infrastructure 

Layer 3 covers the security of individual IT systems 

Layer 4 covers the security of the network 

Layer 5 covers the security of actual applications. 

 

For each layer, IT-Grundschutz Catalogues
92

 provide a set of modules that combine, in 

scenarios, typical threats with their corresponding proven safeguards. These safeguards are 

listed, grouped by the corresponding lifecycle phase (Planning and design, Procurement, 

Implementation, Operation, Disposal, and Contingency planning)
93

 of the Information 

Domain for which they should be implemented. IT-Grundschutz Catalogues are the heart of 

the BSI's methodology; the last English version was published in 2005, and the German 

version was published in 2007.
94

 The document itself contains an introduction, a short 

description of the methodology, a list of various possible roles found in an Information 

Domain, and a glossary. Then follow the three main parts: the Module catalogues, the Threats 

catalogues, and the Safeguard catalogues. 

 

As the IT-Grundschutz is mainly geared towards IT security or information security, all of the 

risks are analysed against their possible negative impact on the confidentiality, availability 

and integrity of the information. Impacts are evaluated using a simple qualitative 

classification: normal, high and very high. 

 

The main description of the methodology itself is to be found in the separate, 93-page 

document BSI-Standard 100-2, IT-Grundschutz Methodology.
95

 Its last release, numbered 2.0, 

was published in 2008. This gives a comprehensive description of the security process that is 

necessary to achieve an appropriate level of security. The general process consists of the 

following four groups of steps as shown in Figure 3.1 below. The main risk analysis process 

consists of the three blocks with the blue background. 
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https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzCatalogues/itgrundschutzcatalogues_node.ht

ml 
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 IT-Grundschutz Catalogues, 2005, p. 18. 
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 https://www.bsi.bund.de/ContentBSI/grundschutz/grundschutz.html. BSI provides regular updates, in German, 

for registered users. Registration with the BSI is on a voluntary basis and is free of charge. 
95

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100-

2_e_pdf.pdf?__blob=publicationFile 

https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzCatalogues/itgrundschutzcatalogues_node.html
https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzCatalogues/itgrundschutzcatalogues_node.html
https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzCatalogues/itgrundschutzcatalogues_node.html
https://www.bsi.bund.de/ContentBSI/grundschutz/grundschutz.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100-2_e_pdf.pdf?__blob=publicationFile
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100-2_e_pdf.pdf?__blob=publicationFile
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Figure 3.1: Phases of the security process 

 

The risk analysis process is specifically described in a shorter, 23-page document, BSI-

Standard 100-3, Risk analysis based on IT-Grundschutz.
96

 This process is suitable for both 

existing and planned IT assets. In the first case, the result of the ñModellingò of the 

Information Domain will be a ñTest planò for carrying out a target or actual comparison 

while, in the second case, the modelling result will be a ñDevelopment conceptò with a list of 

requirements.
97

 In case a situation is not described in the IT-Grundschutz Catalogues, the 

methodology offers room for the determination of additional threats within the risk analysis 

step.
98

 

 

The BSI has developed a certification scheme for the implementation of IT-Grundschutz, 

which consists of three levels based on the safeguards implemented. Each safeguard is 

associated with a category: A for entry level, B for continuation level, and C for certification 

level, while the additional Z category corresponds to optional measures. Certification at level 

A requires the measures in A; certification at level B requires the measures in A and B; and 

certification at level C requires the measures in A, B and C. The certification at level C is 

compatible with the requirements of ISO/IEC 27001.
 99

 Finally, as a kind of encyclopedic risk 

management methodology, IT-Grundschutz tries to cover as many areas and interactions as 

possible in the Information Domain, and this includes data privacy protection (or Datenschutz 

in German). 

 

Data privacy protection is an entry in the Module Catalogues with reference B 1.5. However, 

the module's description is not yet fully integrated into the main document and still appears as 
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 https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100-

3_e_pdf.pdf?__blob=publicationFile 
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 BSI-Standard 100-2 ï IT-Grundschutz Methodology, 2008, pp. 61-62. 
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 cf. Determination of additional threats, in BSI-Standard 100-3 ï Risk analysis based on IT-Grundschutz, 2008, 

pp. 12-14. 
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 BSI-Standard 100-2 ï IT-Grundschutz Methodology, 2008, pp. 87-88. 

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100-3_e_pdf.pdf?__blob=publicationFile
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separate.
100

 This additional module has been designed by ñthe Federal Data Protection Officer 

in co-operation with the Technical Working Group of National and State Data Protection 

Officers. It is oriented towards public bodies at the federal and state levels, private suppliers 

of telecommunications services and postal services.ò This 55-page document deals with the 

relation between data security and data protection, as well as with the roles of the data 

security officer and the data protection officer. As a German document, it mainly refers to the 

requirements set out by German laws at the federal and state levels. And obviously, it focuses 

on the additional threats and safeguards that derive from the requirements of the laws. The 

following 13 threats are described: 

¶ T 6.1 Missing legal grounds for the processing of personal data 

¶ T 6.2 Violation of the purpose for which the data originally was collected / Violation 

of the ñpurpose binding principleò 

¶ T 6.3 Violation of the necessity principle of collecting only personal data when it is 

needed for the business process 

¶ T 6.4 Absent or poorly implemented data economy or avoidance of data collection 

during processing of personal data 

¶ T 6.5 Breach of official secrecy during processing of personal data 

¶ T 6.6 Absent or insufficient preliminary checks 

¶ T 6.7 Endangering the rights of the data subject during processing of personal data 

¶ T 6.8 Missing or insufficient safeguards for subcontracted data processing during 

processing of personal data 

¶ T 6.9 Missing transparency to the data subject and the data protection auditing 

authorities 

¶ T 6.10 Endangering required control objectives and related security safeguards during 

processing of personal data 

¶ T 6.11 Missing or insufficient safeguards for the processing of personal data in foreign 

countries 

¶ T 6.12 Use of illegal automated decision making or reporting procedures during 

processing of personal data 

¶ T 6.13 Missing or insufficient data protection auditing. 

 

The following 15 corresponding safeguards are also described: 

¶ Planning and design: 

1. S 7.1 (C) Management of data protection 

2. S 7.2 (B) Definition of roles and responsibilities in the area of data protection 

3. S 7.3 (A) Elements of a data protection concept 

4. S 7.4 (A) Determination of the legal framework and preliminary checks for the 

processing of personal data 

5. S 7.5 (A) Establishment of state-of-the-art of technical and organisational 

controls when processing personal data. 

¶ Implementation: 

6. S 7.6 (A) Awareness training of personnel involved in the processing of 

personal data 

7. S 7.7 (A) Organisational procedures to protect the rights of the data subject 

during the processing of personal data 

8. S 7.8 (A) Registration of procedures and fulfilment of registration requirements 
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https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/BaustDatenschutz/moduleb01005_pdf.p

df?__blob=publicationFile 
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for the processing of personal data 

9. S 7.9 (C) Data protection approval to operate 

10. S 7.10 (A) Registration and regulations for reporting procedures during 

processing of personal data 

11. S 7.11 (A) Regulations for subcontracting during processing of personal data 

12. S 7.12 (A) Rules regarding the correlation, linking and usage of personal data 

during processing. 

¶ Operations: 

13. S 7.13 (A) Documentation of the data protection acceptability of the processing 

of personal data 

14. S 7.14 (A) Maintenance of data protection during operations 

15. S 7.15 (A) Data processing-compliant disposal and destruction. 

Thirteen out of 15 of the above safeguards belong to the A category, which is the first level of 

requirement for a security policy. If necessary, this demonstrates that data privacy protection 

is considered as an important topic within a typical security policy. 

 

 Touch point questions Evidence from IT-Grundschutz 

1 Does the RM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

Yes. The safeguard S 2.340 (A) Observing legal 

framework conditions makes provision for 

consideration of any relevant regulation about the 

information processing whatever is the country. 

This safeguard belongs to the entry-level category 

A. Therefore, it is always required. The 

corresponding threat is T 2.105, Violation of 

statutory regulations and contractual agreements. 

Both belong to the module B1.0, IT Security 

management. 

2 Is the RM methodology regarded as a 

process or is it simply about producing 

a report? 

Yes, it is a continuous process that can be run from 

the development of any IT system to its 

completion. 

3 Does the RM methodology address 

only information privacy protection or 

does it address other types of privacy 

as well? 

As a risk management methodology, it first 

addresses information security. However, it also 

has clear provisions for data privacy protection as 

set out in the module B 1.5, as both can overlap. 

There is little or no evidence about other types of 

privacy unless those other types are defined and 

required by some relevant regulation. 

4 Does the RM methodology say that it 

should be undertaken when it is still 

possible to influence the development 

of the project? 

It can be used for existing or planned IT systems. 

In the latter case, it leads to the definition of a 

development concept. There is no special emphasis 

on calling for the use of the methodology as early 

as possible. 

5 Does the RM methodology place 

responsibility for its use at the senior 

executive level? 

It makes provisions for an IT security officer 

positioned ñorganisationally as a staff position, 

meaning a position placed directly on the 

management level and that does not receive orders 

from any other positionò. Regarding a data 

protection officer, it says that ñthe Data Protection 

Officer must have the right to speak directly and at 

any time to administration or management, and 
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 Touch point questions Evidence from IT-Grundschutz 

must also be informed quickly and in full of any 

events in the organisation relevant to his or her 

activities as the Data Protection Officerò. 

6 Does the RM methodology call for 

developing a plan and terms of 

reference? Does it include a 

consultation strategy appropriate to the 

scale, scope and nature of the project? 

During the initiation of the security process, it calls 

for planning and elaborating a strategy as well as 

for providing the necessary resources to 

accomplish the tasks. Although it puts an emphasis 

on the communication and the involvement of the 

employees, there is little or no evidence about any 

kind of a consultation strategy with stakeholders. 

7 Does the RM methodology call for 

conduct of an environmental scan 

(information about prior projects of a 

similar nature, drawn from a variety of 

sources)? 

There is little or no evidence about such an 

environmental scan at the beginning of the process. 

However, with regard to the ñDetermination of 

additional threatsò, it calls for a search for threats 

as wide as possible over the Internet. 

8 Does the RM methodology include 

provisions for scaling its application 

according to the scope of the project?  

Yes. The Information Domain can range from an 

entire organisation to a single application, 

providing that the Information Domain includes 

whatever is necessary for the target information 

processing. 

9 Does the RM methodology call for 

consulting all relevant stakeholders, 

internal and external to the 

organisation, in order to identify and 

assess the projectôs impacts from their 

perspectives? 

It makes little or no reference to any stakeholder 

consultation. However, it makes some provision 

for using ñexternal knowledgeò if appropriate. This 

external knowledge may reflect the organisation's 

needs more than the needs of external players. 

10 Does the RM methodology include 

provisions for putting in place 

measures to achieve clear 

communications between senior 

management, the project team and 

stakeholders? 

Within the flow of information in the information 

security process, it makes provision for all kind of 

communication between ñsuperiorsò, management 

staff, security team members and employees. 

11 Does the RM methodology call for 

identification of risks to individuals 

and to the organisation? 

As an IT and information security management 

methodology, it is geared towards the 

identification of risks facing the organisation itself. 

However, with the provisions made in Module B 

1.5 regarding data privacy protection, it also takes 

into consideration risks to individuals. 

12 Does the RM methodology include 

provisions for identifying protection 

measures and/or design solutions to 

avoid or to mitigate any negative 

impacts of the project or, when 

negative impacts are unavoidable, 

does it require justification of the 

business need for them? 

It calls for the use of safeguards whether to achieve 

risk reduction, avoidance, acceptance or transfer. 

Any residual risk must be fully documented in 

order to take an informed decision. 

13 Does the RM methodology include 

provisions for documenting the 

process?  

It includes provisions for full documentation at all 

stages of the process. 
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 Touch point questions Evidence from IT-Grundschutz 

14 Does the RM methodology include 

provision for making the resulting 

document public (whether redacted or 

otherwise)? 

It says nothing about making documents public. 

15 Does the RM methodology call for a 

review if there are any changes in the 

project? 

As a process running during the entire life cycle of 

the so-called Information Domain under 

consideration, it encourages regular reviews of the 

safeguards as well as regular checks for new 

threats. 

16 Does the RM methodology include 

provisions for an audit to ensure that 

the organisation implements all 

recommendations or, if not all, that it 

has provided adequate justification for 

not implementing some 

recommendations? 

It mentions internal or external audit as well as a 

certification scheme by the BSI, which requires an 

external audit on a regular basis. 

 

Conclusions and recommendations 

 

As a kind of ñencyclopedicò information security process, IT-Grundschutz covers in great 

detail the security side of data protection. Module B 1.5, Data privacy protection, is 

specifically designed with the requirements of the German federal law for data protection in 

mind. This module identifies typical threats regarding compliance with the law as well as 

their corresponding safeguards. Regarding interactions between this methodology and PIA, 

IT-Grundschutz lacks some components: 

¶ Consultation with stakeholders regarding their perceptions of possible risks arising 

from the information processing under consideration 

¶ Broader privacy consideration. IT-Grundschutz is not geared towards all types of 

privacy consideration which could lead risk managers to overlook some threats to 

individuals 

¶ Environmental scans during the initiation of the security process. 

 

 

3.2.3 NIST SP 800-39 Managing Information Security Risk  

 

Managing Information Security Risk (SP 800-39, 2011), published by the US National 

Institute of Standards and Technology (NIST), is congruent with, and complementary to, 

NIST 800-30 (2012) and guidance on other areas of organisational risk management as part of 

an Enterprise Risk Management (ERM) programme. ISO 31000 is cited. Although the writing 

is wholly new (albeit with some repetition of diagrams), there are considerable overlaps with 

800-30, although the latter focuses more on risk assessment and 800-39 is more holistic and 

emphasises other aspects of risk management. Neither of these NIST publications embraces 

privacy or data protection as an important element, and almost completely ignore it. Because 

of this close relationship between the two documents, many details of 800-30 that area 

described elsewhere in this report will not be repeated here. However, 800-39 develops or 

emphasises certain elements, explains certain items at greater length, or introduces a number 

of new and partly different ones. The following are probably the most important different 

emphases: 

¶ governance and governance models 
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¶ the ñrisk executive (function)ò 

¶ risk tolerance and uncertainty 

¶ enterprise and information security architectures 

¶ trust and trust models 

¶ organisational culture 

¶ the relationship among key concepts 

¶ risk responding and monitoring following assessment 

¶ roles and responsibilities. 

 

The main purpose, as in 800-30, is information security. Many types of organisational risk are 

identified: ñprogram management risk, investment risk, budgetary risk, legal liability risk, 

safety risk, inventory risk, supply chain risk, and security riskò. Privacy risk is absent. ñRiskò 

is defined for present purposes as ñinformation security risk from the operation and use of 

organizational information systems including the processes, procedures, and structures within 

organizations that influence or affect the design, development, implementation, and ongoing 

operation of those systems.ò The document emphasises that this must be a matter for senior 

executives and leaders, and not confined to a technical ñstovepipeò in the organisation, 

separate from general management. Senior personnel are therefore given risk management 

responsibilities and are to be accountable for their risk management decisions.  

 

There is also an emphasis on ñtools, techniques, and methodologiesò to be identified for 

assessing, developing courses of action, and determining the sufficiency, correctness and 

effectiveness of risk responses. As in 800-30, 800-39 analyses the processes and activities at 

the three organisational tiers, and adopts the fourfold frame-assess-respond-monitor risk-

management process concept. A new concept is that of risk executive (function). This is 

established at the top (organisational) tier as a crucial part of the governance and decision-

making structure for risk management; it ñserves as the common risk management resource 

for senior leaders/executives, mission/business owners, chief information officers, chief 

information security officers, information system owners, common control providers,
 

enterprise architects, information security architects, information systems/security engineers, 

information system security managers/officers, and any other stakeholders having a vested 

interest in the mission/business success of organizations.ò 

 

Risk tolerance is an important element of risk framing, and indicates ñthe level of risk or 

degree of uncertainty that is acceptable to organizationsò, constraining risk management 

decisions and shaping oversight, the rigour of the risk assessment, and the responsive 

strategies adopted. The document explains enterprise and information security architectures 

at length in its discussion of Tier 2 (mission/business process). These architectures have much 

to do with the organisationôs resilience to threats. In particular, the information security 

architecture ñincorporates security requirements from legislation, directives, policies, 

regulations, standards, and guidanceò. The description of enterprise architecture includes 

ñprivacyò as one of the risk-reduction aims for the full, organisation-wide integration of 

management processes, but this is not explained. 

 

The concepts of trust and trustworthiness are deemed important factors in risk decision-

making, with ñtrustò defined as ña belief that an entity will behave in a predictable manner in 

specified circumstances. The entity may be a person, process, object or any combination of 

such components.ò An Appendix sets out a number of trust models as alternative ways for 

organisations to obtain levels of trust needed to form partnerships and collaborations and to 

share information. Trustworthiness relates to assurance about IT products and systems in the 
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face of threats, and susceptibility to attack shapes the acceptability of levels of risk. 

Organisational culture (values, beliefs and norms influencing behaviour and action) is a 

dimension that 800-39 treats at length, as it affects many if not all the other elements of risk 

management. Where the cultures of two organisations differ, or where parts of the same 

organisation have different cultures, these ñdisconnectsò may be palpable in terms of 

information-sharing: ñAn example of an internal disconnect can be observed in a hospital that 

emphasizes different cultures between protecting the personal privacy of patients and the 

availability of medical information to medical professionals for treatment purposes.ò We may 

note that this is an almost isolated mention of ñprivacyò in 800-39, and that the example is a 

classic data protection issue that PIA would encounter in its analysis of an organisationôs 

processes. But 800-39 offers no guide to the resolution of such clashes of culture and the 

information-sharing decisions that are implicated. A section on the relationship among all the 

key risk concepts (governance, risk, tolerance, trust, culture and investment strategy) then 

follows, showing their inter-relationship and the importance of the risk executive (function)ôs 

cognisance of this.  

 

NIST 800-39 moves on to discuss the process for managing risk through the familiar stages of 

framing, assessing, responding and monitoring, describing each with more fine-grained sub-

processes. This analysis goes beyond 800-30ôs focus on risk assessment to describe more 

fully the stages of responding to risk and risk monitoring, including several steps in each. 

There is a large Appendix that delineates the roles and responsibilities of key organisational 

participants. Although they are not here referred to as ñstakeholdersò, many if not all of them 

are elsewhere so described. These roles include: CEO, risk executive (function) ï an 

individual or a group, CIO, information owner/steward, senior information security officer, 

authorising official, authorising official designated representative, common control provider, 

information system owner, information system security officer, information security architect, 

information system security engineer, and security control assessor. If, through an ñopen 

doorò, a PIA were to be grafted into the risk management process covered by 800-39, these 

personnel and their differing but overlapping responsibilities, and perhaps their differing 

cultures (and what those cultures might indicate with regard to information processes that 

bear upon privacy) would have to be factored into the PIA routine.  

 

 Touch point questions Evidence from NIST 800-39 

1 Does the RM methodology include 

provisions about compliance with 

legislation and any relevant industry 

standards, code of conduct, internal 

policy, etc.? 

It mentions legislation but also includes 

ñdirectives, policies, regulations, standards, 

and guidanceò. 

2 Is the RM methodology regarded as a 

process or is it simply about producing 

a report? 

It is a process. 

3 Does the RM methodology address 

only information privacy protection or 

does it address other types of privacy as 

well? 

NIST 800-39 barely mentions privacy and 

the example it mentions is of information 

privacy. Broadening could perhaps be done 

within the scope of the RM, but adopting a 

conception of privacy that went beyond 

information security would be a prerequisite 

for the organisation. 

4 Does the RM methodology say that it 

should be undertaken when it is still 

The RM exists at all stages of a project and 

continuously. 
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