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The Information Commissioner’s Response to the Leveson Report 

on the Culture, Practices and Ethics of the Press 

 

The report of the Leveson Inquiry into the Culture, Practice and Ethics of 
the Press was always going to be of great interest to the Information 

Commissioner’s Office (ICO).  After all, it was the Information 
Commissioner who took the lead in raising questions about the 

involvement of the press in the unlawful trade in personal data after ICO 
staff raided the home of the private investigator Steve Whittamore in 

2003 - the start of what became known as Operation Motorman. 

Almost ten years on, the Inquiry’s conclusions are also of much 
significance for today’s ICO. Because, as well as tasking the judge with 

inquiring into the culture, practice and ethics of the press, the Inquiry’s 
terms of reference also directed him to “inquire into  …  the extent to 

which the current policy and regulatory framework has failed including in 
relation to data protection”.  

Part H of the Report, in particular, deals with the press and data 

protection.  This includes a section setting out an analysis of Operation 
Motorman, a section on the ICO and the press today, and a section 

dealing with issues around the legal framework.  It concludes with a 
series of recommendations for the ICO and for the Ministry of Justice 

(MoJ). 

While recognising some of the constraints placed on the ICO by the 
limitations of the legal framework for data protection and the resistance 

of the press to external regulation, there is no escaping the fact that 
Leveson is critical of the work of the ICO in so far as it involves regulation 

of the press.  This criticism is focused on the response of the ICO to the 

illegality in the acquisition and use of personal information that was 
exposed by Operation Motorman, but it also relates to how the ICO has 

subsequently sought to engage operationally with the press. 

This document sets out the Information Commissioner’s response to the 

specific recommendations directed to the ICO and comments on the 

recommendations on changes to the legal framework directed to the MOJ. 
More generally, the ICO has heard the criticisms of its work made by the 

judge and is taking steps to address them.  We are, for example, 
considering when and how we should set out proactively to notify victims 
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of data protection breaches who may not be aware that they are the 

subjects of such unlawful activity.  We are also looking at how we might 
respond more effectively when we are faced with evidence of illegality in 

the acquisition and use of personal data requiring a response that is 
beyond the limited investigative and prosecution capabilities available to 

us through the use of our in house staff.  We have set in train a process 
of carefully analysing those other aspects of our activities related to the 

regulation of the press that the report addresses to ensure that we learn 
lessons.  Lord Justice Leveson’s report will also inform a review exercise 

we are undertaking over the next six months to ensure that the ICO 
keeps on the front foot and is as well placed as possible to meet the many 

challenges it will be facing over the next five years or so. 

It is, however, important to bear in mind that the bulk of the activity that 
was the subject of detailed analysis by the Leveson Inquiry took place 

between 2003 and 2007.  Many changes to the ICO were taking place at 
that time and have continued since, led first by Richard Thomas and, from 

2009, by Christopher Graham.  The ICO is now a very different 
organisation from the one that was in place at the time of the Motorman 

investigation. 

The ICO was not asked about any of this at the Inquiry, which 
understandably focused on the role of the ICO in relation to the press 

rather than its wider regulatory remit. We are therefore glad to have this 
opportunity to set out how the ICO has been changing since the events 

described in the Leveson report. 

In 2003 the ICO had fewer than 200 staff.  We now have more than 350.  
We have also reorganised our management structures and business 

processes at various points over the period.  In 2005 we established a 
dedicated Regulatory Action Division with senior level leadership.  We 

have since been given significant new enforcement powers, in particular 
the power to impose civil monetary penalties, which we are deploying 

effectively.  As a consequence we have further expanded what is now our 

Enforcement Department.  This has greatly strengthened our capability, 
competence and professionalism in all aspects of data protection 

enforcement.  We have developed an enhanced enforcement tool kit, 
have become more willing to deploy the tools within it, and are 

increasingly prepared to take calculated risks across the whole range of 
our regulatory activities. In 2003 some commentators referred to the ICO 

as a ‘toothless tiger’. It is not a criticism we hear often these days. 

We have also strengthened our management controls.  The head of our 
Enforcement Department, a former Detective Chief Inspector from 

Greater Manchester Police, reports directly to the Director of Operations 
who, as a member of the Commissioner’s Executive Team, provides 

regular updates on key enforcement issues.  We have in place a system of 
regular reporting against business plans and against personal objectives 

as well as general oversight by an Information Rights Committee.  In 
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addition to line management by the Director of Operations, the Head of 

Enforcement frequently updates the two Deputy Commissioners and the 
Commissioner himself on significant enforcement activity.  The high 

profile that enforcement activity now enjoys, both externally and within 
the ICO, together with our strengthened management processes mean 

that significant enforcement decisions, such as those arising from 
Operation Motorman, are now taken more formally, command a greater 

degree of corporate ownership, and are comprehensively documented. 

One of the management controls that is already in place is a quarterly 
report to our Management Board on all significant information rights 

developments.  The Management Board, which was first established by 
Richard Thomas, started work in February 2004 and was designed to 

strengthen the governance of the ICO.  Membership includes four non-
executives drawn from a variety of backgrounds, as well as the 

Commissioner and his four most senior executive staff.  The Management 
Board meets quarterly. As well as leading the ICO’s Audit and 

Remuneration Committees, the non-executive members assist the ICO by 
bringing their wide ranging expertise to bear on its work generally and by 

taking an interest in particular strategic initiatives and projects.  The 
Management Board approves the strategic direction of the ICO, signing off 

the Corporate Plan, holding the executive directors to account for 

performance against the Plan, and more generally providing oversight and 
challenge across the whole range of the ICO’s regulatory activities. The 

Management Board, as currently constituted, may fall short of Lord 
Justice Leveson’s suggestion of a Board of Commissioners, but its 

establishment and its working represent a significant step and perhaps 
address some of the limitations that come with the corporation sole single 

post holder model of governance.          
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Recommendations for the ICO 

 

The Information Commissioner’s Office should take immediate 
steps to prepare, adopt and publish a policy on the exercise of its 

formal regulatory functions in order to ensure that the press 
complies with the legal requirements of the data protection 

regime.1 

The ICO accepts this recommendation. We are now in the process of 
revising our Data Protection Regulatory Action Policy so that it specifically 

addresses how we will use our regulatory powers to ensure that the press 
complies with the legal requirements of the data protection regime. At the 

time of the publication of Lord Justice Leveson’s Report, we had already 
endorsed and adopted the CPS Guidelines for Prosecutors on assessing 

the public interest in cases affecting the media, issued by the Director of 
Public Prosecutions in September 2012. We will incorporate these 

Guidelines into our revised Data Protection Regulatory Action Policy. We 

expect this policy to be published by the end of March 2013 and will 
ensure it is communicated effectively to both press interests and the 

wider public. 

 

In discharge of its functions and duties to promote good practice 

in areas of public concern, the Information Commissioner’s Office 
should take immediate steps, in consultation with the industry, to 

prepare and issue comprehensive good practice guidelines and 
advice on appropriate principles and standards to be observed by 

the press in the processing of personal data. This should be 

prepared and implemented within six months from the date of this 
Report.2 

We recognise the need for the ICO to prepare this guidance, based on the 
DPA as it currently stands. We also recognise the importance of 

consultation with the press and broadcasting industry.  We will take on 

board Lord Justice Leveson’s comments about who the ICO should engage 
with when consulting with the press. Though we will consult further on 

this, our initial proposal is to develop a Code of Practice under section 
51(3) of the Data Protection Act. When we develop such a code we are 

required to consult trade associations and data subjects or persons 
representing data subjects on its contents. We will in any case work with 

the new press regulator to ensure there is the appropriate linkage with 
any new code of conduct drawn up by them. 

                                       
1
 Part H, Chapter 5, para 2.63 

2
 Part H, Chapter 5, para 2.71 
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The timescale set out is challenging but we will endeavour to meet it.  

Achieving this deadline is, in part, dependent on the press effectively 
engaging with the ICO.  If such engagement is not forthcoming we will 

explain this in any report we make to Parliament about our work in 
relation to the press and in implementing Lord Justice Leveson’s 

recommendations for the ICO. 

We also recognise that there is more the ICO can do to draw upon its 
experience under the Freedom of Information Act in making decisions on 

where the balance of the public interest lies. There are though limitations 
in how far parallels can be drawn with scenarios related to publication by 

the press. We will take this into account in the development of our 
proposed Code of Practice. 

 

The Information Commissioner’s Office should take steps to 
prepare and issue guidance to the public on their individual rights 

in relation to the obtaining and use by the press of their personal 

data, and how to exercise those rights.3 

We recognise the importance of developing this guidance, which we will 

develop and publish in conjunction with the proposed Code of Practice 
mentioned above.  We will also aim to have this guidance ready by the 

end of May 2013. 

 

In particular, the Information Commissioner’s Office should take 
immediate steps to publish advice aimed at individuals (data 

subjects) concerned that their data have or may have been 
processed by the press unlawfully or otherwise than in 

accordance with good practice.4 

We understand the importance of ensuring that individuals are fully aware 
of their rights should they be concerned that their data has been or may 

have been processed by the press or other media organisations unlawfully 
or otherwise than in accordance with good practice. To ensure that 

individuals are better aware of their individual data rights in relation to 
the media, we will be adding dedicated media data rights advice to our 

website. This will include information for individuals on how to find out 
what information an organisation holds about them by making a subject 

access request (including details of the media related exemption), what to 

do if they believe their information is being processed unfairly and how to 
act as a whistle-blower. 

                                       
3
 Part H, Chapter 5, para 2.72 

4
 Part H, Chapter 5, para 2.64 
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The section will also include information on what individuals should do if 

they think they may be a victim of the unlawful trade in personal data 
exposed by Operation Motorman, with details of our streamlined fast-

track service that has been used by over 270 people to date. This service 
provides anyone concerned that the media may have misused their data 

with rapid confirmation that information is or isn’t held about them in the 
Motorman files. If information is held they are provided with a copy of 

their information.  

This new section will be published before the end of January 2013 and will 
be highlighted on our homepage, publicised through our social media 

channels and its contents made available through our helpline should 
individuals contact us by telephone.  

 

The Information Commissioner’s Office, in the Annual Report to 
Parliament which it is required to make by virtue of section 52(1) 

of the Act, should include regular updates on the effectiveness of 

the foregoing measures, and on the culture, practices and ethics 
of the press in relation to the processing of personal data.5 

The ICO fully accepts the spirit of this recommendation. We will provide 
regular updates to Parliament on the effectiveness of the measures we 

are adopting in response to Lord Justice Leveson’s recommendations and 

more generally on our assessment of the culture, practices and ethics of 
the press in relation to the processing of personal data. This will include 

the use of our Annual Report but may also involve the provision of written 
and oral evidence to Parliamentary committees and the presentation of 

special reports to Parliament. 

 

The Information Commissioner’s Office should immediately adopt 

the Guidelines for Prosecutors on assessing the public interest in 
cases affecting the media, issued by the Director of Public 

Prosecutions in September 2012.6 

As noted above, the ICO had, by the time Lord Justice Leveson’s Report 
was published, already endorsed and adopted the CPS Guidelines for 

Prosecutors on assessing the public interest in cases affecting the media, 
issued by the Director of Public Prosecutions in September 2012. We also 

adhere to the CPS Code of Practice for Criminal Cases. 

 

 

                                       
5
 Part H, Chapter 5, para 2.72 

6
 Part H, Chapter 5, para 2.106 
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The Information Commissioner’s Office should take immediate 

steps to engage with the Metropolitan Police on the preparation of 
a long-term strategy in relation to alleged media crime with a 

view to ensuring that the Office is well placed to fulfil any 
necessary role in this respect in the future, and in particular in the 

aftermath of Operations Weeting, Tuleta and Elveden.7 

The ICO fully accepts this recommendation. Section 10 of the ACPO 
Manual of Guidance (MoG) sets out the policy and procedure for 

investigations in relation to cases not involving the police.  However, it 
does not make any specific reference to cases affecting the media. We 

have already started the process of engaging with the Metropolitan Police 
Service (MPS) and the Association of Chief Police Officers and will meet 

with the MPS in January to set out formal policies and protocols for such 
cases, amending the MoG accordingly.   

We have also liaised with the Association of Chief Police Officers in 
Scotland (ACPOS) and the Police Service Northern Ireland and we hope to 
implement similar policies and protocols with them. 

It is worth noting that we are continuing to provide assistance to the MPS 

and other police forces in connection with Operation Weeting, Tuleta and 
Elveden and related enquiries. 

 

The Information Commissioner’s Office should take the 
opportunity to review the availability to it of specialist legal and 

practical knowledge of the application of the data protection 
regime to the press, and to any extent necessary address it.8 

We have undertaken this review and recognise the need to have more 

specialist knowledge of the workings of the press and the application of 
the data protection regime to them. We have a Strategic Liaison 

Department which manages relationships between the ICO and its key 
stakeholders. We have now allocated specific responsibility for 

coordinating our engagement with the media to the Government and 

Society team, which sits within this department. This team will work on 
developing our practical knowledge of the application of the data 

protection regime to the press. This will include drafting an engagement 
plan detailing the key stakeholders and the nature and frequency of 

contact required. This will be produced by February 2013. We will 
consider the need to strengthen the staffing of this team to enable the 

development of our knowledge and increased engagement with the press 
and other media interests. Once this is done we will look at establishing a 

media reference panel along similar lines to our existing Technology 

                                       
7
 Part H, Chapter 5, para 2.107 

8
 Part H, Chapter 6, para 4.3 



8 
 

Reference Panel to ensure that a ready source of expertise is available to 

us on key media issues. 

So far as specialist legal knowledge is concerned we already have an 

experienced team of in-house lawyers. We nevertheless commission 
external legal input to inform our work when specialist knowledge or 

expertise is required. This approach will be used to ensure we have 

access to specialist legal knowledge relating to the press when we need it. 

 

The Information Commissioner’s Office should take the 

opportunity to review its organisation and decision-making 
processes to ensure that large-scale issues, with both strategic 

and operational dimensions (including the relationship between 
the culture, practices and ethics of the press in relation to 

personal information on the one hand, and the application of the 
data protection regime to the press on the other) can be 

satisfactorily considered and addressed in the round.9 

As explained above the management structure and controls that we now 
have in place are very different from those that existed at the time of the 

events Lord Justice Leveson looked at in the greatest detail. The current 
arrangements are designed to ensure that large scale issues with both 

strategic and operational dimensions are properly considered and 

addressed in the round. More specifically we have recently established an 
Intelligence Hub to make sure that we identify existing and emerging 

large scale issues more quickly. Strategic threat assessments are 
commissioned and produced, enabling us to tackle such issues more 

effectively and work with the police and/or other regulators whilst at the 
same time maintaining management oversight of the investigation and its 

progress. We have also developed a process for handling high profile 
cases with significant policy or political implications to ensure that such 

cases receive the depth of consideration that they warrant. These are 
supported by ‘hot issues’ groups which gather input from across all the 

relevant ICO functions. 

Nevertheless we will continue our study of Lord Justice Leveson’s report 
and take the opportunity of the review exercise we are embarking on over 

the next six months to ensure that we have properly considered all his 
areas of concern and that this recommendation has been fully addressed. 

This will include consideration of whether we should establish a cross-
office Enforcement Board to oversee the application of all our prosecution 

and civil enforcement powers. 

 

 

                                       
9
 Part H, Chapter 6, para 4.4 
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Recommendations for the Ministry of Justice 

 

The exemption in section 32 of the Data Protection Act 1998 
should be amended so as to make it available only where:10  

(a) the processing of data is necessary for publication, rather than 

simply being in fact undertaken with a view to publication; 

(b) the data controller reasonably believes that the relevant 
publication would be or is in the public interest, with no special 

weighting of the balance between the public interest in freedom of 
expression and in privacy; and 

(c) objectively, that the likely interference with privacy resulting 

from the processing of the data is outweighed by the public 
interest in publication. 

Taken as a whole package, Lord Justice Leveson’s recommendations on 
reforming the DPA would, if implemented, move the ICO closer to 

becoming a mainstream statutory regulator of the press. The significance 

of the proposed changes should not be underestimated.  It is clearly for 
the Government and Parliament to consider what role the ICO should 

ultimately play in regulating the press.  We accept there is a role for the 
ICO in assessing data protection compliance and taking action when 

appropriate, but the balance of this role is crucial. We also acknowledge 
the importance of Lord Justice Leveson’s recommendations about the 

recognition the ICO might be able to give to press organisations who have 
signed up to the new regulatory system for the press. 

The ICO is not actively seeking a wider role in relation to the regulation of 

the press and does not underestimate the challenges it would bring. We 
will of course carry out whatever tasks are entrusted to us by Parliament. 

It is important though to recognise that a wider role for us would not only 
have implications for the press but would also have a significant impact 

on the ICO’s strategy, operations and resources. In other words, if the 
ICO is to do more in relation to the press it is likely to be able to do less 

in areas of even greater public concern. Any wider role for the ICO would 
also need to be consistent with the role of the new, independent self-

regulatory body for the press. 

It is therefore important that the overall impact of these DPA reforms is 
assessed and that any proposals for implementation are consulted on 

widely in the light of the nature and functions of the new self-regulatory 
body, as and when these emerge.  As we set out below, we can see the 

merit in certain changes but not all of them.  There is clearly an important 
public policy decision for the Government and Parliament to make – the 

                                       
10

 Part H, Chapter 5, para 2.59 
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ICO will offer further views when consulted but in the meantime we will 

be more focused on taking forward the actions we have already been 
tasked with.  

It is a potentially significant change to narrow the scope of section 32.  
The argument about creating more of a balance between articles 8 and 10 

of the European Convention of Human Rights in section 32 has merits, 

particularly including the word ‘necessary’ from the current European 
Data Protection Directive.  The key is creating the right balance and 

where this lies must be a matter for Parliament to decide. 

In this context we are mindful of the proposed draft European Data 

Protection Regulation currently being considered by the European 

Parliament and Council.  We would agree that the current ‘carve out’ for 
Member States in the proposed Regulation gives enough latitude for the 

proposed changes to section 32 of the DPA to be made at member state 
level.  However, at this stage we cannot be certain that all of the broader 

changes to the DPA mentioned below will necessarily be compatible with 
the new Regulation. The Government will no doubt wish to consider how 

far it is sensible and practicable to introduce the legislative changes 
suggested by Lord Justice Leveson in advance of the changes to data 

protection law that will inevitably be required if the proposed European 
Regulation is adopted. 

 

The exemption in section 32 of the Data Protection Act 1998 

should be narrowed in scope, so that it no longer allows, by itself, 
for exemption from:11 

(a) the requirement of the first data protection principle to 

process personal data fairly (except in relation to the provision of 
information to the data subject under paragraph 2(1)(a) of Part II 

Schedule 1 to the 1998 Act) and in accordance with statute law; 

(b) the second data protection principle (personal data to be 

obtained only for specific purposes and not processed 

incompatibly with those purposes); 

(c) the fourth data protection principle (personal data to be 

accurate and kept up to date); 

(d) the sixth data protection principle (personal data to be 
processed in accordance with the rights of individuals under the 

Act); 

(e) the eighth data protection principle (restrictions on exporting 
personal data); and 

                                       
11

 Part H, Chapter 5, para 2.59 
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(f) the right of subject access. 

The recommendation on the removal of the right of subject access 
from the scope of section 32 is subject to any necessary 

clarification that the law relating to the protection of journalists’ 
sources is not affected by the Act. 

We acknowledge the importance of ensuring that data protection 

legislation does not undermine the work of the press and the implications 
it can have for freedom of expression. This is recognised in Article 9 of the 

current European Data Protection Directive which allows member states to 
provide for exemptions for the processing of personal data carried out 

solely for journalistic purposes in so far as they are necessary to reconcile 

the right to privacy with the rules governing freedom of expression. These 
further changes to section 32 therefore require careful consideration. 

Whilst we can understand the arguments in favour of narrowing the scope 
of section 32 in terms of its engagement we believe that there is merit in 

having a broad exemption from the DPA once the threshold for 
engagement is reached.  

The area of subject access is particularly problematic in that there are 

legitimate concerns about the ‘chilling effect’ Lord Justice Leveson’s 
proposal might have on investigative journalism. This area will need very 

careful consideration. This again is a matter of balance of interests and is 
ultimately a matter for Parliament. 

 

It should be made clear that the right to compensation for distress 
conferred by section 13 of the Data Protection Act 1998 is not 

restricted to cases of pecuniary loss, but should include 

compensation for pure distress.12 

We strongly support this recommendation which reflects the views we 

have expressed in the past. The nature of data protection breaches 
means that harm to individuals arises as much through emotional distress 

as it does through pecuniary loss or damage. If the intention is to 

compensate individuals for harm they suffer as a result of data protection 
failures then it is essential that compensation is available for pure distress 

and not just for distress that is associated with damage. In this context it 
is worth noting that under section 13(2)(b) of the DPA compensation for 

distress alone is in fact available where the processing in question is for 
journalism or one of the other special purposes. It is also worth noting 

that, whilst Article 23 of the European Data Protection Directive only 
refers to compensation for distress, the European Commission have 

questioned whether the UK has properly implemented the Directive in this 
respect. Their strongly held view is that the Directive gives a wide 

                                       
12

 Part H, Chapter 5, para 2.61 
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meaning to the word ‘damage’ and its implementation by member states 

must include the possibility of compensation for pure distress. 

 

The procedural provisions of the Data Protection Act 1998 with 

special application to journalism in: 

(a) section 32(4) and (5) 

(b) sections 44 to 46 inclusive 

should be repealed.13 

As was made clear in the evidence submitted by both Christopher Graham 

and Richard Thomas, the ICO’s enforcement role related to section 32 of 
the DPA is cumbersome and makes any action related to the press very 

difficult. We therefore support this recommendation and would welcome a 
simplification of these procedural provisions regardless of the other 

legislative changes proposed by Lord Justice Leveson.  

 

In conjunction with the repeal of those procedural provisions, 
consideration should be given to the desirability of including in 

the Data Protection Act 1998 a provision to the effect that, in 
considering the exercise of any powers in relation to the media or 

other publishers, the Information Commissioner’s Office should 
have special regard to the obligation in law to balance the public 

interest in freedom of expression alongside the public interest in 
upholding the data protection regime.14 

We do not have any difficulty with this recommendation but question 

whether it is necessary to include a specific provision in the DPA. The 
Information Commissioner is already subject to section 6 of the Human 

Rights Act 1998 which states that it is unlawful for a public authority to 
act in a way which is incompatible with a Convention right. In practice the 

ICO always balances any potentially conflicting human rights obligations 
when taking decisions on the exercise of its regulatory powers. We are 

unsure as to what is intended by the suggestion that we should have 

‘special regard’ to the obligation in law to balance these public interests. 
We will always have full regard to all our obligations in law and it is hard 

to see what difference a requirement to have ‘special regard’ to a 
particular obligation would mean for ICO in practice. 

 

                                       
13

 Part H, Chapter 5, para 2.45 
14

 Part H, Chapter 5, para 2.56 
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Specific provision should be made to the effect that, in 

considering the exercise of any of its powers in relation to the 
media or other publishers, the Information Commissioner’s Office 

must have regard to the application to a data controller of any 
relevant system of regulation or standards enforcement which is 

contained in or recognised by statute.15 

Again, we do not have any difficulty with this recommendation, which 
merely reflects our existing policy and good regulatory practice. We do 

though wonder whether it is necessary to enshrine it in law. Our statutory 
Guidance About the Issue of Monetary Penalties already states that in 

considering both whether to impose a penalty and the amount of any 
penalty we will have regard both to adherence to relevant codes of 

practice or guidance published by the Commissioner or others and to the 
extent to which the data controller has already complied with any 

requirement or rulings of another regulatory body. We are in no doubt 
that in the event of an appeal against the exercise of our powers, the First 

Tier Tribunal (Information Rights) and higher courts would regard the 
application to a data controller of any formally recognised regulatory or 

related system as a relevant consideration and so we would always give 
weight to this ourselves. 

 

The necessary steps should be taken to bring into force the 

amendments made to section 55 of the Data Protection Act 1998 
by section 77 of the Criminal Justice and Immigration Act 2008 

(increase of sentence maxima) to the extent of the maximum 
specified period; and by section 78 of the 2008 Act (enhanced 

defence for public interest journalism).16 

We hope that there will be no further delay in implementing this 
recommendation. We have set out many times the  reasons why we 

believe that it is important that stronger deterrent sentences are available 
to the courts to punish criminal offences under section 55 of the DPA. 

These would replace the current fine only regime. There should be no 
need to consult further prior to implementation. The Government has 

already consulted twice, once in 2006 and then again in 2009, on the 
introduction of increased sentencing powers. In both cases the responses 

to the consultation overwhelmingly supported the proposal. 

It is though worth bearing in mind that: 

 the ICO does not see the changes as being aimed wholly or mainly 
at the press. Our concern is to ensure that there is an effective 

deterrent to the much wider unlawful trade in personal data. 

                                       
15

 Part H, Chapter 5, para 2.63 
16

 Part H, Chapter 5, paras 2.93-2.94 
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 the necessary legislation is already in place. It merely needs to be 

commenced; 
 the legislation does not make criminal any actions, whether by the 

press or others, that are not already criminal; 
 an enhanced public interest defence where journalistic or other 

special purposes are involved would be introduced alongside 
increased sentencing powers; and 

 these amendments stand separately from other changes to the 
legislative framework. They do not impact on Lord Justice Leveson’s 

proposals for wider amendments to the DPA and there is no reason 
for them to be deferred whilst the necessary in depth consideration 

of the wider proposals takes place. 

Since the publication of Lord Justice Leveson’s report, the Parliamentary 
Joint Committee on the Draft Communications Data Bill has added its 

voice to those of the House of Commons Justice and Home Affairs 
Committees in calling for sections 77 and 78 of the Criminal Justice and 

Immigration Act 2008 to be brought into effect. 

 

The prosecution powers of the Information Commissioner should 
be extended to include any offence which also constitutes a 

breach of the data protection principles.17 

Lord Justice Leveson lists the following offences below as examples of 
other offences that he envisages that the ICO might prosecute under 

wider powers: 

(a) phone hacking contrary to the Regulation of Investigatory 

Powers Act 2000; 

(b) computer hacking contrary to the Computer Misuse Act 1990;  

(c) offences of corruption, bribery and aiding and abetting 
misconduct in public office; and 

(d) inchoate and accessory offences including attempt and 

conspiracy.18 

 

However, these are just examples and the list may be wider. The data 

protection principles include a requirement that personal data shall be 
processed lawfully. This means that almost any action performed on 

personal data that involves a breach of the criminal law, for example the 

theft of a laptop, could also be a breach of the data protection principles 
and therefore subject to prosecution by the ICO. In addition to the list of 

                                       
17

 Part H, Chapter 5, para 2.106 
18

 Part H, Chapter 5, para 2.95 
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offences referred to above this could, in particular, involve the ICO in 

prosecuting under: 

 The Fraud Act 2006 – offences of fraud by false    

representation/abuse of position; 
 The Theft Act 1968 – theft offences; and 

 The Official Secrets Act 1989 – for example the offence of 

unlawful disclosure of information/documents relating to 
security or intelligence. 

This recommendation therefore requires careful consideration. If 
implemented in full it could substantially increase the ICO’s role as an 

investigatory and prosecuting authority with significant resource 

implications. It could lead to the police and CPS referring what they see 
as lower level cases with a personal data element to the ICO. There is a 

risk that public expectations of the role of the ICO as an investigator and 
prosecutor of criminal offences, which may not primarily be about data 

protection, would be raised to an extent that the ICO is not able to live up 
to. We agree that there would be some benefit in the ICO having an 

express power to prosecute for related offences where we are prosecuting 
an offence under section 55 of the DPA and, possibly, offences which are 

related and secondary to a serious breach of the data protection 
principles. We do not though believe that this recommendation should be 

implemented in the simple terms in which it is expressed. 

 

A new duty should be introduced (whether formal or informal) for 
the Information Commissioner’s Office to consult with the Crown 

Prosecution Service in relation to the exercise of its powers to 
undertake criminal proceedings.19 

We do not have any difficulty with this recommendation but wonder 

whether it is necessary to introduce a formal duty. The ICO has an 
experienced legal team dedicated to enforcement work. One of the team 

has always been a specialist in criminal prosecution who concentrates 
solely on that area. Decisions to prosecute are always taken in 

accordance with the CPS Code of Practice for Crown Prosecutors. In 
addition, the Attorney General oversees the prosecutors employed by all 

non-Government prosecuting bodies including the ICO and meets with 
them annually. 

In July 2012, the Commissioner became a signatory to the Prosecutor’s 

Convention which is an agreement between all the main government 
related prosecuting bodies to collaborate on cases that overlap 

jurisdictional areas. This includes the CPS. In practice collaboration 
generally takes place at investigator level where our investigators act as 
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witnesses or advisers to the police before a case is sent to the CPS. 

However, the naming of a principal contact within the CPS would be a 
step forward in establishing a firm basis for future contact and we will 

take this forward.  

 

The opportunity should be taken to consider amending the Data 

Protection Act 1998 formally to reconstitute the Information 
Commissioner’s Office as an Information Commission, led by a 

Board of Commissioners with suitable expertise drawn from the 
worlds of regulation, public administration, law and business, and 

active consideration should be given in that context to the 

desirability of including on the Board a Commissioner from the 
media sector.20 

We agree that the opportunity should be taken to consider whether the 
constitution of the ICO as a corporation sole is still the right one and 

whether to amend the law accordingly. The formal constitution of the ICO 

is little changed from when the Office of the Data Protection Registrar was 
first established under Data Protection Act 1984 albeit that, as referred to 

above, successive Commissioners have sought to enhance its governance 
arrangements, most especially by the establishment of a Management 

Board with external representation. The size, scope and influence of the 
Office today is far beyond anything that could have been envisaged in 

1984. We are now in the age of the internet, mobile communications and 
social networking. The processing of personal data is all pervasive, 

impacting on almost every aspect of all our lives. In addition, the 
Information Commissioner has taken on responsibility for the oversight of 

freedom of information legislation as well as data protection. It is only 
right that the way in which the Office is constituted should be examined 

to ensure that it is still fit for purpose. 

However, any changes require careful consideration and wide 
consultation. It is notable that although Lord Justice Leveson favours a 

Board of Commissioners with expertise drawn from different sectors of 
the economy he was focused on the role of the ICO in relation to the 

press and did not take extensive evidence on this point. Other models are 
possible. For example, whilst the Thomas/Walport Data Sharing Review in 

200821 recommended “an alternative model in which the regulatory body 

is reconstituted as a multi-member Information Commission to reinforce 
its status as a corporate body” it is apparent that the model they had in 

mind was rather different from the one suggested by Lord Justice 
Leveson. They referred to the Commissioner and his two statutory 

deputies being supported by four non-executive Management Board 
members. There are also a number of alternative models that are used to 
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govern the work of data protection and freedom of information authorities 

in Europe and more widely. 

In his report Lord Justice Leveson has set out what he sees as the 

drawbacks of the single Commissioner model and the merits of a formal 
Board constitution. We would not take issue with these but it is important 

to bear in mind that the single model also has merits and the board model 

also has drawbacks. In particular the single model provides: 

 a very clear line of accountability with one person directly 

answerable for all aspects of the decisions and performance of the 
ICO; 

 one figurehead who is obviously the public face of the ICO and who 

can develop a recognisable and consistent public profile for its work; 
 an organisation that can take decisions quickly when needed and is 

responsive to new and sometimes urgent demands on it; 
 a single leader for the staff of the ICO minimising the risk of split 

loyalties and internal politics getting in the way of efficiency and 
effectiveness; and 

 a simple, easily understood approach to governance that minimises 
cost to the public purse. 

Lord Justice Leveson suggests a Board of Commissioners with suitable 

expertise drawn from the worlds of regulation, public administration, law 
and business with active consideration being given in that context to the 

desirability of including a Commissioner from the media sector. Given that 
the purpose of data protection legislation is primarily to protect the 

privacy of personal information, the Board would presumably also include 
one or more Commissioners with expertise from the worlds of individual 

rights, consumer protection and privacy protection. 

This raises a question as to the size of the Board. If there is to be a 
Commissioner from the media sector should there not also be 

Commissioners from the financial services sector, the marketing sector, 
the retail sector (online and offline), the public services sector and so on. 

These are all sectors for which data protection compliance is arguably 
more central to day to day business activities than it is for the media. It is 

essential that any Board is of manageable size and is constituted in a way 
that does not call into question the ICO’s independence. In any case it 

should be borne in mind that a Board of Commissioners will be more 

concerned with providing strategic direction and leadership for the ICO 
than with taking operational decisions related to the exercise of the ICO’s 

enforcement or other powers. The first considerations should be the 
function the Board is intended to perform and how it is intended to relate 

to any chief executive or similar figure. The way in which the Board is 
constituted should then be designed to give effect to this. 

Any move to reconstitute the ICO as an Information Commission would 

require primary legislation. It is in any case, likely that legislation 
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addressing the functions and governance of the ICO will be required 

within the next two to three years if the European Commissions’ proposals 
for a new data protection framework for Europe are adopted. This might 

provide the most appropriate opportunity to progress this aspect of Lord 
Justice Leveson’s recommendations. In the meantime the terms of office 

of the current non-executive members of the ICO’s Management Board 
will be coming to an end. In filling any vacancies the Commissioner will 

take into account Lord Justice Leveson’s views on the importance of a 
membership with suitable expertise and range of backgrounds. 

 

Other Recommendations that impact on the ICO 

 

On the basis that the provisions of s77-78 of the Criminal Justice 
and Immigration Act 2008 are brought into effect, so that 

increased sentencing powers are available for breaches of s55 of 
the Data Protection Act 1998 the Secretary of State for Justice 

should use the power vested in him by s124(1)(a)(i) of the 
Coroners and Justice Act 2009 to invite the Sentencing Council of 

England and Wales to prepare guidelines in relation to data 
protection offences (including computer misuse).22 

We welcome this recommendation. With the removal of the fine only 

regime, the Courts will be able to impose punishments that more 
effectively fit the crime. The possibility of a custodial sentence opens up a 

range of lesser penalties that are not currently available. Community 
service orders, curfews and tagging may be more effective in their 

deterrent power than small fines mitigated by an offender’s modest ability 

to pay. The debate around section 55 has been too much focused on the 
possibility of prison for the gravest offences and too little on the 

alternatives for the almost routine offending which characterises the 
behaviour the ICO seeks to stop. 

 

There should be a review of damages generally available for 
breach of data protection, privacy, breach of confidence or any 

other media-related torts, to ensure proportionate compensation 
including for non-pecuniary loss (all referable to the duration, 

extent and gravity of the contravention).23 

In line with our comments above on the specific recommendation to the 
MoJ relating to the right to compensation under the DPA for pure distress 

we can only agree with this recommendation. 
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The Civil Justice Council should consider the level of damages in 
privacy, breach of confidence and data protection cases, being 

prepared to take evidence (from the Information Commissioner, 
the media and others) and thereafter to make recommendations 

on the appropriate level of damages for distress in such cases. 

How the matter is then taken forward will ultimately be for the 
courts to consider.24 

We agree with this recommendation which should help ensure that the 
courts treat breaches of the DPA with the seriousness they deserve and 

recognise the real harm that they can cause for individuals. We are ready 

to provide evidence to the Civil Justice Council when called on to do so. 

 

7 January 2013 
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Annex- Summary of Actions 

Action Completion Date 

To revise our Data Protection 
Regulatory Action Policy specifically 

to include detail on how we will use 
our regulatory powers in relation to 

the press. 

End March 2013 

In consultation with the press and 
broadcasting industry and the new 

press regulator, to develop a Code of 
Practice on the Data Protection Act 

and the media.  

End May 2013 

To prepare and issue guidance to the 

public in line with the Code of 
Practice. 

End May 2013 

To add a section to our website 

dedicated to giving advice to 
individuals on their information rights 

vis-à-vis the media. 

End January 2013 

To provide regular updates to 

Parliament on the effectiveness of 

the measures we are adopting in 
response to Lord Justice Leveson’s 

recommendations and more 
generally on our assessment of the 

culture, practices and ethics of the 
press in relation to the processing of 

personal data. 

Ongoing. First update in Annual 

Report.  

End June 2013 

To engage with the Metropolitan 

Police Service and the Association of 
Chief Police Officers to set out formal 

policies and protocols for cases 

affecting the media. 

In progress 

To draft a stakeholder engagement 

plan detailing the key stakeholders in 
the press and the nature and 

frequency of contact required. 
Once completed, to consider 

establishing a media reference panel. 

End February 2013 

To continue to digest Lord Justice 
Leveson’s report and to consider 

whether we should establish a cross-
office Enforcement Board to oversee 

the application of all our prosecution 
and civil enforcement powers. 

End August 2013 

 


