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Dear Council Leaders, 

We are writing jointly to all council leaders to urge you to take stock of how
your authority meets its data protection obligations and how your council
exercises its governance responsibilities in this area. 

Overall councils take data protection very seriously, and many local authorities have a good track
record of personal information security. However, audits undertaken by the Information Commissioner's
Office (ICO) have shown there are councils where this has not been the case. Since 2010 when the
Information Commissioner was given the power to levy monetary penalties (in lay terms, a fine) for the
most serious breaches of the data protection principles, penalties totalling over £1.5 million have been
imposed on local authorities. As we all know this is money that local authorities can ill afford to lose,
especially in the very difficult economic circumstances that we all face at the moment. Yet, with
manageable effort, much of this financial hit, and the reputational damage that goes with it, can be
avoided. 

The serious breaches that have attracted the fines (and the headlines) have, to quote some examples,
involved faxing to the wrong machine, the loss of unencrypted laptops, taking papers to the pub, or
putting sensitive correspondence in the wrong envelope.

All this matters because of the key role that the effective use of data plays in delivering smarter, joined-
up services. Where such data amounts to information about individuals it will often be of a sensitive
nature. It will be predominantly, but not exclusively, used in connection with education, the provision of
social care – and now public health. This information can be used for the benefit of your communities,
but only when the rules are properly considered and applied. Recent developments present
opportunities for local government, but also risks. For example, taking on responsibility for public health,
multi-agency working with troubled families and reforming the provision of public services all affirm the
key role that local government plays in local communities; but these also put local authorities in charge
of some of the most sensitive of personal information – and that needs to be handled correctly. This is
your opportunity to provide the leadership that this important issue requires.

Both the LGA and the Information Commissioner want to work with you to help improve data protection
compliance standards across local government. 

There is a large amount of published guidance available from the ICO and other sources. For example,
it is all too often the case that public authorities are holding back from perfectly lawful data sharing
because of a misunderstanding of the law. The ICO's Data Sharing Code of Practice is an important
reference tool here. 

By working together, we believe standards can be raised significantly.

On the ICO's website, you will find a short checklist of questions to ask about your council's approach
to data protection and information governance in general. You can find out more here. Please take the
time to consider how well your organisation is doing.

The LGA will also be publishing articles in First Magazine to raise the importance of data protection
with all councillors as well as reviewing its webpages and guidance. 

As well as this checklist, we encourage you to think about how you oversee such an important part of
your council's work. There is a strong case for ensuring that information governance becomes an
integral part of an authority's overall approach to corporate governance.

During 2014, the ICO will have to take a view as to whether there has been sufficient improvement in
local government's data protection compliance. If not, the Commissioner will have no option but to seek
further powers to undertake compulsory data protection audits of local authorities. Such an outcome
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http://www.ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Detailed_specialist_guides/data_sharing_code_of_practice.ashx
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Practical_application/leadership-data-protection-checklist.pdf
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can be avoided by taking voluntary action now.

Taking action to make certain that the senior leaders (both political and officer) of your council are fully
engaged in data protection and information management more widely will go a long way to ensure that
this key risk area is properly managed – to the benefit not just of your stretched finances but of your
corporate reputation as well. 

Yours sincerely

Cllr Sir Merrick Cockell
Chairman, Local Government Association

 

Christopher Graham
Information Commissioner
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