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Background 
 

 

The Information Commissioner’s Office (ICO) is the regulator responsible 
for ensuring that organisations comply with the Data Protection Act 1998 

(DPA) and also has a remit for promoting good practice in information 

handling. The DPA consists of eight principles of good information 
handling that all organisations processing personal data have to comply 

with. 
 

Between May and August 2014 the ICO undertook reviews at Callcredit, 
Equifax and Experian, the three main UK credit reference agencies 

(CRAs), to get a better understanding of the processing they undertake 
and how they operate. The reviews were tightly focused visits, intended 

to sit between our small-scale advisory visits and full-scale good practice 
audits. They were designed to assist organisations who may be 

experiencing particular issues and permit a more targeted approach, 
identifying improvements they can make to comply with the eight 

principles of the DPA where necessary.  
 

The ICO’s Good Practice Team contacted all three credit reference 

agencies to offer a consensual review after an episode of the Channel 4 
Dispatches programme raised issues relating to inaccuracies in 

information including linked addresses, County Court Judgment (CCJ) 
recording and third-party information being reported at one CRA. While 

the Dispatches investigation focussed on the processing of personal data 
at Experian because of the similarities across the CRAs the ICO undertook 

identical reviews at all three. 

 

Credit reference agencies 
Credit reference agencies are authorised by the Financial Conduct 

Authority (FCA) to provide lenders with financial information about 
potential borrowers relating to their credit history, which lenders use to 

make their decisions. They therefore hold information about most adults 
in the UK. The format in which this information is reported to individual is 

known as a credit reference file or credit report. 

Typical processing of personal data by CRAs 

Credit reference agencies process information about individuals in 
electronic form. Most of this information relates to how the individual has 

maintained their credit, service and utility accounts but also includes 
information from public sources such as Electoral Roll information and 

public records including CCJs, bankruptcy and insolvency data. 
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The personal data shared by the CRAs is used primarily by businesses to 

assess and manage the risks of granting consumer credit. However, it is 
also used to:  

 verify the identity, age and residency of data subjects;  
 identify and track fraudulent activities;  

 combat money laundering; and 
 help recover payment of outstanding debts. 

Government and quasi-government bodies also use personal credit data 
to verify whether people are entitled to certain benefits and to recover 

unpaid taxes and similar debts. 

It is important to clarify that CRAs are diverse businesses, but this review 

will focus on the use of personal data for credit referencing purposes. 
Also, while CRAs process sensitive personal data it is not processed for 

credit referencing purposes.  

While this report focusses on CRAs the issues highlighted are equally 

relevant to other organisations processing large amounts of personal data 

and also to lenders who share information with the CRAs.  

If you are the Data Protection Officer, or information management lead, 

for an organisation you may find this report useful as a reference point 
when establishing or reviewing your own organisation’s internal 

arrangements for compliance with the fourth data protection principle.   
 

Further to the CRA outcomes this report also includes advice for 
organisations relating to each of the topics covered in the review which 

can be found in the Appendices which start at page 26.  
 

Control areas 

In light of the issues raised in the Dispatches programme this report 

focussed on the fourth principle of the DPA, which requires that: 
 

“Personal data shall be accurate and, where necessary, kept up to date”. 

 

During the review process we were pleased to note each of the CRAs had 
robust controls in place to mitigate the risk of breaching the fourth data 

protection principle. In most instances the controls appeared to be 

adequate and we were particularly pleased to note the initiatives in place 
often went beyond ‘compliance’ to demonstrate good practice. 

 
Further details outlining the measures the CRAs have put in place to help 

ensure that they are compliant with the fourth data protection principle 

http://ico.org.uk/for_organisations/data_protection/the_guide/conditions_for_processing#conditions-sensitive-data
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and actions we have recommended to the CRAs are detailed in this 

report.   
 

Review process 

The ICO attended the offices of Experian, Equifax and Callcredit between 
May and August 2014 and interviewed the staff responsible for the 

accuracy of personal data. 

 
Prior to our visits it was agreed the review would focus on accuracy and 

how information is ‘matched’ to an individual, with specific reference to 
CCJs, linked addresses and Electoral Roll information within each 

organisation’s Consumer Service Departments. 
 

During the visits ICO staff were provided with information relating to how 
each CRA works and observed how Consumer Services handled disputes 

and issues. We also looked at why these issues arise and the difficulties 
CRAs face in correcting them. 

 
We observed their data quality and accuracy checking procedures and 

how compliance with these procedures is monitored. We also interviewed 
staff with responsibility for these areas. 

 

Challenges and solutions  
 

 

During our review we gathered information about the challenges the 

industry faces and the good practice solutions already in place. 

 
Below are the key findings from our visits. 

 

1. Data sharing  

Organisations should have appropriate quality controls in place to ensure 
the data shared and received from third-party organisations is of 

sufficient quality. 
 

There is a common misconception that the CRAs have sole data controller 
responsibility for all the information that appears on an individual’s credit 

reference file (credit file). However when a lender signs up to share data 
with a CRA the majority of the information that appears on an individual’s 

credit file is not 'owned' by the CRA.  
 

It is, perhaps, more accurate to describe the CRA credit file as a conduit 
through which information owned by various different organisations is 

reported about an individual. As such data assets such as credit account 

information cannot be amended by the CRA without the permission of the 
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lender. In this respect the lender and CRA are both data controllers and 

both have their own different responsibilities for data being processed. 
 

The organisations that supply data to the CRAs for credit referencing 
purposes have all signed up to be members of a ‘closed user group’. 

These are individual organisations, such as lenders or debt collection 
companies that ‘own’ the credit data but have agreed to share credit 

account information via the CRAs for the purpose of responsible lending. 
 

As a closed user group member you are only entitled to see the data 
other closed user group clients supply. The closed user group members 

are often referred to as ‘clients’ of the CRAs. For clarity, any reference in 
this report to a ‘client’ refers to an organisation who has signed up to 

share credit information via a CRA. 
 

All three CRAs are members of the Steering Committee on Reciprocity 

(SCOR), which was created by the UK finance industry to set and 
administer clear guidelines on the use and sharing of credit and related 

personal data. These guidelines are known as the Principles of Reciprocity 
(PoR). The PoR cover the collection and sharing of consumer credit data 

about individuals located in the UK, and set standards for how data use 
and sharing is recorded.  

 
Before an organisation can sign up to share information with the CRAs 

there are a number of standard requirements that must be met. All 
organisations must be a member of a trade association represented at 

SCOR and, through their contractual commitment to the CRAs have 
responsibility for regular monitoring and certification of their own 

compliance with the PoR, and the quality, completeness and accuracy of 
data supplied. Due diligence checks are also completed before service 

starts or commitments are undertaken. 

 
However, despite all this, we would still expect the CRAs to take 

reasonable measures to ensure the information which is reported by 
lenders via their credit files is accurate. 

 

Case study – obligations of the lender 

Mr E raised a complaint with the CRA about inaccurate information on his 

credit reference file relating to a credit card account he believed he had 

paid off. The CRA contacted the lender directly and the lender responded 

advising that the data they held about Mr E was accurate. 

Mr E complained to the ICO suspecting the CRA was in breach of the 

fourth data protection principle because they had not amended the 

http://www.scoronline.co.uk/key_documents/
http://www.scoronline.co.uk/key_documents/
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information about this credit card account which he believed to be 

inaccurate. 

The ICO determined it was likely the CRA had complied with the fourth 

data protection principle. This is because it was the responsibility of the 

lender to ensure the data they were reporting about Mr E via the CRA 

was accurate and up to date. The CRA had taken what we believed to be 

‘reasonable steps’ to verify the accuracy of the data they had received 

from the lender but, ultimately could not amend this data without the 

agreement of the lender. 

 

We found the CRAs sought assurances the data they receive from third-
party organisations is accurate and up to date before it is supplied. This is 

done through a series of technical and organisational measures including:  
 

 a pre-screening process for all organisations wishing to share data 

with the CRA; 

 a data supplier engagement process which mandates that all 

organisations who wish to become clients are subject to a series of 

due diligence checks; 

 all new suppliers must be able to demonstrate they comply with a 

framework of technical and organisational requirements. If the 

organisation is able to demonstrate it meets all of these 

requirements they are then subject to further testing relating to the 

specifics of the data to be shared and the technicalities of the data 

load itself; 

 the requirement for all organisations to agree, under written 

contract, to use personal data extracted from the CRA databases in 

compliance with the DPA. to correct inaccuracies when notified and 

update data as necessary; 

 the requirement for all organisations to agree, under written 

contract, to provide accurate data at a regular time each month, to 

ensure the completeness of the data and to rectify any inaccuracies 

as quickly as possible; 

 maintaining a record of each instance personal data is shared with a 

third-party organisation that includes details of the organisation, 

what data was shared, and the date; and   

 the requirement that all organisations are properly authorised by 

the Financial Conduct Authority or other appropriate legislation or 

trade body and registered as a data controller with the ICO. 
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Additional solution: While we were pleased controls were in place 

relating to new data suppliers, we identified cases where CRAs could 
enhance their controls to ensure organisations are complying with the 

fourth principle. By reminding suppliers of the terms they initially agreed 
to, through a regular re-affirmation process at appropriate intervals, the 

CRAs can be reassured the third party is aware of their obligations in 
terms of supplying accurate data. 

 

Case study – due diligence 

CRAs share data with, and receive data from, hundreds of lenders and as 

such it is essential they have documented procedures in place. 

The CRAs maintain a consistent and compliant approach to data sharing 

by delegating a team to carry out due diligence checks on third-party 

organisations. They ensure they are only sharing data with appropriate 

organisations who have a legitimate, legal purpose for using personal 

credit data and are able to adequately protect it. All organisations 

wishing to share data with the CRAs must be able to demonstrate 

compliance with a series of specific requirements and are then subject to 

further testing relating to the specifics of the data to be shared and the 

technicalities of the data load itself. 

Organisations are also required to sign a standard agreement which, 

amongst other things, requires them to ensure the accuracy and 

completeness of the data and use reasonable endeavours to rectify any 

inaccuracies as quickly as possible. 

 

Please see Appendix A for further advice on data sharing.  

 

2. Organisational structure  

Organisations should ensure they have an appropriate organisational 
structure in place which includes a delegated process of accountability 

and responsibility from the board down to ensure there is effective 
oversight of compliance with the fourth data protection principle.    
 
While each CRA has a different governance framework we were pleased to 

note that all of them appeared to be sufficiently robust to ensure 

appropriate accountability and that they managed data in a compliant and 

secure manner that minimised exposure to risk. 
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The UK-based CRAs are often situated in larger global companies. While 

an organisation’s position within a larger ‘umbrella’ company can 

obviously impact its organisational structure, this should not affect an 

organisation’s ability to comply with the fourth data protection principle.   

By establishing appropriate governance frameworks the CRAs are able to 

assign appropriate accountability for compliance with the fourth data 

protection principle and maintain effective oversight of these processes to 

ensure the personal data remains accurate and up to date. 

Good practice – data owners 

One CRA has assigned day-to-day responsibility for the accuracy and 

quality of data to series of ‘data stewards’. Each data steward has a 

responsibility for a specific data set and is provided with a framework so 

they can protect, manage and control it in a consistent manner. 

The data stewards must have an expert understanding of how their data 

set is processed and are responsible for defining the rules relating to the 

processing of that data. Each lead steward is responsible for reporting to 

the relevant data owner, ensuring monthly load reports are supplied and 

significant data quality breaches are reported. The data stewardship 

framework is overseen by a data governance board. 

 

Good practice – organisational structure 

We were pleased to note that the CRAs have established comprehensive 

organisational frameworks which included the following elements: 

 Strategic responsibility for elements of compliance with the fourth 

data protection principle has been appointed across the business 

with effective oversight being maintained by a central compliance 

function.  

 At an operational level responsibilities have been assigned to staff 

to ensure procedures relating to accuracy, data matching and data 

quality have been implemented and are followed. These 

responsibilities are documented through job descriptions and 

process manuals. 

 Each has appointed an individual at board level, or reporting 

directly to the board, with ultimate responsibility for compliance 

with the fourth data protection principle. 
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 A team of individuals, with specialist knowledge of the DPA, as well 

as an understanding of how the DPA impacts the credit reference 

sector, has been appointed to maintain oversight of the quality of 

their records and take day-to-day responsibility for compliance with 

the DPA. 

 There are appropriate forums in place whose remit includes 

monitoring of, and oversight for, various elements of data quality.  

 A compliance specialist has been appointed within the operations 

department who acts as the first point of contact for all compliance 

issues within operations. This role provides a consistent and robust 

link between compliance and operations. 

 

Representatives from each CRA attend a regular SCOR Data Quality 

Working Party which works with trade associations to ensure consistent 

reporting of shared credit data across the industry and help ensure the 

industry is reminded of its obligation to report accurate data.  

Additional solution: To ensure those with strategic oversight have a 

clear view of how compliance is maintained across the organisation, staff 

should be encouraged to give feedback on the organisation’s data 

accuracy. This could be through their line managers or, in larger 

companies, through the provision of a staff suggestion scheme or a staff 

forum.  

Data disputes: Control can be maintained by delegating responsibility 
for all disputes to a single department, as is the case with all of the CRAs. 

Local level responsibilities relating to the accuracy and quality of data are 
documented in job descriptions and procedures. 

 
Disputes handling teams are structured in such a way that team leaders, 

or equivalent, are also responsible for monitoring the quality of their 
team’s output through regular sample checking of work produced.  

 
Please see Appendix B for further advice on organisational structure. 

 

3. Policies and procedures 

Compliance with the fourth data protection principle should be set out in a 
framework of appropriate policies and procedures which are approved by 

senior management and subject to routine review to ensure they remain 

fit-for-purpose.  
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Organisations should not only have robust processes in place so that they 

are processing personal data in compliance with the fourth data protection 

principle, but should also document and review these processes at regular 

intervals. 

We found each CRA maintains a framework of policies and procedures 

that document how it ensures the quality and accuracy of personal data. 

These included high level-policy documents and step-by-step procedural 

documents which are approved by senior management and subject to 

routine review to ensure they remain fit-for-purpose.  

At each CRA we found process documents are reviewed on an annual 
basis and updated if necessary, while more frequent updates are made in 

the interim if required.  
 

Staff at the CRAs are required to confirm electronically they have read 
and understood their organisation’s data protection policy. At each CRA a 

record of this agreement is held centrally by either the human resources 
or learning and development department. This helps to ensures staff are 

aware of these processes and reduces the risk of inaccuracies or other 
issues with the quality of the data.  

 
Additional solution: However in some cases there needs to be a formal 

process for recording that policies have been reviewed as well as 
recording owners and appropriate version control within documents. Staff 

using the policy will then be certain it is the most recent version and the 

organisation will be able to prove the review process has been carried 
out. 

 

Good practice – policies 

We were pleased to note that all of the CRAs require staff to reaffirm 

acceptance of specific policies, including the DP Policy annually and that a 

record of this is maintained. 

 

Case study – policies and procedures 

At one of the CRAs a documented ‘rollout’ process is used to disseminate 

and promote new initiatives, policies or processes. Methods of 

communication include team briefings and group ‘huddles’ at which all 

staff have to complete a ‘sign in’ sheet to confirm attendance. 
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 A record of policy acceptance is held centrally on their training tool. Staff 

must reaffirm they have read and agree to comply with the DP Policy 

during completion of an annual DP module.  

All new policies are subject to a formal review and ratification process 

and must receive ‘sign off’ by the organisation’s global compliance 

function. A policy cannot be published until the appropriate sign off has 

been received.  

A Regulatory Developments team follow industry and regulatory updates 

to ensure any new requirements are fed into policy, procedures and 

processes. 

  

Case study – document management 

One CRA is accredited to the ISO9001:2008 standard that requires all 

documents must have an owner, classification, revision/ version control 

log and a record of annual review. This organisation has appointed a 

senior employee to annually audit its policies and procedures against 

ISO9001 quality management standards. The policies and procedures are 

further checked through an annual external audit. 

This organisation was noted to be particularly rigorous at documenting 

procedures and the measures it has in place to ensure compliance with 

the fourth data protection principle. 

 

Please see Appendix C for further advice on policies and procedures. 

 

4. Data loading 

The majority of consumer information processed by the CRAs is supplied 

by clients. These are third-party organisations who sign up to share 

information via the CRAs on the basis of the PoR. There are organisational 

requirements relating to the accuracy of data put on clients through the 

PoR and through the clauses of their contract (as detailed in 1.Data 

sharing). 

While the CRAs are largely reliant upon third parties to ensure the 

accuracy of the data they receive each has a series of data quality 

controls which have been built in to the data loading process. These 
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ensure all new data received from third parties is subject to adequate 

validation before being loaded into the CRA’s database.  

The CRAs receive monthly data loads in a prescribed format either via 

secure file transfer or through a secure access portal from each of its 

clients. Each data load is subject to a series of automated validation 

checks to verify the sender and the correct data type before the 

information proceeds to the pre-data loading checks.  

Each of the CRAs has developed bespoke systems that ensure the data 

loaded by its clients are subject to a robust process of automated data 

integrity checks. These measure the integrity, validity, consistency, 

quality and age of the data in each load against a set of pre-determined 

metrics to help ensure the data is fit for purpose prior to being loaded 

onto the mainframe. These automated checks are designed to pick up 

issues such as irregular dates of birth, names, addresses, account start 

and default dates, and jumps in status history. 

Any issues identified through these automated checks require manual 

intervention to assess the scope and scale of the issue and to determine 

what, if any, further action is required before the data can be loaded. This 

combination of automated system and manual intervention enables the 

CRAs to run a large number of data quality checks in a relatively short 

period of time while retaining manual oversight.  

Each data load is audited and fully documented so there is an audit trail 

for further data quality checks. 

Good practice – third party contact 

Each of the CRAs has processes in place to ensure that issues raised with 

nominated individuals at each client company are dealt with quickly and 

efficiently.  

Service Level Agreements allow a maximum of 28 days to respond to a 

data query and include a process for chasing and then escalating late or 

non-responses. 

  

4.1 Monitoring and reporting on data loading 

The personal information received from clients is monitored through a 

strict quality assurance (QA) process (as detailed above) which generates 
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monthly data quality reports to give an overview of the quality of the data 

received each month. Reports are circulated to relevant parties, including 

the client. 

All of the CRAs have specialised teams who work directly with clients to 

help improve the accuracy of data being reported. If needed they may 

suggest that a client receive an ‘audit’ visit where appropriate. During 

these visits the CRAs give feedback on a company’s performance against 

set tolerances to improve practice. The CRAs take a risk-based approach, 

arranging audits with clients who have the lowest data quality scores. 

Audits can also be requested by clients. Data Assets Teams monitor lists 

of organisations with the most data quality errors each month to 

determine whether further action or intervention may be required.  

Additional solution: Because client audits are currently being delivered 
in response to requests or to organisations that have been identified as 

having the lowest data quality compliance standards, there is a risk of 
smaller organisations not receiving sufficient contact with the CRA. We 

have recommended a rolling audit programme that incorporates all clients 
to ensure everyone is audited at least once during the audit cycle. 

 

Good practice – data load monitoring 

One CRA had a particularly robust framework for monitoring clients’ 

performance through the data loading process, including: 

 A monthly data quality report is generated in response to every 

data load which gives an overview of the data reported that month, 

the number of possible errors in the load and every amendment 

made during the period. 

 An overview of clients’ compliance, including the number of queries 

raised about that organisation is monitored on a daily basis by the 

relevant team and reported monthly to senior managers.   

 An audit report sent to each client every six months.  

 Clients are required to investigate the issues raised and return to 

the CRA within one month to explain what went wrong and how the 

problem has been fixed. Clients are contractually obliged to amend 

any inaccuracies and ensure the information is accurate for future 

reports.   

 A specialised team appointed to work with lenders on an ongoing 

basis and various meetings and events are held throughout the 

year to help educate and improve their performance in relation to 
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data quality and accuracy.  If necessary, a client who is 

underperforming in terms of timeliness or accuracy will be 

escalated via the appropriate management structure for further 

action. 

  

5. Data matching 

While clients are contractually obliged to provide the most accurate and 

complete data that they can there are sometimes circumstances in which 

incomplete data sets are received by the CRAs. 
 

The CRAs differ in their approach to ‘matching’ as each uses their own 
data matching procedures to match information received from third 

parties via a search or new data load to an existing record. These 
matching systems have been designed to identify similar characteristics in 

the data entered by the client and the data already held by the CRA. 
 

However, in each instance the data matching algorithms have to allow for 
inaccurate submissions, errors and misinterpretations such as common 

errors in keystrokes, and as such they have to allow non-exact name and 
addresses to match. Because this data matching process can never be 

100% accurate it is essential each of the CRAs provide its customers with 
access to a robust disputes process. 

 

County Court Judgements (CCJs) and Electoral Roll 

Aside from financial data, the CRAs also receive public data such as the 

Electoral Roll, CCJ records and bankruptcy data from the Registry Trust 
Limited (RTL). Upon its receipt, this information is subject to the same 

robust validation and matching processes referred to above. 
 

Some scenarios, such as where information relates to a CCJ, can be 
further complicated by the fact that it may include name and, at least 

partial, address details but not always the individual’s date of birth. 
Similarly Electoral Roll information does not ordinarily have date of birth 

information attributed and this can lead to mis-matches, especially when 
individuals with the same name live at the same address. 

 

In each instance the CRA must apply their own data matching process to 
try and link the CCJ entry to the correct person. While the QA process is 

usually accurate a small number of errors can occur. One of the CRAs had 
a particular technical difficulty with matching records of individuals with 

linked names or addresses, largely due to the lack of data of birth 
information on the Electoral Roll data they received. 
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In some instances, where the local authority maintains that their update 

is accurate and the individual asserts that the information is inaccurate, 

the individual might be asked to provide evidence of their accurate 

Electoral Roll information.  

 

Case study – mismatching 

Mr B was concerned that one of the CRAs was processing inaccurate 

personal data about him because information reported in his credit file 

showed his previous address as his current address and his actual 

current address was not recorded on his credit file at all.  

Mr B complained to the CRA about this and, after investigation, they 

determined this error occurred due to a matching error when his 

Electoral Roll data had been received from his local council.  

The ICO determined that it was unlikely that the CRA had complied with 

the fourth data protection principle because they were processing 

information on Mr B’s credit file that was neither accurate nor up to date.  

In this instance no further action was required as the CRA had already 

taken appropriate steps to amend Mr B’s data and measures had been 

taken to prevent the same issue from occurring again in the future. 

 

Good practice – publicly available data 

One of the CRAs has appointed dedicated administrators with 

responsibility for Electoral Roll, Court, RTL and Insolvency Service data. 

These administrators investigate any anomalies. Where they are able to 

locate sufficient evidence that an address is valid but might differ slightly 

to the way it is reported by the local authority, or that an entry reported 

via RTL is inaccurate, they have the relevant permissions to manually 

override this on the system. 

 
The information that appears on a credit file which is generated by the 

CRAs and for which they are data controller, includes financial links, 
linked addresses and alias information. This information is generated from 

data provided by clients, typically from the information given by 
individuals in credit agreements. The CRAs cannot amend the source 

without permission from the client but they can remove the link to that 
individual. 
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5.1 Reviewing the data matching process 

We were pleased that there were processes in place to carry out both 

reactive and proactive monitoring of the data matching process to help 
assure the accuracy of the data being matched at the CRAs. Outcomes of 

this monitoring feed into review processes are discussed at monthly 
cross-organisational meetings. Any matching issues highlighted are used 

to identify potential improvements, which can be included in the next 
release of the matching algorithm. 

 

Good practice – data matching review 

At one CRA data matching is reviewed formally on a monthly basis 

through regular management information (MI) reports and dip-samples 

of data quality. Weekly MI on data matching statistics is reported to the 

relevant stakeholders including all managers involved in the matching 

process. 

 
Informal monitoring is also carried out through queries raised by clients 

and reviewing instances where no matches occur. Where niche issues are 
identified this may influence changes to the matching process. 

 
Additional solution: To help maintain an appropriate level of assurance 

and monitor trends in data matching, a formal process should be 
established for completing proactive data matching checks at regular 

intervals. The outcome of all monitoring should be recorded so that any 
inaccuracies or exceptions can be clearly identified and escalated as 

appropriate. 
 

6. Data disputes  

As previously stated, despite the CRAs having extensive data loading and 

matching algorithms their automated systems have to allow for a small 

margin of error. It is therefore essential they have a robust dispute 
process in place. As such, we felt it was imperative that our review looked 

at not only how accuracy of data is maintained but also the processes in 
place when data is found to be inaccurate. 

 
Each CRA demonstrated a series of documented and closely monitored 

processes to be followed in the event that a consumer disputes personal 
data they believe to be inaccurate on their credit file. However, we have 

received evidence through our complaints function of a number of 
instances where these processes have failed. 
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Case study – disputes process 

Mr A complained to one of the CRAs about information relating to another 

individual with the same name but a different date of birth appearing on 

his credit file. This had also caused two inaccurate linked addresses to be 

added to his credit file. Mr A was unhappy with the response he received 

from the CRA and raised a complaint with the ICO. 

The ICO determined it was unlikely the CRA had complied with the fourth 

data protection principle as they had recorded inaccurate personal data 

on Mr A’s credit file. 

In this case Mr A’s complaint was further exacerbated by the fact that 

when he first complained to the CRA he received a standard response 

which neither acknowledged nor responded to his query. Mr A responded 

to the CRAs initial response with another email clarifying the problem and 

a few days later received an identical response but from a different 

person. It is likely that if the CRA had dealt with Mr A’s initial query 

appropriately he would not have had to take the time to raise a 

complaint with the ICO and this issue would have been resolved faster. 

 

When a consumer contacts a CRA to raise a query about an entry on their 
credit file they believe to be inaccurate, the CRA must apply a Notice of 

Dispute to the entry, raise the dispute directly with the company that 
supplied the data and respond to the individual within 28 days to let them 

know the outcome. 
 

If the client returns confirming the data is accurate or requesting the 
individual contacts them directly, the CRA responds to the individual 

making them aware of this and removes the Notice of Dispute from the 

credit file. Alternatively the client may return to the CRA to request the 
data be amended by or to confirm that they will update the data 

themselves.  
 

Clients, such as lenders, also have the ability to update their entry on an 
individual’s credit file directly without intervention of the CRAs. This was 

identified as a particularly useful function in more urgent cases.  
 

Disputes about information for which the CRA is the data controller, for 
example, linked address disputes, are raised internally with the relevant 

department who consider disputes on a case-by-case basis and amend on 
the database as appropriate.  
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6.1 How the dispute process is monitored 

By establishing regular monitoring of performance against a set of pre-

determined standards which relate to the accuracy and quality of the 

data, and escalating any issues highlighted as appropriate, organisations 
can help to maintain control over compliance, monitor trends and drive 

improvements in relation to the fourth data protection principle.  
 

All of the CRAs were found to have a formal quality assurance process for 
monitoring a sample of customer contact and resolution of disputes. This 

sees a sample of all customer contact being ‘scored’ against a standard 
scorecard.  

 
Complaints from consumers and clients are monitored and management 

information is produced on a monthly basis. These reports are then used 
to identify issues and better understand the root causes of complaints. 

Each has a formal process in place for complaint escalation and problem 
resolution in order to reduce the likelihood of issues recurring in the 

future. 
 

Good practice – dispute handling 

One of the CRAs was found to have a particularly robust process for 

monitoring responses to customers, including: 

 A risk-based process to determine which contacts should be subject 

to quality assurance. This includes staff who are new or who have 

only recently been trained. They are automatically deemed ‘high 

risk’ and are therefore subject to an increased level of quality 

assurance which will decrease as they demonstrate competency.  

 A standard scorecard for staff to ensure they follow company 

procedures. DPA compliance features top of the scorecard and is 

given a high score weighting. This means anyone failing on the DPA 

compliance measures automatically fails the quality assurance 

process. Other features of the scorecard include whether customers 

have been given correct information and if their issues have been 

resolved. 

 Automatic triggers recording the number of times customers have 

contacted the CRA about one issue. 

 An effective reporting structure that includes regular monitoring 

being reported on a weekly, monthly and quarterly basis.  

 Accuracy and completion scores being included in the key 

performance indicators (KPIs) against which consumer-facing staff 
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are measured in their quarterly and annual review process. 

 All staff having their quality assurance levels raised if their level of 

errors increases. When errors persist they are put on a 

performance management programme.  

 A high-level performance monthly performance email sent to the 

Compliance Team detailing staff’s performance against these KPIs. 

 Weekly, monthly and quarterly business reviews being held with 

the third party offshore Management Team and compliance and 

operational staff from within Data Operations.  

 Independent reviews on a sample of the quality assurance checks 

carried out by Quality Analysts and/or Team Leaders. A monthly 

report detailing the outcomes of this quality assurance is monitored 

by the relevant managers and action is taken as appropriate.  

 Staff members with specific responsibilities for quality assurance 

monitoring have these responsibilities included within their job 

descriptions.  

 A customer satisfaction survey, additional to the quality assurance 

process, that customers have the option of completing at the end 

of their ‘contact’. All contacts resulting in negative scores are 

subject to further review by a senior member of staff. 

 

Additional solution: We advised one of the CRAs that in order to ensure 

the customer-facing staff’s quality assurance process is robust a sample 

of the reviews themselves should be checked by team leaders or via a 

peer review process. The outcome of this ‘Check the Checker’ system 

should be included in reports, sent to managers and used to identify 

further action. 

7. Monitoring and reporting:  

Organisations should monitor compliance with data quality/accuracy 

policies and regularly review the effectiveness of data handling and 
processing. 
 
We found the CRAs all have comprehensive quality assurance monitoring 

programmes in place (as detailed in section 6: Data Disputes). These 

include oversight of staff working with personal data compliance, and 

processes to help ensure information is processed in line with the fourth 

data protection principle.  

Additional solution: However, in some cases the CRAs could strengthen 
their internal assurance monitoring structure. They should create a plan 
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to monitor performance against a set of standards and escalate issues as 

appropriate. This should be monitored with appropriate oversight. 
 

Good practice – auditing 

One CRA has incorporated a cycle of data management audits within 

their annual audit plan. This cycle is split into six stages of the ‘data 

lifecycle’, following the processes from ‘cradle to grave’. A number of 

these stages are subject to an internal audit each year. Audits of specific 

databases are also carried out and these include elements of data 

accuracy. 

The Compliance Team also undertakes ad-hoc reviews of business areas 

to highlight improvements that can be made in line with regulation and 

industry standards. Data quality and checking of bulk files is included 

within the remit of these compliance reviews. 

One of the CRAs included an internal audit of data quality in the 2014-15 

annual audit plan. The scope of this audit includes a review of the 

accuracy and integrity of data loading, processing and delivery through a 

high level ‘health check’ and end-to-end review. 

 
Additional remedy: While we are pleased to note that data quality has 

been featured on the audit plan for the first time, it would be good 
practice for data quality to feature as a regular standing item on the audit 

cycle. 
 

Please see Appendix D for further advice on monitoring and reporting.  
 

8. Training 

Organisations should ensure all staff receive mandatory training relating 

to accuracy and quality of personal data at regular intervals in order to 
help remind them of their obligations in respect of the fourth data 

protection principle.  

 
All of the CRAs were found to have comprehensive training strategies in 

place which incorporate annual data protection and information security 

training for all staff as well as role-specific training covering issues of data 

accuracy, data quality and data matching. 

Data protection training is delivered to all new starters either in a 

classroom environment or using a bespoke eLearning module. The 
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content and delivery of this training is overseen by the CRAs’ Compliance 

Teams.  

Case study – induction training 

The induction period varied at each CRA, with the longest taking nine 

weeks. This induction programme for consumer-facing staff, via whom 

the majority of complaints are made, follows a formal structure which 

includes corporate and role-specific induction training. These focus on the 

requirements of their role and detailed breakdowns of a credit report. 

The induction period combines classroom-based training and, once they 

have reached an appropriate level of understanding, fully supervised 

training in the live-data environment. 

Staff must achieve a minimum pass rate on a series of knowledge tests 

(including a DPA module) and role play assessments in order to complete 

their induction. When the formal induction training programme is 

completed new starters enter a supervised ‘Academy’ period that allows 

for a more gradual transition from the training to live environment. 

 

Good practice – training 

We were pleased to note each of the CRAs has created a training area so 

staff can train on mock data away from the live data environment. There 

is no instance in which a new starter would access any live customer data 

before they have received the appropriate training (including DPA 

training) and have shown sufficient understanding. high level ‘health 

check’ and end-to-end review. 

 

When new starters complete their induction training it is common for 

them to enter a supervised probation period, which allows for a gradual 

transition from the training to live environment. New starters in the 

probation period are subject to increased quality checking (as detailed in 

7.  Staff monitoring) to ensure they are adhering to the process for that 

task and any errors will be raised with them to correct and learn from. 

The majority of training at the CRAs is task based. New starters are 

trained in specific tasks and the importance of accuracy and the correct 

dispute process for each. Staff must be able to demonstrate a proficiency 

in these tasks and have the approval of their team leader before they can 
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move on to learn new tasks. The same arrangements apply to existing 

staff who are training on new systems. 

Aside from induction and new process training, all existing staff are 

required to complete a mandatory data protection eLearning module each 

year which concludes with a test with a minimum pass rate.  

Please see Appendix E for further advice on training.  

 

9. Staff awareness  

Staff should be aware of their obligations in relation to data accuracy and 

be aware of the location of relevant policies, procedures and guidance 
documents. They should also know where to go if they are in need of 

assistance. 
 

During our visits we were pleased to note that staff generally appeared to 

have a good level of awareness of the accuracy procedures in place at 

each CRA and the correct course of action they should follow if an issue is 

raised by a consumer.  

Staff were able to confidently navigate their respective knowledge bases 

and systems containing personal data to answer queries in real time, 

demonstrating a sound understanding of the issues.  

 

Good practice – staff awareness 
We noted further good practice at one of the CRAs in the form of an 

annual Compliance Awareness Week during which the Compliance Team 

roll out a number of awareness raising initiatives. Compliance and 

behaviours are included within the standards that staff are measured 

against as part of the review and bonus structure, which helps highlight 

their importance. 

 

Additional solution: The ICO has received evidence through our 

complaints process of staff failing to correctly consider the concerns 

raised by consumers. In these cases the CRAs should use this opportunity 

to remind staff of their obligations to respond to correspondence from 

consumers raising a dispute appropriately.  
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Case study – staff awareness 
Mr F complained to one of the CRAs because he noticed information 

relating to a CCJ that had been issued against his father, who had the 

same name and address as him, but a different date of birth, had been 

reported on his credit file. He asked the CCJ entry be removed from his 

credit file 

It was unclear whether the customer service agent who dealt with his 

complaint really understood the basis of Mr F’s complaint as, in its 

response to Mr F, the CRA stated they would require evidence the CCJ 

had been paid or cancelled. Mr F returned to the CRA reiterating that, as 

per his initial email, the entry did not relate to him. Mr F received the 

same, apparently standard response from the CRA.  

Mr F raised a complaint with our office and after further investigation by 

the CRA it was determined there was sufficient evidence to suggest the 

CCJ should be removed from Mr F’s credit file. The CRA went on to 

explain that while the customer service agent appeared to have received 

appropriate training, in this case they had not followed company 

procedures. As such, further training was issued and the CRA took the 

opportunity to remind other staff of the procedure to be followed should 

the same circumstances arise again.  

In this case the ICO determined it was unlikely the CRA had complied 

with the fourth data protection principle. This is because they had 

recorded information on Mr F’s credit file which did not belong to Mr F.  

This complaint was further compounded by the fact that when Mr F 

complained the customer service agent dealing with his complaint failed 

to follow the correct procedures. It is likely that if the CRA had dealt with 

Mr F’s initial query appropriately this issue would have been resolved 

much quicker. This would have also reduced, albeit slightly, the impact 

on the individual. 

 
Please see Appendix F for further advice on Staff awareness.  
 

10. Privacy impact assessments  (PIAs) 
 

While out of the scope of the review we were pleased to note each of the 
CRAs ensured new products, policies and sufficiently high-level procedures 

cannot be established without the review and sign off of each CRA’s 
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respective compliance departments. As projects reach key milestones or 

‘gates’ they cannot proceed until compliance managers are happy that 
associated privacy risks have been identified and resolved.  

 

Please see Appendix G for further advice on PIAs.  
 

11. Information risk management  
 

As with PIAs, information risk management was not included within the 

scope of the review but we were pleased to note that some of the CRAs 

have proactively established effective information risk management 

structures which include the identification of information assets and that 

responsibility for these data sets has been allocated to appropriate staff.  

Please see Appendix H for further advice on Information Risk 

Management.  

12. Further information 

 

Did you know? 

Further information about keeping personal data accurate and up to date 

is available on the ICO website. 

 

The ICO has produced guidance organisations can use to help them 

improve their practice, in all aspects of data protection compliance. You 

can find a list of all of our guidance in our guidance index. 
 

We have also published a range of guidance documents intended 
specifically for the finance sector which you might find useful.  

 
If you think your organisation might benefit from the help of our data 

protection auditors or are looking for some practical advice about how to 
make improvements to your organisations arrangements for compliance 

with the Data Protection Act, review the options about an audit or 
advisory visit.   

 
 

Helpline 
The ICO also has a helpline with staff on hand to answer queries about 

data protection compliance on 0303 123 1113. 

 

http://ico.org.uk/for_organisations/data_protection/the_guide/information_standards/principle_4
http://ico.org.uk/for_organisations/guidance_index/data_protection_and_privacy_and_electronic_communications
http://ico.org.uk/for_organisations/sector_guides/finance
http://ico.org.uk/for_organisations/sector_guides/finance
http://ico.org.uk/for_organisations/data_protection/working_with_the_ico
http://ico.org.uk/for_organisations/data_protection/working_with_the_ico
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Appendix A 
 
Data Sharing  

 

Did you know? 

We’ve produced a statutory data sharing code of practice, which is 

available on the ICO website. 

 

Our data sharing code of practice requires organisations to take steps to 
check the accuracy of any data before it is shared, bearing in mind that 

after the information has been shared it can be much more difficult to 
have it amended. 

 

The steps you take should depend on the nature of the data involved. The 
majority of the data shared with and by the CRAs is not classed as 

sensitive personal data but any inaccuracy would potentially harm the 
data subject, so extra care is needed to ensure the information is correct. 

 
You should only agree to share personal data with another organisation if 

you are satisfied the organisation has a legitimate, legal purpose for using 
that personal data and you are satisfied they are able to adequately 

protect any personal data you share with them. 
 

By ensuring appropriate data sharing agreements are implemented 
organisations can not only help to ensure the accuracy of the data they 

are receiving but also: 
 

 stipulate when information should be shared; 

 determine the purpose, or purposes, of the sharing; 
 identify the data to be shared; 

 ensure requirements for dealing with subject access requests are 
specified; 

 specify what security measures need to be in place; 
 outline any relevant retention and/ or destruction requirements; 

 document both parties responsibilities and the process to be 
followed in the event of an actual or potential information security 

breach; 
 limit who is allowed to sign off data sharing; and 

 require records of sharing to be maintained. 

 
 

http://ico.org.uk/for_organisations/data_protection/topic_guides/data_sharing
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 Appendix B 

 
Organisational structure 

 

Did you know? 

When considering whether it is appropriate to issue a monetary penalty 

the Commissioner is more likely to impose a fine if the organisation did 

not have good corporate governance or audit arrangements in place or if 

the organisation had no specific procedures or processes in place which 

may have prevented the contravention (for example, a robust compliance 

regime or other monitoring mechanisms). 

Find out more about the other factors that the Commissioner will take 

into account when considering whether it is appropriate to issue a 

monetary penalty. 

 

Regardless of the size of your organisation we would expect you to have 

appointed an individual at board level, or reporting directly to the board, 

with ultimate responsibility for your organisation’s compliance with the 

fourth data protection principle. Your organisational structure should 

include a clear line of responsibility from the board down for compliance 

with the DPA which branches out across the organisation as appropriate. 

Large organisations should appoint an individual or team with specialist 

knowledge of the DPA and an understanding of how it impacts on their 

sector. They should have oversight of records quality and take day-today 

responsibility for compliance. 

You should also consider designating local data protection champions 

across your organisation to provide a point of contact between local staff 

and your central data protection department or individual. Alongside this 

data protection champions can provide support and direction to your local 

staff. This is particularly relevant in organisations based across diverse 

locations. 

We don’t mind how you structure your organisation but it is essential that 

everyone knows what their responsibilities are and that these 

responsibilities are documented and measured within appraisals, job 

descriptions, policies and procedures. 

http://ico.org.uk/what_we_cover/taking_action/~/media/documents/library/Data_Protection/Detailed_specialist_guides/ico_guidance_on_monetary_penalties.pdf
http://ico.org.uk/what_we_cover/taking_action/~/media/documents/library/Data_Protection/Detailed_specialist_guides/ico_guidance_on_monetary_penalties.pdf
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You should ensure there are appropriate forums in place whose remit 

includes monitoring and oversight of data quality and that all relevant 

business areas are represented at them by appropriate senior 

representatives. Bear in mind you may wish to divide operational and 

strategic responsibilities between two forums, ensuring they report to 

each other on a regular basis and that issues or risks arising from any 

operational forum are escalated to your strategic board. 

Appendix C 
 
Policies and procedures 

 

Did you know? 

When considering the imposition of a monetary penalty the 

Commissioner is less likely to issue such a penalty if the contravention 

was caused or exacerbated by circumstances outside the direct control of 

the person concerned and they had done all that they reasonably could 

to prevent a contravention of the DPA.  

For example, despite inaccuracies being recorded in personal data by a 

data processor the data controller had a contract in place with the data 

processor and had properly monitored the data processor’s compliance 

with the contract. 

Despite a one-off system error leading to an isolated breach the 

organisation can demonstrate clear processes were in place to ensure 

that the personal data they are processing is accurate and up to date. 

 

It is essential your staff have not only read, but also understand and 
agree to comply with, your policies and procedures. A record of policy 

acceptance is the easiest way to do this and can be obtained in a variety 
of ways. You should consider which of the following would be most 

appropriate for your organisation: 
 

 You could use metadata to collect an electronic acceptance of 
policies and procedures.  

 You could require staff to manually sign to agree their acceptance. 
This can be held locally by managers or centrally by your human 

resources or learning and development department.   
 Through sign off at a team meeting during which the policy and the 

obligations it puts upon staff are discussed.  
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 Through sign off (either manually or electronically) at a training 

event which focuses on the policy. 
 

Staff should reaffirm they have read and agreed to comply with the DP 
policy at regular intervals, ideally as part of an annual DP training 

module. We appreciate that no ‘one size fits all’ so you should combine a 
number of these approaches depending on your organisation’s structure, 

staff and technology. You could consider rolling out training to 
complement the publication of your DP policy, this should help to 

reinforce your message and focus staff on the issues.   
 

You should ensure policies and procedures are subject to regular review 
by an appropriate individual or team and a documented process for the 

review and ratification of such documents has been established. It is 
essential any new policies and procedures are subject to review and ‘sign 

off’ by your compliance function.  

 
Policies and procedures should be published in a way that reaches as 

many staff members as possible. You may wish to establish a dedicated 
page for information management/compliance on your intranet which can 

be used to publish news updates and act as an easily accessible archive 
for policies and procedures relating to DPA compliance.  

 

Appendix D 
 
Monitoring and reporting 
 

You should identify the risks non-compliance with established controls 

would present to the business and should put in place appropriate 

performance measurement tools. For example, you could document 

minimum standards for data quality and measure performance against 

these standards on a monthly basis. Metric or qualitative indicators, such 

as whether guidance is being followed, can also be measured by spot 

checks or by staff interviews. 

However you measure the performance of your staff, efficiency should 

never come at the cost of accuracy. 

A robust method for auditing your compliance with the DPA should be 

established. This audit should not only concentrate on record security but 

also their use, availability, accessibility and accuracy. A formal report 

detailing the outcome of the audit should be issued to the relevant board/ 

working group and senior managers as appropriate, so that risks can be 

assessed and appropriate action taken. 
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Alongside the annual internal DPA compliance audit you could further 

enhance your monitoring process with a series of smaller self-assessment 

reviews of specific departments. They should focus on the departments 

that process the most personal data and departments identified to have 

specific risks relating to data accuracy. 

You may want to consider carrying out a regular self-certification 

exercise, during which departments fill out a questionnaire relating to 

data use and quality. If a department’s response is not satisfactory you 

should follow up with further guidance and training. You may wish to use 

the questionnaire to inform your smaller departmental reviews.  

 

Don’t forget 

If you use a third-party organisation to process your data or to operate a 

call centre you should ensure that they are subject to the same QA 

process and that stats are monitored in a similar way to those of your 

own staff. 

 
Appendix E 
 
Training  

 

Did you know? 

Once a monetary penalty has been imposed, the Commissioner must 

then consider what would be the appropriate amount, given the 

circumstances of the case. When determining the amount of a monetary 

penalty the Commissioner will consider a number of factors including: 

 what steps, if any, had been taken to avoid the contravention (for 

example, appropriate staff training), 

 what procedures or processes the organisation had in place to 

avoid the contravention (for example, the robustness of their 

compliance regime or other monitoring mechanisms), 

 the role of senior managers who would be expected to demonstrate 

higher standards of behaviour. 
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Further information about monetary penalties prepared and issued under 

the DPA can be found on our website. 

 

You should ensure completed training is recorded so it can be monitored 

by line managers or your centralised compliance or learning and 

development department. You should have a process in place to monitor 

and chase staff who have not completed relevant training. 

When training new starters you should ensure that a test training area 

has been set up to enable staff to practice on mock data away from the 

live data environment. There should be no instance in which a new starter 

would access any live customer data before they have received the 

appropriate training (including DPA training) and have shown sufficient 

understanding.  

Don’t forget 

It’s not just new starters who need training. You should ensure training 

plans are maintained for all staff. Anyone changing roles should receive 

further training in the requirements of their new position and have side 

by side on the job training with experienced officers before being allowed 

to work on live data in their new environment. 

 

Did you know? 

We’ve produced some tools to help organisations deliver training to their 

staff on our website. 

 
Appendix F 
 
Staff awareness 

 

Did you know? 

http://ico.org.uk/what_we_cover/taking_action/~/media/documents/library/Data_Protection/Detailed_specialist_guides/ico_guidance_on_monetary_penalties.pdf
http://ico.org.uk/for_organisations/training
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In 2012 the ICO issued a £50,000 monetary penalty to the Prudential 

after a mix-up over the administration of two customers’ accounts led to 

tens of thousands of pounds, meant for an individual’s retirement fund, 

ending up in the wrong account?  

 

Did you know? 

The ICO has produced tools to help organisations of all sizes make their 

employees aware of their data protection responsibilities. The TH!NK 

PRIVACY toolkit is available on our website. 

 
Appendix G 
 
Privacy impact assessment 

 

Did you know? 

We have published a Conducting privacy impact assessments code of 

practice which explains what PIAs are and how you can use them in your 

organisation. This code contains annexes which can be used as the basis 

for your own PIA. 

 

This code of practice is primarily concerned with minimising the risk of 
harm through use or misuse of personal information. One of the ways this 

risk can arise is through personal information being inaccurate, 
insufficient or out of date. 

 
One way to mitigate this risk is by completing a PIA for any new projects 

or processes which may impact personal data. An effective PIA should 
benefit both your organisation and your customers by identifying 

information risks which might impact on individuals, for example the 
damage caused by inaccurate data or a security breach, or upset caused 

by a privacy intrusion. 
 

While a PIA is not a legal requirement the ICO may often ask an 
organisation whether they have carried one out. It is often the best way 

http://ico.org.uk/enforcement/fines
http://ico.org.uk/for_organisations/training/think-privacy-toolkit
http://ico.org.uk/for_organisations/training/think-privacy-toolkit
http://ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Practical_application/pia-code-of-practice-final-draft.pdf
http://ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Practical_application/pia-code-of-practice-final-draft.pdf
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to demonstrate to the ICO how personal data processing complies with 

the DPA.  
 

There can also be financial benefits to conducting a PIA as identifying a 
problem early will generally require a simpler and less costly solution.  

 
More generally, consistent use of PIAs will increase the awareness of 

privacy and data protection issues within an organisation and ensure all 
relevant staff involved in designing projects think about privacy at early 

stage. 
 

Some circumstances in which conducting a PIA is appropriate include: 
 

 A new IT system for storing and accessing personal data. 
 A new data sharing initiative. 

 A proposal to identify people in a particular group or demographic 

and initiate a course of action. 
 Using existing data for a new and unexpected or more intrusive 

purpose. 
 A new surveillance system. 

 A new database which consolidates information held by separate 
parts of an organisation. 

 When issuing new legislation, policy or strategies which will impact 
on privacy through the collection or use of information. 

 
Appendix H 
 
Information risk management 
 

Information risk management refers to the identification and 

management of risks that may affect your business through the failure to 

use, or manage, your information appropriately. By establishing an 

effective framework, which includes the management of records 

containing personal data, your organisation can improve the way in which 

it manages these risks.  

Good information risk management processes should be structured so 

senior staff understand the business impact of risks to personal data. This 

should ensure these risks are appropriately managed. 

Effective information risk management is not solely concerned with 

mitigating risk; it also allows you to manage considered risks. For 

example, it can help you understand that in some cases the risks of not 

sharing information can be more serious than the risks of sharing it. 
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Here are some of the steps you can take to establish a structured 

approach to information risk management within your organisation:  
 

 Identify a board-level senior information risk owner who is 

responsible (with appropriate support, as necessary) for managing 

your organisation’s information, and associated information risks. 
 To provide a co-ordinated approach to managing information risk 

you should maintain a robust, regularly monitored and updated 
register incorporating your organisation’s information risks. 

Information risks identified through various different channels 
across the business should feed into this and, where necessary, 

should be escalated to your overarching company-wide risk register. 
 Having a comprehensive records inventory in place will help your 

organisation maintain a clear and controlled view of all the 
information that you are processing and help you manage these 

records effectively.  
 You should nominate an appropriate individual as the ‘owner’ of 

each data set. These individuals will be responsible for making 

decisions about the processing of data within that set, regularly risk 
assessing their assets and managing these risks and providing 

formal assurance to the business. Data owners can appoint deputies 
or administrators to assist them in their role. 

 Establish a formal reporting framework which requires data owners 
to risk assess their data assets on a periodic basis and provide 

assurance to the organisation’s information risk lead. Information 
risks highlighted through this process should be reported to the 

appropriate risk register. 
 Ensure individuals assigned roles within the information risk 

management process have the necessary training and support so 
they can perform their roles effectively. 

 You should also ensure you have effective processes for regularly 
reviewing and updating all of the above.  

 

If you haven’t identified and catalogued your data sets this can seem like 
a daunting task but it doesn’t have to be. You may wish to begin by 

initiating an organisation-wide information asset audit to ensure all 
electronic and physical information assets held have been identified. 

There are various tools you can use including software which ‘explores’ 
your network to locate and identify any systems hosted on there (some 

organisations have old or infrequently used systems containing personal 
data which may otherwise go unnoticed). You could also require different 

departments to complete questionnaires detailing the information they 
use and who, if anyone they share this data with to help you identify any 

lesser known data sets used by the business and all inward and outbound 
data flows. 

 
Key elements of an effective records inventory include, as a minimum: 
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 what records are held; 

 what they contain; 
 in what format they are held; 

 who the data is shared with (if at all);  
 how long this data is held; 

 the purpose for which they are held; and 
 who owns the information asset. 

 
 

 

Don’t forget 

Make sure to include any paper records containing personal data that 

your organisation processes as a data asset and catalogue and monitor 

these as you would electronic records. 

 


