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Executive Summary 
Eighteen individuals whose organisations had contact with ICO’s Enforcement 
Team were interviewed by telephone in March/April 2013. 

Results were generally positive for ICO. The approach of the organisation was 
seen to be fair, its communications were regarded as formal, professional and 
clear and its staff professional, capable and as helpful as they could be in the 
circumstances.  

In general, interviewees felt communications in relation to investigations made 
clear what was required of them and what would happen during the 
investigative process.  

Those having recent contact with ICO who used the online form to report 
relevant details found this helped them provide the information ICO required. 

The information requested from organisations was often detailed and it could be 
very time-consuming to provide, but timescales for providing the information 
(typically 2-4 weeks) were considered reasonable. Where organisations could 
not respond within the original timescales, ICO were usually willing to negotiate 
revised timings and this was appreciated. 

Some of those who had relatively frequent contact with ICO felt the organisation 
seemed, or had seemed overstretched. This could result in delays of several 
weeks before the ICO responded to information provided by investigated 
organisations. This could have adverse consequences for the organisations 
concerned, in particular, increased anxiety for those unused to dealing with 
ICO. 

People generally found individuals they dealt with at ICO to be professional, 
easy to contact, courteous and often helpful. 

Some of those in frequent contact with ICO felt they had gone some way 
towards building mutually beneficial relationships with ICO or particular 
members of staff. Some wanted to build such relationships but felt they had not 
yet achieved it. 

A couple of respondents observed that ICO had failed to update the contact 
details they held for them even after the organisations had provided updated 
details. 

Those in contact with ICO found it to be fair in its investigations and decision 
making. 
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Some organisations appeared to want more than fairness from ICO, suggesting 
they should reap some benefit from being frank and open in raising issues with 
ICO. They hinted that organisations should feel it was more likely to benefit than 
to harm them to flag issues to ICO which they were otherwise unlikely to 
discover. 

Larger organisations in contact with the PECR team felt aggrieved when their 
company’s details appeared on the ICO website.  

Fear of adverse publicity is a weapon ICO should be prepared to exploit but it 
was unclear from these interviews whether this weapon was always being used 
fairly. Respondents argued large organisations undertaking huge numbers of 
transactions and contacts may find themselves near the top of a list of 
companies complained about to the Telephone Preference Service as a result 
of the number of contacts made, not because procedures were flawed. Given 
that they were cooperating with ICO, they felt it inappropriate that ICO should 
publicise a list of most complained about companies on its website.  

Recommendations 

The study generally provided a good endorsement for current ICO practices and 
their staff. 

Timescales can be an issue and ICO should seek to respond within no more 
than four weeks to information provided by investigated organisations, 
especially where this organisation has had no previous contact with ICO. 

ICO should ensure it updates the contact details it holds for organisations when 
they provide them. 

ICO should also consider its policy regarding publicising on its website, 
companies it is investigating or which appear in a high position on the 
Telephone Preference Services most complained-about organisations.   
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1. Introduction 

Organisations may come into contact with the Enforcement Team at the ICO as 
a result of a variety of circumstances  

 Complaints are made to the ICO about the organisation  

 The organisation has uncovered or been made aware of privacy issues 
and informed the ICO of the issues 

 The organisation is one of the most complained about by third parties e.g. 
the Telephone Preference Service 

As part of its broader customer satisfaction programme the ICO required 
feedback from organisations they had investigated regarding  

 Whether the organisations felt they had been dealt with fairly, reasonably 
and courteously  

 Whether the investigation process was transparent and whether ICO 
adhered to stated practices. 
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2. Approach 

Letters on ICO headed paper were sent to 24 individuals within organisations 
who had had recent contact with the enforcement team. Individuals held a 
variety of positions, often Data Protection Officers in larger organisations. In 
smaller organisations such as schools or GP practices a senior person who had 
contact with ICO such as a Deputy Head or Practice Manager was contacted. 
Letters explained the purpose of the research and gave recipients the 
opportunity (which none of them took) to opt out of being telephoned by 
Stephen Link of SPA Future Thinking who conducted the interviews. 

Most were happy to be interviewed by telephone; none requested a face-to-face 
interview. In all 18 respondents were interviewed: 

 2 contacts refused on the grounds they were too busy 

 1 had left his employer 

 no direct contact was made with 3 respondents after numerous attempts at 
different times on different days 

Those who were interviewed were split as follows: 

 8 were dealt with by the Civil Investigation Team 

 7 by the Criminal Investigation Team 

 3 by the Privacy and Electronic Communications Register Team 

There were strong similarities in responses across the three groups, especially 
between those investigated by the Civil and Criminal Investigation Teams. 

Interviews were audio-recorded and covered respondents’ perceptions of ICO 
and their contact with the Enforcement Team. Interviews were conducted in 
March and April 2013. Some were happy to be attributed in reports circulated 
within ICO, others preferred to remain anonymous. 
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3. Detailed Findings 

3.1. Previous contact with ICO 

Individuals varied in terms of the nature and frequency of contact they had with 
ICO prior to the incident(s) which resulted in them having contact with the 
Enforcement team and inclusion in our study. 

A few had experience of dealing with ICO over several years.  

Some had had relatively frequent, though irregular, contact with ICO, perhaps 
averaging around 5-6 times a year. This contact may have included: 

 Seeking advice 

 Reporting relatively routine complaints made in relation to data protection 
or less commonly, freedom of information issues 

A couple had chosen to be audited by ICO after a number of procedural 
breaches and were happy with the audit process. 

“It was the consensual audit that we agreed to so there’s nothing that we didn’t 
feel as though we couldn’t agree to because we were holding our hands up to 
say ‘yes, we’ve made mistakes and we’d appreciate some help with that’ and 
we were quite willing and felt as though we weren’t pressured into it or anything 
so it was something that we agreed to with open arms basically.”                
(Local Authority) 

Some had a few previous contacts whereas a few had no direct contact with 
ICO. 

In general, the more previous contact people had with ICO, the more positive 
their view of the organisation and the more comfortable they felt dealing with 
ICO.  

 “The people in the front line call centre have always been very helpful, 
very knowledgeable, very useful” (Anon) 

 “I think we’ve got a very good working relationship with the office.  I think 
it’s more formal on the enforcement side of things, the investigation of 
larger breaches but otherwise, I think with our liaison point, there’s a 
friendly open attitude to come to them for advice or just to flag things up 
with them, make arrangements to meet with them.  I think that’s very 
friendly, informal and encouraging for us to approach them”. (Anon) 

 “Generally very helpful because you phone up and ask random questions 
about things that we were stuck on, a bit tricky, so that’s always been quite 
helpful” (Anon) 
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The comfort some respondents felt in dealing with ICO should not be viewed as 
complacency. They treated data privacy and freedom of information issues 
seriously, were very conscious of the measures that could be taken against 
them and the organisation and in some instances data privacy issues had 
caused them to undertake major changes in their procedures.  

However, those with previous experience of ICO were more confident and 
comfortable as: 

 There was less fear of the unknown that for those in contact for the first 
time  

 They knew what the ICO were like to deal with (fair, reasonable and 
human) 

A representative of a large financial organisation observed that they had 
developed a mutually beneficial relationship with an ICO investigator. 

“Over the last 18 months or so, I’ve established a relationship with one of the 
investigators within the enforcement team and that’s expanded a little bit and as 
we were talking about individual cases we developed some criteria around what 
we would proactively notify them about for them to get involved with and 
investigate”. (Financial Organisation) 

For those without experience of ICO, having to contact and deal with ICO was 
potentially much more nerve-wracking. Such respondents did not know 
individuals within ICO or have a good understanding of the way ICO operated. 
They were less sure what to expect. For these reasons, some found it an ordeal 
to deal with ICO particularly as consequences of their contact were potentially 
very serious. 

In many cases, the experience of dealing with ICO was not as awkward as they 
had feared, even when it required them to carry out more work or make more 
changes than expected.  

“It was far less scary than I thought it was going to be. They did turn out to be 
people and not a faceless statutory body which was very reassuring and they 
also worked very much in partnership”. (Healthcare Organisation) 

Data protection officers in large organisations typically felt they had built up a 
good understanding of when it is not necessary or appropriate to report a 
breach. 

For those dealing with a security breach for the first time it is not necessarily 
obvious whether they should report a breach or not do so and risk the ICO 
finding out through other means. 
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“I did quite a bit of research on the ICO….. and I discovered with (my boss) the 
consequences because there was a bit of a judgement call there…. It was 
pretty much an internal matter so if we didn’t inform them, what was the 
likelihood of the incident becoming known at large and if we didn’t inform them 
and then they did get to know about it, would the consequences be worse. 
There’s a lot of things that you could consider there. I’m somebody who prefers 
to be open, honest and put my hands up if we’ve made a mistake”. (Educational 
Establishment) 

Obviously, our research was conducted with those who had contact with ICO, 
so there may be organisations we did not speak to as their representatives 
decided not to contact ICO when faced with similar situations. 

For those in very large organisations who had relatively frequent contact with 
the Enforcement Team the interview explored general or typical experience of 
contact, for others with infrequent or first time contact with the Enforcement 
Team the interview focussed on their most recent experience(s). 

3.2. Initial contact with ICO 

The first contact individuals had with ICO was usually a letter, occasionally a 
phone call, explaining that a complaint had been made or referencing an issue 
the organisation had flagged to ICO.  

A representative of a healthcare organisation who had not had previous contact 
with ICO investigated a patient’s complaint. When the interviewee was 
prompted to visit the ICO website to see whether/how they should contact them 
in relation to the patient’s issue they observed: 

“When I was looking through their website, that was one of the things I found 
quite difficult. There was no clear information about who to contact if you 
weren’t sure, if you had a query of if you wanted some advice”. (Healthcare 
Organisation) 

These comments (though they relate to a website visit made some time ago) 
suggest it is not always clear what an organisation should do regard informing 
the ICO of a particular issue. 

This respondent ended up advising the patient that they should contact ICO and 
as a result ICO telephoned the organisation advising them they were being 
investigated and that they would receive an email with further details of what 
would happen. 

Several respondents said their contact with ICO was as a result of self-
notification. They had become aware of a problem relating to a privacy issue 
and chosen to report this to ICO. 
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Sometimes the contact with ICO arose as a result of a third party individual or 
organisation making a complaint to ICO about the interviewee’s organisation. 

For those who had had recent contact with the Enforcement Team this was 
often through the security breach notification form. Those who had used this 
form found it to be helpful because it explained what information the ICO was 
likely to need. It appeared that where this form was used it was less likely that 
the ICO would contact the organisations to ask for a lot more information. 

“Now they’ve got a form that you fill out and they ask various questions whereas 
before that we just basically provided them a letter in detail with all the 
information in it and now they’ve got the form in place, it makes it even clearer” 
(Local Authority) 

“I downloaded the form, filled it in and sent it off…. I had no particular problems 
filling it in; I put a lot of detail on the form” (Educational Establishment) 

The above respondent had very limited previous contact with ICO but found the 
form clear. His answers had been so full that during a follow-up phone call from 
ICO which established what had happened since the form was received; he was 
told that the ICO did not need to take further action. 

When asked what their advice would be if someone in another establishment 
encountered a similar situation, they responded: 

“I’d recommend that they fill in the form and put as much information as they 
possibly can on it, get it all on there, and be completely open and honest”. 
(Educational Establishment) 

Interviewees in contact with the PECR team had typically received 
correspondence from the ICO after their organisation had been listed by the 
Telephone Preference Service as having a high volume of complaints. As one 
observed: 

 “Correspondence from ICO said we’ve noticed you’ve had a steep rise in the 
volume of complaints you’re receiving about people being registered on the 
Telephone Preference Service. We require you to make submissions. They 
asked us to respond to a number of questions and provide evidence which we 
did”. (Anon) 
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3.3. Timescales to respond 

In general, the timescales interviewees were given to respond to ICO requests 
were considered reasonable. Typically, 2-4 weeks were allowed for responses 
and in normal circumstances these timescales were considered adequate. 

If the demands were unusually onerous, or if the organisations were under-
resourced at this time, for example due to holidays, sickness or pressure of 
other work, interviewees sometimes went back to ICO to request more time to 
respond.  

In most cases, this request was accepted and interviewees appreciated this. 

“They’ve written to me asking for our response to a certain aspect of our 
procedure. They wanted a response within a month (but) people were on 
holiday. I wrote to them to say people are away. We’ll respond substantively 
within two months and they were absolutely fine about that” (Anon) 

“I was never pestered or hounded for any information and when we were 
negotiating deadlines for responses they were always very helpful if I had 
issues that prevented me responding within a certain timeframe”. (Healthcare 
Organisation) 

However, in one case ICO did not agree to permit more time and only 
responded that the original timescales would continue to stand a couple of days 
before the response due date. In this instance, the respondent had worked on 
the basis that an extension would be declined, so the late denial was not hugely 
inconvenient. Had they worked on the basis that an extension would be granted 
they would have been unable to meet the timescales due to the late 
confirmation that timescales would remain. 

Where those who had no or little previous contact with ICO requested more 
time to respond, having a conversation with an ICO contact and being given 
more time proved to be reassuring as it suggested they were dealing with 
reasonable individuals. 
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3.4. Speed of ICO response  

Respondents had varying experiences of how quickly ICO responded, for 
example after an organisation had advised them of a breach or responded to an 
ICO communication. Some reported positive experiences, but others felt there 
were long delays, and this could cause inconvenience and/or anxiety. 

There were three main reasons why delays in ICO responding to information 
sent by an investigated organisation could cause inconvenience. 

1. The process could feel long, drawn-out and nerve-wracking for those    not 
used to it 

2. Delays in ICO responding could make it more dificult for organisations to 
 address further queries as the incidents were less fresh in their minds 

3. Larger organisations, in particular, were concerned that they might 
 encounter a similar problem in future to that which caused them to have 
 contact with ICO. To avoid this happening they might change procedures in 
 advance of ICO’s response to their suggested changes. 

The comments below illustrate the wide range of experiences and attitudes we 
found in the study.  

 “They respond when we expect it and what we expected of them in terms of 
getting back to us, that was always met.  There was no issue with that”. (Local 
Authority) 

‘It wasn’t fresh in the mind so we had to go and find the files and work out what 
we’d done and they would come to us with a series of questions in terms of 
actions taken and obviously it took a little bit of time to backtrack and just clarify 
those actions and report those back here.  Had it been soon after the incident, 
the responses would have been a little bit more fresh’ (Healthcare organisation) 

“It was longer than I felt comfortable with I guess. It was starting to make me 
quite anxious”. (Anon) 

“Sometimes there can be quite a delay in getting a decision back based on the 
information we’ve provided”. (Anon). 

“Obviously I was anxious and it’s not that I just sat and did nothing.  I did ring on 
a couple of occasions saying ‘Can you tell me what’s happening?’ and they said 
‘Well I’m afraid I can’t tell you.  It’s been referred to our case workers and they 
are considering it and they will get back to you in due course”. (Anon) 
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Having provided a response to an ICO letter, the last respondent above then 
waited around three months for a written ICO response, and this was an 
anxious time for them. Part of the reason for the delay appeared to be that ICO 
had temporarily lost the reply sent in response to ICO’s original communication. 

Subsequently it also took around three months for ICO to respond to 
letters/documents sent by the respondent. 

They observed: 

“One doesn’t want the regulator to act very quickly because it might be punitive; 
on the other hand the air of uncertainty means you don’t quite know what’s 
going to happen”. 

 

3.5. Written communication with ICO 

Written communications from ICO tended to be regarded as: 

 clear 

 formal in style 

 neutral in tone 

“The written communications were always clear enough for us to be able to 
work out what information was required” (Healthcare Organisation) 

“Written communications are quite clear.  They’ve always got information 
attached as to the powers of the Information Commissioner as well so we’re 
fully aware of what they are able to do if they need to go further” (Anon) 

The neutrality in tone was generally felt to be appropriate and understandable. 

“They don’t tend to express opinions because they’re asking us to provide them 
with information about whether we consider we’ve complied with the Data 
Protection Act and what steps we’ve taken and what steps we are intending to 
take.” (Anon) 

However, there were a couple of observations from individuals with limited 
experience of contacting ICO that the recipient of a communication or complaint 
might have little idea of its seriousness. Was an issue they had raised with ICO 
an unusual and very serious complaint or was it a much more minor, routine 
one? How did ICO view it? Part of the reason for the respondent’s uncertainty 
was that receiving a letter from an ‘investigator’ did not really indicate the level 
of seniority of the writer. 
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“Just the terms ‘Enforcement Team’. You imagine a few heavies don’t you”. 
(Anon) 

One respondent who had no previous contact with ICO admitted to feeling 
‘terrified’ when they first received a letter from ICO as a result of a patient 
making a complaint to ICO, and this was exacerbated when a follow-up letter 
was sent by the Enforcement Team. 

“It’s quite a big deal because they have powers which I was aware, powers to 
fine you quite significant amounts of money and of course it’s a hot topic at the 
moment isn’t it in the press. So it was quite scary”. (Anon) 

Several respondents said they liked having a point of contact named in 
communications from ICO and being able to deal with this person throughout.  

“The person who was leading the investigation was the person who contacted 
me on every occasion so there was always continuity there and you built up a 
relationship with that person and they were extremely helpful”. (Healthcare 
Organisation) 

3.6. Telephone communication with ICO  

Letters sent from ICO provide contact details of named individuals who 
generally prove reasonably easy to contact by telephone although one 
respondent said the individual assigned to their case often worked from home 
necessitating email rather than telephone contact. 

Having a named individual can be particularly important for those with no 
previous contact with ICO as talking to somebody over the phone can make 
ICO seem a more human and reasonable organisation.  

One local authority respondent who had had contact with ICO for several years 
felt it was easier to get hold of ICO staff by telephone now, than it had been 3-4 
years ago. 

“I would have said about 3 or 4 years ago, you would have had difficulty getting 
a response or you would have been held on the phone for quite a long time and 
I know that they put measures in place a couple of years ago to try and alleviate 
that so now there’s no issue going through to them at all”. (Local Authority) 

One respondent said in their initial telephone contact with ICO (an incoming 
call) their contact was at pains to emphasise the seriousness of data privacy 
issues and the potential consequences if appropriate procedures were not 
developed and adhered to. The respondent thought this call was handled well 
and felt underlining the importance of data privacy was appropriate in the 
circumstances.  
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Another was very complimentary about the way ICO explained what would 
happen in a teleconference call. 

“They signposted us to the information on the ICO’s website but when it came 
to the actual telephone conference call, everything was set out, what was 
expected from us, what was expected from them and then there was a 
confirmation letter to that and an action plan came out of that as well so 
everything that they did was very precise.  We were under no illusion about 
what wasn't going to happen and we knew exactly what was going to happen 
and when”. (Local Authority) 

Another local authority representative felt the ICO seemed to want to 
communicate in writing rather than by phone and this apparent preference 
made the ICO seem a rather remote organisation and may have contributed to 
communications being dragged out more than should have been necessary. 

‘It’s very sort of distant really when you’re dealing with them.  I think they want 
to deal with everything by correspondence as opposed to conversation and I 
think it might have been helpful if I could have had a discussion with them.’ 
(Local Authority) 

Another organisation wanted more telephone contact. 

“Maybe sometimes pick up the phone and call rather than sending a lengthy 
information request. Maybe making more of an effort to establish regular 
contact and having update meetings with us”. (Anon) 

3.7. Face-to-face meetings with ICO 

Face-to-face meetings were offered in some instances, particularly where 
issues were complicated and ICO felt a face-to-face meeting could avoid the 
need for a lengthy series of communications going back and forth. It appeared 
that ICO were happy to travel to locations within about 60-70 miles of Wilmslow, 
and were sometimes happy for organisations to visit them. 

“A complainant had gone through lots of different avenues and I think it was 
because it was getting so complicated with her case that things were getting 
merged into one or crossing over. The actual meeting seemed to clarify the 
points that the ICO needed to make. Rather than us trying to pick things out 
from an email, it was easier to explain face-to-face”. (Local Authority) 

“They came to meet us. They came to the council to try and avoid lots of emails 
back and forth and to try and iron out some of the questions”. (Local Authority) 

A large organisation that had been in contact with the PECR team was also 
pleased to have a face-to-face meeting with senior ICO personnel and felt the 
meeting was frank and productive and a good use of individuals’ time. 
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3.8. Suggestions for Improvement 

Several interviewees, particularly those who had relatively frequent contact with 
ICO, said it would be helpful if ICO could respond more quickly to their 
communications, and to be more consistent in the speed of their responses.  

A recurring theme in interviews with individuals who had on-going experience 
with ICO was that the staff seemed busy and the organisation sometimes 
seemed overstretched. This had manifested itself in delays of over a month or 
more for the ICO to respond to information provided.  

“I suspect they have a very heavy workload and it seemed inordinately long” 
(Anon) 

One respondent, who had contact with a number of industry regulators felt ICO 
appeared to be overstretched and this resulted in it being more difficult than 
with some other regulators to establish a mutually productive relationship with 
individuals: 

“They seem to be one of the regulators which is the most overstretched, that 
has a much bigger workload than they can probably manage efficiently. I think 
in terms of a more in-depth contact and relationship they’re probably the one 
that is most challenging in this regard, not because of the personalities who are 
approachable, knowledgeable and cooperative but because of their workload”. 
(Anon) 

A couple of respondents said ICO has appeared to be understaffed in the past 
(perhaps 3-4 years ago) but that now things seem to be better.  

Two organisations observed that they had provided ICO with updated contact 
details but the ICO failed to update their records, resulting in wrongly addressed 
communications being sent out. The ICO’s role probably made respondents 
more critical on this issue than they otherwise might have been. 

One interviewee suggested it should be easier to contact ICO when they 
needed advice. 

“From a local authority point of view, it would be handy if the ICO could publish 
who we could contact at the ICO for certain issues.  I don’t think that’s very 
forthcoming as to who we can go to if we do have an issue that we want to raise 
with them”. (Local authority) 

A recurring theme in several interviews was that organisations can be 
vulnerable to the activities of former members of staff who are disengaged and 
feel no loyalty, possibly even feeling a degree of hostility to the organisation. 
Such employees may have the power to make nuisances of themselves, 
deliberating or accidentally. Managing disgruntled employees or former 
employees is a particular hazard faced by organisations and highlights the need 
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to have appropriate procedures in place to minimise the risk of problems 
occurring. 

There also appeared to be instances of the ICO receiving complaints from 
organisations or individuals who were having an on-going dispute with the 
interviewee’s organisation. In these circumstances, complaining to ICO 
appeared to be seen by interviewees as a means for the third party of getting 
back at their organisation, rather than as a means of airing specific data privacy 
concerns. 

In some interviews respondents were asked whether they felt ICO could have 
provided advice which might have minimised the risk of problems occurring, for 
example as a result of the actions of disgruntled staff. However, respondents 
tended to feel there was not a lot that could be done while still enabling staff 
working their notice to work effectively and do their job during that period.  

Some also pointed out that they could put appropriate procedures in place and 
give staff suitable training but human error could still result in problems 
occurring. 

3.9. Fair Treatment 

Only one organisation had had a financial penalty imposed. The individual 
interviewed from this organisation felt ICO had been very clear and fair in their 
dealings with the organisation and felt the fine imposed was fair and the 
reasoning behind the imposition of a penalty, clear and reasonable. 

Other organisations who were not fined also generally felt they had been fairly 
treated. A representative of a local authority had had several complaints about 
the authority made to the ICO and felt the ICO had been scrupulous in 
investigating these. 

“There have been complaints raised as well and they have been investigated 
thoroughly and responses given as well for the ICO and any questions that 
come through complaints as well. We found their investigation process is very 
thorough and they make sure that they’ve got both sides of the story as I 
understand it, so from our side and they also speak to the complainant 
themselves or meet with the complainant if it’s necessary”. 

Echoing a common theme, a local authority respondent suggested that an 
organisation which demonstrated they were taking data protection seriously, 
and had put procedures in place which it was willing to review, was likely to be 
treated sympathetically by ICO. 

“They’ve said that we haven’t sometimes complied with the Data Protection Act 
fully but what we’ve done means they don’t have to investigate it any further.  
They’re quite happy with what we’ve done to actually put it right so we’ve done 
something wrong in the first place, put the procedures and processes in place to 
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make sure it doesn’t happen again and they’re quite happy with the outcome of 
those investigations we’ve done internally”. 

Another local authority respondent who had dealt with ICO over several years 
felt they had noticed a change in recent years with ICO staff appearing to be 
more approachable and willing to listen.  

On the other hand, a couple suggested ICO now appeared to be more 
aggressive and very keen to emphasise its powers. 

One respondent felt their organisation had always been treated fairly by the ICO 
but had been a little surprised and disappointed on a number of recent 
occasions where they had reported issues to ICO. They felt they could have 
been left to sort the matter out but ICO had decided to make formal 
investigations.  

Many organisations, including organisations who sell directly to the general 
public, have a fear of adverse publicity. 

Several respondents commented that fear of adverse publicity and PR stories 
was a major motivator for them to treat seriously issues of data privacy and to 
investigate thoroughly any complaints received. 

Organisations are very keen not to be publically named and shamed on data 
privacy issues. 

This fear of bad publicity on the part of organisations presents ICO with a 
potentially powerful tool (the threat of naming and shaming on their website). 

Some organisations felt they were treated unfairly by ICO when their names 
appeared on ICO’s website in connection with data privacy issues. 

“There was a press release or a web announcement and media appearance by 
one of the enforcement directors which we felt could have been handled a bit 
better by ICO”  

Another large organisation was unhappy at appearing on the ICO website 
arguing: 

 their sheer size rather than any inappropriate procedures caused them to 
appear in the Telephone Preference Services Top Ten of complained 
about companies in one month 

 they had responded and co-operated fully with ICO requests for 
information and (revised) policy guidelines 
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Respondents in contact with the PECR team expressed exasperation that they 
wanted to have ‘a clean business’ and were not seeking to test the regulator’s 
patience but could still find themselves being treated as if they were “on the 
edge of what’s lawful”. 

Clearly, organisations are not going to be happy with adverse publicity, and 
receiving phone calls from the BBC asking for their observations on ICO’s 
criticism of them. 

But the complaints from the large organisations shown above, especially the 
argument related to the size of an organisation, feel valid. 

If ICO is to use the weapon of adverse publicity it should do so judiciously and 
fairly. If an organisation’s size, rather than its practices, is largely responsible for 
it appearing on TPS complaints listings, it could be argued that ICO is being 
unfair in reproducing those listings without making appropriate caveats. 

An area of uncertainty for both smaller organisations having infrequent contact 
with ICO and larger organisations having more frequent contact concerned how 
open they should be with ICO and when they should raise problems or issues 
with you. 

Some felt they had been rewarded for their openness with a fair response from 
ICO and at least one organisation said they had established mutually beneficial 
relations with ICO as a result of making contact. 

“They’ve been extremely helpful and very unthreatening. It’s been a very good 
experience”. (Charity) 

However, some did wonder whether they were being rewarded sufficiently for 
their openness, particularly where this openness helped ICO build on 
understanding of the data privacy issues faced by particular industries or 
organisations”. 

“Talking to colleagues, there is a bit of reluctance because if you self-report and 
ask for advice you might get fined because you’re opening a can of worms”. 

This respondent worked for a healthcare organisation and felt closer links 
between the NHS and the ICO could be helpful in setting down clearer 
guidelines as to what healthcare organisations should and should not be doing. 

 

 


