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Information Commissioner’s Office

The Information Commissioner’s response to the FCA’s Credit
card market study: consultation on persistent debt and earlier
intervention remedies

The Information Commissioner has responsibility for promoting and
enforcing the Data Protection Act 1998 ("DPA"), the Freedom of
Information Act 2000 ("FOIA"), the Environmental Information
Regulations ("EIR") and the Privacy and Electronic Commmunications
Regulations 2003 ("PECR"). She is independent from government and
upholds information rights in the public interest, promoting openness by
public bodies and data privacy for individuals. The Commissioner does this
by providing guidance to individuals and organisations, solving problems
where she can, and taking appropriate action where the law is broken.

The Information Commissioner welcomes the opportunity to respond to
the FCA’s consultation on persistent debt and earlier intervention
remedies. She recognises the effects that persistent credit card debt can
have on individuals, and is supportive of measures to help people to
manage their finances well. The Commissioner's response is restricted to
those areas that fall within her regulatory remit.

It should be noted that data protection laws are undergoing significant
reform at the present time and the General Data Protection Regulation
(GDPR) will take effect in the UK from 25 May 2018. Laws concerned with
electronic direct marketing are also undergoing reform and this may lead
to changes to PECR. We would be happy to provide further advice and
guidance to the FCA on the potential impact of these reforms.

Data protection law is concerned with the collection and use of personal
data. Personal data is information that by itself, or in conjunction with
other information, identifies a living individual. Personal data should be
handled in accordance with the data protection principles. In particular,
personal data should be used fairly and a key aspect of fairness is
ensuring individuals are appropriately informed about how their data is
used. Individuals should also be able to exercise control over their data
where appropriate.

Under these proposals, sharing data with credit reference agencies (CRAS)
is of particular interest to the Commissioner, as is any profiling of
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individuals. The Article 29 Working Party, representing data protection
authorities across the EU, is currently drafting guidance on profiling that
may be helpful to lenders.

When personal data is to be used in new or novel ways an organisation
should consider undertaking a Privacy Impact Assessment (PIA). This will
help an organisation identify, consider and address any privacy and data
protection risks. Under GDPR assessments of this nature will be
mandatory for particular types of ‘high risk’ processing.

Organisations will also need to ensure electronic direct marketing, such as
marketing by phone, fax, SMS or email, is carried out in a way that
complies with PECR. Marketing is defined widely and includes an activity
to promote a product, service, aim or ideal.

Question 2: Do you agree with our proposal for intervention at 18
and 27 months?

The Commissioner is concerned that all the interventions comply with
data protection obligations, in particular the requirements to be fair and
transparent about how personal data will be handled.

In practice, lenders must be clear with individuals about how and why
their personal data will be used. If individuals would not generally expect
that their account usage will be monitored in this way, then they should
be notified prior to the monitoring beginning. If there will be a disclosure
of personal data to the CRAs, or other third parties, then this will need to
be made clear to individuals who will be affected. This is particularly the
case where the information reported will be different from, or go beyond,
that which would normally be reported to CRAs.

The Commissioner agrees that the interventions at 18 and 27 months
should clearly reiterate what information has been gathered and why, as
well as how that information will be used in future. Data protection law
does not require a particular format for providing information, but it
should be easily understandable to the individual. The ICO’s Privacy
Notices Code of Practice provides useful guidance for organisations when
providing privacy information. It may be sensible for the banking sector to
develop consistent criteria about the circumstances in which they will
consider intervention. This may help ensure that customers understand
how their data is being used, and that different organisations treat
customers fairly.
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https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/

Question 3: Do you agree with our proposals for intervention after
36 months of persistent debt for those customers that can afford
to repay more quickly?

The Commissioner appreciates the long-term impact that persistent debt
may have on customers. Customers that are in persistent debt, but are
meeting the contractual terms of their credit agreements, should not have
their data handled in a way that would be detrimental to them. Careful
consideration should be given as to what information would be reported

to CRAs, its impact on the individual, and whether this could lead to unfair
outcomes for credit card users.

The Commissioner agrees that it is important that new spending following
an agreed repayment plan does not itself become persistent debt. Where
the new spending came from a new credit facility with a different lender,

it is unclear how this could be achieved.

The Commissioner appreciates the reasons for proposing that lenders
offer a way, or a range of ways, to repay debts faster, and that these may
include referring customers to other financial products, such as loans.
However, promoting products, services, aims, or ideals could constitute
‘marketing’, and lenders will have to ensure that they comply with legal
requirements when delivering marketing messages.

Under the DPA and GDPR, individuals have the right to issue a notice
requesting that their personal data is not used for the purposes of direct
marketing. PECR and the forthcoming ePrivacy Regulation also place
restrictions on electronic marketing. Lenders should carefully consider
how to communicate with customers, as well as the content and tone of
communications. Industry may wish to develop a common set of
communications in order to ensure a consistent, informative, compliant
approach. The Information Commissioner has published guidance to help
organisations to meet their direct marketing obligations.

Question 5: Do you agree with our proposals regarding a
requirement to exercise forbearance and due consideration for
customers in persistent debt who cannot sustainably repay more
quickly?

The Commissioner cannot comment on when forbearance should be
exercised, or what form it should take. However, it is important that
forbearance measures must be recorded in a way that complies with data
protection law.
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https://ico.org.uk/media/for-organisations/documents/1555/direct-marketing-guidance.pdf

Paragraph 2.36 states that the nature of forbearance is not prescribed,
and describes a range of ways it might be exercised. It is unclear whether
some forms may result in information being reported to CRAs that would
negatively impact an individual’s credit score.

In instances where forbearance measures are imposed upon customers
who are meeting their minimum payment terms, it is unlikely to be fair if
information adversely affecting them would be reported to CRAs or other
third parties.

If customers will be offered genuine choices about whether to accept help
and the sort of help offered, then lenders would need to provide
information to help them make an informed decision. This would include
clearly stating what sort of information would be shared with third parties,
such as CRAs, and the potential consequences.

Question 9: Do you agree with our proposal that the firm must
treat a customer with forbearance where the customer is unlikely
to repay the balance in a reasonable period under a repayment
arrangement?

It is not for us to adopt a position on this matter, but where a customer
has agreed to a repayment plan, they should be made aware of the
possible consequences, including how any missed payments may be
reported to CRAs.

Question 10: Do you agree with our proposals for commencement
of the Handbook provisions?

If customers have not been told, and would not otherwise expect, that
their repayments will be monitored for the purposes of encouraging faster
repayment of debt, lenders will need to inform customers of what will
happen and why.

If lenders may start using credit reference data in ways that the customer
had not previously been informed of, then they should be made aware of
the changes and the justification in-line with the data protection
transparency requirements.
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Question 11: Do you agree with our proposals regarding overlap
between persistent debt and earlier intervention and CONC
7.3.4R?

If lenders may start using credit reference data in ways that the customer
had not previously been informed of, then they should be made aware of
the changes and the justification in-line with the data protection
transparency requirements.

Question 12: Do you agree with our proposal to require credit card
firms to monitor other data in addition to a customer’s repayment
record?

Transparency and fairness will again be considerations when gathering,
analysing and monitoring data about individuals. For example, where an
individual has a loan, current account, and credit card, it is not clear
whether they would reasonably expect their data to be collected and
analysed for the purposes of monitoring their other financial
commitments. Careful consideration should also be given as to whether
this would be fair to customers, and how to deal with customer
objections.

Article 22 of the GDPR introduces new rights for individuals in relation to
automated decision-making and profiling. Lenders would need to
determine how to comply with the requirements of article 22.

Question 13: Do you agree firms should be required to take
appropriate action where there are signs of actual or possible
financial difficulties?

People who are in financial difficulty, or who are in danger of difficulties,

should be helped appropriately. Any data collection or analysis should be
conducted in ways that comply with the DPA and GDPR.
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