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Response to Welsh Government Consultation: Professional standards 
for teaching and leadership in schools 
 

 
Background to the Information Commissioner's Office 
 

The Information Commissioner has responsibility in the UK for promoting and 

enforcing the Data Protection Act 1998 (DPA) and the Freedom of Information 
Act 2000 (FOIA), the Environmental Information Regulations (EIR) and the 

Privacy and Electronic Communications Regulations. She upholds information 
rights in the public interest, promotes openness by public bodies and data 

privacy for individuals. She does this by providing guidance to individuals and 
organisations, solving problems where she can, and taking appropriate action 

where the law is broken. The opportunity to respond to this consultation is 
therefore welcomed but comments will only be made in respect of issues relevant 

to the scope of her responsibilities – in this case the Commissioner’s interest is in 
the content of the corporate responsibility elements of the Leadership descriptor. 

 

A) Leadership: Corporate Responsibility 
 

The Information Commissioner is pleased to see that corporate responsibility is 
an element of the proposed standards.  It is not clear from the consultation 

exactly what this element will include and the Information Commissioner would 
like to take this opportunity to emphasise the importance of increasing 

knowledge and skills for information governance across the teaching profession, 

and particularly with teachers in leadership roles. 
 

In recent years the Information Commissioner has become increasingly 
concerned about the standards of information governance in schools across the 

UK.  In Wales her staff are working with organisations, including local authorities 
and Governors Wales, to raise awareness of the requirements of the DPA and 

FOIA across the schools sector. For maintained schools, responsibility for 
compliance with these requirements sits with the Board of Governors.   

 
The work has been positively received by head teachers and governors across 

Wales who have welcomed the information provided. In particular many have 
commented that there is a significant amount of policy and procedural work to be 

put in place in their organisations.  Perhaps unsurprisingly, secondary schools 
appear to have more capacity for information governance that most primaries.  

Unfortunately, this leaves the schools at risk of breaching the information rights 



 
 
 
 

 

2 May 2017 V1  

of staff, parents and pupils which can lead to significant harm and distress to 

these individuals and loss of trust in the school by the community. The 
Commissioner may also take enforcement action in the event of a serious breach 

and whilst she has not to date imposed a monetary penalty on a school, she 
cannot guarantee that this approach will continue indefinitely. 

  

Examples of the types of information rights issues that the Information 
Commissioner would expect senior teaching professionals to be able to address 

include: 
 Lack of secure segregation between teaching and administrative computer 

systems.  This can result in pupils inappropriately accessing personal 
details that should not have been available to them, and staff erroneously 

displaying sensitive personal information to their class. 
 Lack of clear information governance including policies, procedures and 

training for staff throughout the school, with active oversight at Board 
level.  It is not unusual for schools to expect data protection policies and 

procedures to be provided nationally or by their local authority, and many 
are unaware that it is the responsibility of the school’s Board of Governors.  

 Failure to identify requests for information that engage legislation, and 
process those requests in accordance with the DPA or FOIA. 

 Schools purchasing ICT equipment such as mobile devices and data sticks 

that do not have an adequate level of protection for personal data, 
particularly when this includes the sensitive data of children.  

 Inadequate controls around staff taking personal information off site or 
using their own ICT devices, creating risk that children’s data may be 

breached whilst outside the proper control of the school.   
 

 
In May 2018, the DPA will be replaced by the EU General Data Protection 

Regulation.  This will significantly increase the requirements on all data 
controllers both to comply with data protection and to be able to evidence their 

compliance (new principle of accountability).  More information about the General 
Data Protection Regulation requirements can be found here. In addition to 

bringing current data protection good practice in to the law, the GDPR also 
introduces mandatory breach reporting and significantly raises the value of 

monetary penalties that can be imposed on organisations to a maximum of €20 

million or 4% of an organisation’s global turnover (whichever is greater).   
 

The Information Commissioner therefore considers that information governance 
should be a core element in the skills required by teachers, particularly those in 

senior and leadership roles. Her view is that the development of new professional 
standards provides an ideal opportunity to formalise the development of these 

https://ico.org.uk/for-organisations/data-protection-reform/
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skills, and she is happy to provide advice and guidance towards this if Welsh 

Government would find that helpful.   
 

Please contact Helen Thomas at the ICO Wales office on 01625 545298 if you 
would like to discuss any aspect of the above response. 
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