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Information Commissioner’s Office



 

The purpose and scope of this consultation
We are asking for the views of stakeholders on the proposed approach to carrying out audits of the security arrangements of service providers. 
On 26 May 2011, the Privacy and Electronic Communications (EC Directive) (Amendment) Regulations 2011 (PECR) came into force.

These amendments extended the powers which the Information Commissioner already had under the 2003 Regulations. The ICO is now able to audit the measures taken by a service provider
 to safeguard the security of that service. These audits can be undertaken without necessarily having the consent of a service provider. This is outlined in regulation 5(6) of the 2011 Regulations.
In his statement on enforcing the revised Privacy and Electronic Communications Regulations, the Commissioner stated that he would develop more detailed guidance on the use of his new audit power. He also said that this would involve discussions with service providers. This consultation is the opportunity for service providers to provide feedback on the proposed approach. 
View the document
The final document
The closing date of this consultation is Monday 18 June 2012. We will publish the final document, taking into account consultation responses, shortly afterwards.
The document will be published on the ICO website and hard copies can be made available upon request.

A summary of consultation responses will also be made available at the same time.

How to take part in this consultation

We welcome your responses to this consultation paper. We have proposed four questions for your comments, but feel free to leave any that are not of interest to you, or add anything you think we may have missed. 

Your responses can be submitted in one of the following ways:

Complete this document and email to: Consultations@ico.gsi.gov.uk 
Complete this document, print and post to: 
Guide to PECR Audits Consultation, Good Practice, Information Commissioner’s Office, Wycliffe House, Water Lane, Cheshire, SK9 5AF 
Complete this document, print and fax a copy to: 
01625 524510.

Request a copy of this document to be posted to you, complete it and post or fax it back to us:
To request a copy, you can either telephone 0303 123 1113 and ask for Robert Parker, or email audit@ico.gsi.gov.uk
If you would like a copy of the consultation document in an alternative format, please telephone 0303 123 1113 and ask for Robert Parker.

Accessibility

The ICO has a Translations Policy that covers the publications and correspondence it produces. The policy states that, on request, the ICO will arrange for written information to be made available in Braille or on tape for blind or visually impaired users. 

The ICO website also has a Browsealoud feature that reads web pages for people who find it difficult to read online.

As a publicly funded organisation we do not have the budget to undertake translation of all publications as a matter of course, but we will respond to individual requests in line with our Translations Policy, which can be found on our website. 
Privacy statement

Following the end of the consultation we shall publish a paper summarising the responses. Information you provide in your response to this consultation, including any personal information, may be published or disclosed in accordance with the Freedom of Information Act 2000 (FOIA). If you want the information that you provide to be treated as confidential, please tell us but be aware that, under the FOIA, we cannot guarantee confidentiality
If you are replying as an individual, the ICO will process your personal data in accordance with the Data Protection Act 1998 and this will usually mean that if you request confidentiality your personal information will not be disclosed to third parties.
Please note anonymous responses, whether in hard copy or from a non-personal email address, will receive the same attention as all others.  

Section 1: Consultation questions
1) The intention of the document is to clearly explain the approach the Commissioner will adopt in undertaking audits of service providers:


Does the manual achieve this? 
If not, where do you consider that it is unclear or needs further explanation? 

2) The manual addresses when the Commissioner would use his powers of compulsory audit:

Is the manual clear enough on when a service provider may be subject to a compulsory audit?  

If not, where do you consider that it is unclear or needs further explanation? 

3) Appendix E is intended to make clear the approach that the Commissioner will take to the breach notification requirements.

Does the appendix achieve this? 

If not, where do you consider that it is unclear or needs further explanation? 

4) Do you have any other suggestions as to how the manual could be improved?
Section 2: About you
1. Are you:

	 FORMCHECKBOX 

	A representative of a public sector organisation?

Please specify:      

	 FORMCHECKBOX 

	A representative of a private sector organisation?

Please specify:      

	 FORMCHECKBOX 

	A representative of a community, voluntary or charitable  organisation, or of a trade body?

Please specify:      

	 FORMCHECKBOX 

	Other?

Please specify:      


Thank you for completing this consultation.
We value your input.
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