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EXECUTIVE SUMMARY

Privacy impact assessments (PIAs) are widely used in the UK, especially by government
departments and agencies, local authorities, nationdihresavice (NHS) trusts and even by
companies, according to a survey carried out in early 2013, which found that metertdso

of respondents were conducting privacy impact assessments.

The UK was the first country in Europe to develop and promulgaivacy impact
assessment met hodol ogy. The I nformation Com
Handbook in December 2007, followed by a revision in June 2009.

The Cabinet Office accepted the value of PIA reports and stressed that they will a@dised
monitored in all departments as a means of protecting personal data from July 2008 onwards.
PI'As have thus become a fAmandatory mini mum
agencie$.

Foll owing the 1 CO6s | ead, t hepo&dDbDaafPmt@aionCo mmi
Regulation in January 2012, Article 33 of which would make PIAs mandatory for both public

and private sector organisations throughout Edrapleere processing operatioa likely to

present specific risks to the rights and freedaidata subjects.

While the |1 C0O6s PI'A Handbook would appear t
concerns, which prompted the regulator to put out a tender in late 2012, the aim of which was
1 To understand how privacy impact assessment (PIA) cabetier integrated with
existing project and risk management toaisd
1 To help make PIA a more practical and effective tool.

Trilateral Research & Consulting won the tender. Work begarherptesent studwas in
mid-January 2013. Among other things, stedy aims to providénput to the ICQ which
intends to produce a further revision of its PIA guide in the coming months.

Methodology

Trilateral employed several different methodologies to determine to what extent PIAs are
used in the UK, how they aresed, comments by users on their efficacy, the extent to which
they are integrated in project and risk management, how they could be better integrated, and
recommendations for improving the PIA guidance.

First, we anal ysed tahdedevedge® @ars andiyticAl frarmawork b o o k
consistingofatwaec ol umn t a lolch poimtisot. h Tlhée sfie t ouch points
elements of the ICO PIA methodology. We converted these touch points into questions,

2 See Cabinet Office, Cross Government Actions: Mandatory Minimum Measures, 2008, Section |, 4.4: All
departmenttnu st fAconduct privacy i mpact assessments so that
ri sk aspects of Gateway Reviewso.
http://www.cabinetoffie.gov.uk/sites/default/files/resources/crgss-actions.pdf Gateway reviews are

undertaken by an independent team of experienced people and carried out at key decision points in government
programms andprojects to provide assurance ttiaycan progess successfully to the next stage.

* EuropeanCommission,Proposal for a Regulation of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data and on the free movement of such data
(GeneraData Protection Regation) COM(2012) 11 final, Brussels, 25 January 2012.
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which we used throughout our study to interregather PIA methodologies, PIA reports,
project and risk management methodologies. The aim was to locate similarities between these
approaches and PIA that will provide opportunities for integration.

Second, for comparative purposes, we examined tihes PIA frameworks.

Third, we compiled all of the publicly available UK PIA reports that we could find and
anal ysed several of them using the Atouch po

Fourth, we sent out a questionnaire to 829 companies, central government departments and
agerties, local authorities and NHS trusts, asking about their use of the ICO PIA Handbook
and the extent to which they include privacy risks in their project and risk management
practices.

Fifth, we conducted 12 idepth case studies based on interviews withix of respondents to
our survey and, in particular, from the private sector.

Sixth, we then analysed four project management methodologies and 15 risk management
methodologies using our 16 touch points to see where we could find some commonalities. We
also | ooked for Afopen door so, by which we
management process where a PIA could be introduced.

Seventh, we conducted a fAhorizontal o anal ysi
eventually led us to the@fmulation of recommendations to the ICO.

The following pages summarise some of the key findings.
The PIA Handbook

The Handbook cautions that, because organisations vary greatly in size, the extent to which
their activities intrude on privacy andeih experience in dealing with privacy issues nsdake

di fficult to write a fione size fits all o gu
analysis of existing PIA reports, the ICO was prescierglmost all organisations have

adapted the guidae from the ICO Handbook according to their perceived needs.

According to the Handbook, a PIA is necessary for the following reasons: to identify and
manage risks; to avoid unnecessary costs through privacy sensitivity; to avoid inadequate
solutonstoprvacy ri sks; to avoid | oss of trust a
communication strategy and to meet or exceed legal requirements.

The PIA Handbook does well to emphasise that a PIA should not only consider personal data,
but four differem types of privacy, i.e., privacy of personal information, privacy of the person,
privacy of personal behaviour and privacy of personal communicafiolike Article 33 of

the ECO6s proposed Dawnhieh isHocusedeor only @ oataPpettgou | at i o
impact assessment, the Handbook ICO adopts a much wider view of privacy.

Although other PIA guidance documents also mention these four types of privacy, the ICO
Handbook provides more detail and clarity with regard to what is at stake. We strongly

41CO, PIA Handbook, p. 14.



support the |1 CO6s view of privacy as being m
[

33 is seriously deficient in reducing a fpr
i mpact assessment o. Organi sat i enplant withdata c ar r \
protection | egislation, but could still I ntr

risk is greatly diminished if all types of privacy are considered, as the ICO Handbook rightly
argues.

The Handbook foresesthe utility of integrating PIA with risk management practices. It notes
t h drlisk management has considerably broader scope than privacy alone, so organisations
may find it appropriate to plan. a PI A within

We distinguish between a Rlprocessand a PlAreport Engaging in a PIA is itself a
valuable learning exercise for organisations, and some would argue that this process is more
important than the report itself. Theport is meant to document the PIA process, but in fact
the PIA pocess extends beyond a PIA report. Even after the PIA assessor or team produce
their report, which in most cases should contain recommendations, someone will need to
make sure the recommendations are implemented or, if some are not, explain why they are
nat.

The PIA Handbook distinguishes between a-$athle PIA and a smaticale PIA. We think

this is confusing for organisations. We do not think it is so easy to determine whether a full
scale or smalkcale PIA is appropriaté despite (or perhaps evendagse of) the criteria in
Appendix 1 of the Handbook. We suggest that, in a revised Handbook, the ICO simply say
that PIAs are scalable, and that the scope, length and intensity of the PIA will depend on how
serious the privacy risks are and on the numbepgople who might be impacted.

As a PIA methodology, the ICO Handbook has many good points. In revising it, or producing
a third edition, the 1ICO should be careful not to throw the baby out with the bathwater. In
view of comments made in interviews aather exchanges with organisations, our overall
recommendation is that the methodology be streamlimea revised PIA Handbook, the ICO
may wish to consider preparing a somewhat Héylel, principlesbased PIA methodology,
perhaps with an annex of explary privacy risks and questions that could be used to uncover
those risks. Sectors or organisations could then use this streamlined, prbag#edsguide

for further development of a sectar organisatiorspecific PIA attuned to the specificities of
their sector or organisation.

Other PIA frameworks

Following our review of the PIA Handbookor comparative purposesye analysed three

other PIA frameworks, namely, the RFID Framework which was endorsed by the Article 29

Data Protection Working Partyi February 2011, Article 33 of
proposed Data Protection Regulation, which would make PIA mandatory where organisations
processing personal data present risks to data subjects, and the PIAF methodology which
emerged from a project unded by the ECO6s Directorate
Trilateral was a partner.

Several data protection authorities said in their responses to the PIAF questionnaire that they
preferred a streamlined, short, edsyunderstand and easy-use methdology. Hence, PIAF
produced a sppage -byStep guide to privacy -pagepact é



AiTempl ate for a privaXWe ismpgagcets ta stsheasts nmehnet IrG
be 1 i ke-byshtee pii Sgtueipd e 0, b ut exesiidertifying wrovzacyorisks,t hr e e
some questions aimed at uncovering those risks, and references to some particularly good risk
assessment and risk management methodologies such as that of CNIL.

PIA reports

We then reviewd several publicly available PlAeports to see how well they track the
guidance provide by the PIA HandbodWter a detailed search on the Internet, we identified

26 publicly available PIA reports in the UK, all of which bar two originate in the public
sector. Of these, we selected e for more detailed analysis. Our interest in reviewing
these PIA reports is to see how closely they track the ICO PIA Handbook, as represented by
the 16 touch points. Further, our review of existing PIA reports helps to provide a view of
how PIlAs are arrently practised by public and private organisations.

From our analysis of 26 publicly available UK PIA reports, we found that

1 The majority of PIA reports number fewer than 30 pages.

1 The number of publicly available PIA reports is growing (slowly).

1 The vast majority of publicly available PIA reports have been produced by
government departments and agencies; we found only two from industry.

1 Among the various stated purposes for producing PIAs are concerns about privacy
impacts, and impactsontheorgamat i onds reputation.

1 Most of the PIA reports acknowledge the ICO PIA Handbook; some say they have
consulted the ICO for advice on the preparation of the PIA reports.

1 Some PIA reports have said that they will be updated if there are any changes in the
assssed project, programme or other activity involving the processing of data. Only
one such update has been found on the Internet; it is not known whether PIAs have, in
fact, been updated.

T Most PI'A reports appeathoused,avetndb3éenwaor
publicly available PIA reports were produced by external consultants, and those two
were the only discovered PIAs that emanated from the private sector. While there is
nothing wrong with using external consultants to conduct theiP$éme argue it
using external consultants will give the resulting PIA reports more credibility
generally organisations need to build up their own internal PIA expertise.

1 Almost all of the PIA reports examined for our study show that they were undertaken
before theiprojects were finalised, when there was still an opportunity for the PIAs to
influence the design or outcome of the project; this is good practice.

Surveys

Trilateral conducted three surveys germane to this study. Thecbrafucted in May 2012,
wasamed at determining whether UK organisations are conducting PIAs and whether they
experience fewer data breaches because they are, as a consequence of conducting PIAs, more
careful with personal data.

® Both papers can be found hehép://www.piafproject.eu/Events.html
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The second survey was in support of taimderproposéato the ICO, and was aimed at finding
out which risk management methodologies UK organisations were using and whether
respondents felt PIA could be integrated with their risk management practice.

The third and much largersurvey was part of this studind expanded upon the first two
surveys. Its purpose was to find out what percentage of responding organisations were
conducting PIAs and how many they have conducted and whether PIA could be integrated in
their project and risk management practi¢as. this survey, the questionnaire was distributed

in January 2013 to 829 contact personscaémtral government bodies, NHS tryditscal
authoritiesandFTSE100 and FTSE250 companies.

The main findings from the surveys were that:
1 More than twethirds ofresponding organisations have done a PIA.

1 Some organisations have done ,ame or only a few PIAs, whil®thersclaimed that
they havalone vastly more.

1 Respondents sl a wide variety of project and risk management standards and

methodologies. Inthpe ubl i ¢ sector, the Treasurybés O
management guide and PRINCE2 was the most widely used project management
methodology.

1 All of the respondents consider, or are in the process of considering, privacy risk as
part of their overalt i sk management process, and ther
of ri sks to which the project/activity I
have established close collaboration between the risk manager and the data protection
officer regardingprivacy risks, with the data protection officer working closely with
the risk manager Aon relevant i ssues, ar
current guidance/ awarenesso.

It was extremely difficult to compile contacts for private companies. Vidtg lcontact
information is available on their websites. Switchboard and call centre staff were often
unwilling to connect to named members of staff or proviskeadd addresses. There was little
information about privacy and data protection processe®mpany websites, other than the

generic website privacy policy. Where there was data protection information provided, there
was no specified contact provided, and quer.i
e-mail address. In addition, eveniftnee bsi t e provi ded the company
not include any specific names and/or contacts and was often difficult to find. As a result of

the lack of publicly available contact information, we were forced to initially rely on company
information, provided by stock market websites, and then on social networking sites as well

as Trilateralds own network of professional
asymmetry that appears to characterise the relationship between the public antieoispa

striking.

Case studies
We undertook rare than a dozen 4depth case studies, based on interviews conducted with
selected respondents ttee questionnaireThe case studiesvere of two typesThe first type

concerned PIA and its integration inettproject and risk management practices of the
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organisations. The second type concerned PIA and the pohakyng process. We used the
case studies to investigateore deephjhow organisations have practically integrai®d4 into

their existing project andsk management methodologies and processes, as eldastify

key lessons learned from their experience of the integration and the use of the ICO PIA
Handbook.

Among the highlights of the case studies are the following:

1 Privacy is an importantonsideration for almost all of the organisatidnswhom we
spoke Many of them said privacy impacts were considered before or at the initiation of a
project, e.g., at the procurement stage or formulation of a business case for a new project.

1 To foster ntegration withproject and risk management methodologmere action needs
to be taken. Several said it was importang#n buyin from senior management and
develop privacy awareness and culture within the company, sustained by effective
communicatiorand training.Organisatios need to deliver a clear message to all project
managers that the PIA process must be followed and that PIAs are an organisational
requirement.

1 Most said theyadaptednot only the PIA Handbookbut also the project and risk
mangement methodologide meetthe o r g a n is sven{ speaific éequirements.

1 Most advocated a slimmetbwn ICO Handbookand some said that the ICO should
provide more practical tools and guidance on how to assess privacy, sskce
organisations oftedo not have the knowledge and experience requireld &b, and That
the Handbook should more clearly indicate the benefits of PIAs.

From the various comments made by respondents in these case studies, the following are the
key lessons that have help@dshape our recommendations:

T Ensuring-i hbeofibuf e most senior people withi
condition for a successful integration of
existing processes. PIA processes need to beembed with the development of privacy
awareness and culture within the company. Companies need to devise effective
communication and training strategies to sustain a change in the mindsets iof tteand
development of new skills for, project manageiise Brganisation needs to deliver a clear
message to all project managers that the PIA process must be followed and that PIAs are
an organisational requirement. Simplicity is the key to achieve full implementation and
adoption of internal PIA guidelines @processes.

1 An extensive and inclusive internal consultation, involving different parts of the
organisation, is critical when defining the integration process. This will guarantee the full
Abaywo of all the interest edcssamplenentedaf f ect e

1 The documentation that the privacy team provides to support project managers when they
do the PIA is important. Project managers must have all the information and the questions
and answers they need to do a proper assessmentmpastant to give them all the
necessary data they need to allow them to make the necessary project adjustments in order
to be fully compliant. Project managers need additional training and clear internal
guidelines on how to do PIAs and complete PIA farms

1 All project plans should have a task on privacy, which will ensure that all of the privacy
requirements are fully visible to and updated and monitored by project managers.
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1 Local authorities(indeed all organisations)eed to establish central PIA refosies
where all the PIAs conducted by the council are stored and can be accessed. This will
promote a culture of sharing and benchmarking (i.e., councils can compare how well or
badly they do in relation to privacy risks and PIAs), which in turn will suplearning
and seHimprovement.

Project management standards and methodologies

Chapter2 describedour popular project management standards and methodologies in use in
the UK and abroadhese are:

1 PMBOK

1 PRINCE2

1 Agile

1 HERMES

For each methodology,ev pr ovi de an overview foll owed by
the methodology using a set of questions derived from the PIA Handbook touch points. By
developing a set of questions based on the PIA Handbook touch points to interrogate the
project mangement methodology, we can determine whether there are sufficient
commonalities between the PIA process and the project management process so that a PIA
could be conducted in tandem with the project management process without disrupting it.
Further, if thee are a sufficient number of commonalities, then we assume that integration of
PIA into the project management process will be possible without much difficulty. If there are
an adequate number of touch points, we assume that it will be easier to cqmaject
managers that they should take accourit of integratei PIA in their project management
process.

Even if there are not so many touch points, there is still a possibility of integrating PIA in the
project management pr opesns dtodo panigsgnhthe mject or m
management process where or when it would be possible to conduct a PIA.

The data collectedromt he January 2013 survey have bee
doorso that some of t headyssing w ergeetdintegratg privacys at i ©
risks into their project management processes and adopted standards. Based on the responses,
integration occurs, most of the time, at the project initiation phase, when the organisation
needs to provide formal agpal for, and finalise the scope and resources of the project. By

taking the project lifecycle into consideration, we have identified possible open doors in

three main phasespre-project open doors, projestitiation open doors and project
implementatio open doors.

Of the four PM methodologies reviewed, only oneeRMES includes clear provisions for
being compliant with a personal data protection law. By contrast, many of the risk
methodologies say that organisations should comply with regulatibhsides that, although

it should also focus on risks that may not be covered by simple compliance with legislation.
There is little emphasis in the project management methodologies on compliance.

12



Risk management standards and methodologies

Chapter 3 parallels the previous chapter to some extent. It descriflepopular risk
management standards and methodologies in use in the UK and abroad. The principal
differences are that the risk management area is much more diverse in terms of available
standardgo be applied, and the scope of each differs. For each methodology, we provide an
overview followed by a table i n whil6édduchwe i |
points. We analysedhe following

ISO 31000:2009 Risk manageméntPrinciples andjuidelines

Combined Code and Turnbull Guidance

the Orange Book

ENISA's approach to risk management

ISO/IEC 27005:2011 Information security risk management

IT-Grundschutz

NIST SP 80639 Managing Information Security Risk

ISACA and COBIT

CRAMM (Central Computer and Telecommunications Agency Risk Analysis and
Management Method)

EBIOS

OCTAVE®

NIST SP 80630 Guide for Conducting Risk Assessments

ISO/IEC 29100:2011 Information technolody Security techniques

NIST SP 800122, Guide to Protectg the Confidentiality of Pl

CNIL methodology for privacy risk management.

=4 =8 -4 -4 _-5_-9_-49_-45_-°

E

All of these methodologies and standards have at least some touch points in common with
PIA. ISO 31000, ISO 27005, ENISA, EBIOS, NISTSP8@ 2 and CNI L&6s appr
quite a éw.

From the survey and case studies analysis, we could regard the integration of privacy risk and
PIA into the risk management processes as a nhecessapprmition for achieving an

effective integration of privacy risk and PIA into project managempracesses.
Further mor e, virtually al/l met hodol ogi es of
possible to conduct a PIA, in whole or in part. We identified two categories of open doors: at

the risk corporate levednd atthe singlerisk project leel. The corporate level refers to the
integration of privacy risks and PIA intwverarching macrecorporate frameworks, while the

single riskproject level indicates operational integration at the micro, individual project level.

Horizontal analysis

A horizontal analysis of the various project and risk management methodalbgnides

some commonaliteanddi f f erences with regaea,dointsof t he
commonality between the PIA process and the pr@jedtisk management methodgiesi

and t he dioip.ewheredaodPtArcauldl interface with the project or risk management
methodology or when in the project or risk management process a PIA could be conducted in
whole or in partWe found that:

13



1 Although he dominant project nmagement methodologies (PMBOK and PRINCE?2)
differ significantly, they share a structured, proedgen approach to managing
projects towards specific, wallefined business objectives. This structured approach
provides a good basis for integration of BIAIn each case, the methodology does not
include any specific focus upon the core issues of privacy and data protection, but
rather, provides a framework within which these issues can be addressed.

1 1SO 31000appears to be the most prevalent risk managemmethodology. It shares
S 0me At ouch pointso wi t h PI A, but becat
methodology, it does not address some PIA issues example, it does not use the
word fAprivacyo, not iI's there onmgfdgar ovi si
protection risks. However, communication and consultation with stakeholders are
i ntegr al to the risk management process,
process where a PIA could be conducted. There is nothing in the standard tltat woul
be at odds with a PIA.

1 There issome comparability between PIA and thenbull guidanceThere is nothing
in the Turnbull guidance that would act as a barrier to including a PIA in a listed
companyo6s risk management process.

1 Although theOrange Booldoes not focus on risks to individuals, many of the points
in its riskmanagement methodology seem compatible with PIA, and the way it
addresses risk through an analysis of preventive and corrective controls could also
provide a gateway for considering @oy impact as part of a mitigating strategy. So,
t oo, could the Orange Bookbés concern with
potenti al ri sks brought about by new pro
such projects involved new IT projecasid systems, for which the need PIA
could be identified within a privacy risk management routine.

1 TheENISAr i sk management methodol ogy meets me
of fers sever al Aopen door so (managemant er f ac
met hodol ogy with other corporate operatic
distinction between existing and emerging risks, and its approach to each. It manages
existing risks using a somewhat tried and tested (but traditional) riskkgament
approach, whereas it uses relatively elaborate scenarios to explore emerging risks.

1 1ISO27005has many Atouch pointso i nTheaecalemon Wi
alsorsever al fifor PIA to beddone r s O
o0 during the environmental scan (corttestablishment) phase
o0 as part of the risk identification process (common to both ISO 27005 and PIA)
o during the process of identifying controls (countezasures) against the risks
preparing the risk treatment plan. The most appropriate part wouldnbe i
identifying risks and, subsequently, controls.

Further observations

Before giving our recommendations, some further observations can be made on the basis of
the analysis in the report:
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1 While there arecommonalities between the project and risk managemrocesses
and the PIA processnost of the methodologies do not mention privacy risks or even
risks to the individual. Nevertheless, to the extent that privacy risks pose risks to the
organisation, the organisation should take account of such rigkgimproject and
ri sk management processes, i ncluding |is
register. It should not be too difficult to convince organisations of the importance of
taking privacy risks into account and regarding privacy risk ashandype of risk
(just like environmental risks or currency risks or competitive risks). Especially in
industries that deal directly with the general publicfor example, banking,
entertainment, and retailpr i vacy breaches, neod o0,condn nkeda
significant threat to the companyds reput
it should not be too difficult to convince organisations about the need to guard against
reputational risk.

1 Many of the risk management methodologies udel provisions for taking into
account information security (as distinct from privacy risks), and specifically with
regard to confidentiality, integrity and availability of the information. Few go beyond
this with the notable exception of ISO 29100, whegecifically addresses privacy
principles, IT Grundschutz and the CNIL methodology on privacy risk management.
One can note that the privacy part of IT Grundschutz was written by the German DPA
and that theCNIL is the French DPA. Helpfully, both the paiey part of IT
Grundschutz and the guides published by the CNIL include catalogues of privacy
threat descriptions supplemented by the corresponding privacy controls.

1 Some of the project and risk management methodologies call for consulting or
engaging stkeholders, especially internally, but some (e.g., ISO 31000, ISO 27005)
externally as well. PIA does the same. Some of the project and risk management
methodologies (e.g., ISO 31000, ISO 27005) call for reviewing or understanding or
taking into account #ninternal and external contexts. This is true of PIA too.

1 Some of the project and risk management methodologies emphasise the importance of
senior management support and commitment, which is also important for successful
PIAs. Some of the risk managen@methodologies call for embedding risk awareness
throughout the organisation. Some call for training staff and raising their awareness,
which is also essential to PIAs.

1 Almost all of the methodologies are silent on the issue of publishing the projesit or
management report, although some do attach importance to documenting the process.
Similarly, most are silent on the issue of independent,-fhartly review or audit to
the project or risk management reports. There is, however, a requirement for
companies listed on the London Stock Exchange to include information in their annual
reports about the risks facing the company and how the company is addressing those
risks.

Recommendations

The final chapterof our reportprovides recommendations on theagtical steps the ICO can
take to promote a better fit between PIA and project and risk management standards and
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methodologies such as those described in this reploetrecommendations are listed below,
the detail of which can be found in Chapter 5.

Recommendationf the ICO

1. We recommend that tHEO develop measuresmed at promoting closer fit between
PIA and risk and projectmanagement methodologies through direct contact with leading
industry, trade, and other organisations in both theluand private sectors.

2. We recommend that, in revising its PIA Handbook, the ICO make the third edition much
shorter, more streamlinedand more tailored to different organisational neelishould be
principlesbased and focused on the PIA proc&dse ICO should undertake a consultation

on a draft of a reviseduidance document

3We recommend that the | CO6s guidance on Pl
public-sector organisationsn terms of public trust and confidence, and in termshef
improvement of internal privacy rigkanagement procedures and organisational structures.

4. We recommend that ICO guidance help organisations to understand and evaluate privacy
risk, whether or not they can integrate PIA into their nisknagement autines and
methodologies

5. We recommend that the ICO develop a set of benchmarkertfatisationscould use to
test how well they are following the ICRA guidance and/or how well they integrate PIA
with their project and riskmanagement practices,s peci al |l y where there

6. We recommend that the ICO strongly urge 4pEkforming organisations to report on how
their PIAs have been implemented in subsequent practice, and to review the situation
periodically.

7. We recommend thathe ICO promote to organisations the benefits of establishing
repositories or registries of PIA¥Ve recommend that the ICO compile a registry of publicly
available PIA reports, or at least a bibliography of such reports.

8. We recommend that the ICO takdvantage of the current work within ISO to develop a
PI'A standard, and the BSI &s technical panel 6

9. We recommend that the ICO authie PIA process and PIA reports in at least a sample of
government departments and agencies

10. We recommend that privacy risk be taken into explicit account in the Combined Code for
companies listed on the London St&sikchange.

11. We recommend that privacy ridke insertedinto government guidance such as the
Treasury Orange Book and the GreenoBoon appraisal and evaluation in central
government.

12. We recommend that, at senior ministerial and official levels in government departments,
and among special advisers, the ICO engage in dialogue to undénénémportance of
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privacy and PlAwhile developing new policy and regulatiorsd in the communication
plans accompanying new policies.

13. We recommend that the ICéhcouragethe Treasuryto adopt arule that PIAs must
accompany anpudgetary submissions for new policies, programmes and psojec

14. We recommend that the ICO encourage ENISA to support the ICO initiatives with regard
to insert provisions relating to PIA in ris}
own approach to risk assessment.

15. We recommend thdhe ICO accelete the development of privacy awareness through
direct outreach to organisations responsible for the training and certification of project
managers and risk managers.

Recommendations faompanies and otherganisations

16. We recommend that, teelp embed PIA and to integrate it better with project and risk
management practices, a requirement to conduct a PIA be included in busasess at the
inception of projects, and iprocurement procedures. Organisations should require project
managers to anger a simple PIA questionnaire at theginningof a projector initiative to
determine the specific kind of PIA tlsktould be undertaken.

17. We recommend thaésior management take privacy impacts into consideration as part of
all decisions involvinghe collection, use and/or sharing of personal data.

18. We recommend thatompanies and other orgsations review annually their PIA
documents and processes, and should consider the revision or updating of their processes as
a normal part ocorporate grformancemanagement

19. We recommend thatoompanies and other organisations embed privacy awareness and
develop a privacy culture, and should provide training to staff in order to develop such a
culture. High priority should be given to developing waysincorporating an enhanced
PlA/risk assessment approach into training materials where informatiocessing activities
pose risks to privacy and other values.

20. We recommend thabmpanies and other organisatiomxlude contact details on their

PIA cover sheets identifying those who prepared the PIA and how they can be contacted. The
PI'A should promote the provision of a contac
to be made mandatory certainly within any government organisation andrgagigation

doing business with the government. Such practice should also be promoted within standards
organisations.

21. We recommend thatuplic-sector organisations insert strong requirements in their
procurement processes so that those seeking cositiasupply new information systems with
potential risk to privacy demonstrate their use of an integrative approach to PIA, risk
management and project management.

22. We recommend that companies and other organisations mgugacy in their

governare framework and processes in order to define clear responsibilities and a reporting
structure for privacy risks.
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23. We recommend that companies and other organisatiaisde a PIA task, similar to a
work-package or a sulwork-package, in thie projectplan structura in order to embed PIA

better within project management practices, and that project managers monitor and
implement this new privacy task, based on the identified privacy requirements, as is done in
the case of other project tasks.

24. We recommend that, to foster internal buy for any newly adopted processes and
procedures, companies and other organisations undertake extensive internal consultation
with all parts of the organisation involved in risk management and project managemant, whe
thinking of integrating PIA into existing organisational processes.

25. We recommend that companies and other organisations include identified privacy risks in
their corporate risk register, and that they update their register when new or speciootype
privacy riskare identified by implementation teams.

26. We recommend thatompanies and otheorganisationsdevelop practical and easy
guidanceonthe techniques faassessg privacy risksand actions to mitigate them.
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1 INTRODUCTION

The I nf ormati on Commi ssioner 06s Of fice (1 CO)
impact assessment (PIA) methodology and accompanying guidance material can be
improved. The ICO has identified areas for potential improvement, one of which is better
integration between PIAs and existing project management and risk management processes.
Accordingly, in late 2012, it tendered for a research project, won by Trilatednake team
comprised David Wright, Kush Wadhwa, Monica Lagazio and independent consultants
Charles Raab and Eric Charilgrtolook at PIAs and various project and risk management
methodologies. The tender had two main requirements:

1 To understand how PIA can be better integrated with existing project and risk

management tools
1 To help make PIA a ore practical and effective tool.

1.1 PRIVACY IMPACT ASSESSMENT

The use of PIA in the UK dates back to at least December 2007, when the ICO published the
first PIA Handbook in Europ®.The Handbook was based on research conducted by an
internationally distiguished team led by Loughborough University. Among the PIA analysts

in this team were Professor Colin Bennett (University of Victoria, B.C., Canada) and privacy
and surveillance expert Roger Clarke, a consultant and Professor in Australia. The research
tean studied and produced reports on PIA practice and methodology in Australia, Canada,
Hong Kong, New Zealand and the United Staesrder to identify best practices that could
inform the ICO Handbook, the principal author of which was Clarke. The IC@dsa
second edition of the Handbook in June 28@9is now working on a third edition, and the
Trilateral study is to provide some research upon which the new version can draw. We
understand that the new PIA guidance will be somewhat shorter and nearalsted than its
predecessors. Based on the present study as well as previous research conducted by Trilateral,
especially in the context of the HGnded PIAF project as well as our contacts with industry,

we concur that a more streamlined guide is araed.

Privacy impact assessments have been used since the’188@sugh there are differences
between the PIA policies and methodologies in these countries, there is an increasing

®1CO, Privacy Impact Assessment Handbodkimslow, Cheshire, UK, Version @, December 2007.

" ICO, Privacy Impact Assessments: International Study of their Application and Effeftsmation
Commissioner's Office, WilmslovwZheshire, UKDecember 2007.
http://www.ico.gov.uk/upload/documents/library/corporate/research_aruttsfgivacy _impact_assessment_in
ternational_study.011007.pdf

8 ICO, Privacy Impact Assessment Handbowkimslow, Cheshire, UK, Version 2.0, June 2009 (hereafter ICO
Handbook 2009http://www.ico.gov.uk/upload/documents/pia_handbook_html_v2/index.html

® Among the early pioneers are Blair Stewart, the assistartqyrisommissioner of New Zealand; Roger Clarke;
Nigel Waters, formerlydeputy prvacy commissioner of Australi&lizabeth Longworth, then a consultant in
Australia and now a highanking official at the UN, and David Flaherty, former @ty commissioner of British
Columbia. Allthese participated in a Privacy Issues Forum in Christchurch, New Zealand, in JunBd898.
by Stewart and Longwortldentify the parameters of the conceptdA asit is understood today; see Stewart,
Blair, PlAsi an early warning systeinPrivacy Law and Policy ReporteWol. 3, No. 7, October/November
1996 http://www.austlii.edu.au/au/jouats/PLPR/1996/65.html Longworth, Elizabeth Ndies on Privacy
Impact Assessmedit Longworth Associates, for Privacy Issues Forum, Christchurch, 131R86 Stewart,
Blair, Privacy impact assessmeitsPrivacy Law and Policy ReporterVol. 3, No. 4, Jly 1996
http://www.austlii.edu.au/au/journals/PLPR/1996/39.htrdr more details about the origins of PIA, see Clarke,
Roger Privacy Impact Assessment: Its Origins and Developté&udmputer Law & Security Reviewol. 25,
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convergence in approaches, in good part because later countriess sheHJ& and Ireland,

sought to learn from the experience of others. The increasing convergence is manifested by,

for example, the emphasis on stakeholder consultation which features strongly in the UK and

Irish PIA guidance documents, but less so or rotlhin some of their antecedents.
Convergence is also seen in definitions too,
phrases (PIA is described as fdan early warni

In terms of its influence alone, the UK PHandbook has been a considerable success. From

the earliest days of the Handbook, the importance of PIA as an instrument for privacy
protection has been well recognised. The Data Sharing Review Report recommended the use

of PIAs® The Cabinet Office, in & Data Handling Review, called for all central government
departments to fAiintroduce Privacy I mpact As:s
factored i nto litascemedthe valme ot PAeepsts amd stressed that they

will be used and monitored in all departments as a means of protecting personal data and
tackling identity management challenges from July 2008 onwards. PIAs have thus become a
Aimandatory minimum measureod it the UK govern

Publication of thdCO PIA Handbook has undoubtedly been the most influential event in the
subsequent promotion and promulgation of PIA in Europe. In May 2009, the European
Commission issued its Recommendation on RFID, in which it called upon the Member States

to provide imputs to the Article 29 Data Protection Working Party for development of a
privacy i mpact assessment framework for the
(RFID) tags. In February 2011, the Article 29 Working Party endorsed an indiesteyoped

PIA Framework for RFID® The Commission then issued a mandate to the European
Standards organisations CEN and ETSI to assess whether a translation of the PIA Framework
into a standard would be feasibife.

The Commission also asked a Smart Grid Task Force Ep@Tprepare a data protection
impact assessment template for smart grid and smart metering sy5&xpgrt Group 2 of

No. 2, April 2009 pp. 123135. PrePrint ahttp://www.rogerclarke.com/DV/PIAHigB8.html In 1994, Tom

Wright, the Ontario Information and PrivacyoGnmi ssi oner , called for organi sa
i mpact statementod when i-inttrrodsuicv en gt eac hproctleongtyi;al d eye pfA R
Good Business Sens ePivacy IConimissiomex,t Tooonto, &994] Appendix D.
http://www.ipc.on.ca/english/Resources/Discusdtapers/DiscussieRapersSummary/?id=327

1 Thomas, Richard, and Mark Walpotata Sharing Review Repoftl July 2008.
http://www.justice.gov.uk/reviews/docs/dagharingreviewreport.pdf; incorporated into CESG the UK
Government's National Technical Authority for Information Assurand®) Information Assurance Standard

No 6 i Protecting Personal Data and Managing Information Risiltp://www.cesg.gsi.gov.ukfipolicy-
portfolio/hmgia-standards.shtml

! Cabinet Office, Data Handling Procedures in Government: Final Report, June 2008, p. 18.
http://www.cabinetoffice.gov.uk/sites/default/files/resources/fneglort. pdf

2 See Cabinet Office, Cross Government Actions: Mandatory Minimum Measures, 2008n $edt4: All
departments must ficonduct privacy i mpact assessments
ri sk aspects of Gateway Revi ews?Oo.
http://www.cabinetoffice.gov.uk/sites/default/files/resources/cgmsactions.pdf Gateway reviews are
undertaken by an independent team of experienced people and carried out at key decision points in government
programms andprojects to providessurance thaheycan progress successfully to the next stage.

'3 For a description of the steps that led to the construction of the RFID PIA Framework, see Chapters 15 and 16

in Wright, David, and Paul De HeRrivacy Impact Assessme@pringer, Dordraat, 2012. This Framework is

analysed in the present report.

4 http://europa.eu/rapid/presslease SPEEGH1-236_en.htm

!% This templatevas submitted to the Article 29 Working Party for consultation according to the point 5 of the
Recommendation on the Flolout of smart metering systemsturopean CommissionCommission
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the SGTF produced a first draft which was considered (and criticised) by the Art. 29 Working
Party at its meeting at the end of Januz0¥3.

Il relandds Health Information and Quality Aut
an international study of PIZ which led to the production of its PIA Guidance in December

2010 Slovenia has produced a rudimentary PIA guidance docudfreerd other countries in

Europe are known to be developing PIA guides too, a process that may accelerate soon as a
consequence of the proposed Data Protection Regulation. The European Commission includes

a measure in its proposed Regulation that would rR&ke mandatory for any organisatith.

Under Article 33, organisations would be o
assessmento where processing operations pres
data subjects.

Meanwhile, the Interational Organization for Standardization (ISO) has initiated the
development of a standard for PIAs. It aims to complete its work by the time the proposed
Regulation is adopted (2014 is the target) and comes into force two years later.

1.2 PIA AND RISK MANAG EMENT
The genesis of the contract awarded to Trilateral to study and recommend ways of improving

integration of PIA in risk management might already be seen in the PIA Handbook. The ICO
saw PIA as an element in risk management, as the Handbook makesltcksys that

Aorgani sations may find it appropriate t o
managefemtal so says that the government d@Awil
as an integral part of the risk management a

Better integation of PIA with risk management practices has been an issue with other data
protection authorities, as the following paragraphs show, and for quite some time too. In one
of the earliest papers on PIA, Elizabeth Longworth (1996) describes PIA as a risk
management tool.

Recommendation of 9 March 2012 on preparations for theouvlbf smart metering systen2012/148/EY)

Official Journal of the European Union L 73/93.3.2012 Point 5 r elaader taguaranteel | ows :
protection of personal data throughout the Union, Member States should adopt and apply the data protection
impact assessment template to be developed by the Commission and submitted to the Working Party on the
protection of individualswith regard to the processing of personal data for its opinion within 12 months of
publication of this Recommendation in the Official Journal of the European @nion.

! Health Information and Quality Authorityinternational Review of Privacy Impact Asseestg 2010.
http://www.higa.ie/standards/informatiggovernance/healtmformationgovernance

" Health Information and Quality AuthorityGuidance on Privacy Impact Assessment in Health and Social
Care, Dublin, December 2010ttp://www.higa.ie/resourceentre/professionals

'8 Information Commissioner RSPrivacy Impact Assessment inGevernment Projects Information
Commissioner's Guidelines, Slovenia, 22 July 2011.
https://www.iprs.si/fileadmin/user_upload/Pdf/smernice/PIASmernice_ ENG_Lektorirand.10011.pdf

9 EuropeanCommission Proposal for a Regulation of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regtibn), COM(2012) 11 final, Brussels, 25 January 2012.

“0p|A Handbook, p. 5.

2L PIA Handbook, p. 6. For a discussion of privacy protection and risk management, see Bennett, Colin J., and
Charles D. RaabThe Governance of Privacy: Policy Instruments in lfallo Perspective The MIT Press,
Cambridge, MA, 2006, Chapter 3, and pp.266 2, quoting Whit e, F., AThe Use ¢
i n Ca RrvatyaFies Vol. 4, No. 7, 2001, pp.-11.
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Australiabés PIA Guide says: API A informatio

proce’sses. 0

The PIA guide produced by the Office of the Victorian Privacy Commissioner (OS&G)
categorically that P | a/ of the ssk manhgdmeit end alanning mp o r
processes of ®ll organisationsbo.

In its Directive on Privacy Impact Assessment promulgated in April 2010, the Treasury Board

of Canada Secretariat states that nThes Pl A i
on ensuring compliance with the Privacy Act requirements and assessing the privacy
implications of new or substantially modified programs and activities involving personal

i nf or MarthieonDior ecti ve goes on to s awithnkmt i f
institution's broader risk management framework, conducting a PIA can be a resource

i ntensi ve ex &nvacy mgactdsse@smeraGuitl@ 8s r i bes Pl A as
diligence exercise &nd a risk management too

While these othePIA guides see PIA as part of the risk management process, one can ask:
Has PIA, in fact, been successfully integrated into risk management processes? The best
evidence so far seems to suggest that such integration remains more a wish than a reality.

Followi ng i ts major audit of government instit:?
Commi ssioner in Canada (OPC) said in its re
fully integrated into the overall risk management strategies of individualtent e s 0 . (Pl As
mandatory in the Canadian government.) I n

assessments werarelyi nt egr ated into the risk m&hageme

The Canadian Privacy Commissioner, Jennifer Stoddart, writes:

In order to better encourage the early consideration of privacy risks, we believe there is a need

to integrate PIA practices with an organisat
occurs not only at an operational levehat is, through the RItriggers or screening devices

previously discussed but by linking existing regulatory requirements with other program

activities and their administrative processes. ldeally, senior managers should be using privacy
impact assessment, in conjunction with her soci al and economic ar
subsequent development of programs, services, plans and policies. And where privacy impact
assessment can be linked to a statutory requirement (irrespective of whether PIAs are made
mandatory by law), #re is a greater likelihood that they will be employed as a risk
management tool prior to a programbs depl oym

20fyce of the Pr Privacg lynpad dssessmens GuaSgdmay, NSW, Augus2006, revised

May 2010, p. vii. http:// www. pr i oftheBrivagy®Commassianer®@as 1 No vV
integrated into t heormatfioyCommiseidner {OAIE€). Australian | nf

2 Office of the Victorian Privacy Commissioner (OVP@rivacy Impact Assessments: A guide for the

Victorian Public SectqgrEdition 2 April 2009, p. 2

http://www.privacy.vic.gov.au/privacy/web2.nsf/pages/publication

types?@endocument&Subcategory=Guidelines&s=

 Treasury Board of Canada Secretariat, Directive on Privacy Impact Assessment, Ottawa, 1 Ape@ii0
3.3.http://www.tbssct.gc.ca/pol/doeng.aspx?id=18308&section=text

% Office of the Chief Information and Recy Officer (OCIPO) Privacy Impact Assessment Guide for the

Ontario Public Service Queené6s Print er2010,pr6. Ont ar i o, December
®Stoddart, Jenni fer, AAuditing Privacy | mpact Assess!
Wright and Pal De Hert (eds.)Privacy Impact Assessmer8pringer, Dordrecht, 2012, pp. 4436 [p. 480];
emphasisadded.The OPC audited nine government departments and agencies and surveyed 47 others [pp. 424

425].
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organisation deems personal information and privacy as a strategic variable, its importance
may beimposed through the integration of PIAs with other operational requireﬁ?ents.

Stoddart makes several important points here, not least of which is her saying that PIAs are
more likely to be used as a risk management tool where there is a statutory requicedo

so and that the integration of PIAs with other operational requirements may need to be
imposed.

1.3 METHODOLOGIES
The research on which this report is based uses various approaches and methodologies.

We conducted a literature review of the vas@roject and risk management standards and
methodologies analysed in this report. An Internet search located 26 UK privacy impact
assessment reports. Our analysis of these PIA reports is one of the few such attempts to
comprehend the state of the arpaactised in the UK.

We developed a short questionnaire of six questions, to make it as easy as possible to answer.
Its purpose was to determine which project and risk management standards and
methodologies are being used in the UK, whether the reciprganisations have conducted

any PIAs (and if so, how many); whether PIA is integrated or could be integratsbrding

to the respondentsin their project and risk management practices; and whether the DPO and
risk manager talked to each other.

Trilateral developed a list of data protection officers (DPOs) and risk managers from about
850 companies, UK central government departments and agencies, local authorities and NHS
trusts, to whom we -mailed the questionnaire directly. In addition, the IGént the
questionnaire to about 1,300 people who applied to attend its annual DPO conference in
March 2013. The ICO also included the questionnaire in the material handed out to
participants on the day of the conference. Martin Hoskins, chairman of thePBatection

Forum, sent the questionnaire to its members with a covering letter. The International
Association of Privacy Professionals (IAPP) ran an item about our study in its Europe Data
Protection Digest, which it-mailed on 25 January 2013 to abdi800 members in Europe.

Trilateral also conducted a number of interviews with some of the respondents in our survey

to go into deeper detail about their use of PIAs and the extent to which they are integrated
with the organi sat iageméns praptices.jSemet of thesedinterviewssk  me
resulted in the case studiesAnnex 3of this report. A few other interviews were conducted

by Trilateral to gather additional information about some of the project management
methodologie$®

The ICO allowedTrilateral team members to attend the DPO conference in Manchester on 5
March 2013, providing an opportunity to mee:
managing partner, gave a presentation about our study, together with the ICO project officer

Tom Oppé, in three different sessions during the conference. In two of these sessions, the
audience were asked for a show of hands to indicate who had conducted a PIA or worked in

an organisation that had conducted one. About a third or more had dohis gin line with

the findings of our survey. PIAs appear to be widely used by many organisations in the UK.

%" Stoddart, ibid.p. 430.
2 \We thank all those wdm we interviewed for giving generously of their time.
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By contrast, a survey was conducted of data protection authorities in Europe to determine
how many RFID PIAs they had reviewed or of which tinere aware; the response from all

DPAs was nil. We believe PIAs are more widely conducted in the UK, in part because they

are mandatory in central government, but not only for this reason. We know that some
companies are conducting PIAs, especially bexdhsy value their reputation and wish to

earn the trust of customer s, and because th
personal data, which might damage their reputétion.

For this study, Trilateral developed an analytical framework whickistad of a twacolumn

t abl e vwouch point®6 dif awn from the |1 CO PI A Handboo
key points or elements of the ICO PIA methodology. We converted these touch points into
questions which we used to interrogate the PIA reptnesprojectand risk management

standards and methodologies that we analysed for this study, and that are reported is Chapter
2and3 We then performed a Ahorizontal anal ysi
each the project and risk managemeethudologies, which is reflected in Chapdeof this

report.

Another term used in this study is fAopen do
and/or risk management process where a PIA could be inserted and carried out

1.4 STRUCTURE AND SCOPE OF THIS REPORT
This report comprisefive chaptersseverannexes and an executive summary.

Following Chapter 1, this Introduction, Chapt@r focuses on project management
methodologies, for which PMBOK, PRINCE2, Agile and HERMES were reviewed,
summarisedand analysed. In each case, we conclude with a table showing our touch points
and evidence of the extent to which the methodologies have similar features.

Chapter3 focuses on 15 different risk management standards and methodologies, divided into
four cakgories covering risk management, information security, risk analysis and privacy risk
management. This chapter concludes with a section on practical approaches for integrating
privacy risks into risk management methodologies and standards. The analyss& of
management standards and methodologies includes those in use in the public and private
sectors. It also covers some methodologies (e.g., those of NIST, EBIOS and CNIL) that are
important and well regarded internationally, but for which we found maeage of their use

in the UK. Nevertheless, we have included an analysis of a few such methodologies because
they are of interest for comparing with those in use in the UK: Do they show any significant
differences from those in use in the UK? Is therdlang that we, in the UK, can learn from

other methodologies used abro&i2 most important, for present purposes, we wanted to see
whether PIA can be integrated with these other approaches used outside the UK.

Chapter4 contains the main findings of ostudy. It also provides a horizontal analysis (or
comparative analysis) of the various parts of our study.

# See, for example, the chapters on Nokia, Siemens and Vodafone in Wright, David, and Paul De Hert (eds.),
Privacy Impact Assessmepringer, Dordrecht, 2012. For a discussion of the relationshiyebetprivacy and

trust, see Bennett, Colin J. and Charles D. Ra&le, Governance of Privacy: Policy Instruments in Global
PerspectiveThe MIT Press, Cambridge, MA, 2006, pp-38 6, Perri, with Kristen Lasky and Adrian Fletcher,

The Future of Privacyyolume 2: Pubic Trust in the Use of Private Informatibemos, London, 1998.
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Chapters contains our recommendations.

Annex lis on PIA practices. It reviews the ICO PIA Handbook and identifies some of its key
features whih ar e the basis for the Atouch points
project and risk management methodologi#e also examine three other PIA approaches:

the RFID PIA Framework, Article 33 of the proposed Data Protection Regulation and the
PIAF methodology to see how they compare to the PIA Handbook touch points. We then
examine seven PIA reports from the 26 listed in Anfiex

Annex 2 summarises the results of the survey conducted especially for this study. We
compare the results of this surveitwtwo other, smaller surveys conducted by Trilateral in
November 2012 and in May 2012. In addition to providing a view of how widely used PIAs
are and how many have been conducted, the survey initiated in January 2013 helped us to
identify those projecand risk management approaches most widely used by respondents.

Annex 3 comprises case studies undertaken for this study, based on interviews with
respondents. Although the ICO did not ask Trilateral to conduct such case studies, we felt
they were usefuh giving some deeper insights into the use of PIAs and their integration with
project and risk management as well as how PIAs fit in with the poieking process.

In Annex 4,we have reproduced the questionnaire used in this study. Aniser list d
anonymised responses to the survey, showing how many PIAs each respondent has carried
out. Annex6 lists the publicly available UK PIA reports which we were able to discover after
some hours of searching on the Internet. Anfesummarises the copyrigtgituation
regarding the various PIA, project and risk management documents on which we have drawn
for preparation of this report.

In addition, there are two sets of references. The first provides the citations for the various

project and risk managemestandards included in this study. The second is a list of the
Trilateral teambébs various PIA publications f
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2 PROJECT
STANDARDS AND METHOD OLOGIES

This chapter describgmpular project management standards and methodologies in use in the
UK and abroadFor each methodology, we provide an overviellofteed by a table in which
t he

we

AND TECHNOLO GY

Aii nterrogateo

DEVELOPMENT  MANAGEME NT

met hodol ogy wusing

a

touch poirts (see Annex 1) The following table shows how we have converted the touch
points into a set of questians

Touch points extracted from the ICO
PIA Handbook

Questions for project management
methodology based on touch points

PIAs must comply with (moréhan just
data protection) legislation.Private
sector organisations will also have
consider industry standards, codes
conduct and privacy policy statements

Does the PM methodology include
provisions about compliance with legislatig
and any relevat industry standards, code o
conduct, internal policy, etc.?

PIA is a process.

Is the PM methodology regarded as a prog
or is it simply about producing a report?

A PIA could consider:

privacy of personal information;

. privacy of the person;

privacy of personal behaviour; and
privacy of personal
communications.

PwpnpPR

Does the PM methodology address only
information privacy protection or does it
address other types of privacy as well?

PIA should be undertaken when it
possible to influence the develment
of a project.

Does the PM methodology say that it shou
be undertaken when it is still possible to
influence the development of the project?

Responsibility for the PIA should rest
the senior executive level.

Does the PM methodology place
resmnsibility for its use at the senior
executive level?

The organisation should develop a p
for the PIA and its terms of referendg,
should develop a consultation strate
appropriate to the scale, scope ¢
nature of the project.

Does the PM methodiagy call for
developing a plan and terms of reference?,
Does it include a consultation strategy
appropriate to the scale, scope and nature)
the project?

A PIA should include an environment
scan (information about prior projeq
of a similar naturegrawn from a variety
of sources).

Does the PM methodology call for conduct
of an environmental scan (information abo
prior projects of a similar nature, drawn fro
a variety of sources)?

The organisation should determi
whether a smaicale or fullscale PIA
is needed.

Does the PM methodology include
provisions for scaling its application
according to the scope of the project?

A PIA should seek out and enga
stakeholders internal and external to
organisation. The assessor needs
make sure Hat there is sufficien
diversity among those groups

individuals being consulted, to ensy
that all relevant perspectives ¢

Does the PM methodology call for
consulting all relevant stakeholdensternal
and external to the organisation, in order t(
il denti fy and assess
their perspectives?
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Touch points extracted from the ICO
PIA Handbook

Questions for project management
methodology based on touch points

represented, and all releva

information is gathered.

10

The organisation should put in place
measures to achieve clear
communications between senior
management, the project team and
representatives of, and advocates for,
the various stakeholders.

Does the PM methodology include
provisions for putting in place measures to
achieve clear communications between
senior management, the project team and
stakeholders?

11

The PIA should identify risks
individuals and to the organisation.

to

Does the PM methodology call for
identification of risks to individuals and to
the organisation?

12

The organisation should identify le
privacy-invasive alternatives. It shou
identify ways of avoiding or mimising
the impacts on privacy or, whe
negative impacts are unavoidab
clarify the business need that justifi
them.

Does the PM methodology include
provisions for identifying protection
measures and/or design solutions to avoid
to mitigate any agative impacts of the
project or, when negative impacts are
unavoidable, does it require justification of
the business need for them?

13

The organisation should document |
PIA process and publish a report of
outcomes.

Does the PM methodology incled
provisions for documenting the process?

14

A PIA report should be written with th
expectation that it will be published,
at least be widely distributed. The rep|
should be provided to the variol
parties involved in the consultation.
information collected during the Pl
process is commercially or secur
sensitive, it could be redacted or plag
in confidential appendices, if justifiabls

Does the PM methodology include provisig
for making the resulting document public
(whether redacted orlotrwise)?

15

The PIA should be reisited in each
new project phase.

Does the PM methodology call for a reviev
if there are any changes in the project?

16

A PIA should be subject to thiplarty
review and audit, to ensure tl
organisation implements thePIA
recommendations or, if not afthat it
has provided adequate justification f
not implementing som!
recommendations

Does the PM methodology include
provisions for an audit to ensure that the
organisation implements all
recommendations or, if notlathat it has
provided adequate justification for not
implementing some recommendations?

By developing a set of questions based on the PIA Handbook touch points to interrogate the
project management methodology, we can determine whether there areiersuffi
commonalities between the PIA process and the project management process so that a PIA
could be conducted in tandem with the project management process without disrupting it.
Further, if there are a sufficient number of commonalities, then we agbaimategration of

PIA into the project management process will be possible without much difficulty. If there are
an adequate number of touch points, we assume that it will be easier to convince project
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managers that they should take accourit of integatei PIA in their project management
process.

Even if there are not so many touch points, there is still a possibility of integrating PIA in the
project management pr ocess It.d, mpanisgnhthe mject or m
management processere or when it would be possible to conduct a PIA.

2.1 PROJECT MANAGEMENT ME THODOLOGIES

While project management methodologies continually evolve, and a small proportion of
organisations (4%according to the PWC 2012 global survey of compafjiese arin-house
developed methodology, there are a few dominant (and emerging in dominance) project
management approaches, which we describe here.

2.1.1 Project Management Body of Knowledge (PMBOK)

With its origins as a white paper and later expanded as the P®roject Management
Institute) Project Management Body of Knowledge in the {pMidlished PM Network
periodical in 1987, this standard was approved as an ANSI (American National Standards
Institute) standard in 1998.0n a global basis, 41 per cent of ongations responding to a
survey by PriceWaterhouseCoopers report that PMBOK is the dominant project management
methodology used globaftyfor managing all types of projects. As an indicator of the broad
scope of adoption, PMI repotfghat more than 65000 people in 185 countries are members

of PMI and credential holders in one of the areas related to PMBOK.

This standard encompasses a broad range of principles, process groups and knowledge areas
for project management. The processes and knowledge pdedetmd described under this
standard have been writtaboutand amended over several iterations by PMI volunteers, who
have brought expertise from their work in the project management professioRMB@K®
Guideacknowledges as well thiplan-do-checkacto cycle as originally defined by Shewhart

in the 1930s and further modified by Deming in the 198@s an underlying concept for the
interaction amongst these processes.

30 PriceWaterhouseCooperBisights and Trends: Current Portfolio, Programme, and Project Management
Practice The third global survey on the current state of project managetoekt place in 2012. See
http://www.pwc.com/us/en/publisector/publications/globadm-report2012.jhtml

31 Ethics, Standards and Accreditation RepBi¥l, 1983

%2 Currently, ANSI Standard number ANSI/PMI 99/001/2008 corresponds to the 4th edition of B@KM
Guide.

% PriceWaterhuseCoopers, op cit.

3 http://wwwpmi.org

% American Society for QualityASQ Handboak1999, pp. 134.
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Figure2.1l: PlanDo-CheckAct Cycle

The process groups (many of which are directly paralleled in 1ISO 2?2566 development
to which PMI contributed) include those described below.

1 initiating processes, which are associated with the initial definition or authorisation of
projects or project phases,

1 planningprocesses, which aim to define and/or refine goals and objectives and plan
actions needed to achieve them,

1 executingorocesses, where people and resources are brought together to complete the
work that has been planned,

1 monitoring and controllingprocesses, which are focused upon measuring and
checking progress against the developed plan, and

1 closingprocesses, that end the project or project phase in an orderly fashion, with a
focus upon acceptance of the work performed

Nine knowledge areas of PMBOK are required for project managers and applied (to a greater
or lesser degree) across the five process groups described above. The knowledge areas
defined and described in the standard include:

1 Project Integration ManagemenThis knowledge area focuses upon the integration of
processes amongst the project management process .gwitpis this knowledge
areaare described thdevelopment of the project charter, preliminary project scope
andthe overall project managemerap.

1 Project Scope Management. This knowledge area includes processes that aim to
define the work of the project and ensure it encompasses all (but only) the work
required to complete the project, as well as to control the scope over the course of the
project through an integrated change control process. The scope of work is defined
through a work breakdown structui@/BS) that decastruct the work and identifies
deliverables.

% The process groups for ISO 21500 are essentially the same as for PMBOK, with only a change in the names,
which are initiating,planning, implementing (rather than executing), controlling (rather than monitoring and
controlling), and closing. The parallels to the knowledge areas for ISO 21500 are integration, stakeholders
(which is covered within communications under PMBOK), scofime, cost, quality, resources (which
encompasses both human and other types of resources), communications, risk and procurement.
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Project Time Management. This knowledge area comprises processes aimed at
deweloping and managing the overall project schedule, including activity definition
and sequencinggstimatingresource and activity duration, and analysis required to
develop a schedule from these inputs.

Project Cost Management. This knowledge area insltidlese processes that support
planning, estimating and controllingroject costs. The ovearching aim served by
these processes is ttevelopthe project withinits budget. This knowledge area
includes concepts of lifeycle costing, along with value gmeering techniques to
improve decisiormaking within the projeé life in order to optinge quality and
performance.

Project Quality Management. This knowledge area includes those processes that
provide for the implementation of quality policies, objees and responsibilities,
implementing the quality system utilised by the organisation, and specifically
organises this through quality planning, quality assurance and quality control
activities. The standard describes and defines approaches to impleanemns
quality standardsind tomonitor results to ensure they meet the quality standards. It
provides for continuous improvement through the application of a cyclical-tjalan
checkact” cycle or other quality improvement initiatives (e.g., TQM, Sgoa).

Project Human Resource Management. This knowledge area includes processes often
referred to adisoft skillo. The processes include those aimed at organising and
managing the project team, from human resource planning, defining roles and
responsibities, and staff management planning to acquiring, developing and
managing the project team. The processes include quantitative planning efforts as
well as guidance for negotiating for resources, team building, conducting performance
appraisals and otheoft management skills.

Project Communications Management. This knowledge area comprises processes to
link people and information within the project in order to ensure success of the
project. Of the various principles and processes included in tloiwl&dge area,
managing stakeholders is of particular interest. The standard includes discussion of
positive and negative stakeholders to highlight the need to understand the perspectives
of each, though the general focus of the processgson the usera/hose inputs are
directly sought to identify issues and initiate change requests.
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Process Groups

Initiating Planning Executing Monitoring & Closing
. Controlling

Integration
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Time
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Quality
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Knowledge Areas

Risk

Procurement

Figure2.2: Process GroupmndKnowledge Areas

1 Project Risk Management. The processes included in the knowlesyera those
connected to planning for, identification of, responding to, monitoring and controlling
risk within a project. Risks are qualitatively and quantitatively analysed, and risk
probabilities and impacts defined. A risk breakdown structure (RB8¢fined as an
output of these processes. Given the uncertain nature of risk, numerous strategies for
identifying and controlling risks are described.

1 Project Procurement Management. This knowledge area includes the processes for
acquiring or purchasinghe products or services needed from sellers outside the
project team, and includes activities for planning purchases and acquisitions and
contracting, selecting sellers, performing contract administration and ultimately
closing out contracts.

The methodlogy provides detailed, structured approaches to address each of the process
areas within the context of each knowledge area, detailing steps to be completed and
documents to be produced. In addition to the PMB@uide, specific separate practice
standads are provided for specific tools, techniques or processes identified in the PMBOK
Guide, including those foProject Risk Management, Earned Value Management, Project
Configuration Management, Work Breakdown Structures, Scheduling, and Project
Estimatng. In addition, foundational standards are provided for construction projects and
governmenbased projects as extensions of PMBOK

Of the nine knowledge areas, several should be particularly noted as they may apply to the
integration of PIA:
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1 Projectintegration Management. As this knowledge area focuses upon the integration
of processes, and privacy impact assessments may be viewed as looking across the
entirety of a project, introduction of privacy and data protection goals may be
determined to be kevant within the project charter and/or scope.

1 Project Scope Management. Specific goals for privacy and the conduct of a privacy
impact assessment (or a cyclical implementation of privacy impact assessments over
the course of multiple project phasesud be introduced in the scope of the project
as developed and managed in this knowledge area.

1 Project Communications Management. Specific processes for engaging stakeholders
in the project as it relates to privacy impact assessment goals should beeabddress
through the communication management knowledge area.

1 Project Risk Management. Privacy and data protection related risks are assessed via
the PIA. This knowledge area would be appropriate for introducing and defining the
tools and techniques associateth project risk management.

The documents which are produced by the project management professional, and are the
focus of the PMBOR Guide are the Project Charter (formally authorising the project), the
Project Scope Statement (stating the work todbee and deliverables expected), and the
Project Management Plan (indicatingwthe work will be done).

The PMP accreditation associated with PMBOIK the most widely held certification for
project managers on a global basis. The certification isdsky¢he Project Management
Institute (PMI), which also publishes the related standard#\ &Suide to the Project
Management Body of Knowledge (PMBOBuide) currently in its 5th edition (2013).

Questions for project management | Evidence from PMBOK® methodology
methodology based on toch points

1 | Does the PM methodology include

The PMBOK® Guide does not

provisions about compliance with
legislation and any relevant industry
standards, code of conduct, internal poli
etc.?

specifically provide for proases to
assure compliance with regulatory or
other issues, but does identify the nee(
incorporate such provisions in the
process of developing the project chart
as a determinant of project success.

Is the PM methodology regarded as a
process or ig simply about producing a
report?

The methodology is a procedsven
approach, which is flexibly applied
across all types and phases of projects

Does the PM methodology address only
information privacy protection or does it
address other types ofiyacy as well?

There is no explicit focus upon privacy,

Does the PM methodology say that it
should be undertaken when it is still
possible to influence the development of
the project?

This is not addressed by the
methodology.

Does the PM methodologytace

responsibility for its use at the senior

The methodology encourages the
inclusion of various types of
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Questions for project management
methodology based on toch points

Evidence from PMBOK® methodology

executive level?

stakeholders, including executive level
of management, particularly when
initiating the project and gaining
authorisation as wedls in scope
definition and acceptance.

6 | Does the PM methodology call for The methodology is heavily reliant upo
developing a plan and terms of referencq developing a detailed plan, engaging
Does it include a consultation strategy | stakeholders, and ensuring effective
appropriate to the scale, scope and natu| communication across the project.
of the project?

7 | Does the PM methodology call for condy There is no explicit focus upon
of an environmental scan (information | performing an environmental scan;
about prior projects of a similar nature, | however, as a part of the risk
drawn from a variety odources)? management aspects, identification of

risk would include a risk assessment a
probability analysis that would include
lessons leardfrom other pojects and
sources.

8 | Does the PM methodology include This is not addressed by the
provisions for scaling its application methodology.
according to the scope of the project?

9 | Does the PM methodology call for There is a particular focus within the
consulting all relevant stakeholders, context of the Project Communications
internd and external to the organisation, | Management knowledge area on
order to identi fy |managing stakeholders and managing
impacts from their perspectives? change to the project scope within that

context.

10 | Does the PM methodology include Yes. The Project Communications
provisions for putting in place measures | Management knowledge area addressg
achieve clear communications between | the principles and processes appropria
senior management, the project team an for clear communications amongst thes
stakeholders? groups.

11 | Does the PM methodology call for Yes, the Project Risk Management
identification of risks to individuals and tq knowledge area addresses the
the organisation? identification of risks. Broadly, this

looks at all types of risks to the project
and its goals, but also at risks that may
emerge from a wide range of sources
(technical, environmental, etc.).

12 | Does the PM methodology incla The methodology des not explicitly aim

provisions for identifying protection
measures and/or design solutions to ava
or to mitigate any negative impacts of thg
project or, when negative impacts are
unavoidable, does it require justification
the business need for them?

to look for negative impacts of the
project, but it is expected that both
positive and negative stakeholders to t
project should be engaged within the
processes. That is, those stakeholders
who are concerned about negative
impactswill be expected to identify area
of concern.
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Questions for project management
methodology based on toch points

Evidence from PMBOK® methodology

13 | Does the PM methodology include This methodology is heavily reliant upg
provisions for documenting the process? developing written deliverables that
define and describe the plan and the
outcomes of the ark performed.
14 | Does the PM methodology include There is no provision for making

provision for making the resulting
document public (whether redacted or
otherwise)?

documents public. Such standards wo
need to be defined at an organisationa
level.

15

Does the PM methodology call for a
review if there are any changes in the
project?

As there is no explicit call for PIA withir
the methodology, there is likewise no ¢
for a review. However, the processes
recognise the cyclical nature of a proje
with an integrated change control
process, which may include its own
criteria for initiation of a review of
privacy issues based upon the nature (
changes.

16

Does the PM methodology include
provisions for an audit to ensure that the
organisation implemes all
recommendations or, if not all, that it has
provided adequate justification for not

implementing some recommendations?

No, there is no provision for audit of
changes prescribed by a PIA within the
methodology, but it may be that the
change contrgbrocess should include
provisions for such follovwon validation.

Conclusions and ecommendations

Privacy impactassessments have weléfined goals and can be very effectively integrated

within the PMBOK framework. The main focal point for integratgimould be within the
Project Risk Management knowledge area, and the PIA should be presented as an available

tool for assessment of privacy risk (specifically, as a tool for activity 11.2).

privacy and data protection should be introducash@hith regulatory and legislative factors
as an environmental consideration when developing the project charter and scope, and in the
context of change control.

2.1.2 PRINCEZ2 (PRojects IN Controlled Environments)

PRINCE2 (Projects in a Controlled Environmeroriginally published in 1996, is a project
management standard developed by the UK Office of Government Commerce (OGC) and
used widely within the UK government, alongside other @i&€eloped methods and
gui daPRINCE2 isiade factostandard develggg and used extensively by the UK
government and is widely recognised and used in the private sector, both in the UK and

i nternationall y.

This standard has evolved from earlier paobjmanagement methods adopted by the Central
Computer and Telecommunications Agency (CCTA), which was renamed to the Office of

It

37 http://www.princeofficialsite.com/home

34

embodi es

establi¥hed

In addition,

and



Government Commerce. The earlier incarnations of these methods included PRINCE, which
was published in 1989, which had itselfpstseded PROMPT, a method dating to 1975,
which had been adopted by the CCTA in 1979.

Beyond the broad use of the method within UK government organisations and agencies, this
standard has been adopted on the global stage (most heavily in Australia epe &here

adoption is 20 per cent or gredtgrand in both public and private sector organisations.
PRINCE2 provides a structured framework for project management and, in practice, is
compl emented by the project mangpmjement fAsoft

The PRINCE2 framework integrates principles, themes, processes, and the project
environment to enable a scalable, tailored approach to project manag&ment.

Principles

The principles serving as a foundation for PRINCEZ2 are:

1 Continued businesgustification. This justification is documented in a PRINCE2
setting in a business case.

1 Learn from experience. Project teams operating in a PRINCE2 setting will review
prior projects for lessons learned, or seek external inputs to help guide the project.
This process of learning continues through the life of the project.

1 Defined roles and responsibilities. The project team will include at least three primary
stakeholders (refer to Figure32. including business sponsors, users and suppliers,
and the prect structure will reflect the involvement and provide for engagement of
each, with defined roles.

1 Manage by stages. Projects in PRINCE2 have a minimum of two stages, including an
initiation stage and one or more further management stages.

1 Manage by exgd#ion. Tolerances are defined across time, cost, quality, scope, risk
and benefit objectives, and where tolerances are exceeded, they are escalated to the
next management layer for decisioraking.

Project

Supplier

Figure2.3: Project intrests and stakeholder

3 PriceWaterhouseCoopery cit. )
% Office of Government Commercklanaging Succesf u | Project sUkw2009h PRI NCE2E
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1 Focus on products. PRINCE2 projects use a Product Description to provide clarity as
to the purpose of the project, and the focus on product(s) of the project is aimed at
fulfilling stakeholder expectations and is based upon busjastfication.

1 Tailor to suit the project environment. PRINCE2 can be scaled in ways that will
universally apply to different project environments, and whose project controls can
adjust on the basis of scale, complexity, importance, risk or other factors

Themes

PRINCE2 themes are aspects of project management that run throughout a project and are
addressed on a continual basis. For each of the themes, PRINCE2 addresses how each aspect
of project management is to be treated in order to ensure thesgescéelow) are as
effective as possible. In addition, the themes for PRINCE2 provide a definition of
responsibilities of each defined role within the theme.

1 Business case. The business case is developed at the beginning of the project, verified
and maindined throughout the course of the project's duration, and continuously
confirmed that the intended benefits outlined in the business case are being realised.
For example, the business case is developed during thergeet and initiation
stages, verigéd and benefits confirmed in each subsequent delivery stage, and benefits
confirmed again at the final delivery and ppsbject stages. The business case would
be expected to include the reasons for the project, its benefits athandifts,
timeline, ost, identification of major risks, and an appraisal of the investment (net
benefits, ROI, payback period, or similar metrics). This continual/aduation of the
business case provides an opportunity to ensure than business objectives, costs,
timelines,benefits and risks remain in alignment.

1 Organisation. PRINCEZ2 approaches a project as a temporary organisation aimed at
delivering products based upon the developed and confirmed business case. The
method introduces four levels of management, includhrge within the project
management structure (directing, at the level of the project board; managing, at the
level of the project manager; delivering, at the level of the team manager) and one
level outside the project, which is at the corporate or progr@a management level.

In this theme, guidance is provided on engaging stakeholders, whether internal or
external to the project or organisation.

1 Quality. The quality theme is tightly linked with the product focus principle, aimed at
ensuring that the rekis of the project meet the expectations of the business and enable
the expected benefits to be achieved. This theme focuses upon quality planning (i.e.,
establishing quality criteria, defining quality tolerance levels, defining quality
methods, and assimg quality responsibilities) and quality control methods (testing,
inspections).  Structured inspections are used as an opportunity to engage with
stakeholders along the duration of the project. Records are maintained to assure the
completeness and adieace to quality criteria and that the products are accepted by
stakeholders.

1 Plans. This theme introduces a comprehensive approach to planning which includes a
recommendation for three levels of plan, corresponding to the different levels of
management (pject, stage, team). The planning theme includes attention to various
steps in developing plans, including designing the plan, defining and analysing
products, identification of activities and dependencies, preparation of estimates and
schedules, analysf risk, and documentation of the plan, all of which are repeated
for the overall project, individual stages and optionally for team plans.
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1 Risk. The PRINCEZ2 risk management approach is based upon the OGC's published
guidance: Management of Risk: Guidea for PractitionerTSO, 2010). M_o R
principles, in turn, are informed by 1SO31000:2009 (refer to se@iarl for a
discussion of ISO31000:2009) as well as corporate governance principles. M_o_ R is
examined in detail later in this section.

1 ChangePRINCE2 addresses change control as a systematic, continual activity within
the life of a project, and similarly addresses issues that arise that require management
attention. It defines priority, severity and change authority. The change theme
describes e approach to change which include controls for a configuration
management strategy, as well as records that describe configuration items and their
status. It also outlines a configuration management procedure to include steps for
capturing, examining, pposing, deciding, and implementing change.

1 Progress. This theme focuses upon the mechanisms required to monitor progress
within the project against the objectives of the plan, established tolerances, and ensure
effective escalation when required. Progresntrol is provided through delegation of
authority, division into managing stages, eveanhd timedriven reviews and
reporting, as well as raising of exceptions. The progress theme also ties into the
organisation theme, delegating definition of toher@s and exception reporting across
the four levels (corporate or programme management, project board, project manager,
team manager).

Processes

The seven processes of PRINCE2 provide the specific activities for directing, managing and
delivering a projet.
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Figure2.4: PRINCE2 processes in project management context

i Starting up a project. This process is aimed at ensuring that all the prerequisite
elements for initiating the project are in place.

37



71 Directing a project. Tlsi process is intended to enable the Project Board to direct and
control the project through its life.

1 Initiating a project. This project process establishes foundations for the project,
including preparation of risk, configuration and quality managemesiegty, setting
up project controls, project planning and refining the business case.

1 Controlling a stage. For each defined stage of the project, this process is applied,
including assigning work, responding to issues, reporting progress to higher
managemet levels, and taking actions as necessary to ensure the stage proceeds
within established tolerances. Work packages are authorised, their status reviewed and
ultimately completed.

1 Managing product delivery. As with controlling a stage, this process eategp at
each stage, and comprises accepting a work package, executing that work package,
and delivering the complete work package. Team plans are created in this process, in
parallel to the Stage plan.

1 Managing a stage boundary. This process is compéetdek end of a stage, where the
project manager reports to the Project Board sufficient information to enable an
assessment of the success of the stage and allow for continuation on to the next stage
(as applicable) on the basis of a confirmation of camtig business justification. The
business case is updated, and the next stage is planned and the Stage plan approved or
exceptions identified.

1 Closing a project. At the conclusion of the planned work (or alternatively, if the
business justification no hger exists to continue the work), this process is executed.
Activities that may be included are to prepare a planned (or premature) closure, hand
over products, evaluate the project, and recommend project closure to the Project
Board.

The fourth and finlkelement of PRINCEZ2 is in tailoring the method to address environmental
factors that impact the size, duration, organisational structure, type of project, sector or other
aspects of the project. PRINCE2 accommodates various lifecycle models (e.g., Ilvaterfa
Agile), and the guidance for accomplishing these accommodations is included in the
PRINCE2 method. Within this context, the PRINCE2 method discusses at length the concept
of the evolving project, which is directly aligned with the Agile lifecycle nhodie such
scenarios, it may be implied that the-iiebetween the specification for the development
work and the business case is tenuous, as the specification evolves. Instead, the PRINCE2
approach suggests that the business case continues to éwvolvghbut the project life and

thus keeps pace with the evolving specification.

APMG, accredited by the UK Accreditation Service as a certification body for PRINCE2
(amongst numerous other project management methodologies), accredits training
organisatios and training materials related to PRINCEZ2 Practitioner certification and
provides PRINCE2 Professional certificatith.

M o R®

PRINCE?2 relies upon the OGC's Management of Risk: Guidance for Practitioners for an
authoritative approach to managing riskhis approach is closely aligned with The Orange
Book (refer to section3.1.3 for a discussion of The Orange Book). The main risk
management principles introduced in M_& iRclude:

“C htp://www.apmginternational.com
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Aligning the risk management work with the objectives of the organisatithis
principle recognises that risk management ought to focus upon those elements of risk
that have the potential to impact organisational objectives, whether strategic,
operational, or at the programme level. This principle recognises the need to
determine both the capacity the organisation has for risk as well as its risk appetite.
Understanding and fitting within the current contex@his principle is aimed at
matching the risk management work to the current, both internal and external, context.
The risk management approach is thus scaled according to the context.

Involving stakeholders and introducing varying perceptions of. riskhis risk
management principle aims at engaging stakeholders proactively, improving the risk
management work by gettntheir input to plans, understanding their perspectives
regarding risks and their consequences. This principle recognises the need to engage
with both internal and external stakeholders.

Ensuring that risk management practices are clear and colserdrt stakeholders

will benefit from guidance provided. This M_o_R principle aims to avoid a solution
that relies upon standardised "tibkxes" while still ensuring consistency in
application of risk management practices.

The outputs of risk management fhébd inform decisiormaking in the organisation.
Thresholds, or risk tolerance, are determined and mechanisms are in place to create an
escalation when exceeded. Various mechanisms may be brought to bear, including
KPIs (key performance indicators) andiVEs (early warning indicators). Relying on
such mechanisms ensure that risks are explicitly considered in the deweiorg
process.

Risk management practices include ones that enable continual improveleking

use of lessons learnt, including d#tat provides for codtenefit assessments, help to
ensure that similar mistakes are not repeated, or opportunities are not passed by.
Creating a culture that supports ristking in alignment with the organisation's risk
appetite Excessive risk avoidaacand excessive risk taking may be challenged
equally within a supportive culture, which recognises the need for proactively
managing risk.

Establish measures of both process and performance that aim to achieve organisational
value Baselines and processaimed at measuring performance are established,
ensuring that investments in risk management work is justifiable.

In addition to these basic principles, the M_8 R implemented and adapted to an
organisation. As a central part of this implementatitve, M_o_R describes three main
elements of documentation to be created, including a risk management policy, a risk
management process guide, and strategies.

M

E |

The development of the risk management policy may be tailored to fit (though
consistently) operatg divisions within an organisation, portfolios of programmes,
etc., and aims to establish a common language for risk management work.

The risk management process guide identifies the steps to be followed to implement
the risk management policy effectively

The risk management strategy is specific to a distinct organisational activity,
describing the particular risk management activities that will be used.

Other documents related to the implementation of the risk management strategy, are:
the risk registerwhich is used to capture and maintain information on identified
threats (and opportunities)
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the issue register, which maintains information on identified issues that require action,
the risk improvement plan, which aims to assist in the process of empedsk
management within the organisation

the risk communications plan, which identifies how information about risks will be
interchanged with stakeholders

the risk response plan, which is linked to the risk register, and outlines the specific
details forresponding to the occurrence of a particular risk event or group of events,
and

the risk progress report, which provides information on risk management to
management personnel.

The M_o_R process consists mainly of four steps which occur in an ongoileg cyc
identify, assess, plan, and implement. A separate activity, communicate, is identified
outside of this cycle, reflecting the need to communicate with management or other
stakeholders at any point within the process cycle. The M_o_R process algtesncl
activities to embed and continually review the risk management work within the
organisation, programme, or project, and all are guided by the M_o R principles
described above. These relationships are illustrated in Fidure

M_o_R Principles

Embed and review

Figure2.5: M_o_R proce$$

For each process step, goals are established, inputs and outputs identified, and tasks required
to transform inputs to outputs described. Recognised risk management tools and techniques
are also described for eaclopess. The main processes described by M_o_R are:

)l

Identify-Context Determine the objectives and scope for the activity, as well as
identify any assumptions that have been made. Numerous techniques are identified
for this process, which may include ooe several of the following (or similar,
alternative analytical approaches): stakeholder analysis, PESTLE (Political,

“! Rendering bsed upon: Office of Government Commendanagement of Risk: Guidance for Practitioners
p. 29, TSO, 2010.
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Economic, Sociological, Technological, Legal, and Environmental) analysis, SWOT
analysis, horizon scanning, probability impact grid.

Identify-Identify the Risks Identify specific risks to the activity with a focus upon the
need to minimise threats and maximise opportunities. Within this process, a risk
register is produced, and KPIs and EWIs prepared. Specific techniques suggested
include checklists, cause and effect diagrams, group techniques such as brainstorming,
Delphi, nominal group technique, constraints analysis, and others.

AssessEstimate After risks have been identified, the probability of the occurrence of
each threat or gqortunity is estimated, as well as its potential impact and the time
frame within which it would be likely to occur. Probability assessment, impact
assessment, proximity assessment and expected value (or expected monetary value
EMV) assessment are teatjues suggested for this process.

AssessEvaluate The aggregation of identified threats and opportunities are assessed
in this step, aiming to define the overall risk exposure. The process uses techniques
such as risk profiles, probability trees, sam#it analysis, and probabilistic risk
models to arrive at this overall assessment.

Plan  Preparation of specific responses to threats and opportunities (reduce
threats/maximise opportunities). This process employs risk response planning, cost
benefit amlysis, and decision trees to build a risk model.

Implement Ensure planned actions are implemented, include monitoring activities.
The techniques used in this process are ones that update the summary risk profiles
developed in the Assegs/aluate proces as well as following risk exposure trends.

Questions for project management Evidence from PRINCE2 method
methodology based on touch points
Does the PM methodology include PRINCEZ2 does not specify any provisions

provisions about compliance with legislatiq regarding compliance, rather, it focuses upqg
and any relevant industry stamds, code of | the products of the project, which are driven
conduct, internal policy, etc.? by the business justification. However, the
risk management strategy of PRINZBbased
upon the separately published M_o_R
Guidance, does provide for a framework
within which risks such as those related to
compliance may be addressed.

Is the PM methodology regarded as a The PRINCE method includes a large

process or is it simply about producing a | number of specified documents, which are
report? intended to be produced to frame, guide an(
control cyclical processes within a project.

The M_o_R provides explicitly for a cyclical
process to identify, assess, plan, and
implement risknanagement activities. It als
includes a number of specific documents in
support of these activities, but the outputs a
not limited to reports.

Does the PM methodology address only | There is no treatment of privacy in this geneg
information privacy protection or does it | method (either within PRINCE2 or M_o_R).
address other types of paicy as well?

Does the PM methodology say that it shoy There is a significat focus on addressing
be undertaken when it is still possible to | issues related to risk in the early developme
influence the development of the project? | of a risk management strategy, and in the
continual checking and confirming of all
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Questions for project management
methodology based on touch points

Evidence from PRINCE2 method

aspects of the business justification, the
product emerging from each stage, and the
adjustment of fuire stages as each one
approaches. Application of M_o_R process
cyclical and provide for continual
improvement and reassessment.

Does the PM methodology place
responsibility for its use at the senior
executive level?

PRINCEZ2 is recommended to be ezdded at
the organisational level, and defines very
specific roles and responsibilities for corpory
or programme management, which may
include senior executives. Business
stakeholders are included as key contributo
and expected to confirm the business
justification for the project on a cyclical basi

Does the PM methodology call for
developing a plan and terms of reference?
Does it include a consultation strategy
appropriate to the scale, scope and nature
the project?

PRINCE?2 does call for devgding different
levels of plans: the overall project plan, and
each stage approaches, a more detailed Stg
plan and Team plan. In addition, a specific
plan to address risk is developed in the coni
of M_o_R, with the risk register as a critical
outpd, identify risks, assessing and
guantifying risks on and individual and
aggregate basis, and defining strategies to
minimise threats and optimise opportunities

Does the PM methodology call for conduct
of an environmental scan (information abo
prior projects of a similar nature, drawn fro
a variety of sources)?

Atheme of PRINCEZ2 is in the area of lessot
learned, where the project team is expected
study lessons from prior internal or external
projects, or from other stages within the
project.

Does the PM methodology include
provisions for scaling its application
according to the scope of the project?

One of the four main elements of the
PRINCE2 method is for tailoring the method
based upon environmental factors such as
scope and size of thegject. The M_o_R
principles are tailored to scope to ensure
proper application of risk management work
and appropriate use of resources.

Does the PM methodology call for
consulting all relevant stakeholders, intern
and external to the organisatiam,order to
identify and assess
from their perspectives?

Both the principles of PRINCE2 and the
themes that are linked to the processes with
the method are aimed at recognising the thr
main stakeholders (business, user and
supplier) or project interests. The Organizati
theme addresses working with and engagin
stakeholders.

One of the principles of M_o_R is for
engaging stakeholders, both internal and
external, to gain these types of insights, ang
understand various perspees of risk.
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Questions for project management
methodology based on touch points

Evidence from PRINCE2 method

Does the PM methodology include
provisions for putting in place measures tg
achieve clear communications between
senior management, the project team and
stakeholders?

A highly structured method for communicati
between management levedgsed upon
management by exception, is defined in
PRINCE2. Acceptance criteria are defined
each stage of the project and the Project Bg
cyclically reevaluates the business
justification at each new stage to confirm the

10 value of products emergingoim the stage ang
the continued value of the project.

M_o_R calls for a risk communication plan
explicitly define how information will be
disseminated and inputs from stakeholders
processed effectively.

Does the PM methodology call for Yes, in part. That is, the M_o_R process is

identification of risks to individuals and to | robust and provides a framework for

the organisation? identifying threats (as well as opportunities)

11 the organisation, the project and the produc
However, as the approachapplied, risks
related to individuals would need to be
identified and emerge from the business caj

Does the PM methodology include PRINCE?2 provides for identification of risk,
provisions for identifying protection but also of "disbenefits" of the project, that ig
measures and/or design solutions to avoid the concept of known, expected negative

12 | to mitigate any negative impact§the impacts of the project, which may be

project or, when negative impacts are objectionable to particular stakeholders, wh

unavoidable, does it require justification of| would need to be considered in the busines

the business need for them? justification of the project.

Does the PM methodology include Extensive documentan is included in the

provisions for documenting the process? | method, from a broad project plan to daily
registers where issues and risks are identifig
and their resolutions addressed.

13 In addition, the M_o_R calls for overall risk
management policy, process guide, risk
registers, issue regéess, and various related
documentation elements to enable
improvement and monitoring.

Does the PM methodology include provisi¢ There is no specific provision for publication

14 | for making the resulting document public | of the documents except between specific

(whether redacted or otherwise)? layers of the project management organisat
Does the PM methodology call for a reviey The PRINCE2 method calls for continual

15 if there are any changes in the project? revision and updates to the business
justification for the project as it moves from
one stage to the next.

Does the PM methodology include There is no specific provision for audits, but
provisions for an audit to ensure that the | the completion of each stage of the project,
organisation implements all verification activities are prescribed in the

16 | recommendations or, if not all, that it has | Managing a Stage Boundary process whereg

provided adequate justification for not
implementing some recommendations?

audit requirements could be introducéthe
M_o_R process calls for a cyclicatre
evaluation and assessment of risk.
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Conclusions and recommendations

The PIA process, integrated into a specific business environment where the PRINCE2 method
is applied, could be addressed within three speaintexts:

1. In the Business Case theme, privacy standards could be established as overarching
requirements that must be achieved in all products and thus built into the business
justification.

2. In the Organization theme, stakeholders representing trecpniights of individuals could

Manifesto for Agile Software Development
We are uncovering better ways of developing software by doing it and helping others do it.
Through this work we have come to value:

Individuals and interactionsver processes and tools
Working softwareover comprehensive documentation
Customer collaboratioaver contract negotiation
Responding to changever following a plan
That is, while there is value in the items on the right, we value the items on the left more.

Twelve Principlesof Agile Software Development

1. Our highest priority is to satisfy the customer through early and continuous delivery of valuable
software.

2. Welcome changing requirements, even late in development. Agile processes harness change for the
customer's competitivadvantage.

3. Deliver working software frequently, from a couple of weeks to a couple of months, with a preferenc
to the shorter timescale.

4. Business people and developers must work together daily throughout the project.

5. Build projects around motivated indliials. Give them the environment and support they need, and
trust them to get the job done.

6. The most efficient and effective method of conveying information to and within a development team
faceto-face conversation.

7. Working software is the primary maare of progress.

8. Agile processes promote sustainable development. The sponsors, developers, and users should be
to maintain a constant pace indefinitely.

9. Continuous attention to technical excellence and good design enhances agility.

10. Simplicity--the at of maximizing the amount of work not dorie essential.

11. The best architectures, requirements, and designs emerge freongselizing teams.

12. Atregular intervals, the team reflects on how to become more effective, then tunes and adjusts its
behavior acordingly.

be included in the engagement activities.

3. In the Risk theme, privacy and data protection could be included as risks to be evaluated,
and PIAs introduced as a technique for evaluating and controlling these risks. Gifie spe
techniques should be introduced in the M_o_R which is a companion to the PRINCE2
method.

2.2 TECHNOLOGY DEVELOPMENT MANAGEME NT METHODOLOGIES
2.2.1 Agile

The Agile software engineering movement traces its origins to a 1986 article that proposed
the gane of rugby as a model for team effectiveness, with the team members passing the ball
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back and forth as they move down the fildAs Agile methods began to develop in software
engineering through the 1990s, more formal methodologies based upon thestaided<o
emerge. The Agile Manifesto and its explicating principles were written by a group of 17
developers in February 2081 and have served as a launcid for the formalisation of
numerous Agile methodologies.

While there are numerous specifictimedologies based upon Agile, in general, they all focus
upon the following common elements:
1 teams encouraging effective working teams
1 meeting user needsthe user is a key member of the team
1 developing shippable produicthat is, even if the softwaie not delivered to the end
user, whateveis developed isidone and ready to be delivered
1 fast and frequent cyclésdevelopment is completed in short sprints or iterations that
are typically timeboxed from I 4 weeks in length

In a growing number darge and small organisations, and particularly those operating within

the digital economy, Agile development methodologies are replacing a traditional waterfall
development approach. Recent market surveys have shown a trend towards broad adoption of
Agile methods (34% of those surveyed in a 2012 PWC stiv@§% in a 2010 Forrester
Research survé). In a survey of developers at Nofjawhere there has been an
organisatioawide transformation to agile methods, for those individuals who had been using
the methods, 60% indicated that they would not choose to "go back to the old way of
working", suggesting that there is a strong commitment at the grass roots level.

While gaining in popularity, and entering the mainstream, Agile methodologiexdtan used

in hybrid implementations alongside more traditional project management methodologies in
large enterprise settings. Where Agile itselffers a more philosophical view of
development, methodologies such as Séfu@rystaf® and XP (eXtreme Programmirigjpre
generally followed as guides to development processes. Other methodologies that provide for
the application of agile approaches include Feature Driven Development GO}t

Driven Development (TDDY, Adaptive Software Development (ASD) Agile Modelng

(AM) >3 Dynamic Systems Development Method (DSBMand Lean Developmeht

42 Takeuchj Hirotakg and Ikujiro NonakafiThe New Producbevelopment GamgHarvard Business Review

Vol. 64, No. 1, Januaryl986 pp. 137 146.http://hbr.org/1986/01/theaew-newproductdevelopmengame/

43 Kent Beck, Mike Beedle, Arigan Bennekum, Alistair Cockburn, Ward Cunningham, Martin Fovllemes
Grenning, Jim Highsmith, Andrew Hunt, Ron Jeffries, Jon Kern, Brian Marick, Robert C. Matgire Mellor,

Ken Schwaber, JeSutherland, Dave Thomas, February 2001. www.agilemdaifag

a4 PriceWaterhouseCooperBysights and Trends: Current Portfolio, Programme, and Project Management
Practice The third global survey on the currenttstaf project management, 2012.
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These methodologies have each emerged from Agile principles, translating the general
principles into practical application. Scrum is the methodological interpretation of thgtle
enjoys the widest adoption of these and some of the key concepts of this lightweight
methodology (many of which have parallels in the other methodologies) include the
following:

Scrumi key concepts®

Product backlog | The product backlog is é&ist of product features that need to

developed. These features are typically describegses storiesthat
define what the user needs and why it is importddser storiesare
assigned points that reflect their complexity. The story points
assigned dumg aprocess called backlog grooming. A large user sto
referred to as aiepic. Once all the user stories and their points
accumulated, the product backlog is "burned down" over the en
development periods (sprints), where the work is ceteplon a basis ¢
priority, as defined by the user.

Sprint planning | Backlog groomingis a process undertaken by the team to evaluate
& backlog user story, assign points, and if the number of points are considere(
grooming too large, to break user story down into multiple user stories that ar
a more manageable size. As the backlog is groomed, the user al
the priority for stories in the backlog, and the work to be done by
team is selected from these prioritised stories aprant planning

exercise. The work selected will be done over a specific, consis
time-boxed period (from ‘B weeks), which is called a sprint, a
generally, the total number of user story points included in a spr
consistent from one sprint to thext.

Sprints or A sprint or iteration is a timboxed period focused upon completing
iterations prioritised product backlog items, with the team (usuallylaoated)
working toward achieving daily goals, and applyiigile developmen
techniques. Dring the course of the tirrisoxed sprint, reviews @
progress are performed in the daily scrum.

Scrum or daily Scrumis a daily event for each team. Team members are called uf
stand-up answer three questiotis

1 What did | accomplish since the laktily scrum?

1 What do | plan to work on by the next daily scrum?

1 What are the obstacles or impediments that are preventing me from

making progress?

Anyone who is not a part of the team is not expected to contribute
scrum. Often the scrum is a stamgl meeting to promote brevity,
always timeboxed (usually 15 minutes) and one individual,
ScrumMaster, acts to ensure the rules of the scrum are respected.

*5 poppendieck, M., antl. Poppendieck,ean Software Development: An Agile TogIRR03.

*% Rubin, K.S.,Essential Scrum : a practical guide to th®st popular agile procesduly 2012; Schwaber, K.
and M. Beedleop cit.

" Cobb, C.G.Making sense of agile project management : balancing control and adiityn Wiley & Sons,
Inc., HobokenNJ, 2011.
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Scrumi key concepts®

The team members are typically -lozated in an open room |
encourage frequent and constanteraction, often including pa
programming. If any issues are raised in the daily scrum that re
follow-up, this is done after the meeting in this collaborative setting.

Sprint review

Towards the end of a sprint, there is a sprint review megtindpich the
team meets with the product owner to review the potentially shipj
product, inspecting and adaptirtgbased upon the review discussio
The sprint review will be followed by sprint retrospective where the
team will meet to discuss press and adapt for future sprints.

Burn-down

During the course of each successive sprint, tracking of progress ig
by following the points associated with user stories that have
completed. Thus, if the product backlog began with 4000 points
the collected and prioritised user stories, each sprint may "burn d
200 or 300 of those points (in a large project, multiple teams will v
on different user stories in the backlog with each contributing tg
burndown). With each successive ispy the outstanding points in th
backlog is reduced and charted. The focus is upon reducing the p
backlog (though new stories may be added along the way, increasi
total size of the backlog), and typically, the team will have a b
displayng the burrdown in their work area.

Doneness

Doneness is a key concept in that, for each sprint, a team eveg
whether the developed software achieves the user needs expresse
user stories, as well as whether it meets other, broader goals.

Doneness criteria is established during the initial sprint of a project
will typically include several layers and types. For example dong
definitions typically include organisational, product, and team layers
doneness criteria that are apgliat different stages of developme
(e.g., story, feature, product version). Examples (not a comprehg
list) of different types of doneness criteria at successively more sp|
layers include:
1 Organisational layer
0 coding standards
compliance with gerarching industry regulations
types of required testing and required status
compliance with Ul standards
procedures to store completed documentation and req
o requirements for copyright, service marks, logos, etc.
1 Product layer
0 standards or regulatiospecific to the product (e.g.,
those related to medical devices)
o completion of automated testing using an approved
testing tool
o specific performance requirements
1 Team layer

O O OO
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Scrumi key concepts®

0 independent validation of completed stories by team
members
0 peer review requireménfor code are met

In addition to these layers, each story will have extensive don
criteria that determines what must be done (testing, upda
refactoring, etc.) to consider a specific story completed or an iden
defect resolved. If, at thend of a sprint, a user story is determined t(
not done, it goes back into the product backlog and will be consig
where to include it in subsequent sprints. In addition, feature don
will determine the criteria for a product feature (which maglude
several stories), and version doneness is applied when a product

is completed (collection of features). In each case, the criteria w|
applied across the organisation, product, and team layers.

The most appropriate level for considiton of how privacy and dat
protection fits into the concept of doneness is within the organisal
layer, alongside regulatory requirements that are applied tg
organisation as a whole.

Due to the need to develop a definition of doneness in ttal isprint
for a project, there exists an opportunity to develop knowledge ar
privacy and data protection requirements and to develop a privacy
culture. The review of doneness criteria at the close of each
provides a reinforcing impact the privacyrelated criteria.

The interrelationships of these Agillementsare illustrated in Figurg.6.

OtherAgile methodologies include many of these same elements, though sometimes referred
to by different names. For example, XP focuses emon the specific approaches to
development of code, including the development of user acceptance tests as related to the
writing of user stories (i.e., almost concurrently), pair programming, refactoring and test
driven development (writing the test befdhe code).
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Figure2.6: Relationships amongst Scrum methodology components
Real world application of Agile methodologies

A great deal of literature can be found to describe how Agile methodologies are applied in
practce, and how they can be effectively introduced into an organisation from small
development team$to large enterpriséd Part of the complexity in implementing Agile
methodologies is that the methodology itself diverges significantly from more traditional
SDLC (software development life cycle) approaches, and the shift away from those
approaches requires an equally significant culture shift. Rather than focusing upon specific
tasks in a WBS that need to be completed in a particular sequence, the fedirglg upon

the product that needs to be created and how the user would like the product to look, function,
operate. It is expected that the user will shift their priorities and rethink their own
requirements over the course of the development prajedtthus, the specific details of what

the product will be, when it will be complete, and what it will look like will evolve with the
user's requirements.

Using the Scrum methodology concepts described above, the following sequence would
typify an Agile poject:

1. The organisation defines a project to be undertaken. This is outside the Agile
methodology, and any preliminary steps required to authorise resources for a project
(e.g., making the business case) are not a part of the Agile development pfamess.
example, it may be that the organisation uses PRINCE2 PM methodology, tailoring
that methodology to encompass Agile processes within the framework.

2. The user defines the requirements in the formusar stories(or epic9 to create the
product backlog.

%8 Taylor, Philip S., Greer, D., Coleman, G., Dlid, K, and Keenan, F:Preparing Small Software Companies
for Tailored Agile Method Adoption: Minimally Intrusive Risk Assessme®@bftware Process Improvement
and Practice 13: 421437, 2008.

%9 Schiel, J. EnterpriseScale Agile Software DevelopmeBRC Press, 2010.

49



3. At the beginning of the project, the user assigrierities to the user stories, and
along with the development team, scopes the work. In this pr@tesg,points are
assigned that provide a sense of how much work is involved. Often, teams use specia
playing card® to play "planning poker", for estimating and arriving at consensus on
the scope of a particular user story (the special card decks typically have cards for ?, O,
1/2,1, 2, 3,5, 8, 13, 20, 40, 100, infinitgnd sometimes a coffee cuped when it is
time for a break).

4. The work is done in a series of timexed sprints (usually 1 to 4 weeks, but typically
a consistent length of time over the course of the project). In the first sprint, more
time is spent in planning efforts than in sedpsent sprints, but in each one, this
backlog groomingcontinues. The ongoing planning sessions are used to discuss the
stories and refine estimates (stories that are too large are broken down into smaller
pieces so they can be effectively estimated).

5. Within each sprint, the elocated team works together to develop the product, and on
a daily basis, the team has a 15 minute meeting to report on what they have done in
the past day, what they plan to do in the next day, and whether there are impediments
that prevent them from making progress.

6. At the end of the sprint, aprint review is conducted. The product is validated
against the requirements. The development team indicates whether the product meets
donenes<riteria and after inspection in the spniaview, product may be accepted as
done, or if rejected, placed back into the product backlog and reprioritised to be
addressed in a subsequent sprint.

7. As the product backlog is depleted with the completion of shippable product in each
sprint, the backlogs burned-down, and ultimately, project brought to conclusion.

A typical team room for an Agile team might have user stories onitpostes on a wall, a
whiteboard with task assignments and technical details, and a simple indicator of whether the
current product build is working. A war room may be established for agile teams to use
during backlog grooming, daily stangbs, sprib reviews, and other meetings. Planning and
estimation might be done with simple playing cards or tee shirt sizes. Thestsnphagile

iS upon persoito-person communication and not on process related reports. That said, some
reporting tools and other aids have evolved over time and continue to emerge, including a
softwarebased version of planning poRerand adaptations deam softwar® to suit the

Agile team.

It is also important to recognise that in those organisations where Agile methodologies are
employed, specific elements are often selected to be implemented, while others are not
applied. For r eney an iAdiles adoptios indicates act only ars individual
components selected and others ignored, there is often a mix of Agile arigit®n
methodologies at the organisational level, deliberately mixing (39%) different Agile
methodologies and deliberatehjixing (35%) Agile and now\gile methodologie$?

In order to effectively contemplate how PIAs, or for that matter, privacy and data protection
generally, may be integrated into an Agile methodology, we look at three key elements:

% Technique popularised by publication of: Cohn, Mgjle Estimating and PlannindPrenticeHall, November
2005.

®1 http://www.planningpoker.com/

2 An example of using team software in an agitevironment is found in a case study of Microsoft's Team
Foundation Serverhttp://msdn.microsoft.com/ens/magazine/dn189203.aspx

63 West, D., and TGrant,op. cit.
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how risk issues are a@ntly addressed by the methodology,

2. how to influence the methodology to ensure it addresses privacy and data
protection,

3. how key PIA touch points are currently addressed in the methodology.

In Agile-based methodologies, contemplation of risk is focugesh impacts of not achieving

the work defined for the sprint, not on broader organisational definitions of risk (such as those
related to security, privacy or similar risks). The methodologies focus upon the effective,
agile functioning of teams to develgroducts that have high levels of quality, and include
shippable product as early as possible. Risk issues need to be addressed at a higher level,
above that of the Agile team.

Although there is no standards board or body that acts in an authonitdéivte define Agile
methodology standards, there are a wide range of commercially accessible books and training
courses to provide guidance to developers who wish to learn and hone their skills in applying
Agile in practice (many referenced within thicsen). However, there has been an evolution

on the certification front, with the development of some standards for training courses offered

by many firms involved in project management training. The International Consortium for
Agile, founded by one of he ori gi nal aut hors of the Agi
roadmaps, accredits courses and trainers, makes those lists available to students, and offers
certification and recognition to students as they progress. ICAgile does not evaluate, rate or
prioi ti ze the courses against each %doimeact, nor
these methodologies that have emerged on a -grass basis, trying to influence the
International Consortium may be useful; however, many developers are practibbrigile
methodologies without the benefit of such certifications.

Numerous case studies are available to provide clues not only as to how Agile is being
implemented in realvorld settings, but also to provide some ideas as to how issues of privacy
anddata protection might become integrated into an agile methodology.

In 2002, a development team of 120 in a Fortune 50 financial services company aimed to
stabilise a large project that was significantly behind schedule by implementing XP (Extreme
Programnmg) within an agile project management approach. As a part of the transition, the
entire development team was trained in XP, with other breakout sessions tailored to
subgroup$® This experience suggests that when large organisations transition tookgle
broad basis, it can provide an opportunity to introduce key concepts of doneness, including
those related to privacy and data protection during team training

A 2012 case stud¥for a small software development company illustrates an evolution from
traditional SDLC approaches to an Agile approéstrum) The published study illustrates

the lessons learnt and overall metrics showing quality and cycle time improvements, as well
as improved customer satisfaction levels. As a key part of their toamgshe software firm
engaged an Agile consultant to guide them in their procEss. illustrates the importance of
ensuring that professional practitioners are educated in broad regulatory issues such as

& www.icagile.com

® Augustine, S., Payne, B., Sencindiver, F., and Woodcock, S., "Agile Project Management: Steering from the
Edges",Communications of the ACMWol. 48, No. 12., December 2005.

% O'Connell, Etal fiAgile Case Study Cayen Systends 5 June 2012

http:/Mww.codeprojectom/Articles/39407 Hgile-casestudy-cayensystems
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privacy and data protection as they have theaspmity to influence development teams in
their approach

There is some controversy within Agile circles about how to effectively launch a project.
While many practitioners eschew any significant upfront planning, while others propose an
inception phaseaimed at doing a level of planning and definition of scope prior to the first
sprint. The inception phase is seen as an opportunity to integrate agile within the enterprise,
particularly where other, more structured processes already exist. Authoksr/Aamd Lines

of IBM®’ describe the Disciplined Agile Delivery (DAD) process framework as an effective
approach to integrate agile in such environments, including aligning with the enterprise
direction, development of the initial release plan, defining mncon vision along with
stakeholders, and identifying risk8Vithin large enterprises, the inception phase can provide

an opportunity to engage with a broad range of stakeholders and to ensure that issues related
to privacy and data protection have beetegrated into the shared vision.

Touch points questions Evidence from Agile methodology

1 | Does the PM methodology include
provisions about compliance with
legislation and any relevant industry
standards, code of conduct, internal
policy, etc.?

There areno provisions for compliance with
legislation or regulations in Agile
methodologies, beyond the concept of
donenesst the organisational layer

2 | Is the PM methodology regarded as a
process or is it simply about producing
a report?

Agile methodologiesra collections of
lightweight processes, but do not include g
processes related to privacy.

3 | Does the PM methodology address ol There are no provisions in Agile
information privacy protection or does| methalologies with respect to privacy.
it address other types of privacy as
well?

4 | Does the PM methodology say that it | Agile methodologies are open to change a
should be undertaken when it is still | adaptation through every stage of the prog
possible to influence the development development. There is no explicit timing
of the project? defined for any subsidiary process, audit o

other work. All is to be defined and
prioritised by the user.

5 | Does the PM methodology place No. Agile methdologies are focused upon

responsibility for its use at the senior
executive level?

the development team and does not inclug
the concept of management intervention o
interaction with the teaés work or priorities.

6 | Does the PM methodology call for
developing a plan and terms of
reference? Does it include a
consultation strategy appropriate to th
scale, scope and nature of the project

Agile methodologies do continuous plannif
identifying product backlog items to be
completed in each iteratiar sprint,
grooming the backlog, and inspecting
completed work ashadapting the priorities.
The only consultations included in these
methodologies are with the user.

®” Ambler, S., and Lines, MDisciplined Agile Delivery: A Practitioners Guide to Agile Software Delivery in the

Enterprise IBM Press, 2012.
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Touch points questions

Evidence from Agile methodology

7 | Does the PM methodology call for No. There is no concept of an environmer,
conduct of an environmental scan scan in Agile methodologies.
(information about prior projects of a
similar nature, drawn from a variety of
source)?

8 | Does the PM methodology include No. The scope of work done in individual
provisions for scaling its application | sprints is specificallyimited to that which
according to the scope of the project?| can be done by a development team over

time-boxed 14 week period. Larger scope
elements are not considered and will be
addressed on an ongoing basis as the pro
backlog is burned down.

9 | Does the PM methodology call for No. The user represents the perspectives
corsulting all relevant stakeholders, | any stakeholders, though the methodologi
internal and external to the organisati¢ do not disinguish between them (i.e., the
in order to identify and assess the user brings the overall perspective to the
projectdds i mpact s|developmentteam).
perspectives?

10 | Does the PM methodology include The Agile methodologies call for typically
provisions for putting in place measur( co-located teams where a central board wi
to achieve clear communications information about product backlog, burn
between senior management, the pro| down of user stories, or other goal focusec
team and stakelders? communications are displayed. Senior

management and other stakeholders are
explicitly excluded from the communicatiof
process, and external views are brought b
the user.

11 | Does the PM methodology call for No. Agile methodologies do not have a ris
identification of risks to individuals an( identificationprocess. The only real
to the organisation? examination of risk is within the context of

ensuring that product backlog, in the form

user storiess properly valued and estimate
so that the risk of not completing the work

within the duration of the sprint/iteration is

reduced.

12 | Does the PM methodology include No. These elements are not considered b
provisions for identifying protection | the methodologies directly. These issues
measures and/or design solutions to | may be contemplated within the design an
avoid or to mitigate any negative established as user stories or as criteria fo
impacts of the project or, when negati] doneness.
impacts are unavoidable, does it requ
justification of the bainess need for
them?

13 | Does the PM methodology include No. Agile methodologies eschew

provisions fordocumenting the proces

documentation, and only anticipate creatin
the minimum amount of documentation to
enable the following sprint/iteration to be
completed.
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Touch points questions

Evidence from Agile methodology

14 | Does the PM methodology include
provision for making theesulting
document public (whether redacted ol

otherwise)?

No.

15 | Does the PM methodology call for a
review if there are any changes in the

project?

Agile methodologies are intended to allow
for continuous inspection and adaptation a
is well suited tae-evaluate user stories or
doneness criteria throughout the project.

16 | Does the PM methodology include
provisions for an audit to ensure that t
organisation implements all
recommendations or, if not all, that it

has provided adequate justificatiom fo

No. However, each sprint/iteration include
an opportunity to inspect product and aday
A user story (or stories) may be written ang
inserted into the product backlog to

implement the PIA recommendations.

not implementing some
recommendations?

Condusions and recommendations

Within the Agile methodologies, there is no specific concept for embedding privacy and data
protection principles in software development work to be completed; thus, we recommend
that two potential approaches be considerecfobedding or inserting these successfully in
Agile methodologybased projects:

Option A: Approach PIAs as a specific element of the product backlog.

A user story or stories could be written to identify how privacy and data protection principles
shouldbe included within the context of the product and inserted into the product backlog.
This may prove challenging to implement, depending upon the specific product being
developed and its complexity. For example, the user story may be written to reguire th
completion of a PIA of the software. The problem with this approach is that shippable pieces
of software are constantly being developed over the course of multiple sprints. If a PIA is
performed early in the project, and significant changes are mssleitathe project, the
results may be invalidated or undone. If a PIA is performed late in the project, there is the
potential for the need to significantly alter the product, creating risk to meeting time, cost and
quality-based goals.

Option B: Apprach PlAs as an organisational standard fatoneness.

On an organisational level, privacy and data proteateguirements would be defined as a
standard, and these requirements should be included in the definition of doneness at the
organisational layefor all software development activities. This approach would require a
significant effort to establish the requirements in a way that can be effecpplied to a

broad range of development activities, and should involve efforts to train all Agiéogevs

to understand how these principles are to be applied and thus evaluated within the definition
of doneness. User acceptance tests would need to be designed to reflect the defined privacy
and data protection standards. PIAs would not be perforrthohwhe context of the project,

but theoretically could be performed at any time during the course of the project to ensure that
privacy and data protection requirements are consistently achieved. Where they are not, the
organisational standards may dde be revisited and modified to ensure greater alignment,
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and user stories written to correct any problems discovered. The PIA would thus be
transformed from a periodic event to a continuous validation of privacy standards.

Given the grassroots origemd developedriven adoption of Agile, finding opportunities to
introduce and encourage a privacy culture within the Agile context may present particular
challenges not found with highly structured methodologies emanating from a central
standards body ocertification board. Reaching developers will require efforts on several
fronts, including the training bodies mentioned above, but also via the same grassroots
communities that have helped to advance the key concepts of XP, Scrum, and others.
Message bards and discussion groups, Agile consultancies that specialise in helping
organisations integrate Agile in their environment, training organisations that provide public
and organisation specific training coursesll of these should be targeted as htdrsthe
communication of privacy and data protection needs that need to be met to protect individuals
and the organisation.

2.2.2 HERMES

HERMES®s t a n d dandbwch deflektronischenRechenzentren des Bundégethode

fur dieEntwicklungvonSy st e.rtéesm® open standard and met hod
and execution of projedisin the area of Information and Communication Technologies

(ICT). It was developed by the Swiss Federal Strategy Unit for Information Technology
(FSUIT) for use in the Swidederal administration. It has its roots in the ed®yOswith a

first official release in 1975. Then, it was extensively revised in years 1986 and 1995 and the
current version of the method dates fomom 200
2013

Today, HERMES is also used outside the Swiss federal administration, at the regional level
and by schoolsind private companies, as well ay international organisations and foreign
public administrationsuch as that diuxembourg.

HERMESO main reference documents are available in German and French. They awnsist
theA HERMES Found a tldng (wbich is 280 ayagabgleis Engli¥h and two

manuals for two specific cases. The first
Devel op me mstthe devetopneet ofmew software applicatiand the second one
AHERMES Manual, Project type: System Adanpt

adaptation of new software applicatdli Al so avail abl e i 5PoékéetERMES
guided’* which describs the project management method and its application from the
manageds point of view. Finally, HERME®&user group, hosted by eCHhas also produced

a set of documents about HERMES and ITIL, HERMES and Agile, and a HERMESal

for organisation managemefit

®8 http://www.hermes.admin.ch

% Hermes, Management and Execution of projects in Information and Communication Technologies (ICT),
Foundations, 2003 http://www.hermes.admin.ch/ict project management/marutdiites/manualsfor-
downloading/hermefoundations/at_download/file

"9 Both manuals are only available in German and French

http://www.hermes.admin.ch/ict_project management/masnudittes/manualsfor-downloading

n In English http://www.hermes.admin.ch/ict_project management/masutdifses/manualsfor-
downloading/hermesmanageipocketguide/at_download/file

"2 eCHis theSwiss Association for Egovernmenttandardshttp://www.ech.ch

3 Those documents are only available in German and French
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HERMES applies to abbf the participantsn a project whether the purchaser or the supplier.

As a method for management and execution of projects, it mainly targets the project leaders
as well as the management staff. Howewenlso provides guidanceorf the other project
participants to support their successful involvement.

HERMES is goaland resultoriented. Its main approach is to structure the development and
the execution of a project by clearly and deeply providing specifications for thetfgojec
expected results, from which all activities and responsibilities are then derived. This clear
resuls-orientation should avoid unnecessary activities and contribute to better efficiency. In
this regard, HERME&noticeable characteristic is to use athdimensional approach:

1. view to obtain results (What)

2. view to procedures (How)

3. view to the various roles (Who)
In this approach, results, procedures and roles are fully interdependent and linked together.
Any objective within a project must combine dikrée to be achieved. Activities and work
steps are combined togetherinthecsal | ed AWor k Breakdown Struc:
stepby-step description of what needs to be done, how and by whom.

In the project management area, HERMES belongs to ttitidreal fiwaterfalb model which

is a sequential design process whereifitegress is seen as flowing steadily downwards (like

a waterfall) through the phases of Conception, Initiation, Analysis, Design, Construction,
Testing, Production/Implementationnda Maintenano’* HERMES is clearly a phase

oriented project management and execution method. HERMESix mairphaseshowever

their contents and nammenay differ according to the type and/or size of the project. For
instance, in thelopmenefo, AShet emxDanalgsis,es ar e
Concept, Implementation, Deployment and Finalisation. For each,phd3e c iMaking n
Pointso are s es HERMESresdithte lye obired amd thew forithe basis

on which deci®ns are taken to go from one phase to the next.

HERMES also provides description for overlapping and concomitant tasks required for
guaranteein@ projects success. Those specific tasks are sumupeth submodels which
spanthe projeals developmentycle. Thefive main submodels are: Project Management,
Risk Management, Quality Assurance, Configuration Management and Project Mar&gting
shown in Figure.7.

http://www.hermes.admin.ch/services/utilitarb&tudes%28%620Brochures
™ https://en.wikipedia.org/wiki/Waterfall model
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Figure2.7: HERMES'phases and sumodels organisatidi

HERMES is notably suited faystem development as well ag/stemadaptation for which
two manuals exist. Howeviat also includes provisions for projespecific procedures within
its ATail oringo feature.

Two levels of certification schemes are available. The first one, HERMES SwvagsctPr
Team Professional (HSPT,R)ddresses the needs of all project participdrits. second one,

HERMES Swiss Project Manager (HSPMprgets the project head. Until now, both
certification schemes are carried out by the Swiss Association for Quality) (SAQ

With regardto the question about how to integrate PIA methodology withia project
management methodology, HERMES has advantagesfirst one is its tas&n Information
Security and Data Protection (ISDP) whiclinigwo parts
1 Information secuty, with respect to confidentiality, integrity and availability, of the
data handled by the software or the system being developed,;
1 Specific attention for personal data and all requirements set forth by the Swiss Federal
Data Protection law enacted in 1962
The second o nlailoringsfeatbr& WhidiE Gpéres door for adding specifinew
objectives and their corresponding woskeps leading to the expected results regarding
privacy protection as set out in PIAEhe third one is constituted by the smodelson
Quality Assurance (QA) and Project Marketing (PM). The former includes provisions for
guaranteeing that atif the necessary audits and tests are planned, prepared, effectively and
comprehensibly carried out and adequately documented. The itattedes the necessary
provisions for communication inside and outside the project with the following main targets:
the purchaser, users, operators and project team. However, there @s hittlevidence about

75

http://www.gestiondeprojet.lu/cms/gestiondeprojet/publishingfr.nsf/646184f03288e928c1257035004f3542/8aal
a3c518dd0ddcc12578220043073d!OpenDocument&ExpandSection=3,1# Section3
78 hitp://www.admin.ch/ch/e/rs/c235 1.html
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other types of stakeholdésvolvement athough this limit could easily be ovemme by
including the missing ones during the Tailoring step.

Finally, within HERMES, therisk management suimodel mainly deals with abf the risks
regarding project achievement but not the risks induced by tiecpitself on the users. Like
the above, this could easily be oware during the Tailoring step.

Touch points questions

Evidence fromHERMES

1 | Does the PM methodology inclug
provisions about compliance wi
legislation and any relevant indust
stardards, code of conduct, interna
policy, etc.?

HERMES includes provisions for a gene
compliance within the Quality Assuran
(QA) submodel. This submodel starts wit
the Initialisation phase, that ,isat the
beginning of the project. The QA descrilats
the necessary requirements to achieve
level of quality for the success of the projs
as well as the required verifications and au
to ensure the demands are met.

HERMES also lists some key factors whic
can contribute to the success of thejguot
some of which include provisions fo
compliance. These are:

1. AProject Environme
account the organisatiGenvironment in
which the project takes pladee.,its
policies, standards, etc.

Al nformati odatasecur
protectior, which makes specific
provisions for compliance with the Swis
Personal Data Protection Act.

A E c o |, whigtyntakes specific
provisions for taking into consideration ¢
environmental legislative requirements
which could impact the project.

Is the PMmethodology regarded as
process or is it simply about produci
a report?

HERMES is a processriented project
management method. HERMES is all ab
the development of a project, from t
expression of needs tiis deployment and
finalisation. HERMES results in the
production of alot of documentation at a
stage of the project development cycle.

Does the PM methodology addre
only information privacy protection @
does it address other types of prive
as well?

HERMES has no provision falifferent types
of privacy protectiorotherthan personal dat
protection. Personal data protection is hang
within a specific task,.e., the nformation
security anddata protection (ISDPjask This
task makes provision for considering t
requirements set Wt by the SwissPersona
Data Protection Act.

Does the PM methodology say that

should be undertaken when it is s

HERMES is all about the development ot
project. Hence it must be started athe
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Touch points questions

Evidence fromHERMES

possible to influence the developmé
of the project?

beginning of the project.

5 |Does the PM methodology plai HERMEScallsfort he or gani s
responsibility for its use at the seni management tosupport fully the project
executive level? manager

6 | Does the PM methodology call f{ As a starting point for the project, HERME
develping a plan and terms (requires aproject mandate which shoul
reference? Does it include |include the first daft of the projetd terms of
consultation strategy appropriate to { reference and the project plan. Thg
scale, scope and nature of the proje( documents will continually evolve during tf

project and will include provisions for son
consultation with the project participants.

7 | Does the PM methodology call f{ HERMES requires a project environment
conduct of an environmental sc{ analysis. This is among its key factors wh
(information about prior projects of| can contribute to the success of a proj
similar nature, drawn from a variety { However this analysis mainly concernset
sources)? organisatiots context in which the proje

will take place rather than similar projeq
from which lessons could be leadh During
the preanalysis phase, HERMES make
provision for a wide analysis of the projéc
issues and their possible solutions.

8 | Does the PM methodology inclu¢ HERMES includes provisions for adapti
provisions for scaling its applicatiq itself to the scope and size of the proje
according to the scope of the project thanks to itsTailoring feature. This featur

provides thenecessary tools and rules to fog
only on the necessary tasks to achieve
expected results.

9 | Does the PM methodology call f{f HERMES onlyrefers toconsulting relevan
consulting all relevant stakeholde| stakeholders from the project developm
internal and external to th perspective to draw the  projéxt
organisation, in order to identify ar specifications and its requiremenihere is
assess the projeacd s i mp a c { little or no evidenceof assessing the projést
perspectives? impacs.

10 | Does the PM methodology inclu¢ Among the key factors which can contriby
provisions for putting in plac( to the success of a project, HERMESluinles
measures to achieve cle communication with all project participant
communications  between  seni Inside the project, this communication m
management, the project team ¢ scale with the project size and must
stakeholders? planned if appropriate. Communicatio

should not only babouttasks to be achieve
and planedbut also any useful infmation to
help comprehend them. HERMES&omakes
provision for a project marketing sulbmodel
which deals withcommunication outside th
project, includingwith the purchaser, use
and operators.

11 | Does the PM methodology call f{ HERMES makes clear provisions farrisk

identification of riks to individuals

management submodel. However, it id
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Touch points questions

Evidence fromHERMES

and to the organisation?

mainly geared towards the risks which co
endanger the projest success and not ti
risks arising to individuals or to th
organisabn because of the projéstnegative
impacts. Within thanformation security an
data protection (ISDP) task, HERMES

more open to risks arising to individue
through the use of their personal data. In

regard, HERMES clearly calls for the use
data protection measures.

12 | Does the PM methodology inclu¢ Within its risk management submodel,
provisions for identifying protectiol HERMES uses a full approach which
measures and/or design solutions| includes: recognition of risks; analysis of rig
avoid or to mitigate any negatiy (causes, effects); risk appraisal, with resy
impacts of the project or, whe to their effects; reduction prif possible,
negative impacts are unavoidab elimination of the risks; planning fothe
does it require jusftcation of the| likelihood of residual risks; supervision
business need for them? residual risksand of the effects of measure

introduced; setting up reserves for resid
risks. Moreover, all this analysis must be fu
documented.

13 | Does the PMmethodology includ¢ HERMES isa narrative project manageme
provisions for documenting th method. All project requirement
process? specifications,  organisation,  objective

expected results, etc. must be documen
And those documents must be kepttapate
during the development cycle.

14 | Does the PM methodology inclu¢ HERMES includesa project marketing sub
provision for making the resultin model which handles all communicati
document public (whether redacted| inside and outsidéhe project. Howevethere
otherwise)? is little or no evidencdo suggest thereleag

of documents to the wider public.

15 | Does the PM methodology call for| As a process, HERMES calls for a contin
review if there are any changes in { update of the mjecis specifications with
project? regardto expected results. If appropriate, g

changes in the project must be synchron
with the quality assurance plan, the
verification and audits must be ry
accordingly.

16 | Does the PM methodology include | HERMES featuresa quality managemen

provisions f@ an audit to ensure that
the organisation implements all
recommendations or, if not all, that it
has provided adequate justification f
not implementing some
recommendations?

(QM) submodel which is run throughout th
project. This submodel includes provision
for verification and audits to ensure thatil
the specifications have been adequately tg
into account, implemented and document
However, unlike other methodologie
HERMES doesti go beyond theleployment
and finalisation phases. Hencall of its
requirements for verification and audit do
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Touch points questions Evidence fromHERMES
cover the production, maintenance an
retirementphases.

Conclusions and ecommendations

HERMES includes provisions for handling information security and dat#egtion
requirements set out in the Swiss Data Protectionwach represents an important step for
the inclusion of privacy impastnd privacy protectior-iowever regarding PIAs, HERMES
lacks provisions for broad privacy protection and broad stalehmvolvement.

Nevertheless, as a resutisented project management method, HERMES has some features
which open doors for better integration with PIAs. One of those key features is Tailoring
which brings together all necessary tools and rules to umké new projeespecific
requirements and objectives. Tailoring starts at the beginning of a project ankraughout

all project phases. Tailoring should be seen as the first place to include the requirements for a
broad privacy analysis as well as @der consultation with more stakeholders than those
directly involved in the project development.

The quality management sutnodel provides the opportunity to take into account new
requirements in terms of all the necessary verifications and audits tioe emgpropriate
privacy protection.The project marketing submodel could be extended to carry out wider
stakeholder communication and involvemélitie risk management sutmodelcould also be
extended to take into account not only those risks that coudnger the success of the
project but also those that could arise due to possible negative impacts by the use of project
production.

2.3 DERIVATIVE PM APPROACHES

Whilst these project management approaches are those with broad adoption, a keytissue tha
should be considered is how to integrate PIAs into existing PM methodologies that are
derivatives of these. Many large system integrators and technology service organisations use
their own internal standards for project management, making the cas@rtolignts for the
added value of their Aunigueod methodol ogi es.
across 38 countries with 1,524 respondents, 4% of organisations have developed their own in
house project management methodol6gy.

As an example)]BM Global Services, the IT consulting services arm of IBM with over
150,000 employees worldwide, requires its project managers to learn and apply its proprietary
project management methodology. The methodology is largely based upon PMBOK, and as a
matterof practice, professional project managers are typically also required to have a current
PMP certification as a base of knowled§e.

Whilst it may not be viable to directly influence such proprietary approaches, education of
working project managers aspart of an ongoing accreditation processes for the dominant
PMBOK and PRINCE2 methodologies can provide a strong influence for change. In

" PriceWaterhouseCoopers, 2012.
8 Interview on 13 March 2013 with IBM Global Services Project Manager, D. Tencza.
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addition, where these standards are specifically being used by large global consultancies,
there is an opportunity tonpact many other organisations that engage their services, and look
to them as models for good practice.

In addition, 8% of the responding organisations indicated that they used a combination of
methodologies, while 26% indicated that they used none.

In those organisations where hybrid approaches are used, this is typically a reflection of
trends towards integrating Agile methodologies within an organisation where traditional
project management approaches have been used in the past, or that ofngtégyiti into

IT organisations where waterfall methodologies have been used. The project manager
continues to play a role in maintaining traditional pHaassed project management
components in a majority of organisations where Agile is in plades organisations
transition to Agile, they may perform some pilot projects applying an Agile methodology,
while maintaining more traditional project and portfolio management approaches on a broad
basis.

2.4 PRACTICAL APPROACHES FOR INTEGRATING PRIV ACY RISKS INTO PROJECT
MANAGEMENT STANDARDS AND METHODOLOGIES AD OPTED BY RESPONDENTS

The data collected through the January 2013 survey have been useful for identifying some of
the potenti al Aopen doorso that some daf t he
to integrate privacy risks into their project management processes and adopted standards.
Rat her than providing an exhaustive |1ist o f
adopted Nfnopen doorso for I nt egr amanagergent pr i v a
standards, based on the responses received. This summary could provide useful directions for
achieving practical integration.

Based on the responseastegration occurs, most of the time, at the project initiation phase,
when the organisatiomeeds to provide formal approval for, and finalise the scope and
resources of the project. By taking the projectdyele into consideratigiwe have organised
the identified open doors around three main phasegoroject open doorgrojectinitiation

open doorsand projectimplementation open doar3he following is the list of identified
open doors, as emerging from the survey, with a brief explanation for each of them.

Pre-project open doors

1 Procurement requisition process and documentatiofthen raising a new
procurement requisition, the project manager, responsible for opening the new
requisition, needs to assess, by applying screening questions and/or a checklist,
whether the new requisition involves privacy risks and therefore whethkk & P
required.

1 Service level agreement (SLAVhen drafting a new service level agreement, the
project manager in charge of the SLA has the responsibility to assess whether privacy
risks are involved and if a PIA is required. For the assessment, thetpr@geager
could use a privacy screening checklist.

" PriceWaterhouseCoopers, 2012.
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1 Business case process and documentatidnfew organisations have designed
business case templates to contain a data protection compliance section requiring
confirmation that the owner of the busssecase has consulted the information
governance team in relation to privacy risks and has carried out an initial privacy
assessment, often based on the privacy check list modelled on ICO guidance.

1 Review stage gate proceddis process refers to thet@wal management review stage
gates where senior stakeholders (i.e., board) agree go-go wmlecisions for the
project. The review state gate process documentation comprises a section on privacy
impact assessment at each stage of the process, includifigstireview stage when
senior stakeholders have to take decisions on project funding aattegd.

Project initiation open doors

1 Regulatory gateway assessmeitnmediately after the project gahead, projects go
for an internal regulatory assessmetnere, as one of the respondents has stated: they
fare assessed to ascertain i f Privacy 1is
team are required to fill in a PIA before the project can progress. From this, the
Privacy team are able to advise thie level of involvement needed in the project to
manage risk and compliance. 0

1 Information security assessmemll of the projects, before initiation, have to go
through an initial information security assessment, which includesagy and simple
privacy screening If the security assessment, which is often done online, has
highlighted information governance risks, including privacy, then the data protection
office will provide information governance and privacy advice to the project manager
at the incetion of the projectto properly identify, assess and manage potential
impacts. Furthermore, organisations might issue internal information security
guidance, including how to assess and manage privacy impact, to support project
managers in their assessrmen

1 Referral to an Information Security Forum (ISFAt the project inception, project
managers have to refer their projects to an Information Security Forum, which will
initially assess information and privacy risk and advise the project manager on the
ne@ssary steps to take.

1 Project initiation documentationPIA is incorporated into the project initiation
documentationn the form of an easy and quick initial privacy assessnfenbne of
the respondents has Sstressed: akéidhisk asse
assessment in relation to the need for a PIA is taken as part of the process of

devel oping a Project Initiation Documento
in parallel with a risk assessment in relation to Equalities Impact Asseissme
(EqlA).°

1 Case for change managemerffome organisations have included PIA in the
development of the case that project managers need to document, when project
changes are requested. For any change management request, the project manager will
assess tharipact on privacy and the need for undertaking a PIA together with the
assessment of other impacts, caused by the change request, such as cost, schedule,
planned infrastructure, integration and input/output/processing modules.

8 Introduced undr the Equality Act 2010, Equality Impact Assessments are designed to protect the
disadvantaged and the vulnerable. Under the act, public authorities have an equality duty. The duty is made up of
a general equality duty supported by specific duties seseparately in the regulations. An equality impact
assessment involves assessing the likely or actual effects of policies or services on people in respect of disability,
gender and racial equality.
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Project implementation opendoors

T

PIA workstream or workpackage All large-scale projects have a formal privacy

work- stream or worlpackage designed to monitor and manage prirapgactas the

project progresses.

Review stage gate procesehis process refers to critical managemh review stage

gates where senior stakeholdéesy., board) agree go or rgo decisions for the

project. Thereview state gate process documentation comprises a section on privacy
impact assessment at each stage of the processes, including criterahediate

phases of the project.

Project management toolkit3:he PIA process is formally integrated into a standard

project management toolkit, which organisations use to manage projects.

Project Officebs st @PApracesses aralipidtegrateditoo d ol og
t he organi sationods Project and f theefere st and
consistently applied across the organisation.

Project management trainingPrivacy andPIA training is incorporated into the
organi sat i on dénsanagegmanbtchiaingd pr oj ect
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3 RISK MANAGEMENT STAN DARDS AND METHODOLOG IES

This chapter parallels the previous chapter to some extent. It describes popular risk
management standards and methodologies in use in the UK and abroad. The principal
differencesare that the risk management area is much more diverse in terms of available

standards to be applied, and the scope of each differs.

For each

the touch points into a set of questions.

met hodol ogy, we
the methodology using a seft questions derived from the PIA Handbook touch points. The
following table, as with that in the introduction to Chageshows how we have converted

provide an

Touch points extracted from the ICO
PIA Handbook

Questions br risk management
methodology based on touch points

1 | PIAs must comply with (more than ju
data protection) legislation.Private
sector organisations will also have
consider industry standards, codes
conduct and privacy policy statements

Does theRM methodology include
provisions about compliance with legislatig
and any relevant industry standards, code
conduct, internal policy, etc.?

2 | PIAis a process.

Is the RM methodology regarded as a
process or is it simply about producing a
report?

3 | A PIA could consider:

privacy of personal information;

2. privacy of the person;

3. privacy of personal behaviour; ano

4. privacy of personal
communications.

=

Does the RM methodology address only
information privacy protection or does it
address other types of prisaas well?

overvi

4 | PIA should be undertaken when it
possible to influence the developme
of a project.

Does the RM methodology say that it shoy
be undertaken when it is still possible to
influence the development of the project?

5 | Responsibility for thé”l1A should rest &
the senior executive level.

Does the RM methodology place
responsibility for its use at the senior
executive level?

6 | The organisation should develop a p
for the PIA and its terms of referende,
should develop a consultation segy
appropriate to the scale, scope
nature of the project.

Does the RM methodology call for
developing a plan and terms of reference?,
Does it include a consultation strategy
appropriate to the scale, scope and nature|
the project?

7 | A PIA should intude an environmentg
scan (information about prior projeq
of a similar nature, drawn from a varie
of sources).

Does the RM methodology call for conduct
of an environmental scan (information abo
prior projects of a similar nature, drawn fro
a variey of sources)?

8 | The organisation should determi
whether a smalécale or fullscale PIA
is needed.

Does the RM methodology include
provisions for scaling its application
according to the scope of the project?

9 | A PIA should seek out and enga

Does the RM methodology call for
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Touch points extracted from the ICO
PIA Handbook

Questions br risk management
methodology based on touch points

stakelolders internal and external to tl
organisation. The assessor needs
make sure that there is sufficig
diversity among those groups
individuals being consulted, to enst
that all relevant perspectives &
represented, and all releva
information s gathered.

consulting all relevant stakeholders, intern
and external to the organisation, in order t(
i dentify and assess
their perspectives?

10

The organisation should put in place
measuresat achieve clear
communications between senior
management, the project team and
representatives of, and advocates for,
the various stakeholders.

Does the RM methodology include
provisions for putting in place measures to
achieve clear communications between
senior management, the project team and
stakeholders?

11

The PIA should identify risks t
individuals and to the organisation.

Does the RM methodology call for
identification of risks to individuals and to
the organisation?

12

The organisation should edtify less
privacyinvasive alternatives. It shoul
identify ways of avoiding or minimisin
the impacts on privacy or, whe
negative impacts are unavoidab
clarify the business need that justifi
them.

Does the RM methodology include
provisions for iéntifying protection
measures and/or design solutions to avoid
to mitigate any negative impacts of the
project or, when negative impacts are
unavoidable, does it require justification of
the business need for them?

13

The organisation should documeihie{
PIA process and publish a report of
outcomes.

Does the RM methodology include
provisions for documenting the process?

14

A PIA report should be written with th
expectation that it will be published, |
at least be widely distributed. The rep|
should be provided to the variot
parties involved in the consultation.
information collected during the PI,
process is commercially or secur|
sensitive, it could be redacted or plac
in confidential appendices, if justifiablg

Does the RM methodologgclude provision
for making the resulting document public
(whether redacted or otherwise)?

15

The PIA should be rgisited in each
new project phase.

Does the RM methodology call for a reviey
if there are any changes in the project?

16

A PIA should besubject to thireparty
review and audit, to ensure tl
organisation implements the Pl
recommendations or, if not all, that
has provided adequate justification f
not implementing som!
recommendations.

Does the RM methodology include
provisions for araudit to ensure that the
organisation implements all
recommendations or, if not all, that it has
provided adequate justification for not
implementing some recommendations?
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3.1 RISK MANAGEMENT
3.1.1 ISO 31000:2009 Risk managemerd Principles and guidelines

This International Standard provides the principles and guidelines for managing,
systematically and transparently, any form of risk in any cofiteat.key feature of the

standard is establishing the context in which the organisation operates. The tuhteles

the organisationds objectives, I'ts environme

It recommends that organisations develop, implement and continuously improve a framework
the purpose of which is to integrate the process for managing risk into the digalsisa
overall governance, strategy and planning, management, reporting processes, policies, values,
and culture.

The standard comprises five main chapters on scope, terms and definitions, principles,
framework, and process. It also has an annex dbuw#s of enhanced risk management and
a bibliography.

Management of risk has numerous benefits. The standard points out that, among other things,
it helps an organisation to

identify opportunities and threats

comply with legal and regulatory provisions
improve stakeholder confidence and trust
improve controls

improve decisiormaking and planning

improve organisational learning and resilience.

E N -

A good privacy impact assessment process has similar benefits.

The standard provides generic guidelines, bugsdoot seek a uniform approach to risk
management by all organisations.

Section 3 of the standard provides a set of risk management principles. Many PIA
methodologies also contain a set of privacy principles. Among the principles in ISO 31000 is
this one:Risk management is transparent and inclusive, i.e., the organisation should involve
stakeholders in a timely manner. Including decisimakers from all levels of the organisation

wi | | hel p make sure that the oretpwamn.iEsgaging onos
stakeholders is the best way to ensure that their views are taken into account in identifying
risks, setting risk criteria and finding solutions. Communication and consultation with
stakeholders are also key features of PIA. Sections3os#tl0 other principles as well.

Section 4 offers a framework for managing risk. It has several subsections which address:

81 |nternational Organization for Standardization (ISBjsk managemernit Principles and guidelines, 1SO
31000:2009 Geneva, 15 Nov 2009.
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T
T

T
T

The organisationbés management and its com
accountability and communicating with stakehoéde
Design of a framework for managing risk, which comprises tasks, including the following:
o Understanding the organisation and its context
Establishing a risk management policy
Identifying who is accountable for managing risk(s)
Embedding risk managemento organisational processes
Ensuring adequate resources are allocated for the risk management activities
o Communicating with stakeholders, internal and external to the organisation
Implementing the risk management framework
Monitoring and reviewing the fctiveness of the framework.

O O o0 O

The standard says that the effectiveness of risk management requires commitment by
management, who should endorse the risk management policy, ensure the organisation
complies with relevant legislation, assign responsibilittesnanaging and treating the risks,

and communicate with all stakeholders.

The risk management process, the subject of section 5, includes these activities:

T

Communication and consultation with internal and external stakeholders throughout the
process the organisation should consider different views when it defines risk criteria and
evaluates risks. Communication and consultation are important because stakeholders
make decisions based on their perceptions of risks, and those perceptions vary from one
stakeholder to another.
Establishing the contejt the organisation needs to articulate the contextual factors that
play a role in risk management. External factors include the legal and regulatory
environment, the technological and competitive environjregnt Internal factors include
the organisationds objectives, strategy, st
Defining risk criteria, which include things like consequences, likelihood, level of risk,
stakeholder views.
Risk assessment comprises the following three activities
0 Risk identification
0 Risk analysis, which means the organisation considers the sources of the risks, the
consequences, the likelihood of the risks, the views of experts, uncertainties,
availability of relevant information, the effectiveness of existingtiass, etc.
o Risk evaluation, which the organisation undertakes, using the risk criteria, to
decide how to prioritise risks and to decide which need to be treated
Risk treatment
o Selection of risk treatment options, which include retaining, avoiding, iregluc
and sharing the risk(s).
o Preparing and implementing risk treatment plans, which the organisation should
discuss with relevant stakeholders
Monitoring and review, the results of which the organisation should record and report
externally and internallyas appropriate.
Recording the risk management process, which provides a basis for improvement. There
may be legal and regulatory requirements for such records.
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Touch point questions

Evidence from 1SO 31000:2009

Does the RM methodology inclug
provisions about compliance wit
legislation and any relevant indust
standards, code of conduct, inter
policy, etc.?

The standard says that understanding
external context includes understanding
legal and regulatory requirements.

Is the RM metbdology regarded as
process or is it simply about produci
a report?

Yes, the standard describes risk manager
as a process. Within that process, I
treatment is described as cyclical proces:
assessing the effectiveness of the way
which risksare treated.

Does the RM methodology address o
information privacy protection or dog
it address other types of privacy

well?

ISO 31000 is focused on risk managemen
a broad sense, so it does not focus
particularly upon privacy protection. The
word fAprivacyo does
standard. However, it does mention
complying with laws and regulations, whicl
would include privacy provisions.

Does the RM methodology say that
should be undertaken when it is s
possible to influence the delopment
of the project?

The standard says plans for communicatio
and consultation should be developed at &
early stage. These should address issues
relating to the risk itself, its causes, its
consequences (if known), and the measur
being taken to tia it.

Does the RM methodology plag
responsibility for its use at the seni
executive level?

Effectively, yes. It says risk managemg
requires commitment
management, which should define g
endorse its risk management polignd
ensure there is accountability for manag
risk.

Does the RM methodology call fq
developing a plan and terms
reference? Does it include
consultation strategy appropriate to f{
scale, scope and nature of the project

The standard says the argsation shoulg
develop a plan for communicating a
consulting with internal and extern
stakeholders, so that stakeholders unders
the basis on which decisions are made,
the reason why particular actions @
required.

Does the RM methodologyall for
conduct of an environmental sc|
(information about prior projects of
similar nature, drawn from a variety |
sources)?

Yes, understanding contextual factors figu
prominently in the standard both the
external and internal context.

Does the RM methodology includ
provisions for scaling its applicatic
according to the scope of the project?

Not explicitly, but the standard does say t
the organisation should define the criterig
be used to evaluate the significance of r
When deining risk criteria, the organisatiq
should take into account factors such as
following:

1 the causes and consequences and

they might be measured
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Touch point questions

Evidence from 1SO 31000:2009

how likely the risks are

the timeframe of the likelihood and/

consequences

1 how the level of risk isat be determined

1 the views of stakeholders

1 the level at which
acceptable

9 combination of risks.

E |

risk becomg

Does the RM methodology call fq
consulting all relevant stakeholde|
internal and external to the organisati
in order to identify and assesthe
projectaos i mpac
perspectives?

Yes, the standard says that communicaj
and consultation with external and inter
stakeholders should take place during
stages of the risk management process
also says that if risk treatment apts impact
stakeholders, they should be involved in
decisionmaking process.

10

Does the RM methodology inclug
provisions for putting in place measut
to achieve clear communicatiol
between senior management, the pro|
team and stakeholders?

The standard says the organisation shg
establish internal and extern
communication and reporting mechanisms

11

Does the RM methodology call fq
identification of risks to individuals an
to the organisation?

ISO 31000 is focused on risks to t
organsation, but it does say that perceptic
of risk can vary due to differences in valu
needs, assumptions and concerns
stakeholders.

12

Does the RM methodology inclug
provisions for identifying protectiol
measures and/or design solutions
avoid or to mitigate any negativ
impacts of the project or, when negati
impacts are unavoidable, does it reqt
justification of the business need f
them?

Yes. Selecting the most appropriate T
treatment option involves balancing the cg
and efforts of irplementation against th
benefits derived, while taking into accoy
legal, regulatory and other requirements s
as social responsibility and the protection|
the environment. Decisions should also t
into account risks that can warrant r
treatmentthat is not justifiable on econom
grounds; for example, where a risk co
have severe consequences, but its likelih
IS rare.

13

Does the RM methodology incluc
provisions for documenting the proces

Yes, section 5.6 calls for monitoring a
reviewing the risks and their treatment, wh
section 5.7 calls for recording the ri
management process from beginning to e

14

Does the RM methodology incluc
provision for making the resultin
document public (whether redacted
otherwise)?

Yes, in setion 5.6 on monitoring and
reviewing, the standard says the results
should be recorded and reported externall
and internally fndas

15

Does the RM methodology call for
review if there are any changes in |
project?

Yes. The monitoring angkview activity
should include identifying emerging risks a
well as any changes to the internal and
external context, or to the risk criteria, or tg
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Touch point questions Evidence from ISO 31000:2009

the risk itself.

16 | Does the RM methodology include The standard does n
provisions for an audit to ensure that { but, as mentioned above, the standard ma|
organisabn implements all provision for monitoring andeview;
recommendations or, if not all, that it | however, it does not explicitly provide for
has provided adequate justification fol third-party review, other than potentially
not implementing some reporting to stakeh
recommendations?

Conclusions and recommendations

ISO 31000 appears to be the most prevalent risk management methodology. Issheres

touch points with PIA, but because it is a generic risk management methodology, it does not
address some PIAissued or exampl e, it does not wuse the
provision that might suggest recognition of data protection ridksvever, communication

and consultation with stakeholders are integral to the risk management process; hence, there
are some fAopen doorso in the process where a
standard that would be at odds with a PIA. I§@ndards are revised from time to time. For
example, the 27005:2008 standard was revised with a second edition in 2011. The same might
happen with regard to 31000. If so, the ICO could urge the BSI (as an ISO member) to make
more explicit potential risk$o privacy and data protection. The existence of ISO 29100,

which addresses privacy principles, is helpful in this regard.

3.1.2 Combined Code and Turnbull Guidance

The UK Corporate Governance Code 2010 is a set of principles of good corporate governance
aimed at companies listed on the London Stock Exchange (LSE). It is overseen by the
Financial Reporting Council (FRC), the UK's independent regulator responsible for
promoting high quality corporate governance and reporting. The Financial Services
Authority's Listing Rules have statutory authority under the Financial Services and Markets

Act 2000. The Listing Rules require that companies listed on the stock exchange disclose how
they have complied with the Code, and explain where they have not appliedd#i io

what the Code refers to as ficompbhsgdapproace x pl a i
in the sense that it provides general guidelines of best practice. This contrasts with a rules
based approach to which companies must adhere.

The initialbasis of the Code was the Cadbury Report, published in 1992, which was produced
by a committee chaired by Sir Adrian Cadbury. That report covered financial, auditing, and
corporate governance issues and made various recommendations, one of which vaa that e
board should have an audit committee composed oferenutive directors. In 1994, the
Cadbury Report principles were appended to the Listing Rules of the London Stock
Exchange.

In 1996, a committee led by Marks & Spencer chairman Sir Richard Gmyeplmduced a

report on executive compensation. The Greenbury Report also recommended some further
changes to the existing principles in the Cadbury Code. In 1998, Sir Ronald Hampel,
chairman and managing director of ICI plc, led a third committee, whitilished the
Hampel Report; this suggested that the Cadbury and Greenbury principles be consolidated
into a ACombined Codeo.
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In 1999 came the first edition of the Turnbull guidance, which recommended that directors be
responsible for internal financiahd auditing controls. A committee, led by Nigel Turnbull of

the Rank Group, prepared the Turnbull guidance, officially known as Internal Control:
Guidance for Directors on the Combined Code. The Turnbull guidance was revised A 2005.

In 2010, the Finanal Reporting Council issued a new Stewardship Code, along with a new
version of the UK Corporate Governance Code, thus separating the issues from onéanother.

The Turnbull guidance is relatively short at 15 pages. It has five chapg&rdntroduction,

and chapters on maintaining a sound system of internal control, reviewing the effectiveness of

i nternal control, the boardos statement on
provides guidance on the responsibilities of the board with regaisktmanagement, and on

the responsibilities of the company to the board.

A preface states that the Financial Reporting Council asked a group to review the impact of
the Turnbull Guidance produced in 1999. The group reported that boards and invedtors sai
the guidance had contributed to an overall improvement in risk management and internal
control. ANotably, the evidence gathered by
considered that the substantial improvements in internal control instiggatedplication of

the Turnbull guidance have been achieved without the need for detailed prescription as to how
to i mplement the guidance. 0 | n ebasedapproachr ds ,
to a rulesbased approach, a preference that theewegroup endorsed. The group made only

a small number of changes to the 1999 first edition of the Turnbull guidance.

The 2005 report emphasises that an effective system of internal control is noto# one
exercise: companies must take account of nesdveanerging risks, the assessment of which
must be regular and systematic. The board is responsible for embedding risk management and
control systems in their companies. The principal means of communication between the
board, the company and shareholderthés annual report. The review group recommended
that boards review whether they could make better use of the internal control statement in the

annual report. AThe internal contr ol stat eme
shareholders undérsand t he ri sk and contr ol i ssues f a
says the boarddés attitude, reflected in tha

whether to invest in the company.

The Introduction to the 2005 report highlights thepartant of internal control and risk

management . It notes that a companyés object
in which it operates are continually evolving and, as a result, so are the risks. Thus, internal
contr ol r el i argd reguiar efiatuationhobthematigenand extent of the risks to
which a company is exposedo. Ri sks should n
review points out, some risks present opport
succesful risktaking in business, the purpose of internal control is to help manage and
contr ol risk appropriately rather than to el

8 Financial Reporting Councilnternal Control: Revised Guidance for Directors on the Combined Codlet h e
Turnbull Gui danc e 0] © Filarcial Reporting @inctl G-RG). r Adébtedahd reproduced
with the kind permission of the Financial Reporting Council. All rights reserved. For further information, please
visit www.frc.org.uk or call +44 (0)20 7492 2300.

8 The above paragraphs are paraphrases extractedhfipien.wikipedia.org/wiki/Combined _code
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The guidance says that companies should incorporate risk management ardl ¢cotemol
within their normal management and governance processes, and not as separate exercises to
meet regulatory requirements.

The guidance quotes Principle C.2 of t he C
should maintain a sound system of intex | control to safeguard she
the companyb6s assets. o It also quotes Provis
at | east annualll vy, conduct a review of t he
controlandshoel d report to shareholders that they h

Chapter two, on maintaining a sound system of internal control, says the board is responsible
for setting policies on internal control and for making sure the internal control system is

effective in mangi ng r i sks. The boardods deli beration
nature and extent of risks facing the company, the extent to which the company can bear such
risks, the | ikelihood of the risks, thehe <co

incidence and impact of risks that materialise), and the cost/benefit of controls.

Management should identify and evaluate the risks faced by the company for consideration by
the board and design, operate and monitor a suitable system of intermall ¢bat
implements the policies on risk and control adopted by the board. Internal control of risks
should be embedded throughout the company. All employees should have an understanding
of the company, its objectives, the markets in which it operatelsthenrisks it faces; they
should, accordingly, have some responsibility for internal control.

The guidance outlines the elements of an internal control system, which comprise policies,
processes, tasks, behaviour and other aspects that enable iptareffpctively and quickly

to business, operational, financial, compliance and other risks. The system will help to ensure
internal and external reporting (which includes the maintenance of proper records that
generate reliable information from within andtside the organisation) and compliance with
applicable laws and regulations, as well as with internal policies.

The guidance emphasises that while it can help provide effective risk management, an internal
control system cannot provide certaintyagain a companyods ri sks.

Chapter three is on reviewing the effectiveness of internal control, which the guidance
describes as an essenti al par t -making, th@lmard oar d¢
needs to take into account the scale, diversitand compl exi ty of t he ¢
and the nature of significant risks faced by the company.

An effective control system requires continual monitoring. The company should regularly
provide the board with reports on internal control. The bohaolld undertake an annual
assessment in advance of making its public statement on internal control. Management reports
to the boar d shoul d provide n a bal anced a s
effectiveness of the system of internal control ianaging those risks. Management should

identify any significant failings or weaknesses in the reports as well as what actions it is
taking to overcome them. The guidance says it is essential that management be open in its
communication with the board regang risk and control.
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For its part, the board should consider the significant risks and how the company has
identified and evaluated and is managing them. It should assess the effectiveness of the
internal control system and whether more extensive nmimités needed. The board should

assess the scope and quality of management 0:¢
the extent and frequency of management 6s co
effectiveness of tihgprocessespanyo6s public report
Chapter four concerns the boardds statement
report and accounts MAshould include such me
necessary to assist sharpadmydsrrsios ku nmdaemrasdg eamd

and system of internal control, and shoul d
says the board should disclose (if it is true, of course) that there is an ongoing process for
identifying, evaluating and managitige significant risks faced by the company, and that it is
regularly reviewed by the board. Paragraph 37 reminds us that the Listing Rules require the
board to disclose if it has failed to condu
internal corrol system.

Chapter five is an appendix, which contains some questions to help the board to assess the
effectiveness of the companyés risk and <co
assessment, the guidance asks if the company has communieaidyl with employees on

risk assessment and internal control issues. Are significant risks identified and assessed on an
ongoing basis? Regarding control, it asks whether senior management demonstrates
commitment to fostering a climate of trust and intggmwithin the company. Regarding
information and communication, it asks if management and the board receive timely, relevant
and reliable reports on risks and information from inside and outside the company that are
needed for decisiemaking. It asks: Arehalf-yearly and annual reporting effective in
communicating a balanced and understandabl e
prospects? Are there established channels of communication for individuals to report
suspected breaches of law or regulatianstber improprieties?

It also asks if there are ongoing processes embedded within the company for monitoring and
re-evaluating risks, policies, processes, and activities for risk management and internal
control. It says such processes may include coflesrauct and/or internal audits. It asks
whether management communicates with the board on the effectiveness of ongoing
monitoring process regarding risk and control.

Touch point questions Evidence from the Combined Code and

Turnbull Guidance

1 | Does the RM methodology includi The Turnbull guidance does not spedg
provisions about compliance wil particular legislation, but it does say tha
legislation and any relevant indust sound system of inteal control helps ensur
standards, code of conduct, inter] compliance with applicable laws ai
policy, etc.? regulations as well as internal policies.

2 | Is the RM methodology regarded ag The guidance says an effective inter
process or is it simply about producing control system should wolve processes fg
report? monitoring the continuing effectiveness

the system of internal control (Chapter 2).
3 | Does the RM methodology address o| It does not specifically nmgion privacy
information privacy protection or does| matters, but presumably privacy risks wo
address other types of privacy as welll be considered within its wider considerati

74



Touch point questions

Evidence from the Combined Code and
Turnbull Guidance

of risks.

Does the RM methodology say that
should be undertaken when it is s
possible to influence the development
the project?

The guidane sees risk management g
internal control as a continual process, i
says that management should report to
board on how it has addressed or
addressing risks.

Does the RM methodology plag
responsibility for its use at the sen
executive levi®

Yes, but it sayghat risk management an
control should be embedded within t
company and that all employees have s¢
responsibility regarding risk manageme
and control.

Does the RM methodology call fq
developing a plan and terms

reference? Does it include &
consultation strategy appropriate to {
scale, scope and nature of the project

The guidance does not use the te
Aconsultationo, bu
communication between management
the board, as well as to internal and exte
reporting.

Does the RM methodology call fc
conduct of an environmental sc
(information about prior projects of
similar nature, drawn from a variety
sources)?

Yes. It says (in the Preface) that no con
system can be effective unless it ta
acount of the compa

Does the RM methodology inclug
provisions for scaling its applicatiq
according to the scope of the project?

Not specifically.

Does the RM methodology call fc
consulting all relevant stakeholde
internal andexternal to the organisatio
in order to identify and assess f{
projectos i mpac
perspectives?

No. There is a difference betwe

stakeholders and shareholders.

10

Does the RM methodology inclug
provisions for putting in place measur
to achieve clear communicatiof
between senior management, the pro
team and stakeholders?

Chapter 2 (para. 19) of the Turnbull guidar
concerngthe quality of internal and extern
reporting and a flow of timely, relevant a
reliable information from whin and outside
the organisation. The board should make
least an annual public statement on
companyb6s internal
annual report). Paragraph 31 also referg
the effectiveness
reporting processes.

11

Does the RM methodology call fc
identification of risks to individuals an
to the organisation?

No, only to the company.

12

Does the RM methodology inclug
provisions for identifying protectio
measures and/or design solutions
avoid or to mitigate any negative
impacts of the project or, when negat

Yes.
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Touch point questions Evidence from the Combined Code and
Turnbull Guidance

impacts are unavoidable, does it reqy
justification of the business need f
them?
13| Does the RM methodology inclug Yes.
provisions for documenting the proceg
14| Does the RM methodologyinclude| Yes, in some form. In Chapter five, it ag
provision for making the resultin about senior management fostering a clin
document public (whether redacted | of trust.
otherwise)?
15| Does the RM methodology call for| Yes. It sees risk management and inte
review if there are any chges in thg control as an ongoing process.

project?
16 | Does the RM methodology include The guidance assumes that a company ha
provisions for an audit to ensure that t internal audit function (see, for examp
organisation implements all clause 31).

recommendations or, if not all, that it
has provided @equate justification for
not implementing some
recommendations?

Conclusions and recommendations

The Turnbull guidance is not a methodology, as, for exam®8O 31000 is, but it is
important because it does provide a 4#iislsed guidance for listed companies. We assume
that, for listed companies, it is the most important risk guidance. It does not refer to other
methodologies, such as ISO 31000 or ISO 270&] says nothing about engaging
stakeholders (shareholders are stakeholders, but not all stakeholders are shareholders),
although it does refer to communication with shareholders and investors, and to fostering a
climate of trust and integrity. From a rew of touch points above, we can see some
comparability between PIA and the Turnbull guidance. The ICO could communicate with the
Financial Reporting Council and see whether there might be a possibility for strengthening
the Turnbull guidance and/or theKUCorporate Governance Code with more specific
provisions regarding privacy risks, and with encouraging companies to undertake a PIA to
identify and respond to privacy risks. In any event, if the proposed Data Protection Regulation
comes into force with Aicle 33 more or less intact, companies will be obliged to undertake
PlAs. Thus the ICO could brief the Financial Reporting Council on the efficacy of PIA. It
could cite the DECC PIA as an example of a relatively good PIA, and note that the Energy
NetworksAssociation undertook it in order to foster trust and transparency with consumers.
Similarly, the ICO could point to other companies who undertake PIAs (such as Vodafone,
Siemens and Nokia) and to the importance these companies attach to their regsitatone
corporate asset.

3.1.3 UK Tr e aThe @rangedBook: Management of Risk

The UK Tihe &mnge Bodkddanagement of RigkPrinciples and Concepi{R004)

is not untypical in seeing the identification, assessment, addressing and revieariglg
risks as (nodlinear) steps in the risknanagement process. It identifies protection of privacy
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as one of several operati onal ri sks to an or
of the ¢ oncept/ (theodmouitrofi riskkidit is gopsieldreid toebe tolerable and
justifiable) and its addressing of risk through an analysis of preventive and corrective controls
seem in principle to provide an avenue for considering privacy impact, although privacy is not
dealt with inThe Orange Bok

The Orange Bookis a relatively short document that succeeds a ZDf@ihge Bookit h a 't

proved very popular as a resource for developing and implementing risk management
processes in government organi sat theaywas It f
and is designed to be read in conjunction with a range of other egowainment risk
management materials. It notes that, now that basic risk management is in place in the central
public sector, attention is turning to continuing review anprovement. Observing that there

IS no specific standard for risk management in government ceg@mns, theOrange Book

aims to establish principles and a ARiIi sk Mar
organisations to adopt specific standarahcluding Australian and Canadian ones. The

Orange Bookdentifies the need for integrating risk management at strategic, programme and
operational levels, led from the top, and with each organisation having maiskgement

strategy. It therefore setsut a @Ari sk management-lineao mhere O , em
of a process that balances interwoven elements, that is sensitive to the way the management of
one risk may have an impact on another one, and that places risk management in context.

The @re process consists of four (Almear) stages:
1 identifying risks
1 assessing risks
1 addressing risks
1 reviewing and reporting risks

The fiextended enterpriseo, or organisational
has three elements:

1 partnerorganisations

1 sponsored/sponsoring organisations

1 other government departments

The risk environment or context identifies seven diverse elements:
government

Parliament

stakeholder expectations

corporate governance requirements

the economy

capacity

laws and regulations

E

The identification of stakeholder expectations and of relevant laws and regulations would be
congruent with PIA if information and privacy risk were identified as foci for analysis.

The stage ofidentifying riskis the first stepwhich has two distinct phases: initial risk
identification, and continuous risk identification. Both of these relate risks to objectives. Risks
may be identified either through commissioning a risk review and/or by internal self
assessment in each levelpart of the organisation. Risks are not independent of each other,
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but may form groupings. Furthermore, identified risks should be assigned to an owner for
management and monitoring. Horizecanning is highlighted as being of importance. The
Orange Boolprovides an exemplaable showing typical groupings and sources of risk in a

APESTLEO model of external ri sks: pol iti c:é
legal/regulatory, and environmental. We may note that the legal/regulatory category mentions

nEU requirements/ | aws whi ch I mpose require
empl oyment | egislation) o; it i's | i kely that

for PIA, would fall into this category and thus enter into@range Book s marageknent
cycle as a Atouch pointo.

Thesaméa bl e i temi ses a range of HAoperational roi
1 delivery,
1 capacity and capability
1 risk management performance and capability

Among these items are compliance with relevant requénts, ethical considerations,
information security, accountability (to Parliament), and the resilience of IT to threats; it
could be supposed that any of these might serve as a trigger for PIA.

It al so mentions sever aled bydécmsiong & pursue hew 0 , 0
endeavour so:

PSA targets

change programmes

new projects

new policies

E %

It could be argued that, where such changes potentially involve new inforrpadicessing
infrastructures and requirements, the need for PIA coul@spondingly be identified within
a privacy risk management routine.

The stage o@ssessing riskemphasises the need to assess both the likelihood and the impact

of any risk, to record the assessment in a way that facilitates monitoring and the idiemtifica

of priorities, and to be clear about how inherent and residual risk differ.aRsgssment can

be either numerical or subjective depending on the kind of risk involved. A heuristic, simple
matrix is shown for displaying likelihood and impact, withspible categorisations of

Ahi gh/ medii ar 8B Imatnx0 although 5x5 would be possible where risks are
guanti fiabl e. The tolerability of a risk 1is
is described more fully later in th@range Book.Risks before controls are applied are
inherent; those that remain after controls are residual. Both kinds are dssgssst risk
tolerability levels.

The Orange Boolemphasis on the need for full documentation of the stages in the process of
risk assessent, thus creating a risk profile, facilitates not only the management of risk in all
its phases but also, it would seem, aids transparency and accountability, which are also
essential elements of PIA.

ARIi sk appetiteo has t o whizch isvdorisideredi tolarable bne v e |
justifiable should [the risk] be realisedo.
organisation faced with constraining the risk. Trange BooKurther analyss risk appetite

in three dimensions:
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corporaterisk appetite [at the overall level of the organisation]

delegated risk appetite [at cascaded lower levels, each of which may have different
appetite levels]

1 project risk appetite [at the project level]

T
T

Addressing risksit ur n[ s ] unceamt siantiyntte tbeeaebdbr §g§ by c
taking advantage of opportunitieso by pointi
TheOrange Booldelineates five key aspects, or possible decisions once risks are assessed:
tolerate

treat

trarsfer,

terminate

take the opportunity

=4 =4 -4 -4 -9

Most risks will be treated, for which there are four different types of control:
1 preventive controls
1 corrective controls
1 directive controls
1 detective controls

In one way or another, these run the gamut fromgutsanary to remedial approaches to risk.
Because Athe purpose of <control Il's to const
principle is proportionality. We can note that PIA likewise requires action to be taken to
mitigate diagnosed privacysk, either in terms of elimination or minimisation, and with
reasons given; this seems compatible Wlithnge Bookequirements.

Reviewing and reporting risks a crucial stage in risk management for the purpose of
monitoring any change in the risk pitef and for gaining assurance about the effectiveness of
the risk management ; this is similar to PI A
reporting is concerned, tli@range Booknvokes several techniques to achieve review:
7 risk selfassessmeirat any level]
T Astewardship reporti,ngo [upward accountahb
T the ARi sk Management Assessment Framewor k

Internal audit and the possible appointment of a Risk Committee are indicated as important in
this stage.

Cutting across all the sag iscommunication and learnindoth within the organisation and

with external partners and stakeholders. Because no organisation is independent, the
Afextended enterpriseo I mpinges on the organ
arising in those relationships will alsmeedto be managed. Finally, the context (see above),
including stakeholdersé expectations as wel
account in the formal risknanagement process cycle. Appendices inQhenge Bookgive

further elaboration ofissurance principlesemphasising matters to do with the nature of
evidence and its evaluation in the Fislanagement process.

Touch point questions Evidence from theOrange Book
1 | Does the RM methodology inclug The Orange Book is for publicsector
provisions abot compliance with organisations, but they must comply w
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Touch point questions

Evidence from theOrange Book

legislation and any relevant indust
standards, code of conduct, interi
policy, etc.?

legislation, as the risknanagement procey
clearly indicates.

Is the RM methodology regarded as
process or is it simply about produci
a report?

The Orange Bookdelineates a process b
not with any PIA reference.

Does the RM methodology address o
information privacy protection or dog
it address other types qfrivacy as
well?

No types of privacy are addressed.

Does the RM methodology say that
should be undertaken when it is s
possible to influence the developme
of the project?

This could be adaptable to tkik¥ange BookK
process, especially where clgas (see thig
report) have resulted in new informati
projects amenable to PIA.

Does the RM methodology plag
responsibility for its use at the seni
executive level?

The Orange Book puts responsibility o
various kinds at relevant levels.

Does the RM methodology call foli
developing a plan and terms
reference? Does it include
consultation strategy appropriate to f{
scale, scope and nature of the project

The Orange Bookisk assessment approag
with its various steps, does this although
gpecifically in terms of a plan, even less
terms of a consultation strategy, and not v
regard to any PIA, although this would se
compatible.

Does the RM methodology call f¢
conduct of an environmental sc
(information about prior projects of
similar nature, drawn from a variety |
sources)?

Not in these terms. Th@range Bookrisk -
assessment approach scans the environ
and the horizon, but not with regard to g
PIA, although this would seem compatible

Does the RM methodology inclug
provisions for scaling its applicatio
according to the scope of the project?

The Orange Bookdoes not do thjsbut (as
argued in this report) this could plausibly
done, partly because the riskssessmer
cycle includes different levels of risk at
leves of risk tolerability to which PIAs o
different scales could be tailored.

Does the RM methodology call fq
consulting all relevant stakeholde|
internal and external to the organisati
in order to identify and assess
projectos i mpart
perspectives?

The Orange Book says that the risk
assessment should consider the perspec
of the whole range of stakeholders affec]
by the risk. It is alscexplicit in terms of
relationships with
and the external, contexdlienvironment.

10

Does the RM methodology inclug
provisions for putting in place measul
to achieve clear communicatiol
between senior management, the pro|
team and stakeholders?

Excepting the stakeholders (who, howey
are highlighted in terms afommunication)
the Orange Bookconcentrates on relatior
and communication at all levels within t
organisation.

11

Does the RM methodology call ft
identification of risks to individuals an
to the organisation?

Risk to the organisation is the paramb
concern, but risk to individuals (or to ti
privacy of outsiders) is not mentioned.

12

Does the RM methodology incluc

Protection measures fornpart of the
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Touch point questions

Evidence from theOrange Book

provisions for identifying protectiol
measures and/or design solutions
avoid or to mitigate any negati\
impacts of the project pwhen negative
impacts are unavoidable, does it requ
justification of the business need f
them?

Aproportionalityo e
containing risk.

13| Does the RM methodology inclug
provisions for docmenting the process

Documentation is emphasised.

14| Does the RM methodology inclug
provision for making the resultin
document public (whether redacted
otherwise)?

Publication is not explicitly mentione
although communication with outsiders
see as important.

15| Does the RM methodology call for
review if there are any changes in |
project?

The Orange Boolembeds this in one stage

16 | Does the RM methodology include
provisions for an audit to ensure that {
organisation implements all
recanmendations or, if not all, that it
has provided adequate justification fol
not implementing some
recommendations?

The Orange Bookemphasises both of thes
but perhaps not so explicitly in terms
implementation.

Conclusions and recommendations

Although theOrange Bookdoes not engage with privacy or with risk to individuals, it is
likely that EU and UK requirements for data protection, and for IPbls laws that create

requirement$ would enter into th€©range Boo& s
provide an

| f S 0, this coul d

al so provide an

mars&kge ment

the need for PIA could be identified within a privacy risk management routine.

314 ENI SAG6s approach

ENISA defines risk management as the process, distinct from risk assessmenghofigvei
policy alternatives in consultation with interested parties, considering risk assessment and
other legitimate factors, and selecting appropriate prevention and control ofgibhs.S A6 s
approach to risk management is detailed in the first 38 pages l@@page report, the
remainder of which ign extensive inventory of other risk management methods and*tools.
The first nine chapters are: Introduction; Structure and target groups of this document;

8 European Network anthformation Security Agency (ENISARisk Management: Implementation principles

to risk management

and Inventories for Risk Management/Risk Assest methods and toolderaklion, June 2006.

http://www.enisa.europa.eu/activities/riskanagement
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wgole | poiarst @.
i o p enanagtmentr 0
methodology seem compatible with PIA, and the way it addresses risk through an analysis of
preventive and corrective controls could also provide a gatefer considering privacy
impact as part of a mitigating strategy. So, too, could Gnange Book& s
stakeholder expectations. Its discussion of potential risks brought about by new projects could

i o peolved dew dTrpijects fand systents, foowhah e ct s
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Positioning risk management and risk assessment;rRaslagement processes; The corporate
risk management strategy; Risk assessment; Reskkment; Risk acceptance; and Monitor
andreview. Chapter 12 provides a road map for current and future trends in risk management.

For ENISA, the risk manager must s&il balance between realising opportunities for gains

and minimising vulnerabilities and losses. Risk management should be part of good corporate
governance and an endlessly recurring process. In positioning risk management and risk
assessment, ENISA sais approach is based on OCTAVE and ISO 1333@hich became

ISO 27005). It says risk assessment is part of the risk management process, which deals with
analysis, planning, implementation, control and monitoring of implemented measurements,

and enforceme t of the organisationos security po
executed at specific points (e.g., once a year, on demand, et¢.uatilthe performance of

the next assessmentprovides a temporary view of assessed risks while setting pemame

for the entire risk management process.

It notes that there are various standards and good practices in risk management and risk
assessment, as its annexes make clear, but that organisations, in practice, tend to adapt these
to their own needs, wth helps to create good practices for particular sectors. While
organisations tend to adopt a single risk management method, different risk assessment
methods might be necessary, depending on the nature of the assessed system (e.g., structure,
criticality, complexity, importance, etc.).

ENISA discusses risk management within an Information Security Management System
(ISMS), wherein it states that security depends on people more than on technology, that
employees are a far greater threat to informatioarggdhan outsiders, and that the degree of
security depends on three factors: the risk you are willing to take, the functionality of the
system and the costs you are prepared to pay. It notes that information confidentiality,
integrity and availabilityequirements have implications for business continuity, minimisation

of damages and losses, competitive edge, profitability and-fcaslo w, the organi
image, and legal compliance.

ENISA lists several critical success factors for ISMS. Among theie teffective, the ISMS
must:

T have t he continuous, visible support and
management

1 be an integral part of the overall management of the organisation

1 be based on continuous training and awareness of staff andthgaide of disciplinary

measures and Apolic¢ced or Amilitaryo practi
1 be a neveending process.

Large organisations address information security for various reasons, notably their legal and
regulatory requirements that aim at protecting sensitive mopal data as well as general
public.

The ENISA document sets out six key steps in the development of an ISMS framework:
Definition of security policy

Definition of ISMS scope

Risk assessment (as part of risk management)

Risk managenme

Selection of appropriate controls and

aokrwnhE
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6. Statement of applicability.

Step 6 documents the risks facing the organisation and the security controls the organisation
coulddeploy. Chapter 4 on risk management processes says the effectivenessepdrids

on the degree to which it becomes part of ar
processes. Risk managemeshiould be the responsibility of everyone in the organisation.

ENISA distinguishes between the management of known risks faath@rging risks. Risk
management, as described in this document, addresses known risks, while emerging risks are
addressed via scenarids.

It says its risk management process provides for interfaces to other operational and product
processes. Ideally, #ays, risk management should start with the establishment of a corporate
risk management strategy, then proceed to risk assessment, risk treatment, monitoring and
review and feed back into the strategy. Risk communication and awareness should permeate
the process, which should interface to other operational and product processes. It makes the
point that an effective risk management system must have such interfaces.

Risk assessment comprises three steps: risk identification, analysis and evaluation. Risk
treatment is the process of selecting and implementing measures to modify risk. Its measures
include avoiding, optimising, transferring or retaining risk. Risk communication is defined as

fla process to exchange or s hecisienmakerfmmotheat i on
stakehol ders inside and outsi dengandreweringani z at
as a @nAprocess for measuring the efficiency
processes. This process makes sure that the specihedgement action plans remain

relevant and updated. This process also implements control activities includingluation

of the scope and compliance with decisions. 0

Chapter 5 focuses on corporate risk management strategy, which is described agaadnte
business process incorporating all of the risk management processes, activities, methodologies
and policies adopted and carried out in an organisation. It consists of two processes, one
setting the framework for the entire risk management and kieg setting the communication
channels in the organisation.

Risk communication, it argues, should involve an open discussion with all stakeholders aimed

at the development af common understanding, rather than a-osg flow of information

from the deci®n-maker to other stakeholders. Risk management will be enhanced if
stakehol ders wunderstand each otherds perspe
fashion. Stakeholders, like all human beings, tend to make judgements about risk based on
their peceptions. These can vary due to differences in values, needs, assumptions, concepts
and concerns. Thus, the organisation should identify, evaluate and take into account variations

in the values held and the perceptions of risk of the various stakehaild#rs decision

making process. ENISA encourages organisations to plan and implement external
communications and consultation on a regular basis. External stakeholders, it says, bring in
Afresh airo with their addis.ional Vi ewpoints

ENI SA focuses on the organisationdbés establi
should help the organisation to clarify and to gain a common understanding of its objectives,

8 ENISA, EFR Framework: Introductory ManualMarch 2010.http://www.enisa.europa.eu/activities/risk
management/emergirandfuture-risk/deliverables/emergg-andfuture-risks-frameworkintroductorymanual.
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to identify the environment in which it operates, and to develop theiaragainst which
risks will be measured.

The external environment typically includes:

1 the local market, the business, competitive, financial and political environment
1 the law and regulatory environment

1 social and cultural conditions

1 external stakehders.

The risk manager should also have a good u
environment which includes:

1 key business drivers (e.g., market indicators, competitive advances, product attractiveness,
etc.)

the organisatiesgesstoepporhsniweaknand t hr
internal stakeholders

organisation structure and culture

assets (such as people, systems, processes, capital, etc.)

goals and objectives and the strategies to achieve them.

E

After developing an uretstanding of the external and internal context, the risk manager can
generate a risk management context, which involves defining:

1 the organisation, process, project or activity (to be assessed) and establishing its goals and
objectives

the duration oftie project, activity or function

the scope of the risk management activities to be undertaken

the roles and responsibilities of those participating in the risk management process

the dependencies between the project or activity and other projects teropahe
organisation.

=4 =4 -4 -4

Chapter 5 also has a section on the criteria by which risks will be evaluated. The organisation
has to agree the criteria for deciding whether risk treatment is required, which is usually based
on operational, technical, financiaggulatory, legal, social, or environmental criteria, or on
combinations of them. Risk criteria could include:
1 impact criteria and the kinds of consequences that will be considered
7 criteria of likelihood
1 the rules that will determine whether the riskdeis such that further treatment activities

are required.

Chapter 6 is on risk assessment. It points out that every organisation is continuously exposed
to new or changing threats and vulnerabilities. The organisation should identify, analyse and
evaluae the threats and vulnerabilities, measure the impact of the risk involved, and decide on
the measures and controls to manage them.

In general, a risk can be related to or characterised by:

(a) its origin

(b) a certain activity, event or incident (i.gareat)

(c) its consequences, results or impact

(d) a specific reason for its occurrence

(e) protective mechanisms and controls (or their lack of effectiveness)
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(f) time and place of occurrence.

Identifying what may happen is rarely sufficient. The theit there are many ways in which

an event can occur makes it important to study all possible and significant causes and
scenarios. Methods and tools used to identify risks and their occurrence include checklists,
judgements based on experience and regdtdw charts, brainstorming, systems analysis,
scenario analysis, and systems engineering techniques.

Chapter 6 discusses risk analysis, the process whereby the risk manager attempts to assess and
understand the level of the risk and its nature. RisMysis involves:
1 thorough examination of the risk sources
1 their positive and negative consequences
1 the likelihood that those consequences may occur and the factors that affect them
1 assessment of any existing controls or processes that might mimeustive risks or
enhance positive risks.

Risk analysis techniques include
1 interviews with experts in the area of interest and questionnaires,
1 use of existing models and simulations.

Risk analysis may vary in detail according to the risk, the purpbsiee analysis, and the
required protection level of the relevant information, data and resources. Analysis may be
qualitative, semguantitative or quantitative, or a combination of these. A risk may have
monetary, technical, operational and/or humamseguences.

During the risk evaluation phase, the organisation must decide which risks to treat and which
not to, and their priorities for treatment. Analysts need to compare the level of risk determined
during the analysis process with the risk criterighich should take into account
organisational objectives, stakeholder views, and the scope and objective of the risk
management process itself. The decisions made are usually based on the level of risk in terms
of:

1 consequences (e.g., impacts)

7 the likelihood of events

1 the cumulative impact of a series of events that could occur simultaneously.

Chapter 7 focuses on risk treatment, which is the process of selecting and implementing
measures to treat risks. Treatment options are avoiding, optimismgnifiimising or
modifying), transferring (or sharing), or retaining risk. Not all risks carry the prospect of loss
or damage, and some risks may present opportunities. The risk manager should compare the
cost of managing a risk with the benefits obtaine@xpected. It is important to consider all
direct and indirect costs and benefits, whether tangible or intangible, and measured in
financial or other terms. Treatment plans should describe how the chosen options will be
implemented and should provide a#icessary information about:

proposed actions, priorities or time plans

resource requirements

roles and responsibilities of all parties involved in the proposed actions

performance measures

reporting and monitoring requirements.

E
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Action plans shoul be in line with the values and perceptions of all types of stakeholder (e.g.,
internal, outsourcing partner, customer, etc.). Effective communications with the various
stakeholders will make it easier to obtain their consent and commitment to impléomentat

Top management support is critical throughout the entire risk management process. Thus, the

ri sk manager should keep the organisati onos
updated. The risk management plan should spell out how risk manageneel¢ isonducted

and embedded in alll of the organisationéds bl
its business and strategic planning, as well as other plans and processes such as asset
management, audit, business continuity, environmental mareage fraud control, human
resources, investment and project management.

The board should define and document its policy for managing risk, which may include:

1 the objectives and rationale for managing risk

1 the links between the policy and the organatid s st r at egi c pl ans

1 the extent and types of risk the organisation will take and the ways it will balance threats
and opportunities

the processes to be used to manage risk

accountabilities for managing particular risks

details of the support and expset available to assist those involved in managing risks

a statement on how risk management performance will be measured and reported

a commitment to the periodic review of the risk management system

a statement of commitment to the policy by direckorsd t he or gani sati ono

E R

Publishing and communicating a policy statement like this demonstrates to internal and
external stakehol ders the boardds commit men
accountable for managing particular risks. Tmpnagement must identify and allocate the
resources necessary for risk management. Residual risks should be documented and subjected
to regular review. Risk acceptance concerns the communication of residual risks to the
decisionmakers. Once accepted, ksl risks are considered as risks that the management of

the organisation knowingly takes.

Chapter 9 is entitled Monitor and Review, and argues that one of the most critical factors
affecting the efficiency and naénfemt processisethee ss o
establishment of an ongoing monitor and review process to make sure that the risk
management plans are relevant andtaigate. To make risk management a part of the
organi sationds cul ture and cpanddocurseot@tpgriencet he o
and knowledge through a consistent monitoring and review of events, treatment plans, results
and all relevant records. Each stage of the risk management process must be recorded
appropriately. Assumptions, methods, data souressilts and reasons for decisions should

be recorded.

Touch point questions Evidence from the ENISA risk
management methodology

1 | Does the RM methodology inclug Section 3 mentions (briefly) legi
provisions about compliance wil compliance. Section 1 recognises a nee
legislation and any relevant indust integrate IT risk management and risk
standards, code otonduct, interna assessment with existing methods ¢
policy, etc.? standards in the areas of information
technology and operational risk

2 | Is the RM methodology regarded ag A process. There are frequent reference
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Touch point questions

Evidence from the ENISA risk
management methodology

process or is it simply about producing
report?

this.

3 | Does the RM methodology address o| Section 3 mentions legal and regulat
information privacy protection or does| requirements that aim at protecting sensi
address other types of privaag well? | or personal data. It does not mention ot

types of privacy.

4 | Does the RM methodology say that| Implicitly, yes. It sees risk management a
should be undertaken when it is s| neverending process.
possible to influencthe development o
the project?

5 | Does the RM methodology pla¢Yes. Chapter 7, for example, says thap
responsibility for its use at the seni management support isritical throughout
executive level? the entire risk management process.

6 | Does the RM methodology call fq It refers frequently toplanning throughou
developing a plan and terms |the process. While it also refers
reference? Does it include |consultation with internal and extern
consultation strategy appropriate to { stakeholders, it is not so specific as
scale, scope and nature of the project including a consultation strategy appropri

to the scale, scope and nature of the proje

7 | Does the RM methodogy call for| Yes. Chapter 5 calls for definition of tf
conduct of an environmental sc{internal and external environment.
(information about prior projects of
similar nature, drawn from a variety
sources)?

8 | Does the RM methodology inclug Yes, to some extent. For example, Chapts
provisins for scaling its applicatio] says risk analysis may vary in dets
according to the scope of the project?| according to the risk, the purpose of {

analysis, and the required protection leve
the relevantnformation, data and resource

9 | Does the RM methodology call f¢ Yes. See Chapter 5.
consulting all relevant stakeholde
internal and external to the organisati
in order to identify and assess ft
projectos i mpac
perspectives?

10| Does the RM methodology inclug Yes. See Chapter 5.
provisions for putting in place measur
to achieve clear communicatio
between senior management, the pro
team and stakeholders?

11 | Does the RM methodology call f¢ No. Itis focused on risks to the organisatiq
identification of risks to individals and
to the organisation?

12 | Does the RM methodology inclug Yes. Chapter 7 concerns risk treatment

provisions for identifying protectio
measures and/or design solutions
avoid or to mitigate any negatiy
impacts of the project or, whengsdive

includes a section on residual risks. Chaj
8 address risk acceptance, wherein it S
that once accepted, residualsks are
considered as risks that the managemer
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Touch point questions Evidence from the ENISA risk
management methodology
impacts are unavoidable, does it reqy the organisation knowingly takes.
justification of the business need f
them?
13| Does the RM methodology inclug Yes.
provisions for documenting the proceg
14| Does the RM methodology inclug Yes.
provision for making the resultin
document public (Wwether redacted ¢
otherwise)?
15| Does the RM methodology call for| Not specifically, but it says that th
review if there are any changes in { organisation should regularly review its ri
project? management plan and risk treatment plan.
16 | Does the RM methodology includ No, thirdparty review or audit is nat
provisions for an audit to ensure that | mentioned, but Chapter 9 concerns reg
organisation implements g internal review of the risk management pla
recommendations or, if not all, that
has provided adequate justification 1
not implementing som
recommendations?

Conclusions and recommendations

The ENISA risk management methodology is, as it states, primarily based on OCTAVE and

the 1ISO 13395 standard (which e ISO 27005 . I't meets manyWef t he
canalso identifs ever al Aopen doorso (or interfaces)
methodology with other corporate operational processes. Its inventory of other risk
management methodologies makesritque, among all of the reports we have examined,
even though its review primarily consists o
descriptive contentAl so of i nterest i s ENISAGs distinc
risks, and its approadio each. It manages existing risks using a somewhat tried aed test

(but traditional) risk management approach, whereas # netatively elaborate scenarios to
explore emerging risks. We can certainly enc
of scenarios.

3.2 INFORMATION SECURITY
3.2.1 ISO/IEC 27005:2011 Information security risk management

This standard, an update of the first edition issued in 2008, comprises 12 sections and seven
annexes over 68 pag®slt provides guidance on information seity risk management. It
provides a set of definiti@for terms such as consequence, control, event, external context,
internal context. It is especially useful to the note differences between terms such as risk
analysis, risk assessment and risk evatmatRisk assessment, for examples, includes risk
identification, analysis and evaluation.

8 International Organization for Standardization (IS@formation technologyi Security techniques
Information security risk management, ISO/IEC 27005:2011, Second e@@reva, 1 June 2011.
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Section 5 provides some background on information security risk management, which,
according to the standard, should be an ongoing, iterative process, which exdngine
external and internal context (an environmental scan), assesses the risks, and makes
recommendationsn how to treat those risks. It says stakeholders should be consulted and
kept informed with regard to decisions on how to treat risks. Employeesddsalso be
educated about the risks and how the organisation is dealing with them. In addition, the
process should be documented.

Section 7 concerns the context. It says the organisation can select different risk management
approaches, but whichever a¢hosen, it should include criteria relating to risk evaluation,
impact and risk acceptance. The criteria for risk evaluation should include the strategic value
of business information, legal and regulatory obligations, contractual requirements,
confidentidity, operational importance, stakeholder views, and reputational issues. The
organisation should develop impact criteria relating to the damage that could be wrought by
an information security event. It should also develop criteria specifying its rigptaoce
taking into account the organisationds obj e
should also identify relevant assets and take into consideration its strategy, business,
functions, constraints, soemultural environment, etc. It shab&lso describe the environment

in which it operates, and should identify and analyse stakeholders as well as its relationship
with them.

Section 8 addresses information security risk assessment, saying that the organisation should
identify, describe angrioritise risks. To assess risks, the organisation must first identify and
value its information assets, then identify threats and vulnerabilities, possible controls and the
consequences; then it can rank the risks according its risk evaluation cfikeripurpose of

risk identification is to determine what could happen to cause a potential loss, and where, how
and why the loss might occur. Risks could originate from within the organisation as well as
outside it.

The organisation needs to define itssets. An asset is anything that has value to an
organisation, which it thus needs to protect. Assets can be valued by determining the cost of
replacing the asset as well as the consequence on the business or organisation if the asset is
damaged or comprased. The latter cost is usually higher than the replacement cost.
Similarly, the organisation should identify a list of threats to those assets. Threats may be
accidental or deliberate, of natural or human origin. They may originate from within the
organsation or externally. Examples of threats can be found ianaax as well as in other

threat catalogue¥.

Having identified relevant threats, the organisation should identify controls (or counter
measures) against those threats as well as vulnerabilitiesats exploit vulnerabilities to
cause harm to the organisation and its assets. Vulnerabilities relate to the organisation itself,
its management, employees, physical environment, hardware and software. A duaniser
contains a list of vulnerabilitte Next, the organisation should identify and examine the
consequences of a threat exploiting a vulnerability. ISO 27005 describes this as an incident

8 For eample, OSA (Open Security Architecture) is developing a threat catalogue. See

http://www.opensecurityarchitecture.org/cms/en/library/threat catalogilee German Fedalr Office for
Information  Security (BSI) has produced several iterations of threat catalogues. See
https://lwww.bsi.bund.de/EN/Topics/ITGrundschutz/Download/download_node.html
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scenario. A consequence could be a loss of business, damage to reputation, undermining
effectiveness, etc

Risk analysis assigns values to the likelihood and the consequences of a risk. The analysis
may be qualitative, quantitative or a combination of both. A qualitative risk analysis uses
words | i ke Al ow, medi um and hi ¢hdéod oftagisk descr
materialising. Quantitative risk analysis assigns numerical values on a scale. ISO 27005 says
that risk analysis is based on assessed consequences and likelihood, is a variation on the
classic formula: risk = probability (likelihood) x ceruencé® There are different types of
consequence if an asset is compromisedst, technical, human, time, etc. The organisation
should also assess the likelihood of a consequence. It can consider cost benefit, stakeholder
concerns and other variableky evaluating risk, the organisation should evaluate the
identified risks using the criteria for risk evaluation and acceptance which it had previously
established. It will also need to take into account legal, regulatory and contractual
requirements, if @ay.

Section 9 concerns information security risk treatment. It focuses on controls (eounter
measures) to reduce, retain, avoid or share risks based on a risk treatment plan. The
organisation should decide which of these four options is the best, takingccount its risk
assessment as well as the expected cost and benefit. The four options are not mutually
exclusive. A part of the risk treatment plan should prioritise the risks to be treated. In doing
so, the organisation should consider how the rsslori will be perceived by the affected
parties and the best ways to communicate with those affected stakeholders. The risk treatment
plan should also determine which risks will be residual, i.e., will remain with the organisation.
One of the four optionssito reduce or modify a risk. In selecting controls, the organisation
should also factor in various constraints such as time, financial, technical, operational, ethical,
legal, personnel, etc. A second option is to retain the risk, especially if it thegigetiously
established risk acceptance criteria. The third option is to avoid the risk, for example, by not
pursuing a particular activity or by changing the conditions under which the activity would be
undertaken. The fourth option is to share the, es§., by taking out insurance.

Section 10 addresses information security risk acceptance. The organisation should justify
why it is accepting certain risks (e.g., the benefits are attractive or the costs of reducing or
avoiding a risk are too high). &on 11 addresses information security risk communication
and consultation. The organisation is counselled to consult and communicate with its
stakeholders on how to manage risks. The organisation should provide stakeholders with
relevant information, e.g on the existence of the risks, their likelihood, consequences,
treatment and acceptability. Communication is atvay process. Stakeholder perceptions of

a risk can vary and, as a result, they will likely have different views on the acceptability of a
risk. Risk communication is important to:

Collect risk information

Inform stakeholders about its risk assessment and treatment plan

Support decisiomaking

Co-ordinate with others

Raise awareness

=4 =4 -4 -4 -9

8 See, for example:
http://www.hpa.org.uk/ProductsServices/ChemicalsPoisons/ChtRiskAssessment/RiskAssessment/

90



The organisation should view risk communication as arodng ¢ bot h

communications and emergency or crisis communications.

activity,

Section 12 concerns information security risk monitoring and review. As risks change and
evolve, the organisation is urged to monitor and review risks on an ongaigydal, in

doing so, to pay attention to (new) threats, vulnerabilities, probabilities and consequences.
The organisation should also monitor new assets and any change in the value of existing
assets. The process of information security risk managenseiit should also be reviewed

and improved, whenever and wherever possible. The organisation should also monitor its
legal and environment context, its competitors, its risk assessment approach and associated
criteria regarding risk evaluation, impact, awteptance.

As mentioned, ISO 27005 has several annexes. Annex A is on defining the scope and
boundaries of the information security risk management process, which is divided into four
parts concerning study of the organisation, constraints affectingrgfamisation, legislative

and regulatory references, and list of constsaiaffecting the scope. Annex B concerns
identification and valuation of assets, and impact assessment. It provides and categorises a list
of typical assets, and sets out critettitt could be factored into asset valuation. It also
identifies direct and indirect impacts of an information security incident. Annex C categorises
and lists examples of typical threats, which could be accidental, deliberate or environmental
in nature. Anex D categorises and lists examples of vulnerabilities and sets out methods for
vulnerability assessment. Annex E sets out information security risk assessment approaches,
starting with a higHevel approach and followed by a detailed approach. It alscosg¢tsome
worked examples of matrices for assigning values to assets, threats and vulnerabilities in
order to arrive at measures of risk levels. Annex F lists constraints for risk modification.
Finally, Annex G highlights the differences between ISO 27@098 and the 2011 second
edition.

Touch point questions

Evidence from 1SO 27005:2011

1 | Does the RM methodology incluc
provisions about compliance wil
legislation and any relevant indust
standards, code of conduct, inter
policy, etc.?

Yes. It frequently mentions the need
comply with legal and regulator
requirements.

2 | Is the RM methodology regarded as
process or is it simply about produci
a report?

Section 5 says specifically that informati
security risk management should be
continwal process.

3 | Does the RM methodology address o
information privacy protection or dog
it address other types of privacy

well?

ISO 27005 refers to personal information &
privacy at several points. However, it dg
not distinguish between informah privacy
(data protection) and other types of privacy

responsibility for its use at the seni
executive level?

4 | Does the RM methodology say that| No. The focus of I1SO 27005 is ¢
should be undertaken when it is s| information security risk managemt, no
possible to influence the developm¢ matter whether it is applicable to existing
of the project? new information systems.

5 | Does the RM methodology plagTo an extent. For e

risk acceptance activity has to ens
residual risks are explicitly accepted by 1
managers of t he or
that risks and their treatment should
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Touch point questions

Evidence from ISO 27005:2011

communicated to appropriate managers
operational staff.

Does the RM methodology call f¢
developing a plan and termsf
reference? Does it include

consultation strategy appropriate to f{
scale, scope and nature of the project

Yes. Section 11 I g
security risk communication ar
consul tationo, al th
just risk communication,and makes n(¢
mention of consultation strategy
techniques.

Does the RM methodology call f¢
conduct of an environmental sc
(information about prior projects of
similar nature, drawn from a variety |
sources)?

Yes. Section 7 i st

establishment o.

Does the RM methodology inclug
provisions for scaling its applicatic
according to the scope of the project?

Not directly, but it does say that tk
information  security risk manageme
process can be applied to the organisatio
a whole, or any part thereof, or a
information system, existing or planned.

Does the RM methodology call fq
consulting all relevant stakeholde|
internal and external to the organisati
in order to identify and assess t
projectos i mp aetr
perspectives?

Yes. See section 11, as mentioned above,
also section 7.4 concerning the organisa
for information security risk manageme
where it refers to a function of th
organisation being to identify and analy
stakeholders and to definghe roles
responsibilities of all parties both intern
and external to the organisation.

10

Does the RM methodology inclug
provisions for putting in place measur
to achieve clear communicatiol
between senior management, the pro
team and stakehdérs?

Yes, to some extent, especially in section
as mentioned above. However, it is trea
rather briefly.

11

Does the RM methodology call fq
identification of risks to individuals an
to the organisation?

The focus is mainly on identification akks
to the organisation, but it does mention ri
to personal information, which is regarded
a primary asset.

12

Does the RM methodology incluc
provisions for identifying protectiol
measures and/or design solutions
avoid or to mitigate any nege¢
impacts of the project or, when negati
impacts are unavoidable, does it reqy
justification of the business need f
them?

Yes. It includes provisions for identifyin
controls against risks and for justifying a
residual risks (those retained byhet
organisation). It does not specifically ident
controls in the same way that it has identif
threats and vulnerabilities.

13

Does the RM methodology inclug
provisions for documenting the proceg

Yes, It says, AThe
actiity of the information security ris
management process and from the |
deci si on points s h
(section 6, p. 9).

14

Does the RM methodology incluc

It does not discuss making the informati
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Touch point questions

Evidence from ISO 27005:2011

provision for making the resultin
document public (whether redacted
otherwise)?

security risk management report pubjier
se but it does say that information about {
risks and risk treatment plans should

shared with stakeholders. See section 11.

15

Does the RM methodology call for
review if there are any changes in t
project?

Yes. Section 12 says the organisation shg
constantly monitor risks and the associg
threats, vulnerabilities, likelihood ar
consequences.

16

Does the RM methodology include
provisions for an audit to ensuteat the
organisation implements all
recommendations or, if not all, that it
has provided adequate justification fol
not implementing some

recommendations?

To some extent. It says that controls shqg
be subject to an audit of their effectivenesg
does ay that the organisation managy
should explicitly identify residual risks. I
also says that the decisiomaker shoulg
justify any decision to override normal rif
acceptance criteria.

Conclusions and recommendations

| SO 27005
One
process where it would be possible to insert the PIA process. It could be done during the

has

can see sever al

tnsadn yi nfi tcoountnio np ow int h

t he

Aopen doorso too, i

. €.

environmentalscan (context establishment) phase. It could be done as part of the risk
identification process (common to both ISO 27005 and PIA). It could be done during the
process of identifying controls (courtereasures) against the risks. It could also be done in

preparing the risk treatment plan. These are all open doors where all or some part of the PIA

process could be included in the information security risk management process as described

in 1ISO 27005. The most appropriate part would be in identifying riskis subsequently,

controls.

3.2.2 IT-Grundschutz

IT-Grundschut? st ands f or
known -8ssdlliTne Prot

i

nformation Technol
ection Manual 0O

0gy

when i

Bundesamt fiir Sicherheit in demformationstechnik (BSi}? which is the German Federal
Agency for Security in Information Technology. At that time-Gfundschutz was one
document of thousands of padesontaining a set of recommended and proven standard
security measures or safeguards fypical IT systems. Since 2005, along with regular

updates, this document has been hugely restructured and split into three main documents (IT

Grundschutz Catalogue, Grundschutz Methodology and Risk analysis based on IT
Grundschutz) while the genemgbproach has shifted from IT security to information security
in an attempt to align with current international standards (mainly the 1ISO 2700x family). All

these documents are freely available in both German and English. However, the English

translationis not as upo date as the documents in German.

8 https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzHome/itgrundschutzhome _node.html

% https://www.bsi.bund.de/EN/Home/home node.html

1 The English version published in 2000 ha$d0 pages
http://www.iwar.og.uk/comsec/resources/standards/germany/itbpm.pdf
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IT-Grundschutzs a dedicated risk management methodologyrffmrmationtechnology (IT)
security as well asformationsecurity that can be easily used whatever is the situation of a
specific organisatin in the public or private sector. As such, one oblifectives is to provide
fa pragmatic and effective approach to achi
expense of the i nf omthretoifeoaffiressable bundles pff@iar o c e s s «
procedures to improve information securityo.
of the Atraditional ri sk analysis approach,
probability of occurrence so that suitable security safedgican be then selected as well as
the residual ri sks daindschuds appvoach is o tprevitié a setlofn d e e d
standard security safeguards to counteract typical threats found s @$ol ed Al nf or m
Domai no whi ch asmplifitkdaepreserdation df a eeal situation described in
the following five layers:

Layer 1 covers the generic IT security aspects that apply equally to all or most of the IT

assets. This applies in particular to generic concepts and the resultitajioagu

Layer 2 covers the constructional and physical issues of the infrastructure

Layer 3 covers the security of individual IT systems

Layer 4 covers the security of the network

Layer 5 covers the security of actual applications.

For each layer, IiGrundschutz Catalogués provide a set ofmodules that combine, in
scenarios, typical threats with their corresponding proven safeguards. These safeguards are
listed, grouped by the corresponding lifecycle phase (Planning and design, Procurement,
Implementation Operation, Disposal, and Contingency planrihg)f the Information
Domain for which they should be implemented-Gfundschutz Cataloguesethe heart of

the BSI's methodology; the last English version was published in 2005, and the German
version was pblished in 2007¢ The document itself contains an introduction, a short
description of the methodology, a list of various possible roles found in an Information
Domain, and a glossary. Then follow the three main parts: the Module catalogues, the Threats
catalogues, and the Safeguard catalogues

As the IT-Grundschutz is mainly geared towards IT security or information security, tak

risks are analysed against their possible negative impact on the confidentiality, availability
and integrity of the imdrmation. Impacts are evaluated using a simple qualitative
classification: normal, high and very high.

The main description of the methodology itself is to be found in the separapsgé3
documenBStStandard 102, IT-Grundschutz Methodology Its lag release, numbered 2.0,

was published in 2008. This gives a comprehensive description of the security process that is
necessary to achieve an appropriate level of security. The general process consists of the
following four groups of steps as shown in tHig3.1 below. The main risk analysis process
consists of the three blocks with the blue background.
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ml

% |T-Grundschutz Catalogues, 2005, p. 18

% https://www.bsi.bund.de/ContentBSl/grundschutz/grundschutz.B&ilprovides regular pdates, in German,
for registered users. Registration with the BSI is on a voluntary basis and is free of charge.
“https://www.bsi.bud.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100

2_e pdf.pdf?__blob=publicationFile
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1 - Initiation of the security process

Accepting of responsability by the management

I 2 - Creation of a security concept |

Defining the scope

Designing and planning

Creation of the policy for information security

Structure analysis

Deatermining the protection requirements

Provision of resources

[
[
[
[
[
[

Integration of all employes

Establishment of organisational structures ]

Modelling of the domain, selecting and

Information Domain

- Organisation
- Infrastructure
- IT systems
- Applications
- Employees

adapting safeguards

Basic security check
Supplementary security analysis

Risk analysis

| 3 = Implementation of the security concept i

|
Yiewing the results of the examination

Consolidated the safeguards

Estimation of the costs and
personnel required

Determining the order of the implementation
of the safequards

Specifying the task and the responsability

Safeguards accompanying implementation

Figure3.1: Phases of the security process

4 - Maintenance and improvement

Checking theinformation security process
at all levels

The flow of information in the information

security process

The risk analysis process is specifically described in a shortgpad@3 documentBSH

Standard 1068, Risk aalysis based on FGrundschutZ® This process is suitable for both

existing and
Il nf ormati on
while,intre s econd

requirements’ In case a situation is not described in theGiindschutz Catalogues, the
methodology offers room for the determination of additional threats within themelysis

step®

The BSI has developed a certification scheme for the implementation-@fuifdschutz,
which consists of three levels based on the safeguards implemented. Each safeguard is
associated with a category: A for entry level, B for continudiéeerl, and C for certification

planned I T assets. I n the
Domain wil/l be a ATest pl ano
case, the modelling resul:t

f

Wi

level, while the additional Z category corresponds to optional measures. Certification at level
A requires the measures in A, certification at level B requires the measures in A and B; and

certification at level C requirehé¢ measures in A, B and C. The certification at level C is

compatible with the requirements of ISO/IEC 2708 Einally, as a kind of encyclopedic risk
management methodology,-Brundschutz tries to cover as many areas and interactions as

possible in thénformation Domain, and this includes data privacy protection (or Datenschutz

in German).

Data privacy protection is an entry in the Module Catalogues with reference B 1.5. However,
the module's description is not yet fully integrated into the main daduamel still appears as

% https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100

3 e pdf.pdf?__blob=publicationFile

°"BS|-Standard 10@ i IT-Grundschutz Methodology, 2008, pp-62

% cf. Determination of additional threats, in BSlandard 10@1 Risk analysis based on4Grundschutz, 2008,

pp. 1214.

% BSI-Standard 10@ i IT-Grundschutz Methodology, 2008, pp-88.
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separatée®Thi s additional module has been designe
in co-operation with the Technical Working Group of National and State Data Protection
Officers. It is oriented towards public bodies at théeral and state levels, private suppliers
of telecommunicati ons s er ypage @osumenndeals pvibhstite a | S
relation between data security and data protection, as well as with the roles of the data
security officer and the dataqggection officer. As a German document, it mainly refers to the
requirements set out by German laws at the federal and state levels. And obviously, it focuses
on the additional threats and safeguards that derive from the requirements of the laws. The
following 13 threats are described:
1 T 6.1 Missing legal grounds for the processing of personal data
1 T 6.2 Violation of the purpose for which the data originally was collected / Violation
of the Apurpose binding principlebo
1 T 6.3 Violation of the necessity pripte of collecting only personal data when it is
needed for the business process
1 T 6.4 Absent or poorly implemented data economy or avoidance of data collection
during processing of personal data
T 6.5 Breach of official secrecy during processing of paksdata
T 6.6 Absent or insufficient preliminary checks
T 6.7 Endangering the rights of the data subject during processing of personal data
T 6.8 Missing or insufficient safeguards for subcontracted data processing during
processing of personal data
1 T 6.9 Missing transparency to the data subject and dai protection auditing
authorities
1 T 6.10 Endangering required control objectives and related security safeguards during
processing of personal data
1 T 6.11 Missing or insufficient safeguards for the preoeg of personal data in foreign
countries
T T 6.12 Use of illegal automated decision making or reporting procedures during
processing of personal data
1 T 6.13 Missing or insufficientlataprotection auditing.

The following15 corresponding safeguards arscatiescribed:
{1 Planning and design:
1. S7.1(C) Management of data protection
2. S 7.2 (B) Definition of roles and responsibilities in the area of data protection
3. S 7.3 (A) Elements of a data protection concept
4. S 7.4 (A) Determination of the legal framework gardliminary checks for the
processing of personal data
5. S 7.5 (A) Establishment of staté-the-art of technical and organisational
controls when processing personal data.
1 Implementation:
6. S 7.6 (A) Awareness training of personnel involved in the processing
personal data
7. S 7.7 (A) Organisational procedures to protect the rights of the data subject
during the processing of personal data
8. S 7.8 (A) Registration of procedures and fulfilment of registration requirements
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for the processing of personal data
9. S 7.9(C) Data protection approval to operate
10.S 7.10 (A) Registration and regulations for reporting procedures during
processing of personal data
11.S 7.11 (A) Regulations for subcontracting during processing of personal data
12.S 7.12 (A) Rules regarding the corteda, linking and usage of personal data
during processing.
1 Operations:
13.S 7.13 (A) Documentation of the data protection acceptability of the processing
of personal data
14.S 7.14 (A) Maintenance of data protection during operations
15.S 7.15 (A) Data processirgpmpliant disposal and destruction.
Thirteen out ofL5 of the above safeguards belong to the A category, which is the first level of
requirement for a security policy. If necessary, this demonstrates that data privacy protection
is considered as an impantaopic within a typical security policy.

Touch point questions

Evidence from IT-Grundschutz

Does the RM methodology inclug
provisions about compliance wi
legislation and any relevant indust
standards, code of conduct, inter
policy, etc.?

Yes The safeguard S 2.340 (A) Observing le
framework conditions makes provision f
consideration of any relevant regulation about
information processing whatever is the coun
This safeguard belongs to the erleyel category
A. Therefore, it is kvays required. The
corresponding threat is T 2.105, Violation
statutory regulations and contractual agreemeg
Both belong to the moduld31.0, IT Security
management.

Is the RM methodology regarded as
process or is it simply about produci
a remrt?

Yes, it is acontinuous process that can be run fr
the development of any IT system to
completion.

Does the RM methodology addre
only information privacy protection ¢
does it address other types of priva
as well?

As a risk management nhetdology, it first
addresses information security. However, it g
has clear provisions for data privacy protection
set out in the module B 1.5, as both can over
There is little or no evidence about other types
privacy unless those other typese alefined ang
required by some relevant regulation.

Does the RM methodology say that
should be undertaken when it is s
possible to influence the developmg
of the project?

It can be used for existing or planned IT syste
In the latter caseit ileads to the definition of
development concept. There is no special empl
on calling for the use of the methodology as e
as possible.

Does the RM methodology plac
responsibility for its use at the sen
executive level?

It makes provisionsfor an IT security officef
positioned Aorgani sat
meaning a position placed directly on {
management level and that does not receive ol
from any ot her posit
protection of f i c e rotectidn
Officer must have the right to speak directly ang
any time to administration or management,
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Touch point questions

Evidence from IT-Grundschutz

must also be informed quickly and in full of a
events in the organisation relevant to his or
activities as the Dat

Does the RM methodology call fc
developing a plan and terms
reference? Does it include
consultation strategy appropriate to |
scale, scope and nature of the proje

During the initiation of the security process, it ca
for planning and elaboratna strategy as well g
for providing the necessary resources

accomplish the tasks. Although it puts an emph
on the communication and the involvement of
employees, there is little or no evidence about
kind of a consultation strategy with k&nolders.

Does the RM methodology call fq
conduct of an environmental sc
(information about prior projects of
similar nature, drawn from a variety
sources)?

There is little or no evidence about such
environmental scan at the beginning of pinecess
However, with regard

additional t hr eat sthreats
as wide as possible over the Internet.

Does the RM methodology inclug
provisions for scaling its applicatio
according to the scope of theojact?

Yes. The Information Domain can range from
entire organisation to a single applicatiq
providing that the Information Domain includ
whatever is necessary for the target informa
processing.

Does the RM methodology call fc
consulting dl relevant stakeholders
internal and external to th
organisation, in order to identify ar
assess the proje
perspectives?

It makes little or no reference to any stakehol
consultation. However, it makes some provis
for w«xitreg nral knowl edg
external knowledge may reflect the organisatic
needs more than the needs of external players.

10

Does the RM methodology inclug
provisions for putting in plac
measures to achieve cle
communications  between emior
management, the project team &
stakeholders?

Within the flow of information in the informatio
security process, it makes provisitor all kind of
communicatiorb et ween fWAsuper.i
staff, security team members and employees.

11

Does he RM methodology call fo
identification of risks to individual
and to the organisation?

As an IT and information security managem
methodology, it is geared towards t
identification of risks facing the organisation itse
However, with the provisimss made in Module E
1.5 regarding data privacy protection, it also ta
into consideration risks to individuals.

12

Does the RM methodology inclug
provisions for identifying protectio
measures and/or design solutions
avoid or to mitigate any nega#\
impacts of the project or, whe
negative impacts are unavoidab
does it require justification of th
business need for them?

It calls for the use of safeguards whether to ach
risk reduction, avoidance, acceptance or trang
Any residual risk muste fully documented i
order to take an informed decision.

13

Does the RM methodology inclug
provisions for documenting th

process?

It includes provisions for full documentation at
stages of the process.
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Touch point questions Evidence from IT-Grundschutz

14 | Does the RM methodology inclug It says nothing about making documents public.
provision for making the resultin
document public (whether redacted
otherwise)?

15 | Does the RM methodology call for| As a process running during the entire lijele of
review if there are any changes in { the secalled Information Domain  unde

project? consideration, it encourages regular reviews of
safeguards as well as regular checks for
threats.

16 | Does the RM methodology inclug It mentions internal or external audit as well g
provisions for an audit to ensure th certification scheme by the BSI, which requires
the organisation implementsall | external audit on a regulardisa.

recommendations or, if not all, that
has provided adequate justification 1
not implementing som
recommendations?

Conclusions and recommendations

As a kind of Afencycl opedi eGiundschutzacovenraih greah s e C

detail the security side of data protection. Module B 1.5, Data privacy protection, is
specifically designed with the requirente of the German federal law for data protection in
mind. This module identifies typical threats regarding compliance with the law as well as
their corresponding safeguards. Regarding interactions between this methodology and PIA,
IT-Grundschutz lacks sacomponents:
1 Consultation with stakeholders regarding their perceptions of possible risks arising
from the information processing under consideration
1 Broader privacy consideration. 4Grundschutz is not geared towards all types of
privacy consideration wbh could lead risk managers to overlook some threats to
individuals
1 Environmental scans during the initiation of the security process.

3.2.3 NIST SP 800639 Managing Information Security Risk

Managing Information Security Ris{SP 80039, 2011) published bythe US National
Institute of Standards and Technology (NISiE),congruent with, and complementary to,
NIST 80030 (2012) and guidance on other areas of organisational risk management as part of
an Enterprise Risk Management (ERM) programme. ISO 310fitecs Although the writing
is wholly new (albeit with some repetition of diagrams), there are considerable overlaps with
800-30, although the latter focusasreon risk assessmertnd 80039 is more holistic and
emphasises other aspects of risk managengither of these NIST publications embraces
privacy or data protection as an important element, and almost completely ignore it. Because
of this close relationship between the two documents, many details e308€tat area
described elsewhere in thisport will not be repeated here. However, 8%0develops or
emphasises certain elements, explains certain items at greater length, or introduces a number
of new and partly different ones. The following are probably the most important different
emphases:

1 governance and governance models
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T the fArisk executive (function)o

1 risk tolerance and uncertainty

1 enterprise and information security architectures

{1 trust and trust models

1 organisational culture

1 the relationship among key concepts

1 risk responding and monitogrfollowing assessment

1 roles and responsibilities

The main purpose, as in 830, isinformation securityMany types of organisational risk are

I dent prégram dnanagément risk, investment risk, budgetary risk, legal liability risk,
safetyrisk,inent ory ri sk, supply chain risk, and se
i's defined for present purposes as #Ainfor ma
organizational information systems including the processes, procedures, andestruithin
organizations that influence or affect the design, development, implementation, and ongoing
operation of those systems. o0 The document el
executives and | eader s, awveéphnpeo confitmed otr
separate from general management. Senior personnel are therefore given risk management
responsibilities and are to be accountable for their risk management decisions.

There is also an emphasi sdodnogfittsmwl st,o tbeec hind
assessing, developing courses of action, and determining the sufficiency, correctness and
effectiveness of risk responses. As in &0 80039 analyses the processes and activities at

the three organisational tiers, and adofhe fourfold framessessesponedmonitor risk
management process concept. A new concept is thaslofexecutive (function)This is

established at the top (organisational) tier as a crucial part of the governance and-decision
making structure forrls management ; It Nserves as the coc
for senior leaders/executives, mission/business owners, chief information officers, chief
information security officers, information system owners, common control providers,
enterprise architds, information security architects, information systems/security engineers,
information system security managers/officers, and any other stakeholders having a vested

interest in the mission/business success of
Risk tolerance is an impamt element ofisk framing and indicates #fthe
degree of uncertainty that i s acnmaeagemenb | e t

decisions and shaping oversight, the rigour of the risk assessment, and the responsive
strategies addpd. The document explaimnterprise and information security architectures

at length in its discussion of Tier 2 (mission/business process). These architectures have much
to do with the organisationds r esiskcuriynce t c
ar c hi t maorparates sedurity requirements from legislation, directives, policies,
regul ations, standar ds, and guidanceo. The
Aprivacyo as-reduatien aiong fortthe dull, orgasitBan-wide integration of
management processes, but this is not explained.

The concepts ofrust and trustworthinessare deemed important factors in risk decision
making, with fAtrustodo defined as fAa beihief th
specified circumstances. The entity may be a person, process, object or any combination of

s uch c¢ ompmApeendix Setstout a number of trust models as alternative ways for
organisations to obtain levels of trust needed to form partnerships Baloocations and to

share information. Trustworthiness relates to assurance about IT products and systems in the
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face of threats, and susceptibility to attack shapes the acceptability of levels of risk.
Organisational culture(values, beliefs and norms Inéncing behaviour and action) is a
dimension that 8039 treats at length, as it affects many if not all the other elements of risk
management. Where the cultures of two organisations differ, or where parts of the same
organisation have different cultutfes t he s e Adi sconnectso may b
informations h a r Amegampldiof an internal disconnect can be observed in a hospital that
emphasizes different cultures between protecting the personal privacy of patients and the
availability of medichinformation to medical professionals for treatment purpésesWe may
note that this is an al mo s39, andsthat tre texardplenseant i or
classic datgpr ot ecti on i ssue that PI'A would sencoun
processes. But 8689 offers no guide to the resolution of such clashes of culture and the
informationsharing decisions that are implicated. A section on the relationship among all the

key risk concepts (governance, risk, tolerance, trust, cultureraedtment strategy) then

follows, showing theirinter el at i onshi p and the i mportance
cognisance of this.

NIST 80339 moves on to discuss the process for managing risk through the familiar stages of
framing, assessingesponding and monitoring, describing each with moredinagned sub

processes. This analysis goes beyond3@dés f ocus on risk assess.|
fully the stages ofesponding to riskand risk monitoring including several steps in each.
Thereis a large Appendix that delineates tioées and responsibilitiesf key organisational
participants. Although they are not here
are elsewhere so described. These roles include: CEO, risk exedutimtioq) i an
individual or a group, CIO, information owner/steward, senior information security officer,
authorising official, authorising official designated representative, common control provider,
information system owner, information system secuwfficer, information security architect,
information system security engineer, and s
door o, a PI A wer e tnmanadgementgoroeesstcavered byr890dhese h e r i
personnel and their differing butverlapping responsibilities, and perhaps their differing
cultures (and what those cultures might indicate with regard to information processes that
bear upon privacy) would have to be factored into the PIA routine.

r ef

Evidence from NIST 80039
It mentions legislation but also includ
fidirectives, policies, regulations, standar
and guidanoe .

Touch point questions

1 | Does the RM methodology incluc
provisions about compliance wi
legislation and any relevant indust
standards, code of conduct, inter
policy, etc.?

2 |Is the RM methodology regarded as
process or is it simply about produci
a report?

It is a process.

should be undertaken when it is s

3 | Does the RM methodology addreg NIST 80039 karely mentions privacy an
only information privacy protection ¢ the example it mentions is of informatig
does it address other types of privacy privacy. Broadening could perhaps be d(
well? within the scope of the RM, but adopting

conception of privacy that went beyo
informationsecuritywould be a prerequisit
for the organisatin.

4 | Does the RM methodology say thatl The RM exists at all stages of a project ¢

continuously.
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Touch point questions

Evidence from NIST 80039

possible to influence the developmg
of the project?

Does the RM methodology plag
responsibility for its use athe senior
executive level?

The RM involves responsibilities (activitie
at several levels. Teper responsibility ig
heavily discussed but responsibilities
also set forth in many other places &
among many other roles.

Does the RM methodologyalt for
developing a plan and terms
reference? Does it include
consultation strategy appropriate to |
scale, scope and nature of the projeci

Not so explicitly for this RM, bu
holistically. There is @ecurityplan. There ig
also internal consultan between senio
executives and th
(function)o aaksessmer
process (e.g., framing, etc.).

Does the RM methodology call fq
conduct of an environmental sc;
(information about prior projects of
similar nature, drawn ém a variety of
sources)?

The Guide mentions many other NIST ris
security and other publications, as well
ISO and other standards.

Does the RM methodology inclug
provisions for scaling its applicatig
according to the scope of the project?

This gale does not seem to apply to R
except perhaps in terms gk aggregation
which is only mentioned in 8689 but more
fully discussed in 8030.

Does the RM methodology call fq
consulting all relevant stakeholde|
internal and external to tH
organisation, in order to identify an
assess the projecd
perspectives?

There are frequent mentions
Aist akehol de rraes  that aare
delineated describe who they are and W
their responsibilities are. Their perspecti
are impicitly recognised. Presumably the
woul d be a Pl AGs fig
there are also external ones (ot
organisations).

10

Does the RM methodology inclug
provisions for putting in place measui
to achieve clear communicatiol
between senior management, th
project team and stakeholders?

Communication is not separately a
explicitly discussed, but is mentioned ang
implicit in RM processes, especial
regarding rolecoordination.

11

Does the RM methodology call fq
identification of riskgo individuals ang
to the organisation?

This RM is almost
individual in focus.

exclusively ner

12

Does the RM methodology inclug
provisions for identifying protectiol
measures and/or design solutions
avoid or to mitigate any negatiy
impacts of the mject or, when negativ
impacts are unavoidable, does it requ
justification of the business need f
them?

Alternative actions to mitigate risk a
discussed as part of risk response, but
concerning any privacy impact.

13

Does the RM methodologynclude
provisions for documenting th

process?

Documentation is mentioned in a number
places, particularly in describing the role
the Acommon contr ol
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Touch point questions Evidence from NIST 800-39

14| Does the RM methodology includ Nothing is mentioned about publication.
provision for making the resultin
document public whether redacted ¢
otherwise)?

15| Does the RM methodology call for| Continuous monitoring is important to RM
review if there are any changes in {
project?

16 | Does the RM methodology inclug Review of risk management decisions is |
provisions for an adit to ensure thg of maintainingthe RM.

the organisation implements ¢
recommendations or, if not all, that
has provided adequate justification f{
not implementing som
recommendations?

Conclusions andrecommendations

This is an elaborate document that, read together with NIST SEBB®B0@ives a highly

detailed and elaborate descriptive guide to risk management in all its stages, procedures,
structures and thouglprocesses. As with 8680, but perhapt a lesser extent, there may be

At ouch pointso, Aopen door s 0;39 and ch the PlAe r af
Handbook that could be worth developing. Although hardly any mention is made of privacy,

the specific focus of 8089 on security risk shouldot rule this out, especially if 8€RD is
implemented in conjunction with it and if the latter can be oriented more firmly towards PIA.

If PIA can be inserted into the security concerns of-BB0PIA responsibility could be
grafted ont ok tehxee crudli es e thf goemande iarmd rdgcisioraking

structure for risk managementhe emphasis on organisational culture, and the example of

cul tur al Adi sconnect 0 -shaergveeuk be aadbotwiayt far delping t o w a
organisatios resolve such dilemmas through the analysis that PIA would bring to these
Situations. I n addition, the fAstakehol dero f

3.2.4 ISACA and COBIT

ISACA (originally known as Information Systems Audit and Controé@sation) originated

in 1969 as the EDP Auditors Association. Since those origins, the members of ISACA, who
serve in a variety of IFFelated positions, are found in 190 chapters in over 180 countries, and
currently exceed 100,000 in number. ISACA estilddd a research affiliate, the IT
Governance Institute (ITGI), in 1998. The focus of the organisation is upon developing
knowledge around information systems assurance, control, and security, as well as
governance of IT and related risk and complianceeiss ISACA developed and administers
several certifications, including the Certified Information Systems Auditor (CISA), Certified
Information Security Manager (CISM), Certified in Risk and Information Systems Control
(CRISC), and Certified in the Govemee of Enterprise IT (CGEITf*

COBIT (Control Objectives for Information and related Technology), originally published in
1996 and now released in version 5, is a process framework for IT and encompasses

101 \www.isaca.org
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frameworks for value of IT business investmentsl (Waand for risk management (Risk IT).
CORBIT, like other IT governance frameworks, focuses upon the efficient and effective use of
IT assets, and includes the following key areas: strategic alignment, value delivery, risk
management, resource managemeerformance managemeht?

Resource
Management

Figure3.2: IT Governance Model

CORBIT itself is a framework and does not aim to provideepth guidance on every aspect

of managing and governing IT. COBIT refers users of the framework to otirerdetailed
standards such as ITIL (for service delivery), CMM (for solution delivery), ISO 17799 (for
information security) and PMBOK or PRINCE?2 (for project management). Over time, more
than 40 international IT standards, frameworks, guidelines, at® been consulted for the
development of COBIT, including notably those published by COSO, OGC, ISO, SEI, PMI,
and ISF. The COBIT framework ties together business requirements with IT processes and IT
resources:

Business IT IT

requirements processes resairces
Effectiveness Domains Applications
Efficiency Processes Information
Confidentiality | Activities Infrastructure
Integrity People
Availability
Compliance
Reliability

The process model for COBIT comprises four domains with 34 generic processes taimed a
Amanaging the | T resources to deliver i nfori
governance .r Ehg tourrdenmaiesnaresl) plan and organise, 2) acquire and
implement, 3) deliver and support, and 4) monitor and evaluate. The CQBtEViiork

provides a process description, control objectives, management guidelines and a maturity
model for each distinct process within these domains.

The process description indicates which IT process is controlled, how it satisfies business
requirementsand how it is achieved and measured. The process is decomposed into a series

192 Bentley, Wiliam, andPeter T Davis,Lean Six Sigma Secrets for the CICRC Press, 2010.
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of specific activities. The management guidelines define which processes provide inputs, and
which outputs are created by the process. A RACI (Responsible, Accountable, €hrmult
Informed) chart is provided for each activity in the process and goals and metrics for the
process are established.

Within the Apl an l@prodesses aeaescrised. dhey acomoern defining a
strategic IT plan; defining the informati architecture; determining the technological
direction; defining the IT processes; organisation and relationships; managing the IT
investment; communicating management aims and direction; managing IT human resources;
managing quality; assessing and man@dT risks; and managing projects. Key areas where
privacy and data protection elements may be introduced are within the following activities:

PO2.3- Data Classification Scheme

PO2.4- Integrity Management

PO4.8- Responsibility for Risk, Security ar@mpliance

PO6.2- Enterprise IT Risk and Control Framework

All activities associated with PO9 Assess and Manage IT Risks
P0O10.4- Stakeholder Commitment

The domain of Afacquire and i mplemento inclu
automated dautions; acquiring and maintaining application software; acquiring and
maintaining technology infrastructure; enabling operation and use; procuring IT resources;
managing changes; and installing and accrediting solutions and changes. Key areas where
privacy and data protection elements may be introduced are within the following activities:

All.2 - Risk Analysis Report

Al2.1 - High-level Design

Al2.2 - Detailed Design

Al2.3 - Application Control and Auditability

Al3.2 - Infrastructure Resource ProtectiamdaAvailability
Al6.2 - Impact Assessment, Prioritisation and Authorisation

The Adeliver and supporto domain comprises |
and managing service levels; managing tHpiadty services; managing performance and
capaity; ensuring continuous service; ensuring systems security; identifying and allocating
costs; educating and training users; managing service desk and incidents; managing the
configuration; managing problems; managing data; managing the physical envitpanc

managing operations. Key areas where privacy and data protection elements may be
introduced are within the following activities:

DS2.3- Supplier Risk Management

All activities associated with process DSbnsure Systems Security
DS11.1- Busines Requirements for Data Management

DS11.2- Storage and Retention Arrangements

DS11.6- Security Requirements for Data Management
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The fourth domain, Amonitor and evaluateo,
and evaluating IT performance; mtoring and evaluating internal control; ensuring
compliance with external requirements; and providing IT governance. Key areas where
privacy and data protection elements may be introduced are within the following activities:

ME3.1 - Identification of Exernal Legal, Regulatory and Contractual Compliance
Requirements

MES3.2- Optimisation of Response to External Requirements

MES3.3- Evaluation of Compliance with External Requirements

ME3.4 - Positive Assurance of Compliance

ME3.5- Integrated Reporting

The COBIT framework has developed over the past decade and a half, with the most recent
update to COBIT published in 2012 as COBIT 5. COBIT 5 now encompasses the additional
Risk IT and Val IT frameworks, whose relationship to COBIT are shown in F&j8keelow.

Business Objective—Trust and Value—Focus

-

o RiskIT Val IT

Risk Y Identify Risk
b Management and Opportunity

IT-related
Events

IT Process |
Management

IT-related Activity Focus
Figure3.3: COBIT and related frameworks

Of particular interest in this context is Risk IT, which was originally published in 2009, based

c

upon the then current version of COBI T (4.1

principles of ergrprise risk management (ERM) standards/frameworks such as COSO ERM
and AS/NZS 4360 (soon to be complemented or replaced by ISO 31000) and provides insight
on how to apply this guidance to | T. 06 The
three domais: risk governance, risk evaluation, and risk response. In turn, each of these
domains includes three defined processes

Risk governance Risk evaluation Risk response
RG1 Establish and maintain a| RE1 Collect data RR1 Articulate risk
common risk view RE2 Analyse risk RR2 Manage risk
RG2 Integrate with ERM RE3 Maintain risk profile | RR3 React to events
RG3 Make riskawae business
decisions
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The following examines COBIT and Risk IT within the context of how they relate to the key
touch points for PIA, ad how and where PIA may fit into the framework as it currently

exists.

Touch point questions

Evidence from COBIT

1 | Does the RM methodology incluc
provisions about compliance wil
legislation and any relevant indust
standards, code of conduct, intair
policy, etc.?

In COBIT, Process ME3.3 Evaluation of
Compliance with External Requireme
provides for this type of review.

Is the RM methodology regarded as
process or is it simply about produci
a report?

It is a framework that supports tl
application of other risk manageme
methodologies, and provides in that conte
strategic approach to risk, which is cyclic
in nature.

Does the RM methodology address o
information privacy protection or dog
it address other types of privacy

well?

It is expansive and addresses a broad r:
of risks that may be applicable. Privacy
not specifically identified, but is includg
within the approaches taken for ensur
compliance.

Does the RM methodology say that
should be undertaken wheah is still
possible to influence the developme
of the project?

It is aimed at tying business value to
processes, including those related to

management. As such, risks ¢
contemplated in the earliest stages of
project or programme and contadly
evaluated and responded to.

Does the RM methodology plag
responsibility for its use at the seni
executive level?

Yes. IT risk management defined within t
COBIT and Risk IT frameworks is driven k
a governance model that relies upon
definition of risk appetite/tolerance

strategic levels in the organisation (i.
Board or most senior level), and integra
with enterprisdevel risk management.

Does the RM methodology call fq
developing a plan and terms
reference? Does it include
consultation strategy appropriate to {
scale, scope and nature of the project

COBIT calls for strategic planning in th
Plan and Organize domain, and Risk
establishes activities to be pursued in
Risk Governance domain, each involving
broad rangef stakeholders.

Does the RM methodology call ft
conduct of an environmental sc|
(information about prior projects of
similar nature, drawn from a variety |
sources)?

While there is no explicit call for &
environmental scan, one of the four donsa
AMonitor and Evalu

upon external regulatory and compliar
issues, and should typically lead to suc
generalised environmental scan.

Does the RM methodology inclug
provisions for scaling its applicatic

according to thecope of the project?

No.
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Touch point questions

Evidence from COBIT

Does the RM methodology call f¢
consulting all relevant stakeholde|
internal and external to the organisati
in order to identify and assess t
projectos I mpac
perspectives?

Within the 0PIl aain, the
activity P0O10.4 is aimed at ensuring

stakeholders are engaged and provide in
to the definition and execution of the proje

10

Does the RM methodology inclug
provisions for putting in place measur
to achieve clear communicatiol
between senior management, the proj
team and stakeholders?

Process PO6 (within
domain), Communicate Management Ali
and Direction, includes the activity PO6
Communication of IT Objectives arn
Direction. This activity ensures thall
stakeholders are provided with an awarer
and understanding of business and
objectives and direction.

11

Does the RM methodology call fq
identification of risks to individuals an
to the organisation?

It defines the processes related to
idertification of risk within theP O9 i A
and Manage | T Ri sks
activities. In addition, these processes
defined in more detail in the related Risk

framework.

12

Does the RM methodology inclug
provisions for identifying prection
measures and/or design solutions
avoid or to mitigate any negati
impacts of the project or, when negati
impacts are unavoidable, does it requ
justification of the business need f
them?

It calls for highlevel and detail desig
(Al2.1 ard Al2.2) to be completed within th
context of the organisation's technologi
direction and information architecture, whi
standards should be defined to av
negative impacts.

13

Does the RM methodology inclug
provisions for documenting the proces

Numerous artefacts are expected to
produced within the framework, enablil
communication of outputs from one proce
as inputs to other processes, crea
effective linkages of the business and
processes within the various domains.

14

Does the RM methodology include
provision for making the resultin
document public (whether redacted
otherwise)?

No. There is no discussion
communication outside of the defint
stakeholders.

15

Does the RM methodology call for
review if there are any chargyén the
project?

Risk management is viewed as a continu
cycle and is applied to both projects g
ongoing IT services.

16

Does the RM methodology incluc
provisions for an audit to ensure that |
organisation implements e
recommendations or, if nall, that it
has provided adequate justification 1
not implementing som!
recommendations?

I n the AMonitor an
activity ME3.4, Positive Assurance
Compliance, i's ai me
corrective actionso address any complice
gaps have been taken by the respons
process owner in a timely manner

108



Conclusions and recommendations

For the purpose of identifying a window for inclusion of PIAs within the COBIT framework,

our assessment leads us to believe that many okelieelements of PIA are implicitly
included in the framework, especially with
Evaluatedo domain, which calls for adherence
Moreover, as a framework, where COBI&lies upon other standards such as ITIL, ISO
31000, COSO, and others, inclusion of PIA within those other standards will necessarily roll

up into the processes observed by COBIT user organisations. As an alternative approach, it
may be valuable to devel@pwhite paper or case study identifying linkages between PIA and
COBIT, working with ISACA to introduce them into their certification programmes or simply

for dissemination within their global membership.

3.3 RISK ANALYSIS METHODO LOGIES
3.3.1 CRAMM

CRAMM was originally developed by the CCTA (Central Computer and
Telecommunications Agency) of the UK government as the CCTA Risk Analysis and
Management Method (CRAMM) in 1985. Its original purpose was to provide government
departments with a method that woulld specifically aimed at performing security reviews

for information systems. Since that time the methodology has been developed, both from the
perspective of content and of technological support. The method was commercialised as a
tool by a UK firm (Irsight Consultingf’® and subsequently by Siemens, who now publishes
the tool under version 547

The ongoing use of CRAMM, in the UK or elsewhere, appears to be significantly diminished
over the time since its original development for use by governmentiageihis observation

is based upon the scarcity of reference materials or media references, as well as upon
responses to the surveys conducted in conjunction with (and preceding) this study. According
to adoption rate details from the current CRAMM tabpublisher, Siemens, there are over

600 copies of the software in use in 23 countries. PRINCEZ2, which is now used by most UK
government agencies as a project management standard, includes the M_o_R as the standard
for risk management, and offers a goweentsanctioned alternative to CRAMM for risk
management. The current version of CRAMM includes support for certifications against
BS7799 (as well as the relatet5O 27000 series of standardsfhe CRAMM
countermeasures reflect the BS7799: 2005/ISO 2¢0dtrols.

The CRAMM method is broken down into three stages or phases:

1 identification and valuation of assetsof the 400 types of assets supported, they
broadly encompass data, physical assets and systems

1 assessment of threats and vulnerabilifiebe tool supporting the CRAMM method
includes 38 types of threats and 25 different types of impact

1 analysing risk and managing risk, including identification and prioritisation of
countermeasuret the countermeasure library for the 5.1 version of the CRAM
toolkit includes over 3,500 generic controls, and seven different measures of risk.

193 SANS Institute, "A Qualitative Risk Analysis and Management FG®®RAMM", 2002.
1% Siemens Enterprise, "CRAMM v5.1 Information Security Toolkit".
http://www.cramm.com/downloads/datasheets.htm
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The followingtable examines CRAMM within the context of howvrelates to the key touch
points for PIA, and how and where PIA may fit into the framework as it currexigys. Due

to the limited availability of information about CRAMM in the public domain, the analysis

that can be completed here is quite limited.

Touch point questions

Evidence from CRAMM

1 | Does the RM methodology incluc
provisions about compliancewith
legislation and any relevant indust
standards, code of conduct, inter
policy, etc.?

It includes support for BS7799: 2005 a
ISO 27001.

2 | Is the RM methodology regarded as
process or is it simply about produci
a report?

CRAMM focuseson perbrming a completg
risk assessment for information security, @
includes both a toolkit to support the proc
and reporting elements to communicate
results of that assessment.

3 | Does the RM methodology address o
information privacy protection oros
it address other types of privacy
well?

It focusees on threats, vulnerabilities and ti
risks they represent, not particularly up
privacy (except where privacy is identified
a risk to the assets).

responsibility for its us at the senio
executive level?

4 | Does the RM methodology say that| The risk assessment is intended to
should beundertaken when it is stij performed on a cyclical, ongoing basis, a
possible to influence the developm¢ matter of information security.
of the project?

5 | Does the RM methodology pla{ No. There is no focus on senior execusive

any accessible literature.However, a
published review of the CRAMM toolk
points outthat it hasthe ability to presen
results to management using graphs
reports produceby the tool**®

6 | Does the RM methodology call ft
developing a plan and terms
reference? Does it include
consultation strategy appropriate to f{
scale, scope and nature of the project

No. There is no evidence to support this.

7 | Does the RM methodogy call for
conduct of an environmental sc|
(information about prior projects of
similar nature, drawn from a variety |
sources)?

No. There is no evidence to support t
Published reviews of CRAMM do mentiq
that the data entered into the toolkén be
captured and rased when a subsequent r
assessment is performed, providing a b
for comparisort®®

105 Kaner, Ece, "Integrated Approach to Information Risk Assessm€nticordia University, Montreal, June

2008.
"% Ibid.
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Touch point questions

Evidence from CRAMM

Does the RM methodology inclug
provisions for scaling its applicatic
according to the scope of the project?

The method is driven by assessi risk
around the various assets of the organisal
not on a project basis. Thus, there is
public evidence to support that this is {
case.

Does the RM methodology call fq
consulting all relevant stakeholde|
internal and external to the orgsation,
in order to identify and assess t
projectos I mpac
perspectives?

Accessible information is insufficient 1
determine whether this is the case.

10

Does the RM methodology inclug
provisions for putting in place measur
to achieve clar communication:
between senior management, the pro
team and stakeholders?

Accessible information is insufficient 1
determine whether this is the case.

11

Does the RM methodology call fq
identification of risks to individuals an
to the organisatiu?

The focus of threat, vulnerability and ri
assessment is based upon the assets @
organisation. This includes up to 4
different types of assets, including data.

12

Does the RM methodology inclug
provisions for identifying protectiol
measures atior design solutions t
avoid or to mitigate any negati\
impacts of the project or, when negati
impacts are unavoidable, does it reqt
justification of the business need f
them?

Countermeasures are selected as respons
the identified risks. Aspart of that
evaluation, CRAMM includes th
assignment of costs associated W
mitigating risks, which may be inferred
provide for a business justification, though
IS not necessarily a complete view of {
business need.

13

Does the RM methodologyinclude
provisions for documenting the proces

The CRAMM toolkit creates graphs, cha
and reports to document the results of
risk assessment.

14

Does the RM methodology inclug
provision for making the resultin
document public (whether redacted
otherwise)?

No. There is no evidence to support this.

15

Does the RM methodology call for
review if there are any changes in {
project?

CRAMM calls for a cyclical reassessmer
of risk on an ongoing basis.

16

Does the RM methodology inclug
provisions for an audit to ensure that {
organisation implements e
recommendations or, if not all, that
has provided adequate justification f
not implementing som
recommendations?

It provides the ability to store the results
one assessment and campit to the next
assessment, which would give the assesg
view as to whether riskelated
recommendations have been implemen
however, the frequency of the rif
assessment is at the core of whether this i
effective tool for compliance with sug
recommendations.
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Conclusions and recommendations

Based upon our survey of UK organisations and a desktop review of the marketplace, the
CRAMM method has limited application and use at this time, and appears to have been
largely supplanted by other nhetds. Moreover, given that CRAMM provides support for

ISO 27001 and BS7799, it would seem to be a more effective approach to address any
modifications required to risk assessment within those contexts (as well as within the risk
management elements of RRIE2) to enable the uptake of PIA within organisations.

3.3.2 EBIOS
EBI OS stands in French for AExpression des
S®curit ®o, which in English means AEXpressi

Obj e c .t Thierskdmanagement method was created in 1995 by the Agence Nationale
de la Sécurité des Systémes d'Information (AN$8he French Network and Information
Security Agency (FNISA), and was first released in 198 Bince then, there have been two
majar updates: in 2004 and in 2010. Among other improvements, the revisions have
introduced better compatibility with international standards on information security
management and risk management, namely ISO 27001, ISO 27005, ISO Guide 73 and I1SO
31000.

To date, the EBIOS method is only available in French; however, an English version is
awaiting approval and should be available soon. As such, EBIOS is mainly used in France,
where it is recommended for public administrations and for private companies that are
carrying out contracts for the Defence Ministry or that have strong needs in terms of
information security. EBIOS is also used abroad in Frespaaking countries, and ENISA

has drawn on EBIOS. The use of EBIOS is suitable for various types of struetugag

from small and mediursized companies and local authorities to rmgiional companies as

we l | as international organi sations. Since
E B 1 O hich is a user group, independent of ANSSI, formed by pubiit private

sectors organisations as well as individual experts.

EBIOS is a higHevel method for risk management. It is mainly an information security
method; however, due to its modular and flexible approach to risk management, it is general
and powertdl enough to be used in other sectors as Welk is a kind of toolbox which

comes as a set of two main documents. Thedje Risk Management MetHdtgives an
overview of risk management and then focuses on information security (Chaptér 1).
explainswhat EBIOS is and how it works (Chapter 2), and describes each of the activities that
make up the approach (Chapter 3). A demonstration of the coverage of international standards
(Appendix A), and a glossary and some useful references (Appendix B) suppldrae

197 http://www.ssi.gouv.fr/en/thanssipublications109/methodgo-achieveiss/ebios2010-expressiorf-needs
andidentificationof-securityobjectives.html

198 http://www.ssi.gouv.fr/

19EBIOS V1

10 http://www.clb-ebios.org

"1 Health and safety, environment protection, management of legal risks, etc.

112 EBIOS 20107 Méthale de gestion des risqueANSS. http://www.ssi.gouv.fiMG/pdf/EBIOS 1-
GuideMethodologique01001-25.pdf
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http://www.ssi.gouv.fr/IMG/pdf/EBIOS-1-GuideMethodologique-2010-01-25.pdf
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document. The 5p a g e

i Kn o wi?®k d camlogheadsseribing the types of supported

assets (Chapter 1); the types of impact (Chapter 2); the types of threat source (Chapter 3);

generic threats and vulnerabilities (Chapter 4); and generic ori@hapter 5). Both
documents are supplemented by free softWar n d

by

which is a full 69page example detailing the use of EBIOS.

A @RCHI ME DY®

A

Within EBIOS, an information security risk is a combination of the following four elements:

1 atreat source,
1 athreat,

1 avulnerability,
1 an impact.

Thus EBIOS focuses on the identification of those four elements as well as on the proposal of
various scenarios that combine them in likely ways. Through this, EBIOS allows the risk
manager to assess dartreat risks. It also provides all the necessary elements for

communication within the organisation and its partners as well as the validation of risk

treatment.

EBIOS is an iterative method suitable for producing many types of deliverabiging from

i and @ seouaty strategy te @ ciskrmapg ofr a po | i
treatment plan. Since its last release in 2010, EBIOS has been restructured into five modules

to comply with the requirements of ISO 27001, ISO 27005 and ISO 310§0eBi4 below

an

organi sationos

shows the organisation of those modules as astiep process.

A

Modulel: Context study

Defining the risk management scope

[ Preparing the metrics ]

[ Identying the assets ]

Moduled 2: Feared events study

Assessing the feared events }

A

Module 3: Threat scenarios study

Assessing the threat scenarios

[
!
!
!
!
|
|
;
Y

Module 4: Risks study

[ Assessing the risks ]

[ Identifying the security objectives ]

|

Module 5: Controls study

Forrmalising the controls
to be implemented

[ Implementing the controls ]

Figure3.4: EBIOS's fivestep process

113 EBIOS 2010 i Base

BasesDeConnaissane281001-25.pdf

de

connaissanges ANSSL

http://www.ssi.gouv.fr/IMG/pdf/EBIOS-

"4 hitps://adullact.net/projects/ebios2010/

118 hitp://www. ssi.gouv.fr/IMG/pdf/EBIO SEtudeDe Casirchimed2010-01-25. pdf
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Module 1 establishes the context, the scope of the risk management, the metrics and
boundaries of the study. It also identifies the prymassets, the supporting assets on which
they depend, and the parameters to be taken into account in the risk treMourie 2
contributes to risk assessment. It helps identify and estimate the security needs of the primary
assets (in terms of availdiby, integrity, confidentiality, etc.), all the possible impacts (on the
missions, the safety of people, financial, legal, image, environment, third parties and others,
etc.) in the event of necompliance with these needs, and the threat sources (human,
environmental, internal, external, accidental, deliberate, etc.) that then contribute to the
formulation of the feared eventslodule 3 is also part of the risk assessment. It involves
identifying and assessing the scenarios that can generate the feartdagd thus be part of

risks. The risk manager must carefully study the threats generated by the source of threats as
well as all of the exploitable vulnerabilitigglodule 4 highlights the risks for the organisation

by checking the feared events agaitht threat scenarios. It also describes how to estimate
and evaluate these risks and how to identify the security objectives that need to be achieved to
treat them. Finally, Module 5 focuses on risk treatment. It explains how to specify the controls
to beimplemented, how to plan the implementation of these controls and how to validate the
risk treatment and residual risks.

Possible Atouch pointso between the PIA Hand

Touch points questions Evidence from EBIOS
1 | Does the RM methodology includg¢ Yes. Within Module 1, Action 1.1.4
provisions about compliance wilil denti fy the para

legislation and any relevant industaccount o, ma k e sns fop

standards, code of conduct, inter| taking into account any laws, rules a

policy, etc.? regulations that may have an effect on 1
management . Wi t hin

control so of T rB&sB Idé
connai s prausions sate made f(
general compliance, and item 15.1
Al dentni fafcathe | eqgi
makes specific pral
of the legal, regulatory and contracty
requirements in force for each informati
system and for the organization.

2 | Is the RM methodology regarded ag Yes. It is a fuly iterative process whic
process or is it siply about producing should be used in each phase of a projg
a report? life cycle.
3 | Does the RM methodology addre It is mainly geared towards informatig
only information privacy protection @ security. As such, it mainly focuses
does it address other types of privg information  protection in terms ¢
as well? availability, confidentiality and integrity. |
can be used for the protection of any kind
information, including information privacy
This is set out in Module 1, Action 1.3.]
Al dentify the pri mai
and their trustees
provisions for personal data as set out in
French law for personal data protection. It
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Touch points questions

Evidence from EBIOS

15.1. 4, AfDat a pr oityé
of i nformation r el g
makes specific provisions for that. There
little or no evidence about other types
privacy, although it does refer to hum
impacts; however, as a generic r
management methodology, other types
privacy could easily be included in the scq
of a study*®

4 | Does the RM methodology say that
should be undertaken when it is s
possible to influence the developmg
of the project?

Yes. Itis suitable for any typef system
either in the developnm¢ phase or ir
production. It clearly makes provision f
starting as soon as a new service or sys
comes into consideration in order to be 3
to influence the design and to make
necessary choices before investing too m
to be able to reverse tiecision.

5 |Does the RM methodology plac
responsibility for its use at the seni
executive level?

There is no clear provision for thg
However, as a risk managemeg
methodology suitable for a who
organisation as well as for producing hig
level documents, such as security policié
one can assume that use of EBIOS n

have some engagement with ser
management.
6 | Does the RM methodology call ftfYes. Wi thin Modul e
developing a plan and terms |t h e risks studyo,

reference? Does it include
consultation strategy appropriate to {
sale, scope and nature of the projeq

formalising the aims of the study in terms
intention and deliverables as well as hov
is to be conducted. In addition, EBIC
includes provisions for identifying al
relevant stakeholders to be involved, and
consulting on the risks.

7 | Does the RM methodology call fc
conduct of an environmental sc
(information about prior projects of
similar nature, drawn from a variety
soures)?

Yes. Within Module 1, Action 1.1.2
ADescribe the gene
study of the general context (external ¢
internal). This includes the environme
social and cultural, political, lega
regulatory, financial, technologicg
economic, natural and competitive, and
international, national, regional and log
levels; the factors and trends that havs
determining impact on the objectives, as W
as the relations with external stakeholdg
their perceptions and their values.

16 1n fact, this has been done by the French Data Protection Authority (CNIL) with its two guides,

iMet hodol ogy for
published in 2012 and are part of this study

privacy

risk management 0 aered
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Touch points questions Evidence from EBIOS

8 | Does he RM methodology includ{ Yes. It can easily scale to be used on a wi
provisions for scaling its applicatig sector of activity, part of an organisation,
according to the scope of the project information system, an IT system, a netw

of systemsan application, or even a sing
component of a product.

9 | Does the RM methodology call f¢ Yes It makes clear provisions f(
consulting all relevant stakeholdeflAi Communi cati on and
internal  and external to thr i skso and says t |
organisation, in order to identify arn relevant stakeholders is necessary for
assess the pr oj e]appropriate definition of the context and 1
perspectives? taking their interests into consideratid

Within Modulel , Acti on 1.
boundaries of the s
provision to identify and clearly define tk
participants of the study.

10 | Does the RM methodology inclug Yes. It makes specific provision fq
provisions for putting in plac(including communication in each activi
measures to achieve clg within its process. Communication is al
communicatios  between  senig considered as a key activity within the ri
management, the project team g management process.
stakeholders?

11 | Does the RM methodology call fg Yes. Risk analysis is done within Module
identification of risks to individualfAct i on 4. 1. 1, nAnal
and to the organisation? based on the results of Action 2.1

AAnal yse all of ithirh
Modul e 2, and Acti g
the threat scenario

12 | Does the RM methodology inclug Yes. This is done along with Module
provisions for identifying protectioli St udy of t he cont
measures and/or design solutions| determine the methods and means to trea
avoid or to mitigate any negatiy risks. Action 5.1.2 as wellsaAction 5.2.2,
impacts of the projector, whenfi Anal yse the residi
negative impacts are unavoidab provisions for analysing the residual rig
does it require justification of th before the implementation of the contrg
business need for them? for the former, and after the implementati

of the controls, for the latter.

13 | Does the RM methodology ihme| Yes. All decisions must be full
provisions for documenting th documented. Furthermore, vario
process? documents may be an output at any ste

the process. These range from gen
information security policy to rationa
expression of security  bpectives
statements’’

14 | Does the RM methodology inclug¢ No. There is little or no evidence abg
provision for making the resultin| public release of any document result
document public (whether redacted| from the process.
otherwise)?

7 bid., p. 13
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Touch points questions

Evidence from EBIOS

provisions for an audit to ensure tk
the organisabn implements al
recommendations or, if not all, that
has provided adequate justification 1

15 | Does theRM methodology call forgYes. Wit hin EBI OS,
review if there are any changesin{r evi ewo t ask i s i
project? activities.

16 | Does the RM methodology inclug It does not include explicit provisions f

audits. However, within Module 5, Actig
5.2. 3, AGrant i epO U
consists of organising the formal validati
of the study's conclusions, implies a decis

based on the results of an audit, eit
internal or external.

not implementing som
recommendations?

Conclusions and recommendations

EBIOS is a higHevel risk management methodology dgsd for information security, but is
flexible and powerful enough to be suitable for any kind of risk analysis. EBIOS includes
many provisions that make it suitable for PIAs. In fact, the Club EBIOS has published two
examples of its use for privacy protien.*'® However, to be usable right out of the box for
privacy protection, EBIOS has yet to be adapted with the privacy requirements set out by laws
and regulations. Fortunately this work has been done in 2012 by the French Data Protection
Authority (CNIL), which has published two guides in this regdrd.

3.3.3 OCTAVE®

OCTAVE®™®st ands for fOperationally Critical Thr
|t i s a Aframeworko for security evaluatio
Engineering Institut¢SEI) at Carnegie Mellon University (CMU) in 1999. It was developed

in the USA to help the US Department of Defense (DoD) to address the requirements set out
by the Health Insurance Portability and Accountability Act (HIPAAJor personal health

data protetion.

The heart of OCTAVE is a set oCriteriaj emsioni a t h e
2 . & da report of 143 pages, published in 200hose criteria form the basis from which

various methods have been and can be derived.

To date, three metlds consistent with OCTAVE criteria have been published by SEI:
1 OCTAVE Method is the original one, published in 2001. The method is described in

118 Grall, Matthiey Etudes de cas: Médecine du tray&llub EBIOS, 2011
http://www.clubebios.org/site/documents/CIubEBIESudeeCasMedecineTravai?011-11-29.pdf  Grall,
Matthiey Etudes de cas: Géolocalisation de véhicules d'entrepBiss EBIOS, 2012 hitp://www.club
ebios.org/site/documents/ClubEBIEEudeDeCas5eolocalisatior201212-15. pdf

95 Met hodol ogy for privacy risk management 0
in this study

120OCTAVE is registered in the U. S. Patent and Trader@dfike by Carnegie Mellon University.
121 ys Department of Health & Huma&Services, The security rules.
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/

122 Alberts, Christopher J.and Audrey J. DorofeeQCTAVEM Criteria, Version 2.0 Software Engineering
Institute, Carnegie Mion University, Pittsburgh, PA, 200https://www.cert.org/archive/pdf/01tt 6. pdf

117

and @ Meas:



http://www.club-ebios.org/site/documents/ClubEBIOS-EtudeDeCas-MedecineTravail-2011-11-29.pdf
http://www.club-ebios.org/site/documents/ClubEBIOS-EtudeDeCas-MedecineTravail-2011-11-29.pdf
http://www.club-ebios.org/site/documents/ClubEBIOS-EtudeDeCas-MedecineTravail-2011-11-29.pdf
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/
https://www.cert.org/archive/pdf/01tr016.pdf

OCTAVE™Method Implementation Guidé® a set ofL8 volumes describing the entire
process, step by stephe OCTAVE method has been designed for largaulti-
layered, hierarchicabrganisations with more than 300 employédest maintain their
own IT infrastructure.

1 OCTAVE-S is the OCTAVE method streamlined for small companies with fewer than
100 employees, a flat dmarchy, and that are mostly outsourcing their IT
infrastructure. It takes into account the limited means and unique constraints usually
found in small organisations. The first version of OCTASERvas published with the
version number 0.9 in 2003, whileettastversion was published in 2005. The method
is described iDCTAVE-S Implementation Guig€*which is a set o10volumes.

1 OCTAVE Allegro is the last member of the OCTAVE family, published in 2007. It is
described in the 11pageThe OCTAVE Allegro Gdebook?>. OCTAVE Allegro is a
streamlined version of the previous methods. It is an informatotric risk
assessment met hod whi ch s pec.infthecoatéxiofy f ocu
how they are used, where they are stored, transported, aoelsped, and how they
are exposed to threats, vulnerabilities, and disruptions as adré8uls such, this
variant of the OCTAVE method does not considerolthe possible types of assets
but rather focuses on assets directly related to informatiosotbea | | ed AT nf or m
containerso.

Although the three OCTAVibased methods differ slightly in their processes and steps, they

all rely upon the same OCTAVE criteria that form their common foundation. OCTAVE
criteria consist of a set df0 high-levelprnci pl es t hat #fAare the fund.
the natur e oéndfromevhichasetotildt i onhbutes are derive
the distinctive qualities, or characteristics, of the evaluation. They are the requirements that
define thebasic elements of the OCTAVE approach and define what is necessary to make the
evaluation a success from both the process and organizational persgettives

Principles and attributes are mapped together in the Bdblzelow.

Mapping of principles to attributes

Principles Attributes
Information security risk evaluation principles
Seltdirection 1 RA1 Analysis team
1 RA 2 Augmenting analysis team skills
Adaptable measures 1 RA 3 Catalog of practices

123 Alberts, Christopher Jand Audrey J. DorofeeDCTAVE™ Method Implementation Guide Version 2.0
Software Engineering Institute, Carnedjellon University, Pittsburgh, PA, 2001
https://www.cert.org/octave/octavemethod.h{omder the download link which requires a registration)

124 Alberts, Christopher, Audrey Dorofee, James Stevens and Carol WO@BAVE® Implementation Guide
Version 1.0 Software Engineering Institute, Carneljlellon University, Pittsburgh, PA, 2001
https://www.cert.org/octave/octaves.htfuhder the download link which requires a registration)

125 Caralli, Richard A., James F. Stevens, Lisa R. Young andianllR. Wilson, The OCTAVE Allegro
Guidebook, v1.0Software Engineering Institute, Carnelylellon University, Pittsburgh, PA, 2007
https://www.cert.org/octave/allegro.htifuinder the download linkvhich requires a registration)

126 Caralli, Richard A., James F. Stevens, Lisa R. Young and William R. Wilswaducing OCTAVE Allegro:
Improving the information security risk assessment procggfiware Engineering Institute, Carnegie Mal
University, Pittsburgh, PA, 2007, p. Bttps://www.cert.org/archive/pdf/07tr012.pdf

127 Alberts, Christopher Jand Audrey J. Dorofe€CTAVE™ Criteria, Version 2.0.
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RA 4 Generic threat profile
RA 5 Catalog of vulnerabties

Defined process RA 6 Defined evaluation activities
RA 7 Documented evaluation results

RA 8 Evaluation scope

RA 9 Next steps
RA 3 Catalog of practices

Foundation for a continuous process

= =8 _a_a_a -—a_-9

Risk management principles
Forwardlooking view RA 10 Focs on risk

RA 8 Evaluation scope
RA 11 Focused activities

Focus on the critical few

= =A=a =

Integrated management RA 12 Organizational and technologici

issues

 RA 13 Business and information
technology participation

1 RA 14 Senior management

participation
Organisational and cultural principles

Open communication 1 RA 15 Collaborative approach
Global perspective 1 RA 12 Organizational and technologici
issues

1 RA 13 Business and information
technology participation

Teamwork RA 1 Analysis team

RA 2 Augment analysigeam skills
RA 13 Business and information
technology participation

1 RA 15 Collaborative approach

= =4 =

Table3.1

One of OCTAVE's core concepts is nSelf Direc
must be conducted 4dnouse by a mukhdisciplinary, cros-functional team (the soalled
AAnal ysis teamo) composed of employees of th

As an example, Figur8.5 below shows the process of the first OCTAYW&sed method
(hereafter referred as the OCTAVE methtd)

128 OCTAVE-S is a thregohase process thi a more formal structure than the OCTAVE method and uses only
five processes. OCTAVE Allegro has four phases. It also has a more formal structure than the OCTAVE method
and uses eight steps to complete.
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PHASE 1 PHASE 2 PHASE 3
Build Asset-Based Threat Profiles Identify Infrastructure Vulnerabilities Develop Security Strategy and Plans
PROCESS 1 PROCESS 5 PROCESS 7
Identify senior management knowledge Identify key components Conduct risk analysis
PROCESS 2 PROCESS 6 PROCESS 8
Identify operational area management knowledg Evaluate selected components Develop protection strategy
PROCESS 3
Identify staff knowledge
—————— =
PROCESS 4 | After the |
Create threat profiles | evaluation JI
PHASE 1 OUTPUTS
PHASE 2 OUTPUTS PHASE 3 OUTPUTS
- RO 1.1 Critical assets
- RO 1.2 Security requirements for - RO 2.1 Key components - RO 3.1 Risks to critical assets
critical assets - RO 2.2 Technology vulnerabilities - RO 3.2 Risk measures
- RO 1.3 Threats to critical assets - RO 3.3 Protection strategy
- RO 1.4 Current security practices - RO 3.4 Risk mitigation plan

- RO 1.5 Current organisational vulnerabilities

Figure3.5: The OCTAVE method evahtion process

1. Phase 1 consists of the organisational evaluation. During progressive elicitation
workshops spanning four processes, the analysis team gathers data from the
management staff as well as from the technical staff. Each of them contribuites the
own views on what is important and what constitute the critical assets for the
organisation, as well as what is currently done to protect those assets. Threats to the
critical assets are also identified during this phase and threat profiles are it in
end.

2. Phase 2 consists of the technical evaluation. During two processes, the IT
infrastructure is described, analysed and physically tested in order to identify its
weaknesses.

3. Phase 3 is the last phase of the evaluation process. It spans two gracessensists
of the risk analysis as well as the elaboration of various plans that include the
protection strategy and the mitigation strategy.

As such, an OCTAVibased method is not a full risk management method but rather a risk
evaluation method thgtr ovi des fAa snapshot in time of th
of the organi sat i-basadevalthéon bas cleardimits, @it Btarfagd end
points. During such an evaluation, the analysis team performs the following activities:

1 identifying the organisation's information security risks

1 analysing those risks in order to determine the priorities

1 planning the improvements in order to develop a protection strategy.

While implementing the controls, monitoring the implementation and ahgclor any
deviation are | eft out side OCTAVEOdGs overall
fi Pl-DoiCheckAct 0 (BmDocesy even if it includes some provisions for carrying out

the missing activities asrsebnbunubnst hempppow

129\ikipedia https://en.wikipedia.org/wiki/PDCA
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Mmpement
Figure3.6: OCTAVE and Risk management activities
Finally, thanks to the OCTAVE criteria, an OCTAMiased method is quite flexible and
includes some room for tailoring and for customisation. Examples of such tailoring can be

found in fAApplying OCTAVE: Practitioners Rep

In the following, the analysis regarding the PIAs methodologies is mainly done against the
OCTAVE method as it is the most flexible method of the three published by SEI.

Touch points questions Evidencefrom OCTAVE ©
Does the RM methodology inclug It includes provisions for taking into account t
provisions about compliance wil requirements set out in the relevaregulations.
legislation and any relevant indust Thi s i s part of the 1
standards, code of conduct, intertA Pr el i mi nary acti viti
policy, etc.? ACatal og of practices
a particular domainods
regul ¥ i onsod
2 | Is the RM methodlogy regarded as | It is a risk evaluation process, providing a snaps
process or is it simply about produci| of the current information security risks of
a report? organi sation. It s fi
strategyo and fdwhichk them
need to be implemented. It is not a full PD(
process running throughout a project lifecyq
However, it includes provisions for continuo
improvements as set out in the Princi
AFoundation for a con
the Attribu e A RA 9 Next st e
calls for running the evaluation on a regular bg
and/or when changes occur in the organisatio
the snapshots produced by the evaluation c
quickly become outdated.
3 | Does the RM methodology addre It is a general information security risk evaluat

130 Alberts, Christopher Jand Audrey J. Dorofe€)CTAVEM Criteria, Version 2.0p. &

131 Woody, Carol,Applying OCTAVE: Practitioners ReporSoftware Engineering Institute, Carnegie |Me
University, Pittburgh, PA, 2006https://www.cert.org/archive/pdf/06tn010.pdf

132 Alberts, Christopher J.and Audrey J. DorofeeDCTAVE™ Method Implementation Guide Version 2.0
Volume 2 Preliminary ActivitiesCarnegie Méon University, Pittsburgh, PA, 2001
https://www.cert.org/octave/octavemethod.h{mmider the download link which requires a registration)
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Touch points questions

Evidencefrom OCTAVE ®

only information privacy protection @
does it address other types of privé
as well?

method. It does not include specific provision
information privacy or other type of privacy.

4 | Does the RM methodologyay that it No. It has been designed with current and runr
should be undertaken when it is s| systems in mind. As such it mainly concerns
possible to influence the developm¢o per at i on and mai nt en
of the project? However, there are consideratiorisfor expanding

its use to the development phase in order to caj
security requirements as early as possible.

5 | Does the RM methodology pla¢Yes. Senior managemeist required to participat
responsibility for its use at the seni a s set out i n t he A
executive level? management participat

managers must contribute their views about w
assets are important to them and need tg
protected. Il n fAPr oceéne
and approve the protection strategy and mitigal
pl ans. [ n ANext step
necessary resources for the implementation
decide what to do next.

6 | Does the RM methodology call f¢ Yes.OCTAVE calls fordevelopment of plans ar
developing a plan and terms |terms of reference as well as the organisatio
reference? Des it include g the elicitation workshops for any evaluatias part
consultation strategy appropriateto{ of i Prmé Iniar y acti viti eso
scale, scope and nature of the proje

7 | Does the RM methodology call f¢ There is no direct provision for this. Howey
conduct of an environmental sc{ OCTAVE calls for adapting itde to the
(information about prior projects of | organisation's context. This includes (e
similar nature, drawn from avarietyfadapt i ng t he f@ACatal og
sources)? with the results of an environment scan.

8 | Does the RM methodology inclug Yes. It can be tailored and adapted to the neec
provisions for scaling its applicatig each organisation. This should take place du
according to the scope of themof? (A Pr el i mi nary acti vitdi

9 | Does the RM methodology call f¢ Yes. The evaluation process is based @an
consulting all relevant stakeholde| progressive series of workshops, as set out in
internal and external to thHAttri bute ARA 15 Col |
organisation, in ordeto identify and the relevant and necessary persons T
assess the pr oj e]|paticipate. Senior managers and staff meml
perspectives? from across the organisation must contribute t

views to identify the critical assets, the secu
requirements, the possible threats ¢
vulnerabilities, etc. While it makes clear provisiq
for internal paticipation, external participation
less evident but not excluded.

10 | Does the RM methodology inclug Yes. As set outi n t he At tr
provisions for putting in placcCol | aborati ve approa
measures to achieve cle necessary persons must provide their views

133 Caralli, Richard A., James F. Stevenigsa.R. Young and William R. Wilsomtroducing OCTAVE Allegro:
Improving the information security risk assessment pro@@s2728
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Touch points questions

Evidencefrom OCTAVE ®

communications between sen
management, the project team &
stakeholders?

elicitation  workshops. This includes stg
members, senior management and the Ana
team.

11

Does the RM methodology call fc
identification of risks to individuals
and to the organisation?

Yes. Risks to critical assets are identified dur
AProcess 70 in Step 3
ARO 3.1 Risks to Crit
assets can be anything from informati
processesequipment or even individuals.

12

Does the RM methodology inclug
provisions for identifying protectio
measures and/or design solutions
avoid or to mitigate any negatiy
impacts of the project or, whe
negative impacts are unavoidab
does it requirejustification of the
business need for them?

Yes. This occurs duri
corresponds to the Ou
pl ano, where the Anal
to reduce the risks to the organisation's crit
assets.

13

Does the RM methodology inclug
provisions for documenting th
process?

Yes. The Analysis team is required to docum
fully the evaluation it carries out. This correspor
to the Attribute ARA
resul tso.

14

Does the RM methodofyy include
provision for making the resultin
document public (whether redacted
otherwise)?

No. There is no evidence about this.

15

Does the RM methodology call for
review if there are any changes in t
project?

This is not directly part of it. Hower, provisions
for continuous improvement are enshrined in
Principle AFoundati on
I n t his regard, At tr
includes recommendations for  monitori
information security risks, for looking for ne
risks, andor possible changes to existing risks.

16

Does the RM methodology include
provisions for an audit to ensure that
the organisation implements all
recommendations or, if not all, that it
has provided adequate justification f
not implementing some
recommadations?

It is an evaluation process that should be run ¢
regular basis, and that produces snapshots o
current security state of an organisation. Ther
no direct call foran audit. However during the
evaluation process, one of tbetputs of ke first
phasei s ARO 1. 4 Curren
which can be regarded as a kind of audit resu
the ARiIi sk mitigation

Justification for not implementing some contriss
i n the AProtection st

Conclusions and ecommendations

OCTAVE-based methods are mainly risk evaluation methods, not full risk management
methods. They have been designed for the USA regulation context to evaluate running
systems and they do not include specific provision for privacy risk asalgkess those risks
merge with information risks, which is often the case in the US. However, those methods are
flexible enough to be tailored to various needs.
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