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Date: 18 December 2019 

Time: 16:42 

When did the breach happen? 

Date: 7 December 2019 

Time:       

Categories of personal data included in the breach (tick all that apply)   

 Data revealing racial or ethnic origin 

 Political opinions 

 Religious or philosophical beliefs 

 Trade union membership 

 Sex life data 

 Sexual orientation data 

 Gender reassignment data 

 Health data 

 Basic personal identifiers, eg name, contact details 

 Identification data, eg usernames, passwords 

 Economic and financial data, eg credit card numbers, bank details 

 Official documents, eg driving licences 

 Location data 

 Genetic or biometric data 

 Criminal convictions, offences 

 Not yet known 

 Other (please give details below) 

National Insurance Number 

Number of personal data records concerned? 

Total: 121,109 
Of that total, 48,740 contain National Insurance number 

How many data subjects could be affected? 
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121,109 

Categories of data subjects affected (tick all that apply)    

 Employees 

 Users 

 Subscribers 

 Students 

 Customers or prospective customers 

 Patients 

 Children 

 Vulnerable adults 

 Not yet known 

 Other (please give details below) 

      

Potential consequences of the breach 

Please describe the possible impact on data subjects, as a result of the breach. 

Please state if there has been any actual harm to data subjects 

At this stage, we assess the likelihood of detriment materialising to be low. We 

will review this position as our investigations continue and further information 
comes to light. 

 

MoJ are not aware that any actual harm to data subjects has materialised. 

What is the likelihood that data subjects will experience significant 

consequences as a result of the breach?   

Very likely
 

Likely
 

Neutral - neither likely nor unlikely
 

Unlikely 
 

Very unlikely
 

Not yet known
 

Please give details 
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If your correspondence relates to an existing case, we’ll add it to your case for 
your case officer to consider. 

 
If you need any help in completing this form, please contact our helpline on 

0303 123 1113 (operates 9am to 5pm Monday to Friday). 
 

For information about what we do with personal data see our privacy notice. 



From: icocasework@ico.org.uk
To: data.compliance@Justice.gov.uk;
CC:
Subject: Acknowledgement - IC-31191-G5C6
Direction: Outgoing
Date Sent: 23/12/2019 11:23

Reference Number IC-31191-G5C6 

Dear   

Thank you for contacting the ICO to report a personal data breach. The breach was
reported to the ICO on 20 December 2019.

The ICO will use the information you have provided to determine what course of action is
necessary. We shall contact you in due course to confirm the outcome. 

In the meantime, we would recommend that you read the security guidance on our
website.

If you would like to provide any additional information about the incident reported, please
send it to icocasework@ico.org.uk and enter the reference number in the subject line. This
will ensure the correspondence is added directly to the correct electronic case file.

If the person we should contact about this case changes, please let us know.

If we can be of any further assistance please contact our Helpline on 0303 123 1113.

Yours sincerely

Jade Choudhury 

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
T. 0303 123 1113 ico.org.uk twitter.com/iconews
Please consider the environment before printing this email

Please be aware we are often asked for copies of the correspondence we exchange with third parties. We are
subject to all of the laws we deal with, including the data protection laws and the Freedom of Information Act
2000. You can read about these on our website (www.ico.org.uk). Please say whether you consider any of the
information you send us is confidential. You should also say why. We will withhold information where there is
a good reason to do so.
For information about what we do with personal data see our privacy notice at www.ico.org.uk/privacy-notice



From: data.compliance@justice.gov.uk
To: icocasework@ico.org.uk;
CC: data.compliance@justice.gov.uk;
Subject: RE: Acknowledgement - IC-31191-G5C6
Direction: Incoming
Date Received: 31/12/2019 20:02

External: This email originated outside the ICO.
Dear Ms Choudhury,
 
On behalf of the Ministry of Justice, I now attach an up-dating report, in respect of data incident IC-31191-G5C6.
 
Ministry of Justice

Ministry of Justice
Data Protection & GDPR Compliance Advisor
Data Protection Team
Digital and Technology Directorate
3rd floor, 10 South Colonnade, Canary Wharf, E14 4PU
Telephone:  
Follow us on Twitter @MoJGovUK

Protecting and advancing the principles of justice

 
 
 
 
From: ICO Casework [mailto:icocasework@ico.org.uk] 
Sent: 23 December 2019 11:23
To: Data Compliance <data.compliance@Justice.gov.uk>
Subject: Acknowledgement - IC-31191-G5C6
 
Reference Number IC-31191-G5C6 

Dear   

Thank you for contacting the ICO to report a personal data breach. The breach was reported to the
ICO on 20 December 2019.

The ICO will use the information you have provided to determine what course of action is
necessary. We shall contact you in due course to confirm the outcome. 

In the meantime, we would recommend that you read the security guidance on our website.

If you would like to provide any additional information about the incident reported, please send it
to icocasework@ico.org.uk and enter the reference number in the subject line. This will ensure
the correspondence is added directly to the correct electronic case file.

If the person we should contact about this case changes, please let us know.

If we can be of any further assistance please contact our Helpline on 0303 123 1113.

Yours sincerely

Jade Choudhury 



Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
T. 0303 123 1113 ico.org.uk twitter.com/iconews
Please consider the environment before printing this email

Please be aware we are often asked for copies of the correspondence we exchange with third parties. We are
subject to all of the laws we deal with, including the data protection laws and the Freedom of Information Act
2000. You can read about these on our website (www.ico.org.uk). Please say whether you consider any of the
information you send us is confidential. You should also say why. We will withhold information where there is
a good reason to do so.
For information about what we do with personal data see our privacy notice at www.ico.org.uk/privacy-notice

This e-mail and any attachments is intended only for the attention of the addressee(s). Its unauthorised use,
disclosure, storage or copying is not permitted. If you are not the intended recipient, please destroy all copies and
inform the sender by return e-mail. Internet e-mail is not a secure medium. Any reply to this message could be
intercepted and read by someone else. Please bear that in mind when deciding whether to send material in response
to this message by e-mail. This e-mail (whether you are the sender or the recipient) may be monitored, recorded
and retained by the Ministry of Justice. Monitoring / blocking software may be used, and e-mail content may be
read at any time. You have a responsibility to ensure laws are not broken when composing or forwarding e-mails
and their contents.
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National Insurance Number, individual training records 

Number of personal data records concerned? 

Total: 121,109 
Of that total, 48,740 contain National Insurance number 

How many data subjects could be affected? 

121,109 

Categories of data subjects affected (tick all that apply)    

 Employees 

 Users 

 Subscribers 

 Students 

 Customers or prospective customers 

 Patients 

 Children 

 Vulnerable adults 

 Not yet known 

 Other (please give details below) 

Former MoJ employees and employees of some third party organisations 

Potential consequences of the breach 

Please describe the possible impact on data subjects, as a result of the breach. 

Please state if there has been any actual harm to data subjects 

At this stage, we assess the possible impact on data subjects to be low. We will 

continue to review this position as our investigations continue. 
 

MoJ are not aware that any actual harm to data subjects has materialised. 

What is the likelihood that data subjects will experience significant 

consequences as a result of the breach?   

Very likely  

Likely  
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What happens next? 

You should read our guidance to determine what steps you should take. 

 
Based on the information you have provided, we will contact you within seven 

calendar days to provide information about our next steps. If this is your initial 
report, we’ll give you a case reference number. If we consider the incident is 

minor or you have indicated that you do not consider it meets the threshold for 
reporting, you may not receive a response from us. 

 
If your correspondence relates to an existing case, we’ll add it to your case for 

your case officer to consider. 
 

If you need any help in completing this form, please contact our helpline on 
0303 123 1113 (operates 9am to 5pm Monday to Friday). 

 
For information about what we do with personal data see our privacy notice. 





- Consider the preventative measures you had in place prior to this incident and establish
whether these processes had been followed. You may need to consider whether or not
these measures were appropriate in this instance and if increased security measures may
need to be implemented;
- Continue to monitor any potential risks or detriment to the data subjects as a result of
this incident and take action to mitigate any risks that you may become aware of. If you
were to find out further information that changes your risk assessment you should take
immediate action to address this development and let the ICO know at the earliest
opportunity.

Please note that as a result of a breach an organisation may experience a higher volume of
information rights requests and complaints, particularly in relation to access and erasure. If
you receive these complaints, you should have a contingency plan, such as extra
resources, to deal with these complaints. You should not refer these complaints to the ICO
as a matter of course, and it is important that you continue to deal with complaints,
alongside the other work that has been generated as a result of the breach.

Please also note that we may make additional enquiries if we become aware of new
information which affects the circumstances of this case.

Thank you for reporting the incident. Further information and guidance relating to data
security is available on our website at: https://ico.org.uk/for-organisations/guide-to-the-
general-data-protection-regulation-gdpr/security/

We now consider the matter to be closed.

Yours sincerely 

Christopher Yost 
Lead Case Officer
0330 414 6474 

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
T. 0303 123 1113 ico.org.uk twitter.com/iconews
Please consider the environment before printing this email

Please be aware we are often asked for copies of the correspondence we exchange with third parties. We are
subject to all of the laws we deal with, including the data protection laws and the Freedom of Information Act
2000. You can read about these on our website (www.ico.org.uk). Please say whether you consider any of the
information you send us is confidential. You should also say why. We will withhold information where there is a
good reason to do so.
For information about what we do with personal data see our privacy notice at www.ico.org.uk/privacy-notice




