
From: Jacob Harris
To: Angela Balakrishnan; Debora Biasutti
Subject: FW: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
Date: 13 December 2022 15:37:00
Attachments: 20221213 Draft Commissioner Slides V5.pptx

Slightly amended slides.
 

Logo Jacob Harris

Private Secretary to the Information
Commissioner
Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF
T. 0330 313 1797  M. 07976 979329  ico.org.uk 
twitter.com/iconews
Please consider the environment before printing this email
 
If you wish to submit an information request or
want to exercise any of your data protection rights,
please forward your email to the Information
Access Team at accessicoinformation@ico.org.uk,
or you can call us to make a verbal request relating
to your personal data on our Helpline 0303 123
1113.

For information about what we do with
personal data see our privacy notice

 
 
From: Elizabeth Baxter <Elizabeth.Baxter@ico.org.uk> 
Sent: 13 December 2022 15:36
To: >; Izy Jude
<Isabel.Jude@ico.org.uk>; Anthony Luhman <Anthony.Luhman@ico.org.uk>; Sally Anne Poole
<SallyAnne.Poole@ico.org.uk>
Cc: >; Jacob Harris <jacob.harris@ico.org.uk>; Tom
Parkman <Tom.Parkman@ico.org.uk>; Anthony Luhman <Anthony.Luhman@ico.org.uk>
Subject: RE: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
 
Please find attached the amended slides as requested.
 
Thanks
 

Logo Elizabeth Baxter (She/her)
Head of High Priority Inquiries
Information Commissioner’s Office, Wycliffe
House, Water Lane, Wilmslow, Cheshire SK9
5AF
T. 0330 313 1840 ico.org.uk 
twitter.com/iconews
For information about what we do with

FOIA s.40(2) - Personal data that doesn't fall under s.40(1)



personal data see our privacy notice
 
 
From:  
Sent: 13 December 2022 15:06
To: Izy Jude <Isabel.Jude@ico.org.uk>; Elizabeth Baxter <Elizabeth.Baxter@ico.org.uk>;

 Anthony Luhman
<Anthony.Luhman@ico.org.uk>; Sally Anne Poole <SallyAnne.Poole@ico.org.uk>
Cc: >; Jacob Harris <jacob.harris@ico.org.uk>; Tom
Parkman <Tom.Parkman@ico.org.uk>
Subject: RE: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
 
Thanks Izy – I’ll get this added to the box.
 
Kind regards
 

Logo

Information Commissioner’s Office, Wycliffe House, Water
Lane, Wilmslow, Cheshire SK9 5AF
T.   F. 01625 524510  ico.org.uk 
twitter.com/iconews
For information about what we do with personal data
see our privacy notice
Please consider the environment before printing this email

 
 
From: Izy Jude <Isabel.Jude@ico.org.uk> 
Sent: 13 December 2022 15:02
To: Elizabeth Baxter <Elizabeth.Baxter@ico.org.uk>;

 Anthony Luhman <Anthony.Luhman@ico.org.uk>;
Sally Anne Poole <SallyAnne.Poole@ico.org.uk>
Cc:  Jacob Harris <jacob.harris@ico.org.uk>; Tom
Parkman <Tom.Parkman@ico.org.uk>
Subject: RE: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
 
Hi 
 
With many thanks for your patience, please see attached the slide pack
ahead of the Commissioner briefing on Friday.
 
Thanks,
Izy
 
Izy Jude (she/her)

Private Secretary to Stephen Bonner, Deputy Commissioner –
Regulatory Supervision
Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9
5AF

FOIA s.40(2) - Personal data that doesn't fall under s.40(1)
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T. 0330 313 1812   M: 07866 008241
ico.org.uk  twitter.com/iconews
Please consider the environment before printing this email
 
For information about what we do with personal data see our privacy notice
 
From: Izy Jude 
Sent: 13 December 2022 13:48
To: Elizabeth Baxter <Elizabeth.Baxter@ico.org.uk>; 

Anthony Luhman <Anthony.Luhman@ico.org.uk>;
Sally Anne Poole <SallyAnne.Poole@ico.org.uk>
Cc: >; Jacob Harris <jacob.harris@ico.org.uk>; Tom
Parkman <Tom.Parkman@ico.org.uk>
Subject: RE: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
 

 – we’ve got this now, I’ll be in touch with you to confirm when you
can expect the slides following Stephen’s review. Sincere apologies that
the deadline has been missed on this occasion!
 
Thanks,
Izy
 
Izy Jude (she/her)

Private Secretary to Stephen Bonner, Deputy Commissioner –
Regulatory Supervision
Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9
5AF
T. 0330 313 1812   M: 07866 008241
ico.org.uk  twitter.com/iconews
Please consider the environment before printing this email
 
For information about what we do with personal data see our privacy notice
 
From: Elizabeth Baxter <Elizabeth.Baxter@ico.org.uk> 
Sent: 13 December 2022 13:43
To:  Anthony Luhman
<Anthony.Luhman@ico.org.uk>; Sally Anne Poole <SallyAnne.Poole@ico.org.uk>
Cc:  Jacob Harris <jacob.harris@ico.org.uk>; Tom
Parkman <Tom.Parkman@ico.org.uk>; Izy Jude <Isabel.Jude@ico.org.uk>
Subject: RE: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
 
Hi , Stephen Bonner now has the presentation and I will send it
over with his approval.
 
Thanks
 

Logo Elizabeth Baxter (She/her)
Head of High Priority Inquiries
Information Commissioner’s Office, Wycliffe
House, Water Lane, Wilmslow, Cheshire SK9
5AF

FOIA s.40(2) - Personal data that doesn't fall under s.40(1)

FOIA s.40(2) - Personal data that doesn't fall under s.40(1)





Logo

Information Commissioner’s Office, Wycliffe
House, Water Lane, Wilmslow, Cheshire SK9
5AF
T. 0330 313 1840 ico.org.uk 
twitter.com/iconews
For information about what we do with
personal data see our privacy notice

 
 
From:  
Sent: 13 December 2022 12:41
To:  Anthony Luhman
<Anthony.Luhman@ico.org.uk>; Elizabeth Baxter <Elizabeth.Baxter@ico.org.uk>; Sally Anne
Poole <SallyAnne.Poole@ico.org.uk>
Cc:  Jacob Harris <jacob.harris@ico.org.uk>; Tom
Parkman <Tom.Parkman@ico.org.uk>; Izy Jude <Isabel.Jude@ico.org.uk>
Subject: RE: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
 
Hi All,
 
I hope you are well.
 
I am in the process of finalising the Tuesday Commissioner box. Further
to my email below please could you provide an ETA on this briefing?
 
Many thanks,

 
Logo

Information Commissioner’s Office, Wycliffe House, Water
Lane, Wilmslow, Cheshire SK9 5AF
T.   F. 01625 524510  ico.org.uk 
twitter.com/iconews
For information about what we do with personal data
see our privacy notice
Please consider the environment before printing this email

 
 
From:  
Sent: 01 December 2022 16:43
To:  Anthony Luhman
<Anthony.Luhman@ico.org.uk>; Elizabeth Baxter <Elizabeth.Baxter@ico.org.uk>; Sally Anne
Poole <SallyAnne.Poole@ico.org.uk>
Cc:   Jacob Harris <jacob.harris@ico.org.uk>; Tom
Parkman <Tom.Parkman@ico.org.uk>; Izy Jude <Isabel.Jude@ico.org.uk>
Subject: RE: **BRIEFING REQUEST** JE007 Commissioner briefing required - HPI Cases
 

FOIA s.40(2) - Personal data that doesn't fall under s.40(1)

FOIA s.40(2) - Personal data that doesn't fall under s.40(1)





We do not require a lengthy written briefing for this – ideally POC’s
preference is for a PowerPoint presentation (to be received in advance
of the verbal update) – the detail can then be discussed at the verbal
update meeting.

Please can the briefing cover the following key points for each case:

Overview and background of the case
Progress of the case and key outcomes thus far
Next steps
Any likely/potential wider impacts of the case
Timelines
Likely completion/close down date

I have attached a briefing template for completeness, however as
mentioned previously the preference is for a PowerPoint presentation.
As part of your briefing please can you ensure to define acronyms on
the first occasion you use them, even if they appear to be obvious to
your team.
POC is happy to schedule a scoping call to discuss what is needed for
this briefing. If you would like to proceed with a call please email

 and we will schedule this.

By when:

Please can the final briefing (PowerPoint presentation) be emailed to
by midday on Thursday 01

December 2022.

Please can you ensure your briefing is signed off by your ET member
under ways of working prior to sending to .

Many thanks in advance for your assistance with this.  If you have any
questions or would appreciate talking through your intended submission
just let me know.

Kind regards,

Logo

Information Commissioner’s Office, Wycliffe House, Water
Lane, Wilmslow, Cheshire SK9 5AF
T.   F. 01625 524510  ico.org.uk 
twitter.com/iconews
For information about what we do with personal data
see our privacy notice
Please consider the environment before printing this email

FOIA s.40(2) - Personal data that does















From: Jacob Harris
To: John Edwards; Anthony Luhman; Elizabeth Baxter; SallyAnne Poole; Stephen Bonner; Debora Biasutti;

Angela Balakrishnan
Cc: Tom Parkman; Jacob Harris; Izy Jude; ; Mariam Boakye-Dankwa
Subject: HPI Commissioner Update Notes/Actions
Date: 03 January 2023 13:37:00
Attachments: 20221216-HPI Commisioner Update.docx

Good afternoon All,
 
Please find attached the notes and actions from the HPI Commissioner
Update meeting held on 16th Dec 22.
 
I have sent this to those who attended, POs and Comms. However
please feel free to forward this to any additional teams/team members
who require or benefit from visibility.
 
Any questions please just let me know.
 
Many thanks
 
Jacob
 
 

Logo Jacob Harris

Private Secretary to the Information
Commissioner
Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF
T. 0330 313 1797  M. 07976 979329  ico.org.uk 
twitter.com/iconews
Please consider the environment before printing this email
 
If you wish to submit an information request or
want to exercise any of your data protection rights,
please forward your email to the Information
Access Team at accessicoinformation@ico.org.uk,
or you can call us to make a verbal request relating
to your personal data on our Helpline 0303 123
1113.

For information about what we do with
personal data see our privacy notice

 
 
 



HPI Commissioner Update – Meeting Notes 
Friday 16 December 2022 

 
Attendees: JE John Edwards SB Stephen Bonner 

 MBD Mariam Boakye-

Dankwa 

EB Elizabeth Baxter 

 SP Sally-Anne Pool AL  Anthony Luhman  

 TP Tom Parkman  JH Jacob Harris (Notes) 

 
  

  

 

  

 

 

 

 

  

  

 

  

 
  

  

 

 

  

 

 

 

 

  

 

 

 

3. Op KEGON 3 
 

• SB presented an overview of Op KEGON 3 and the progress that had been 

made to date. He also highlighted that since the involvement of the ICO 

Facewatch had cooperated and made multiple changes in their operations. 



• JE inquired about how Facewatch’s systems worked and what safeguards 

there were in place.  

• AL and SB provided an overview of Facewatch’s operations, stating that;  

 

 SB also highlighted that there are now notices in stores stating data 

is being captured.    

•  

However she emphasised that this investigation was only looking at one 

specific organisation,  

.  

• JE stated that he was concerned that if we step away from this investigation 

it may send a message to the organisation, and its competitors, that they can 

now continue at pace. Additionally he wants to be clear on what has changed 

since the ICO started the investigation, what the technical standards are and 

what safeguards are now in place, especially around false positives and 

individuals being denied service.  

ACTION: HPI Team to provide further details to JE on what has changed and 

improved since ICO involvement.  

ACTION: HPI Team to provide further details to JE on the system’s technical 

details and safeguarding standards now in place. 

ACTION: HPI Team to provide JE with a list of detailed options for possible next 
steps and the associated resources/timescales needed for these,  

  

 
 

  

 
 

  

  

 

  

  

 

 

  

  

 

  

 

 

   

 
 

  

FOIA s.44 - Prohibition on disclosure
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FOIA s.31 - Law enforcement

FOIA s.31 - Law 



5. Closing Remarks 
 

•  

  

•  

 

 

 

   

ACTION: POC and HPI to schedule a meeting with JE in mid- to late-January 

to provide further updates on Op KEGON 3  as requested. 











 
 
 
 
 

2 
 

• How competitor organisations providing similar technology comply with data 
protection legislation. 
  

 
What the ongoing risks is: 
 

• FW presence is growing/ most likely to continue  -  
 
 

 
• Relatively novel application of facial recognition.   

  Expansion of sector application or new 
players coming into the market. 

•  
• The use of LRF in the retail sector generally is still unknown. 
• Faicetech (Competitor) have a global blue-chip client who are ready to go live 

and deploy LFR in the UK. (Identity of DC unknown, awaiting DPIA). 
• The Home Office have flagged that LFR in a commercial setting for 

crime detention/prevention purposes is an area that is high on the 
Minister’s agenda. 

• Awaiting response from Catherine wheeler to add PQ info 2/2/23 re 
CCTV  

 
Recommended next steps: 
 

• Close inquiry into Facewatch communicating already identified 
recommendations for continued improvement. 

 
• 

 
 

 
 

 
Responses to key questions:  
 
What did the ICO investigation look into? 
 

• Operation Kegon 3 is a focused investigation into Facewatch’s use of LRF in the 
retail sector and the sharing of a watchlist of potential offenders.  
 

• The scope of the investigation as set out in the Operational Strategy in 2019 
was: 

 

FOIA s.44 - Prohibition on disclosure

FOIA s.31 - Law enforcement

FOIA s.31 - Law enforcement

FOIA s.31 - Law enforcement
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“To determine whether the processing involved in their product is compliant with 
GDPR/DPA 2018.  

It is recommended that the investigation is conducted via an Assessment Notice” 

Chronology 

April 2019 ICO receives a DPIA from Facewatch into the DPIA team. The 
processing is not ‘prior’ so the DPIA team are unable to take 
on the case. Following discussion at the Surveillance TCG the 
case is passed to HPI and the initiation of a HPI investigation 
is approved by James DJ. 

June 2019 An Assessment Notice is issued to Facewatch. 

July 2019 Assessment Notice visit to Facewatch offices in London.  

Feb 2020 HPI recommend that the case should proceed to an 
Enforcement Notice and hold a meeting with Legal.  

 
 

March 2020 Kegon 3 paused – HPI staff seconded to Operation Kepler. 

June 2021 Opinion published. 

Feb 2022 Following legal advice, the ICO send a ‘compliance 
assessment’ to Facewatch, inviting them to provide further 
evidence as to their compliance. 

March 2022 Facewatch send a bundle of documents to the ICO in response 
to our compliance assessment.  

May 2022 External Counsel Advice sought   

November 
2022 

Update received from Facewatch 

December 
2022 

Commissioner briefing. Further information requested. 

February 2023 Potential further inquiries identified. 

 
What have we found to date? 
 

• Facewatch have made considerable improvements throughout the inquiry. 
• External figures regarding upsurge in retail crime and violence, with evidence of 

Facewatch’s substantial impact, significantly improves FW’s necessity 
argument.   

 

FOIA s.42 - Legal professional 

FOIA s.42 - Legal professional privilege













From:
To: Stephen Bonner; Izy Jude; Sally Anne Poole; Maisie Talman; Anthony Luhman
Cc: Mariam Boakye-Dankwa; Andrew Rimmer; 
Subject: Commissioner Update Meeting and Kegon 3)
Date: 13 February 2023 09:59:41
Attachments: image001.jpg

20230209-HPI Commisioner Update Kegon3 V1.docx

Morning All,
PFA the readout from the Commissioner Update Meeting (  and
Kegon 3).
If any changes or amendments are needed, please just let me know.
Many thanks
Jacob

Logo Jacob Harris

Private Secretary to the Information
Commissioner
Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF
T. 0330 313 1797 M. 07976 979329 ico.org.uk
twitter.com/iconews
Please consider the environment before printing this email
If you wish to submit an information request or
want to exercise any of your data protection rights,
please forward your email to the Information
Access Team at accessicoinformation@ico.org.uk,
or you can call us to make a verbal request relating
to your personal data on our Helpline 0303 123
1113.

For information about what we do with
personal data see our privacy notice





  
 

 

4. Op Kegon 3 update: 
  

• SP provided an updated on outstanding questions following the 
previous update. SP stated that, aside from BBW, this case had not 

featured heavily in complaints. Additionally Facewatch had put in 

place robust processes to minimise false positives, and significant 
improvements in compliance had been made since ICO 

engagement. 

 

• SP stated that we did not know much about the wider market, and 

the recommendation was to cease the investigation into Facewatch 

. JE agreed. 

 

5. Resources redeployment: 
  

•  
 

  
 

FOIA s.31 - Law enforcement




