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We use off-site storage to manage our physical records and ensure that all 

aspects of management including environmental control, secure storage and 
shredding/disposal are standardised and provided professionally. The ICO 
moved to an off-site storage solution in 2015 and our requirements have 

remained consistent since then. Our current contract for off-site storage ends 
on 18 November 23.  

 
We are awarding a new five year contract with the option to extend for a 
further two, twelve month periods at the discretion of the ICO to OASIS. This 

has been concluded via competition on the Crown Commercial Services 
Framework RM6175 Lot 1. 

 
We currently have approximately 2500 boxes containing hard copy records 
stored with our incumbent off-site storage provider. We will be working with 

the incumbent supplier Restore and OASIS, to ensure the secure transfer of 
these boxes.  

 
OASIS will then take responsibility for the secure storage of these boxes and 
will provide additional services to the ICO including: 

 
• A secure and accessible inventory system to track boxes, accessible 

only by authorised ICO staff and supplier. 
• Ability for ICO to add and edit information about the boxes in the 

inventory system.  

• Ability for ICO to search for boxes and files and filter by metadata. 
• Ability to track location of boxes with box locations kept accurate, up to 

date and auditable. 
• Delivery and collection of our boxes to and from ICO premises and the 

storage facility 
• Secure destruction of boxes on request from the ICO.  

 

The purpose of this DPIA is to assess any impact on data subjects as a result 
of the ICO switching service providers.  
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ICO financial records, its 

casework and investigations, 
legal files and controller fee 
payments.  

 
 

longer if they meet TNA 

preservation criteria.  

 
Name & contact details.  

 
ICO staff requiring access 

to the OASIS Bridge 
inventory system or 
otherwise involved in 

managing the service 
contract.  

 
OASIS  

 
No 

  

If yes, list the countries the 

data will be transferred to: 

 

 
Other (please specify time 

period below) 
 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

Duration of contract and 

then likely deleted as part of  
the contract exit process.  
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Q17. Is there a means of providing the data subjects with access to the personal 

data being processed? 

Yes 

Q18.  Can inaccurate or incomplete personal data be updated on receipt of a 

request from a data subject? 

Yes 

Q19. Can we restrict our processing of the personal data on receipt of a request 

from a data subject? 

Yes 

Q20. Can we stop our processing of the personal data on receipt of a request 

from a data subject? 

Yes 

Q21. Can we extract and transmit the personal data in a structured, commonly 

used and machine readable format if requested by the data subject? 

N/A 

Q22. Can we erase the personal data on receipt of a request from the data 

subject? 

Yes 
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data is accessible to an 

unauthorised party. 

set access permissions for 

different users.  
 
Expected mitigation: We will 

appoint and train a system 
administrator who will be 

responsible for implementing 
access controls and 
monitoring access. The 

system administrator will also 
audit the system periodically 

to review access permissions.  
  

1. Access controls are not 
implemented correctly and 
personal data is accessible 

to an unauthorised third 
party 

Treat: this risk is 
being reduced by 
management 

action such as 
implementing 

controls or 
tackling the cause 

Existing mitigation: 
 

 

 
 

 
 

 

  
 

 
 

  

 
Expected mitigation: 

 
We will discuss specific 
access needs for OASIS 

Bridge as part of the contract 
on-boarding and ensure 

3 1 3 - low 
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principle of least privilege is 

implemented.  
 

2. Personal data is retained for 
longer than is necessary by 
us 

Tolerate: this risk 
is being accepted  

Existing mitigation: 
 
IM&C service provide 

oversight of the destruction 
process for hard copy records 

in off-site storage, with 
annual reviews taking place 
and action taken to progress 

destructions. Retention 
reviews are diarised in the IM 

calendar for the end of each 
financial year.  
 

 
 

 
 
 

  
 

Expected mitigation: 
 

2 2 4- low 

3. Security controls are 
inadequate for protecting 
personal data resulting in a 

loss of confidentiality, 
integrity or availability.   

Tolerate: this risk 
is being accepted  

Existing mitigation: 
 

 

 
 

 
  

 

3 1 3 - low 
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Expected mitigation: 

 
Cyber Security supplier 
assessment is pending and 

any required actions will be 
followed up.  

 

4. Individuals are unable to 

exercise their rights in 
relation to our processing 
 

 

Tolerate: this risk 

is being accepted  

Existing mitigation: 

 
Agreed SLAs with OASIS 
should ensure timely recall of 

hard copy records from 
storage.  

 
 

 

 
  

 
Expected mitigation: 
 

3 1 1 - low 
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2.  

 
 

 

 
 

 
 

 

 
 

. 
 

 

  

Planning Accept 

 
Any comments: 
 

 
  

 
If rejecting DPO recommendations explain why: 
 

 

3. Clarify that retention reviews are 

diarised in IM&C Service team 
calendar for the end of each financial 

year.  

 Accept 

 
Any comments: 

 
Expected mitigation for Risk 2 updated.  
 

If rejecting DPO recommendations explain why: 
 

 

4. Categies of data in 1.3 could do with 

some more examples, financial 
records, legal files, special category 
data, conviction and health data (we 

have enforcement cases where there 
is information about s 55). 

 Accept 

 
Any comments: 
 

“including special category and criminal offence data.” 
Added to description of data categories in 1.3. 

 
If rejecting DPO recommendations explain why: 
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5. Section 1.5  - for necessity 
recommended to stay away from 

limited space and focus on the rest, 
more suitable security, shredding and 
environment control. 

 

 Accept 
 

Any comments: 
 
This sentence opening has been removed from 1.5: 

“Due to limited physical space in ICO premises” 

If rejecting DPO recommendations explain why: 
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Agree and 

implement 
appropriate 
access controls 

for OASIS Bridge 

During on boarding.  SJ/IM  












