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The communications department are seeking to procure an online 
audience interaction platform for external and internal events.   

Slido - Audience Interaction Made Easy  
 

Slido is a cloud-based service that facilitates real-time communication 
at events. Slido will allow us to engage participants with live polls, Q&A, 

quizzes and word clouds — whether the event is in person, online or in-
between. 

 
As most of our events are digital this tool will enable us to have more 

dynamic interaction with our audience, who are primarily people 

working in data protection on the front line in organisations and in 
government.   

 
Slido can be used at both our own events and external speaking 

engagements attended by any senior members of the ICO.  
 

Initially the request for using Slido came from senior leaders within the 
ICO.  

 
A senior leader in the ICO has requested a tool which will provide him 

with assisted technology support during internal events,  meaning he 
can use the Q&A function independently. He will also use the added 

features like creating word clouds and quizzes to make internal staff 
briefing more interactive.   

 

A senior leader within the ICO has requested a tool that they can use to 
include delegates in a conversation directly with them via for Polls and 

Q&A when they are at speaking engagements external to the ICO – not 
hosted on our platforms.  We often support our leaders on social media 

channels in the same way but with Slido we can target an audience who 
are specifically engaged in the event but using the ink / hashtag to 

allow them to enter our Slido page related to the discussion.  
 

Also as outlined in the ICO25 plan we talk about ‘increasing access’ in 
our stakeholder engagements.  

 

• create, host and moderate a forum for organisations to discuss 

and debate compliance questions and standards online, bringing 
together experts; and  

• bring together businesses and organisations to learn and share 
with us and each other through our Data Protection Practitioners’ 

Conference and other stakeholder engagement events. We will 
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increase access and reduce costs by holding them virtually where 

our objectives are best met this way. 
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Category of data Data subjects 

 

Recipients Overseas transfers Retention period 

ICO as Controller 

Participant content data in 
Enterprise plans (optional): 

Questions, poll answers, ideas, 
chats – content shared by 

participants and related to a 
Non anonymous individual 

ICO staff / external event 
participants 

 

Slido  
Yes 

  

If yes, list the countries the 

data will be transferred to: 

Ireland  

Germany 

 
< 1 year (please specify 

time period below) 
 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

 3 months  

ICO and Slido as separate controllers 

Organiser profile data: Name, 
email address, role, company  

ICO staff  
 

Slido  
Yes 
  

If yes, list the countries the 

data will be transferred to: 

Ireland  

Germany 

 
Other (please specify time 
period below) 

 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 
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Retained until account 

termination 

Contact data of 
representatives involved in the 

procurement, legal, IT & 
security and audit processes: 

Name, email address, role, 
company 

ICO staff Slido Yes 
  

If yes, list the countries the 

data will be transferred to: 

Ireland  
Germany 

Other (please specify time 
period below) 

 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

Slido will keep this 

information for 6 years 

 

Other organiser data 

(optional): video & voice. This 
may include e.g. support, user 

experience research calls, 
testimonials, feedback 

ICO staff 

 

Slido   

Yes 
  

If yes, list the countries the 

data will be transferred to: 

Ireland  

Germany 

 

Other (please specify time 
period below) 

 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

Until deletion requested 
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Purchase data (optional): E.g.; 

invoices. Slido do not collect 
payment card information - 
this is collected directly by the 

payment gateway 

ICO staff 

 

Slido  

Yes 
  

If yes, list the countries the 

data will be transferred to: 

Ireland  
Germany 

 

6 years 
 

(by both ICO and Slido) 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

Slido as controller 

User technical data: Most of 
this data is not personal data, 

but some may be in some 
circumstances. E.g.: - Device 

data (e.g. hardware model, 
operating system version, 
unique device identifiers), - 

Log data (e.g. details about 
your connection such as IP 

address, date, time, edge-
location, sslprotocol, ssl-cipher 
or time-taken to serve you 

requested site, device event 
information such as crashes, 

system activity, hardware 
settings, browser type, 
browser language, the date 

and time of your request and 
referral URL) - Location 

ICO staff / external event 
participants 

 

Slido   
Yes 

  

If yes, list the countries the 

data will be transferred to: 

Ireland  
Germany 

 
< 1 year (please specify 

time period below) 
 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

180 days after collection 
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information - (IP address) - 

Unique application numbers - 
Browser local storage and 
application data caches 

 

Cookies and other trackers: 
Essential cookies, Analytical 

and advertising cookies are 
optional. For more information 

about cookies, please see our 
Cookie Policy 

ICO staff / external event 
participants 

 

Slido  
Yes 

  

If yes, list the countries the 

data will be transferred to: 

Ireland  
Germany 

 
Other (please specify time 

period below) 
 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

Depends on cookie type, 

more detail in Cookie Policy 

 

Support data (optional): E.g. 
on web forms, chat, email, 

demo, contact us, newsletter, 
webinars, masterclasses, 
feedback, user research etc. 

Usually name, email, 
company, queries, rarely 

voice, pictures and video  

ICO staff Slido   
Yes 

  

If yes, list the countries the 

data will be transferred to: 

Ireland  
Germany 

 
6 years 

 

If selecting other, please 

specify the length of time 

personal data will be 

retained: 

Slido will keep this 

information for 6 years 
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In response to the DPIA forum questions about why both the ICO and Slido are controllers Slido have responded:  

 

Slido identified ourselves and our customers as independent controllers with respect to the "other organiser data" and 

"purchase data" for legal clarity and transparency. By stating that we and our customer are independent controllers, we are 

acknowledging that each party independently determines how the "other organiser data" and "purchase data" are collected, 

used, and disclosed. 

 

For example regarding the purchase data: As an independent controller, you have a distinct role and responsibility in 

determining the purposes and means of processing the purchase data. This data may include information such as payment 

details, invoices and order history. 

 

By designating you as an independent controller for purchase data, we recognize that you have your own legal obligations 

and responsibilities in handling this data. This designation ensures that you have autonomy and control over the processing 

activities related to the purchase data, such as managing orders and payments. 
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Data source and collection: 

 

Some personal data will be provided by Slido users (ICO staff with user 
accounts to access the platfrom) and event participants, and some data 

will be collected automatically (e.g. user technical data, browser data.) 

An ICO Staff account holder will create the unique event page within the 
Slido website – requiring only a title for the event. Each Slido event has a 

unique event code (and QR code, URL link), so for a person to join an 
event, they need to know these  - which will be sent to anyone who is 

registered to attend the event. Slido events can also be protected by an 

additional passcode or secure login as needed. 

Only ICO staff connected with the event will have log in details to the Slido 
site and therefore changes or passwords will be set by ICO staff, and an 

access link will be distributed to event attendees in the joining instructions.  
Attendees do not need to have a Slido account to access the service. They 

will access the event by a unique link and once within the site they can 
take part in interactions relating to the events – like Q&A or Poll and 

quizzes. Participants don't need to create a user profile; they can stay 
anonymous and take part in in polls, q&a.  

 
Slido will be an optional part of any event – meaning that attendees are 

not obliged to take part in the interactive element of our events.  

 
Event data (e.g. poll and Q&A responses, word clouds) created as part of 

each event will be retained and anaylsed by Comms to gauge the success 
of the event.  

 
Slido offers the account holder the options to export event data. I am not 

sure if we will need to since I have not yet used the platfroom and 
therefore I don’t know what the reporting system is like. . If in the event 

any data is exported it will be saved in excel and held in a teams folder for 
up to 3 months. The teams folder will be access controlled to only the 

popele involved in the event.  
 
Technology used for the processing: 

 

Automatic data collection tools, such as cookies, embedded web links, and 
web beacons are used to collect IP addresses, MAC addresses, clickstream 

behaviour and telemetry. The purpose of this is set out in their Privacy 
Policy:  

 
‘These tools help make your visit to our website and Solutions easier, more 

efficient, and personalized. We also use the information to improve our 
website and Solutions and provide greater service and value, to better 

understand your potential interest in our Solutions, and to provide you 
with more relevant ads and other content.’ 
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Users can opt out of the use of analytics and advertising cookies. 
 

Storage location: 
 

The personal data will be help in Slido’s servers, located in Ireland and 

Germany 
 
Access controls:  
 

There are 3 licenses provided in the Enterprise package, Comms will 

manage 1 for external events, Internal comms will manage 1 for internal 
events and it is not yet decided who will manage the 3rd one yet. 

 
The Senior comms officer for Events and Conferences will be the 

overarching account holder and will manage the Slido account and change  
/ appoint new users, and make an annual review of the account and 

license holders to identify leavers as required. 

 
Slido maintains a formal access control policy and employs a centralized 

access management system to control Slido staff access to Customer Data 
and to support the secure creation, amendment and deletion of user 

accounts. 
 

Slido regularly reviews the access rights to ensure that all user accounts 
and user accounts privileges are allocated on a need-to-know basis. Upon 

a change in scope of employment or termination of employment, access 
rights are removed or modified asappropriate. 

 
Access to highly sensitive systems such as data centres is controlled by 

secure log-on procedures including MFA or VPN technology. 
 
 

Data sharing: 
 

A list of Slido’s subprocessors is listed in the ‘Subprocessors’ section of  

Slido’s Privacy Policy  
 
Disposal: 

 

The ICO will retain events data (e.g. poll and Q&A responses, numbers of 

participants, etc) for 3 months , after which it will be manually deleted 

from Slido. 
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Yes 

Q19. Can we restrict our processing of the personal data on receipt of a request 

from a data subject? 

Yes 

Q20. Can we stop our processing of the personal data on receipt of a request 

from a data subject? 

Yes 

Q21. Can we extract and transmit the personal data in a structured, commonly 

used and machine readable format if requested by the data subject? 

Yes 

Q22. Can we erase the personal data on receipt of a request from the data 

subject? 

Yes 
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personal data is accessible to an 

unauthorised party. 

to set access permissions for 

different users.  
 
Expected mitigation: We will 

appoint and train a system 
administrator who will be 

responsible for implementing 
access controls and 
monitoring access. The 

system administrator will 
also audit the system 

periodically to review access 
permissions.  
  

1. Access controls are not 
implemented correctly and 

personal data is accessible 
to an unauthorised third 

party 

Treat: this risk is 
being reduced by 

management 
action such as 

implementing 
controls or 
tackling the cause 

Existing mitigation:  
 

Slido maintains a formal 
access control policy and 

employs a centralized access 
management system to 
control Slido staff access to 

Customer Data and to 
support the secure creation, 

amendment and deletion of 
user accounts. 
 

Slido regularly reviews the 
access rights to ensure that 

all user accounts and user 
accounts privileges are 
allocated on a need-to-know 

basis. Upon a change in 
scope of employment or 

3 1 3 - low 
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termination of employment, 

access rights are removed or 
modified asappropriate. 
 

Access to highly sensitive 
systems such as data centres 

is controlled by secure log-on 
procedures including MFA or 
VPN technology. 

 
 

Expected mitigation: ICO 
staff will receive training with 
regards how to set up and 

manage the slido pages for 
each specific event.  

Each event page will be 
created with a unique 
password and link to join  - 

they will only be sent to 
people who are registered to 

attend the event.  
 
There will be an annual 

review of account holders to 
identify and remove any 

leavers. 
 

Some events may also be 
protected by a pin code that 
delegtes will require in order 

access the event space.  
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2. Personal data is retained for 

longer than is necessary by 
us 

Treat: this risk is 

being reduced by 
management 
action such as 

implementing 
controls or 

tackling the cause 

Existing mitigation: 

 
 
Expected mitigation: Comms 

will set calendar reminders in 
line with the event dates to 

ensure that anything held on 
the account is deleted 
appropriately after 3 months  

. 
 

 
 

2 2 4- low 

3. Security controls are 
inadequate for protecting 
personal data resulting in a 

loss of confidentiality, 
integrity or availability.   

 
 

Treat: this risk is 
being reduced by 
management 

action such as 
implementing 

controls or 
tackling the cause 

Existing mitigation: 
Slido platform has been 
assesed by collegues in 

Cyber security and it was 
identified as low risk.  

 
 
Expected mitigation: Each 

event page will be created 
with a unique password and 

link to join  - they will only 
be sent to people who are 
registered to attend the 

event. 
 

3 2 6 - 
medium 

4. Our processing of personal 
data isn't transparent to the 

data subjects 

Treat: this risk is 
being reduced by 

management 
action such as 
implementing 

Existing mitigation: 
 

Expected mitigation: The 
privacy notices will be 
updated to mention what 

1 1 1 - low 
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controls or 

tackling the cause 

personal data is being 

processed and why. This 
privacy notice will be linked 
to before each event. 

 

5. Excessive personal data is 

communicated by 
participants during an event 

and then retained 
afterwards by the ICO 

Terminate: this 

risk will be 
avoided by doing 

something else, 
changing the 
service, or 

withdrawing from 
the activity 

Existing mitigation: 

 

Expected mitigation: Our 
intention is to use the 

moderation feature on Slido 
so that any submission in the 
Q&A containing personal data 

are not published in the 
public forum, and any such 

information can be deleted 
immediately after the 
event.   

 

2 1 2 - low 

4. Data is transferred overseas 

to a country without 
equivalent data protection 

laws 

Treat: this risk is 

being reduced by 
management 

action such as 
implementing 
controls or 

tackling the cause 

Existing mitigation: 

 
Slido have appropriate 

transfer mechanisms in 
place. See 
Privacy Data Sheet for 

details.  
 

2 1 3 - low 
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obtain clarification from Slido on 

what data this is and why the ICO 
and Slido are both considered 
controllers? 

3. In section 1.5 you have said: 
 

‘Each Slido event has a unique 
event code (and QR code, URL 

link), so for a person to join an 
event, they need to know these in 
advance – this mean we can 

target specific group and people 
are registered to attend an event 

since we already have their data. 
 
Slido events can be protected by 

an additional passcode or unique 
login pin code.’ 

 
Please could you provide more 
detail on if/when you will use the 

additional passcode or pin code? 
Will this be used in all events, 

certain events or not at all? If you 
are using the additional passcode 
then this should be added as a 

mitigation to Risk 1 as this will 
reduce the risk of unauthorised 

access. 

 Accept 
 

If rejecting explain why: 
 

4. In Slido’s Security Standards it 

says ‘Slido provides Customer 
Data export capabilities. 
Organisers are able to export 

 I am not sure yet if we will need to expoert the 

data – since I am unfamiliar with the tools for 
reviewing the data withinthe slido platfrom.  I have 
added a line about this in Section 2.  
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questions as well as polls with 

complete results via Admin 
interface.’ 
 

Will you be exporting the data 
from Slido? If so you will need to 

update the DPIA to mention 
where this will be stored and how 
long you are going to retain the 

export for. 

5. In section 4 please add an 

additional risk of data being 
transferred overseas without 

adequate protection (you can find 
this option in the drop down 
menu). 

 
The reason for this is that, whilst 

Slido are storing data in the EU 
only, they have said in their 
Privacy Data Sheet that they will 

be transferring data overseas. 
 

In the mitigations section of this 
risk, you can say that Slido have 
appropriate transfer mechanisms 

in place and link to the above 
Privacy Data Sheet for further 

information. 

 Added this in the correct section.   
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Create calendar reminders for 

manual deletions and review 
of organiser accounts 

01 August 2023  Suzanne Forshaw  Will complete once we have 

a go live date.  

An update is required to our 
existing privacy notice/s. This 
required action has been 

added to the DPIA outcomes 
(see section 6.0). 

01 August 2023 Suzanne Forshaw/  
 

17/07/2023 

Update retention schedule 01 August 2023  13/07/2023 

Update the ROPA 01 August 2023  13/07/2023 
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V3.0 16/01/2022 Steven Johnston Annual review. Inclusion of further 

guidance notes to reflect feedback 

received from colleagues. 

Introduction of drop-down lists in 

sections 1.3, 1.4,, 3.0 and 4.0. 

Addition of Q2 and Q14 in section 

3.0. Removal of Appendix 2.  

 




