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IC-262502-V2H7
Report
Reference IC-262502-V2H7

Organisation Shiptonthorpe Parish Council 
19 Princess Road
Market Weighton
YO43 3BX

Person reporting this breach Victor Lambert
victor.lambert@shiptonthorpeparishcoun
cil.co.uk

Data protection officer / senior 
person responsible for data 
protection

What has happened?

Was the breach caused by a 
cyber attack?

No

How did you find out about the 
breach

When did you discover the 
breach?

When did the breach happen? *
Approximate time the breach 
occurred
*Please give as much 
information about the date and 
time you think the breach may 
have happened

If there has been a delay in 
reporting this breach, please 
explain why

Categories of personal data 
included in the breach
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Other

How many data subjects could be 
affected?

Categories of data subjects 
affected
Other

Number of personal data records 
concerned

Potential consequences of the 
breach

What is the likelihood that data 
subjects will experience 
significant consequences as a 
result of the breach?
Please give details

Had the staff member involved in 
this breach received data 
protection training in the last two 
years?

Describe any measures you had 
in place before the breach, with 
the aim of preventing a breach of 
this nature?

Describe the actions you have 
taken, or propose to take, as a 
result of the breach

Outline any steps you are taking 
to prevent a recurrence, and 
when you expect they will be 
completed

Have you told data subjects 
about the breach?
What you have told data subjects
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Have you told, or are you 
planning to tell any other 
organisations about the breach?

End of Report
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From: icocasework@ico.org.uk
To: victor.lambert@shiptonthorpeparishcouncil.co.uk;
CC:
Subject: Acknowledgement - IC-262502-V2H7
Direction: Outgoing
Date Sent: 09/10/2023 09:48

9 October 2023

ICO Reference Number IC-262502-V2H7 

Dear Victor Lambert, 

Thank you for contacting the ICO to report a personal data breach. 

The ICO will use the information you have provided to determine what course of action is
necessary. We shall contact you in due course to confirm the outcome. 

In the meantime, we would recommend that you read the security guidance on our
website.

If you would like to provide any additional information about the incident reported, please
send it to icocasework@ico.org.uk and enter the reference number in the subject line. This
will ensure the correspondence is added directly to the correct electronic case file.

If the person we should contact about this case changes, please let us know.

If we can be of any further assistance please contact our Helpline on 0303 123 1113.

Yours sincerely

Personal Data Breach Services

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
T. 0303 123 1113 ico.org.uk twitter.com/iconews
Please consider the environment before printing this email

Please be aware we are often asked for copies of the correspondence we exchange with third parties. We are
subject to all of the laws we deal with, including the data protection laws and the Freedom of Information Act
2000. You can read about these on our website (www.ico.org.uk). Please say whether you consider any of the
information you send us is confidential. You should also say why. We will withhold information where there is
a good reason to do so.
For information about what we do with personal data see our privacy notice at www.ico.org.uk/privacy-notice



From: icocasework@ico.org.uk
To: victor.lambert@shiptonthorpeparishcouncil.co.uk;
CC:
Subject: ICO Request for more information IC-262502-V2H7
Direction: Outgoing
Date Sent: 26/10/2023 11:10

26 October 2023

ICO Case Reference: IC-262502-V2H7

Dear Victor Lambert, 

I am writing further to your personal data breach report received 9 October 2023 regarding
some concerns about GDPR compliance.

Thank you for the information you have provided. 

Data security requirements

You are required to have in place appropriate technical and organisational measures in
place to ensure the security of personal data.

Next steps

We have considered the information provided and we would like you to tell us more about
the incident. These questions focus primarily on any potential personal data breach within
your organisation. A personal data breach refers to a breach of security leading to
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data.

1. Do you believe a personal data breach (according to the above definition) may have
occurred?

2. Your letter refers to the deletion of some files and emails. Please could you give more
information regarding this? If you are not able to give an exact answer, please give as
much of an explanation as possible. In particular:

a. What type of personal data may have been deleted?

b. How many files and emails may have been deleted?

c. Do you hold any backups of the data which may have been lost?

3. What is your organisations policy regarding storing documents and personal data on
devices?

4. Do you believe these files and emails may have been deleted following corresponding
Freedom of Information requests?

5. What data protection training do members of staff (including councillors) receive at your
organisation? How often is this administered?

We would be grateful if you can provide the additional information requested by 3
November 2023.  



If you wish to discuss any aspect before responding, please contact me on 0330 414 6162.
If I am not available when you call, please respond to this email to arrange a suitable time.

The ICO will use the information you provide to decide whether formal regulatory action is
required.

Thank you in advance for your cooperation. I look forward to hearing from you.
 
Yours sincerely,

Lizzie Longmore (she/her)
Lead Case Officer
Personal Data Breach Services
0330 414 6162

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF

T. 0303 123 1113 ico.org.uk twitter.com/iconews
Please consider the environment before printing this email

Please be aware we are often asked for copies of the correspondence we exchange with third parties. We are
subject to all of the laws we deal with, including the data protection laws and the Freedom of Information Act
2000. You can read about these on our website (www.ico.org.uk). Please say whether you consider any of the
information you send us is confidential. You should also say why. We will withhold information where there is a
good reason to do so.
For information about what we do with personal data see our privacy notice at www.ico.org.uk/privacy-notice



From: victor.lambert@shiptonthorpeparishcouncil.co.uk
To: icocasework@ico.org.uk;
CC:
Subject: RE: ICO Request for more information IC-262502-V2H7
Direction: Incoming
Date Received: 01/11/2023 12:02

External: This email originated outside the ICO.
Good Afternoon,

Further to your e mail requesting further information please find attached our response and supporting documents.

Any further information please do not hesitate to contact me.

Kind Regards

Victor Lambert 
Chairman Shiptonthorpe Parish Council
This email may contain privileged and/or confidential information.  If you receive this in error please notify the sender
immediately and do not use, rely upon, copy, forward or disclose its content to any other third party. Any views or opinions
expressed are those of the author and do not necessarily represent those of Shiptonthorpe Parish Council. This email has
been swepted for the presence of computer viruses.  It is however the responsibility of the recipient to ensure that it is virus
free before using it and no responsibility whatsoever is accepted by the Shiptonthorpe Parish Council for any loss or damage
arising in any way from its use
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FOI Policy SPC 23-10-19 V1.0.pdf
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The employee left employment in August 2023 and so returned Shiptonthorpe 
Parish Council data and Lap top computer. Review of the returned data has 
resulted in Shiptonthorpe Parish Council's communication with the 
Information Commissioner's Office due to finding that some documents that 
were reported not to exist did infact exist and so should have been disclosed 
response to information requests. Furthermore it was found that there are 
multiple files that have no content and the major gaps in emails that is 
inconsistent with the number that would be expected to be present. 
 

1) It is suspected that Parish Council internal documents and internal 
email communications may have been deleted.  

 
2) It appears that file content and emails have been deleted, but as you 

would understand it is not possible to know what should be present 
and so a suspicion of deletion rather than proof of such. 

 
a) Internal communications and records of actions and decisions  

 
b) Data held is backed up to a hard drive, but there is no backup of emails. 

There would need to be a detailed investigation by a forensic expert to 
establish exactly what data has been deleted /lost. When comparing the 
back-up hard disk with Lap top it appears that external formal 
communications can be retrieved. It also appears that internal councillor 
interaction is the majority of lost data     

 
3) Please see our updated Data Protection and Information Security 

policies that are in the process of being implemented. 
4) Given the non-disclosure of information we now are aware existed 

which should have been provided, it is possible we have not been 
compliant but we are unable to determine this explicitly. 

5) We are in the process of implementing new information governance 
processes in line with newly adopted policies.  
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Chairman: Councillor Victor Lambert 
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c) All Councillors have been involved in reviewing and adopting these
policies so fully aware of the Council's requirements for data protection.
We can find no record of past training of the one member of staff or the
previous councillors

d) Training on the requirements of these policies and procedures will form
part of this implementation plan. Data Protection training will be a key
part of our new employee's induction training once recruited  and we
expect the new appointment will be made in the next few weeks. We
will then consider the arrangements going forward for Councillors and
our employee's refresher training.

We hope the above information allows you to take the matter forward. 

Yours Faithfully 

Victor Lambert  
Chairman  
Mobile 07526774192 
E Mail victor.lambert@shiptonthorpeparishcouncil.co.uk 





Collecting and processing data of those aged under 13 years.

There is special protection for the personal data of those aged under 13 years old after 
which age the person can give their own consent to data collection and processing. Consent 
documents however must ensure that they are written in a language that they can 
understand. Under this age parental or guardian consent is required.

Scope

This policy applies to all personal data held and proceeded by Shiptonthorpe Parish Council 
and those that have legitimate access to that data.

Responsibilities

The Shiptonthorpe Parish Council is registered with the Information Commissioner’s Office 
as an organisation that holds and processes personal data.

All Councillors and employees must adhere to this policy.

All Councillors and employees must report immediately to the Clerk of the Parish Council 
and the Chairperson any data breach and fully comply with a suitable and sufficient 
investigation in to any data breaches.

The Clerk to the Parish Council is responsible for the day to day implementation of this policy.

Procedures

1 ) The complete register of what personal data is held and processed in connection with 
Shiptonthorpe Parish Council activities is kept in the GDPR register. Any new activity will 
require formation of new entry and any change in activity will prompt an entry review and 
update as required. This register will specify the data that is collected and processed for
each activity and will specify the retention time stating why this is the minimum necessary 
for each activity and specify

2)Collection and processing of personal data requires written consent using the
Shiptonthorpe Parish Council approved consent documentation. This will clearly state the
purpose for which the information is being collected and used, and ensure that it is clear that 
the person can withdraw their agreement to the use of their data at any time.

3) Data will only be used for the purposes for which consent has been obtained as specified 
and in reference to the consent documentation.

4) The security of data will be ensured by the measures specified in the Shiptonthorpe 
Parish Information Security Policy.

5) A person wishing to make a subject access request will be instructed to put this in writing 
to the Clerk to the Parish Council. Upon receipt of a written request they will be provided with
a copy of all their personal data held by Shiptonthorpe Parish Council. The Clerk to the 
Parish Council will ordinarily acknowledge receipt of the request within 5 working days and 
always provide the information requested within 1 calendar month, free of charge.
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Shiptonthorpe Parish Council Retention & Disposal Policy

Version: 1.0 2 Date approved: 19.10.23

Records covering Retention Period Notes Where Located (unless 
otherwise stated location 
is the Parish Office)

Action

Agendas CY + 6 years Local Government Act 1972

Meeting minutes Master copy to be retained 
indefinitely

Local Government Act 1972
Local Government (Access to 
Information) Act 1985

Filing Cabinet / archive Archive after appropriate 
period of time. Not to be 
destroyed.

Sub Committee meeting 
minutes

Permanent Local Government Act 1972

Advisory Committee 
meeting reports and 
minutes

CY + x years Local Government Act 1972 Electronic files/Filing cabinet Archive after appropriate 
period of time

Councillor acceptance forms Permanent Local Government Act 1972 Electronic files/Filing cabinet Archive after appropriate 
period of time

Councillor register of 
interest forms

Permanent Local Government Act 1972 Electronic files/Filing cabinet Complete for new Cllrs, 
review annually for current 
Cllrs

Councillor Elections Local Government Act 1972 Filing Cabinet Liaise with ERYC

Standing orders, Financial 
Regs, Code of Conduct,

Keep until superseded. 
Master copy archived

Local Government Act 1972 Electronic files/Filing cabinet Previous audits suggested 
an annual review, which is 
minuted

Policies & Procedures Keep until superseded. 
Master copy archived

Including Health and Safety 
at Work Act 1974, 
Employment Legislation, 
Data Protection

Electronic files/Filing cabinet To be reviewed for 
relevance.

Publications (Newsletters, 
journals, topic notes)

As long as useful 
and relevant

Electronically and printed 
copies in Filing Cabinet

To be reviewed for 
relevance.

Deeds Retain until the land is 
disposed of

Electronic files/Filing
cabinets

Trust Deeds To be retained indefinitely Filing cabinet

Electronic files/Filing cabinet Archive after appropriate 
period of time





Shiptonthorpe Parish Council Retention & Disposal Policy

Version: 1.0 4 Date approved: 19.10.23

Paying in Books CY + 1 (Last completed audit 
year)

Accounts & Audit 
Regulations 2015

Filing Cabinet

VAT records (unless on 
rents)

CY + 6 years (20 yrs) VAT 1994 Filing cabinet

Annual Budget CY + 6 years Accounts & Audit 
Regulations 2015

Electronic files/Filing cabinet

Parish Precepts CY + 6 years Accounts & Audit 
Regulations 2015

Electronic files/Filing cabinet

Grants applications, 
awarded, claimed

CY + 6 years Accounts & Audit
Regulations 2015/VAT 1994

Electronic files/Filing cabinet

External Contracts 6 years from completion of 
the contract

Limitation Act 1980 Electronic files/Filing cabinet

Unsuccessful tenders 
and documentation

4 years from the award of 
the contract

Electronic files/Filing cabinet

Payroll CY + 11 years Superannuation Electronic files/Filing cabinet
Payslips CY + 6 years Employment Rights Act 

1996
Electronic files/Filing cabinet

Pension payments CY + 6 years Pensions Act 2008 Electronic files/Filing cabinet
Tax Forms CY + 6 years VAT 1994 HMRC/Filing cabinet
Leave (TOIL, Annual, Special) CY + 1 year Employment Rights Act 

1996
Electronic files/Filing cabinet

Sick Leave CY + 3 years Employment Rights Act 
1996

Electronic files/Filing cabinet

Sickness records CY + 3 years Employment Rights Act 
1996

Electronic files/Filing cabinet

Timesheets 2 years after date they were 
made

Audit and Personal injury Filing cabinet

Staff records Current employees on file
Previous employees= period 
of time to complete tax 
reports/references etc. and 
in case of employee tribunal

In line with Data Protection 
Act 1998 and subsequent 
GDPR

Electronic files/Filing cabinet









All Councillors and employees must immediately report to the Clerk of the
Parish Council and the Chairperson any breach in information security, who
will inform all Councillors, and must comply with any suitable and sufficient
investigations into any breaches. 

The Clerk to the Parish Council is responsible for the day to day implementation of this 
policy.
Procedures

1) All information/data stored in Shiptonthorpe Parish Council
information systems are to be appropriate classified (including but not
limited to personal and sensitive personal data as defined in the
GDPR and confidential information), and be handled appropriately
depending upon it’s classification.

2) All information stored by Shiptonthorpe Parish Council is only
accessible by those with legitimate need for access and must be
protected from unauthorised access, and/ or processing and against
loss or corruption. The specific methods for achieving this security is
specified for each activity undertaken by the Shiptonthorpe Parish
Council in either the Shiptonthorpe Parish Council GDPR register for
information containing personal data or the Shiptonthorpe Parish
Council information asset register.

3) All Information Technology systems are to be installed, maintained,
repaired or upgraded by a suitability qualified person who has been
authorised by either the Full Council or the Chairperson of the
Council.

4) Any actual or potential information security failures must be reported
immediately to all Councillors. The Chairperson of the Parish, or
another Councillor that has been appointed by resolution of the Parish Council to 
undertake this task, in collaboration with the Clerk to the Parish Council, will 
undertake an investigation. Investigations will be completed within a time specified 
by resolution of the Parish Council.
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 5) All information when being used will be handled so that it is only
viewed by the person viewing the information and so that it cannot be
viewed by others.

6)  When not using information it will be secured immediately. When
being transported and used remotely this will be in a locked portable
container. When at the permanent place of storage this will be in a
locked fire resistant container. The ability to physical unlock the
storage containers will only be available to authorised persons
normally the Clerk to the Parish Council.

 7) In addition to physical security measures as per pt 6, Electronic data
will kept secure by:
a) Password access to information systems including email

accounts. All passwords must be at least 6 characters including
numbers letters and a special character and not easy to guess.
They must be kept confidential and only known to the person
lawfully accessing the system on their own account. In the
event of system access due to password problems once
system access has been restored the password should be
changed so as only to be known to the account holder.

b) All software and security software must be kept up to date by
use of automated update systems and security software must
be switched on at all times. Details of the security software
used is recorded in the GDPR and information asset registers.

c) All electronic devices should be logged out when stopping
using the device and as a fail safe set to time out and lock if
unused for a time decided by the Parish Council and must
require a password, pass code, or other form of login only
accessible by the authorised user to wake up the device.

d)   Digital information must be backed up regularly and as a 
minimum daily. The backup should be to a portable storage device
that is held in a different location to the main device and is
encrypted and to secure remote or cyberspace based digital storage
facility using and automated backup system/schedule.
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Scope

This policy applies to all information held by Shiptonthorpe Parish Council irrespective of 
format, and to all employees and Councillors.

Responsibilities

1) Shiptonthorpe Parish Council is responsible for ensuring all of its duties under the 
FOI Act are fulfilled.

2) All employees and Councillors must comply with provision of information to the 
person allocated responsibility for responding to a FOI Act request, that will usually
be the Clerk to the Parish Council, but maybe the Chairperson of the Parish Council
in collaboration with the Clerk to the Parish Council. Whenever information is sought  

 from expert outside bodies to inform Shiptonthorpe Parish decisions, the request  
 must be in writing and the response provided in writing so as to be available in the  
 event of a FOI Act request.
3) The Clerk to the Parish Council is responsible for the day to day implementation of 

the policy.
4) All Councillors and employees in the event of an appeal on the basis    
 that the FOI Act request has not been fulfilled or complied with must assist with  
 with responding to the appeal by providing whatever evidence is available and   
 required to ensure that Shiptonthorpe Parish Council has met its obligations  
 as required by the FOI Act.

Procedure

1) An FOI Act request must:
a) Be in writing (letter or email) addressed to the Clerk of the Parish Council

email address correspondence address.
b) Clearly state what information is being sought. If this is not clear

Shiptonthorpe Parish Council may ask for clarification. In this instance the
time limit will stop and only restart once the additional information is provided.

c) Contain the name and return address of the requester.

d) There is no requirement to mention the FOI Act or to state why the 
information is being requested.

2) If a repeated request that is identical or substantially similar to previous requests
from the same person, Shiptonthorpe Parish Council is not obliged to comply with 
again providing the information unless a reasonable time period has elapsed 
(usually 40 days) unless new relevant information is available.

3) Shiptonthorpe Parish Council is not obliged to comply with vexatious requests for 
information. In determining whether a request is vexatious the circumstances of the 
request will be considered including:

a) The context and history of requests from the applicant.
b) Whether the request is likely to cause unjustified distress, disruption or

irritation.
c) Where the request could fairly be seen as obsessive.
d) Where complying with the request imposes a significant burden.
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From: icocasework@ico.org.uk
To: victor.lambert@shiptonthorpeparishcouncil.co.uk;
CC:
Subject: ICO Decision - IC-262502-V2H7
Direction: Outgoing
Date Sent: 20/11/2023 15:55

20 November 2023

ICO Reference Number: IC-262502-V2H7

Dear Victor Lambert, 

I am writing further to your personal data breach report of 22 September 2023 regarding
some concerns about GDPR compliance. 

Thank you for the information you have provided in response to my enquiries. 

Data security requirements

You are required to have appropriate technical and organisational measures in place to
ensure the security of personal data. 

Our decision

We have considered the information you have provided and we have determined that no
further action by the ICO is necessary on this occasion. 

This decision is based on the information we have recorded about the breach. This decision
is based on any potential data breaches which may have occurred within the Parish council.

Your correspondence states that, while you are not able to explicitly confirm that data has
been deleted due to the nature of the incident, you believe that the majority of the lost
data relates to internal councillor interaction. This suggests a lower likelihood of risk of
harm or detriment than if documents or data relating to parishioners or members of the
public had been deleted. 

You have also detailed the changes you are making to your internal policies and
procedures. This includes implementing new data protection policies, a new Freedom of
Information policy, a new information security policy and a retention policy. These policies
will allow your organisation to collect, store, manage and communicate personal data in a
much more efficient and effective manner. In addition to this, you are updating your email
and document storage systems to make them more efficient and user friendly. The
changes you are making indicate that you are taking reasonable steps to ensure your
organisation has appropriate technical and organisational measures in place to process
personal data, in line with your GDPR obligations. 

However, we recommend that you review the causes of this incident to ensure that you
understand how and why it occurred, and what steps you need to take to prevent it from
happening again. In particular: 

- Ensuring that your training relating to your new policies and procedures gives sufficient
practical guidance to staff in how to comply with the legislation. This training could be role
specific, interactive and contain practical examples which are relevant to your organisation.
This incident, suitably redacted, may make a useful training tool. Please see ICO’s training
resources for further guidance. 



- Evaluating your internal information retention periods to ensure that personal data is only
held if you need it and for as long as you need it. You should periodically review this data
and erase or anonymise it when it is no longer legitimately necessary.

- Regularly highlighting the importance of data security to all staff. This should be
emphasised within training and could also be reiterated in frequent reminders. For
example, posting procedural guidelines in commonly accessed spaces within the office or
sending out emails or bulletins at regular intervals.

- Taking steps, where possible, to identify instances where the Council has not complied
with it’s information access obligations and attempting to remedy this where possible.

We recognise that your organisation appears to be taking significant steps to remedy the
data protection issues that you have identified. If you require any assistance with specific
elements of these changes, please feel free to get back in touch with us. You may wish to
use the guidance on our website, or alternatively you can call us (0303 123 1113) or email
(icocasework@ico.org.uk) with a specific enquiry. 

Please note that we may make additional enquiries if we become aware of new information
which affects the circumstances of this case.

Thank you for reporting the incident. Further information and guidance relating to data
security is available on our website.

We now consider this matter to be closed. 

Yours sincerely, 

Lizzie Longmore (she/her)
Lead Case Officer
Information Commissioner’s Office
0330 414 6162

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF

T. 0303 123 1113 ico.org.uk twitter.com/iconews
Please consider the environment before printing this email

Please be aware we are often asked for copies of the correspondence we exchange with third parties. We are
subject to all of the laws we deal with, including the data protection laws and the Freedom of Information Act
2000. You can read about these on our website (www.ico.org.uk). Please say whether you consider any of the
information you send us is confidential. You should also say why. We will withhold information where there is a
good reason to do so.
For information about what we do with personal data see our privacy notice at www.ico.org.uk/privacy-notice




