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Request

You asked us: "“You publish helpful statistics on the numbers of reports to ICO on
your website, however this doesn’t provide a breakdown of the number of reports
of data leaks that were reported to the ICO but did not considered to pass the
threshold for harm leading to reports to the individuals who had data leaked

Could you please let me know in the same 6 month bands as published on your
site what the breakdowns of reports were split by:

Data leaks that impacted individuals where the leak was disclosed to the
individual

Data leaks that impacted individuals where the leak was not disclosed to the
individual

In addition to providing bandings of the numbers of leaks by scale as on your
website could you please provide for each 6 months the sum of the number of
individuals that were affected by leaks (recognising it is impossible to identify
unique individuals)

Please provide the information for the last 5 years from the most recent available
statistics.”

We received your request on 31 December 2023.

We have handled your request under the Freedom of Information Act 2000 (the
FOIA).

Our response

We hold information that falls under the scope of your request. However, finding,
retrieving, extracting the information would exceed the cost limit set out by
section 12 of the Freedom of Information Act 2000 (FOIA).

The Freedom of Information and Data Protection (Appropriate Limit and Fees)
Regulations 2004 states that the ‘appropriate limit’ for the ICO is £450. We have
determined that £450 would equate to 18 hours work.
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Firstly, we would like to advise that we do not hold a complete set of information
for the previous five years as some cases will have been deleted in accordance
with our Retention and Disposal policy. We can advise that from 31 December
2018 to 31 December 2023, the ICO holds 45,596 Personal Data Breach (PDB)
cases.

The information you have requested is not information we normally need for our
purposes and our case management system is unable to run a quick automated
report on this type of information. Therefore, to locate the information you have
requested would require a manual search of 45,596 cases.

We estimate it would take a minute, 30 seconds for each request, to search for
the information in the scope of your request — and it is certain that some
searches would take longer than that - this would equate to approximately 760
hours’ worth of searching. This clearly exceeds the 18 hours which would accrue
a charge of £450 or more, triggering the provisions of section 12 of the FOIA.

Advice and assistance
You may be able to bring this request under the cost limit by:

e Asking for the requested information within a reduced time period.

e Asking for the requested information for a particular data controller or data
controllers.

e Asking for the requested information for a particular sector or sub sector.
These, as well as the data controllers that we have received a PDB
notification from, can be identified from our datasets.

Please note, asking for one particular piece of information, either those
advised/not advised about a PDB or the total number of individuals affected,
would still exceed the cost limit. As such, the request cannot be brought under
the cost limit by excluding one particular part of it.

Please note, when the ICO receives requests which would involve manually
checking through large amounts of information, we would need to consider if it is
in the public interest for us to dedicate the resources necessary to carry out
these kind of searches or whether it represents an unreasonable burden to us as
a public authority.

Even if the searches to complete a request will take less than the 18 hours limit,
a single request can still be refused if it deemed to represent an unreasonable
burden. We have provided you with this information so you are aware that future


https://ico.org.uk/about-the-ico/our-information/complaints-and-concerns-data-sets/self-reported-personal-data-breach-cases/
https://ico.org.uk/for-organisations/foi-eir-and-access-to-information/freedom-of-information-and-environmental-information-regulations/section-14-dealing-with-vexatious-requests/how-do-we-deal-with-a-single-burdensome-request/
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requests may be refused but this does not necessarily mean this will happen and
will be dependent upon the information requested. Please do not be discouraged
from making future requests as we consider each one a case by case basis.
Next steps

You can ask us to review our response. Please let us know in writing if you want
us to carry out a review. Please do so within 40 working days.

You can read a copy of our full review procedure on our website.

If we perform a review but you are still dissatisfied, you can complain to the ICO
as regulator of the FOIA. This complaint will be handled just like a complaint
made to the ICO about any other public authority.

You can raise a complaint through our website.

Your information

Our privacy notice explains what we do with the personal data you provide to us,
and sets out your rights. Our Retention and Disposal Policy details how long we
keep information.

Yours sincerely

® Information Access Team
lco Strategic Planning and Transformation
® Information Commissioner’s Office, Wycliffe House, Water
e Chm—— Lane, Wilmslow, Cheshire SK9 5AF
ico.org.uk twitter.com/iconews
Please consider the environment before printing this email

For information about what we do with personal
data see our privacy notice



https://ico.org.uk/media/about-the-ico/policies-and-procedures/1883/ico-review-procedure.pdf
https://ico.org.uk/make-a-complaint/foi-and-eir-complaints/foi-and-eir-complaints/
https://ico.org.uk/global/privacy-notice/
https://ico.org.uk/global/privacy-notice/your-data-protection-rights/
https://ico.org.uk/media/about-the-ico/policies-and-procedures/4024937/retention-and-disposal-policy.pdf
http://www.ico.org.uk/
https://indigoffice-my.sharepoint.com/personal/hannah_silk_ico_org_uk/Documents/Documents/Templates/twitter.com/iconews
https://ico.org.uk/global/privacy-notice/

