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Request  
 
You asked us: 
 
“I have 2 questions please: 
 
1)Do the ICO have a list of the areas and what constitutes best practice for each? 
2) Do the ICO have any guidance on the things you would expect to see in a 
report that a company may use to mitigate a potential breach?” 
 
We received your request on 24 May 2024.  
 
We have handled your request under the Freedom of Information Act 2000 (the 
FOIA).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

Our response 
 
Published material 
 
We have data protection guidance published on our website. The guidance 
addresses various parts of information legislation that organisations need to 
comply with: https://ico.org.uk/for-organisations/  
 
We have also published some material on our website to help organisations with 
personal data breaches. Please find the following links to our website: 
 
How to guide – breach report form (ico.org.uk)  
 
72 hours - how to respond to a personal data breach | ICO  
 
How to minimise the risk of personal data breaches happening | ICO  
 
Understanding and assessing risk in personal data breaches | ICO  
 
How to minimise the risk of personal data breaches happening | ICO 
 
Common data protection mistakes (and how to fix them) | ICO 
 
Learning from the mistakes of others – A retrospective review | ICO 
 
 
Please also find these previous FOI request responses published on our 
Disclosure Log if they are useful to you: 
 
https://ico.org.uk/about-the-ico/our-information/disclosure-log/ic-221954-z9d7/  
 
https://ico.org.uk/about-the-ico/our-information/disclosure-log/ic-232323-s2l7/  
 
 
Internal material 
 
Our Personal Data Breach team also holds internal training materials to help staff 
handle their casework. Please find these attached materials. These are sections 
of presentations which are given to staff. Any out-of-scope information has been 
redacted. 
 
 

https://ico.org.uk/for-organisations/
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Fmedia%2Ffor-organisations%2Fdocuments%2F4019687%2Fpdb-how-to-guide.pdf&data=05%7C02%7CRobert.McCarten%40ico.org.uk%7C5ef59c06a04444aef26f08dc94359f55%7C501293238fab4000adc1c4cfebfa21e6%7C0%7C0%7C638548205229074362%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rOzTRe%2Bs06yhqxR2XiuYXXIWcNoSLLB5BaYan3fTA04%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fadvice-for-small-organisations%2F72-hours-how-to-respond-to-a-personal-data-breach%2F&data=05%7C02%7CRobert.McCarten%40ico.org.uk%7C5ef59c06a04444aef26f08dc94359f55%7C501293238fab4000adc1c4cfebfa21e6%7C0%7C0%7C638548205229080493%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=D%2FbFadt2k22DnO6UI8mjN7KLALoP7jdbztJ9aw4RbXQ%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fadvice-for-small-organisations%2Fhow-to-minimise-the-risk-of-personal-data-breaches-happening%2F&data=05%7C02%7CRobert.McCarten%40ico.org.uk%7C5ef59c06a04444aef26f08dc94359f55%7C501293238fab4000adc1c4cfebfa21e6%7C0%7C0%7C638548205229086553%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=k%2FfhEemuin0vNqMJ0qkvkFOPJ4Svttx%2Ffq0hISs%2BXKE%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fadvice-for-small-organisations%2Funderstanding-and-assessing-risk-in-personal-data-breaches%2F&data=05%7C02%7CRobert.McCarten%40ico.org.uk%7C5ef59c06a04444aef26f08dc94359f55%7C501293238fab4000adc1c4cfebfa21e6%7C0%7C0%7C638548205229093809%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=pKyeivQ28QAFUpi%2FqVNCG88ZSCP1ZnII0gOfeaNnPlk%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fadvice-for-small-organisations%2Fhow-to-minimise-the-risk-of-personal-data-breaches-happening%2F&data=05%7C02%7CRobert.McCarten%40ico.org.uk%7C5ef59c06a04444aef26f08dc94359f55%7C501293238fab4000adc1c4cfebfa21e6%7C0%7C0%7C638548205229100089%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=wk1o7leCrgHGXVbhdZuE%2FcCiePY83apYtCZ2gi8fk0Y%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fadvice-for-small-organisations%2Fcommon-data-protection-mistakes-and-how-to-fix-them%2F&data=05%7C02%7CRobert.McCarten%40ico.org.uk%7C5ef59c06a04444aef26f08dc94359f55%7C501293238fab4000adc1c4cfebfa21e6%7C0%7C0%7C638548205229106070%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=grxh%2BS2KvZgDw42PZNofHHj%2BMKWXGpGiSPG2tIbW8hc%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Fabout-the-ico%2Fresearch-reports-impact-and-evaluation%2Fresearch-and-reports%2Flearning-from-the-mistakes-of-others-a-retrospective-review%2F&data=05%7C02%7CRobert.McCarten%40ico.org.uk%7C5ef59c06a04444aef26f08dc94359f55%7C501293238fab4000adc1c4cfebfa21e6%7C0%7C0%7C638548205229112030%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=cfH0CRofmyG8ANqgAeY72dMXtfGoqkkCT6kFTCcoNIQ%3D&reserved=0
https://ico.org.uk/about-the-ico/our-information/disclosure-log/ic-221954-z9d7/
https://ico.org.uk/about-the-ico/our-information/disclosure-log/ic-232323-s2l7/


 
 
 
 

Next steps 
 
You can ask us to review our response. Please let us know in writing if you want 
us to carry out a review. Please do so within 40 working days.  
 
You can read a copy of our full review procedure on our website.  
 
If we perform a review but you are still dissatisfied, you can complain to the ICO 
as regulator of the FOIA. This complaint will be handled just like a complaint 
made to the ICO about any other public authority.  
 
You can raise a complaint through our website.  
 
Your information  
 
Our privacy notice explains what we do with the personal data you provide to us, 
and sets out your rights. Our Retention and Disposal Policy details how long we 
keep information. 
 
Yours sincerely 
 

 

Information Access Team 
Strategic Planning and Transformation 
Information Commissioner’s Office, Wycliffe House, Water 
Lane, Wilmslow, Cheshire SK9 5AF 
ico.org.uk  twitter.com/iconews 
Please consider the environment before printing this email 
For information about what we do with personal 
data see our privacy notice 

 
 
 
 

https://ico.org.uk/media/about-the-ico/policies-and-procedures/4028044/ico-review-procedure.pdf
https://ico.org.uk/make-a-complaint/foi-and-eir-complaints/foi-and-eir-complaints/
https://ico.org.uk/global/privacy-notice/
https://ico.org.uk/global/privacy-notice/your-data-protection-rights/
https://ico.org.uk/media/about-the-ico/policies-and-procedures/4024937/retention-and-disposal-policy.pdf
http://www.ico.org.uk/
https://indigoffice-my.sharepoint.com/personal/hannah_silk_ico_org_uk/Documents/Documents/Templates/twitter.com/iconews
https://ico.org.uk/global/privacy-notice/

