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Personal data security: how to prevent some 
common personal data breaches in the Health 
sector 

1. Take care when handling written notes or hard-copy files 

If your work involves handling physical documents, make sure it’s clear 
exactly how information should be stored or destroyed. This might involve 
using locked filing cabinets, or shredding information at the end of a shift. 
Labelling documents properly will also make sure they’re not picked up or 
destroyed by mistake. 

2. Double-check letters or emails before sending them 

Picking up two letters instead of one, or mistyping an email address, are  
easy mistakes to make if you’re working your way through a lot of 
correspondence. Ask a colleague to double-check that the right letter is in 
the right envelope, or that an email address is accurate before it is sent.  

3. Include a return address on your envelopes 

If you send a letter and it ends up at the wrong address, the person who 
receives it by mistake can return it without opening it if you put a return 
address on the back.  

4. Disable autofill in your email settings 

If people’s email addresses come up automatically when starting a new email 
message then you have autofill enabled in your settings. While this tool 
might save time, you could be more at risk of sending an email to the wrong 
person by mistake (especially if email addresses are similar), so it’s a good 
idea to disable it. 

5. Provide effective staff training 
 
Wherever possible, tailor the data protection training you provide so that it 
suits the job role of the staff members receiving it. For example, if staff are 
routinely given access to clinical systems containing personal data, it's likely 
to be beneficial to include specific reminders about when they’re going to be 
authorised to view certain pieces of information. 

6. Secure your electronic information 



Encourage everyone to lock their screens when they’re away from their 
desks. This helps prevent others from seeing information they’re not 
authorised to see. Also, make sure to use access permissions and passwords 
to limit who is able to view certain types of personal data. Having the ability 
to audit your systems to go back and check whether certain information has 
been accessed is also a really beneficial way of keeping electronic files 
secure. 

7. Consider  your surroundings 
 
Sometimes it will be necessary to discuss your patients, clients or employees 
with others. However, you should make sure this happens in a secure 
environment where you can’t be overheard. 
 
8. Send electronic documents securely 

If you need to send electronic documents, consider encrypting or password-
protecting them. This reduces the risk of the wrong person being able to 
access the documents. Remember to send any passwords by a separate 
means. 

9. Protect email accounts 

Having secure passwords which are regularly updated, alongside using multi-
factor authentication can help to make sure that email accounts aren’t at risk 
of unauthorised access. Regularly deleting the contents of a mailbox can also 
help to manage storage.  

10. Keep your IT systems up-to-date 

You can reduce your risk of cyber threats, such as attacks on computer 
systems, by making sure you regularly install security updates. The guidance 
issued by the National Cyber Security Centre (NCSC) can help you to prepare 
for and deal with cyber security incidents you may experience. You can find 
out more through their website: https://www.ncsc.gov.uk/ 

11. Ensure the safe disclosure of information when responding to 
Freedom of Information Act (FOIA) requests 
 

Reduce the risk of disclosing personal information accidentally by ending 
the use of original source excel spreadsheets when publicly responding to 
FOIA requests. You should avoid using spreadsheets with hundreds or 
thousands of rows and invest in data management systems which support 
data integrity. Staff who use common data software and are involved in 
disclosing information should receive regular training. See our guidance 
on How to disclose information safely for more information.  

https://www.ncsc.gov.uk/
https://ico.org.uk/media/for-organisations/documents/2021/2618998/how-to-disclose-information-safely-20201224.pdf


 
You could also view our checklist for public authorities to use for the safe 
and appropriate disclosure of information which is available on the ICO 
website. 
 
It is important to note that organisations should continue to comply with 
their statutory responsibilities under FOIA. 

 

https://ico.org.uk/media/for-organisations/documents/4026755/disclosure-checklist-v1_0.docx
https://ico.org.uk/media/for-organisations/documents/4026755/disclosure-checklist-v1_0.docx



