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A Personal Note

li seems lkely that the Europesn Community (EC) Directive on Date Proqcction
will be finalised late in 1994, After that |t can be expected that there will be & two-
year mun up 1o a4 new Dain Protecion Act. A Regisirar coming inio post ar the
beginning of 1994 will have tme o bed in and then muke his or her own informed
coninbulion o the mew lepshtion.

For thin redkon, alliad 10 a wish o have more pemonal tiime avallabbe outside
wark, | am planning o eetive atthe end of 1993 mther (than ot the and of my carrent
term of affice in September 1994,

In 1989 1 revbewed the Aot and reported to Parlment on this, | concluded tha this
Act should be srengihonoed for imdividunls aml simplitied for computer users. 1 hold
w that view and bebieve the EC Directive cun offer (he opputunily 1o achieve bolh
thisse objectives, Hiod the curment siialiom ansen some vears ago, | would have
witledmed an opporeniiy o assist datn protection in the United Kingdom throogb it
et stoge of developmon

The present Act has made and continues fo make its contribation. It has ennbled
help to be given to many thousands of mdividoals who have encountered probiems
ariwing from the wse of information about them. It hay promoted greater openness on
the pan of computer users and led 1o belpful privacy-supporting changes and
improved practices in both the public and private sectors,

In the private sectar signiflcont changés have been made in credit refyrence and
direct marketing octivitiea. In the poblic sector, eginlation has been influenced, for
grample. to prevent the sale of public records such as the Community Charge
Registern. This Report records developments im respect of policing mnd health
activithes, In sdddiibom, conmibutiong have been made o debsies, onossoes of wide aml
refevamt pohlic interest, sach as national identity nuombers and (dentity cords. Annual
Reports ovet the vears cutilogue & wide viriety of activibes and o grest diversity of
jssnes {poed, This one is 0o excopiion

If the next few yeurs are o be interesting opes, they can'be no more so than the
last nine. The Registrar’s job combines whal the Banking Services Review
Committee fermed “unigue independence”™ with o tremendous fange of challenges as
personil tnformation becomes more widely uded and computing ever more
pervasive, It has been u privilege 1o have o job which hay been, and continoes 1o be,
exciting, rewnrding, intellectually stimuliting - and greatly enjoyable.

But the Registrar is only one part of the vegamsation. [ stafted m 1954 with o copy
ol the Act aml o very uble sevrotury. | have bedn blesded throughout withi a superb
staff, Prom the mowt Junior member to the corporate muanagement; they have proved
themselves sble, harndweorking, (remily, loval and suppeortive. 1 noted with pleasure
the comment in o recent House of Lords Report thae many witnesses remarked on
thie excellence of my stafl,

It would be wrong too pot to mention those outside the Office — individuals,
compier users and those representing sectoral mtenssts. | have muoch approciated
herw those coneermed have been ready o maintoin o (dendly relationship even on
those ocensions when my views on the meaning and effect of the Aot have been
unwelcome,



L

| was asked by the Home Secretary whon wking on the Registrar™s job why T
wistienl to do it My response was (hat it offered the apportunity o move the world a
lintle, Much of that need for movement remains. {or date profection represonts i
massive long wrm educithmal exercise to change the attitudes and practices of
kR

The nex) Kegistrar wall oot want for mierestmg tasgks and ot the appropriste time |
will be pleased to wish him or her every ssccess in them. Far the meoment, (vrhis or

her sake — and indecd Tor thay of e comntry as o whole — | simply hope thl the
dirkening financinl clowds prove 1o herald bt o pissing stom,

ERIC HOWE
JUNE [993



Introduction

This report s for the vear endimg 31 Muy 1993, although in a few canes relevani
motions wken since that date have olso been incloded. The livout is sufficiently
shmtblar 10 previous feports o aid those who wish o follow developrseniy oiw'er the
vearn, A usual, thin year's repont mnges widely over activitios in both the public and
PRV s,

It s wivme e since | have put generil information on the Dutn Protectivn Act
1984 in one of these repors, The ollowing boef description may be helpful for new
reatlers,

The Doty Protegtion Act 1984 was the firsd plece of legisliton in the Undied
Kingdom (o address the wse of computers. T s concerned with information about
imtividuals which Is processed by computer Lpersomal diga), 1 introduces significant
mew Tights for imdividuals to whom that information relnles (doln subjecis). Such an
imdividual generally has the right o

—  have acopy ol ihe information sbout Bim or her which s held on compuiters:

—  challenge the informution if he ot she believes it to be wrong and, where
appropriile, have it oorrected o erused:

—  glaim cormpensiation for damage wnd any sociated distness ansmg from the
losin o unauthorised destruction or disclosure of personal datg pelating fo bim
of her, oF arising Froan-the misccurmey of such data.

The Agr places obligarons on those, wive control the contents ood wse of permoal
datu by computers (data usersh, They mpst be open about e ede throwgh placing
deaails of their scoyvities on a Thta Prorecton Register whach s wvailable Tor pubds
frispection. They must also Tollow sound amd proper practiees, Thisse prictices. e
deseribed in eighn Data Proteciion Pronciples. Amongs) other thmgs, the Principles
reguire that perdonal data shisuld be obiained lairly and be scourate, relevant, net
excessive and kept secore, Cosnpraier iercauy have svore T bed oblzgaions maily
concemed with maintaining uppropriate secunty anmimd personal data,

The Uata Protection Registrar is appointed by Her Mujesty by Letters Patent und
reports directly o Parliument, The Registror is churged with administering the Dot
Protevtion Act 1984 and supervising its operotion. His decisions are subject 1o the
supervision of the Courts and the Data Protection Tribunal, which v nlso estublished
by the Acl.

The Act s designed 1o allow the United Kingsdom o ratify the Council of Earope
“Copvention for the Pratection of Tndivdoris with eegand o Aotomabne Processing
of Personal Data”. This ratification came lnto effect on | Décember 1987



The United Kingdom — A Part of
the European Community

It is inoreasingly necessary, when considering the Tuture position of ducn
protection in the United Kingdom, to have regard o developments in the European
Community, These may have fundamental implications for data prosection luw here,
as In the case of the European Community's (EC) Drafi Directive an Duaa
Protection. O, aliernarively, they may affect particolir Diniced Kingdom activines
through speoific colluboration between Community members,

| have been pleased to assist i the development of the EC directive through the
socondment of ong of my siafl o work with the Commizsion m Bnesscly,

1w also pleased 1o have the opportunity, along with the Deputy Regisirar, to
gFive evidence ta the House of Lords Select Commilites on The European
Communimes® which was consudenng the dealt dpective. This Compnittee reported
i el 1903,

Following i series of meetings, the Commissioners of Belpium, Denmark. France.
Germany, Ireland, Luxembourg, the Netherlands gnd the United Kingdom have
reached commmion conclustons on the drl drective. The other EC counines hod not
reached the stage 1o provide a representabive (o these meetings, The conclusions
hnve bedn submiied (o the Buropesn Commission, the Council of Ministors Workn
Party anif the Emmpean Parliament. The common conclunions are given m Appendix
2 They relate closely tio the comments which lollow, The success of these meetigs
;TM well for the working parry of data protection adthorities proposed in the draft

Tective.

(a) The European Community’s Drafl Directive on Data
Protection

I 1), the Commssion of the European Communities (the Commission)
published a package of propusals on dats prolection incliding o daft general
directive. Following consideration and comment by the European Parfiament o
rervised drafi Of this directove wan publisled by the Commasion  COclober 19892

The Commission’s initiative s welcome, Esablishing fules alwmt the lawlilness
of processing, emphasining particulardy the consent of the dota subsect, and the
granting of specific rights W individuals would enhance the protection of individuals
in tho United Kingdom. The revised draft does, however, prisent a number of
practical proldons

A paper with detailed commients was made available by my Office in Oclober
1992, This is reproduced in Appendix 1. It considers whether 8 Eurapean
Community directive on daty protection is needed. [t then describes the prineipal
objectives of the rovised dmft and picks out some issues for consideration. Fimally, i
givesn mire detailed comments o specific anleles n the directive bolore a brief

*The Hil Repodt | Seshom RS20 Cromy bl Homse of Eonds Sedecy Convmslimsy on lrh.-h.l.rml.'n o nEriifatie .
P divas ol Pew sl Pl (TFL. Paper T30 plulslinbeid by H3E00



conclusion. Some of the mmin poings from this paper Tollow.
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(ifi)

Do we need a Enropean Communiey Directive on Duata Protection?

A nurther of Europein countries have mirsduced data protection lows 1o
allow them o rnfy the Counct] of Europe Convention ot Dot Protection ((he
Conventlon)®. Ratficstbon by EC Member Stales las been encoliraged by
resolutions of the European Parlinment, eecommandations of the Council of
Mimsters il Commission initistives, However, Italy and Creece have still not
possed dola profection legisiption enabling them to mtily the Convention. ltaly
i putively pursuing legislotion and & doft Hill (s being consbdered in Greece.

Even those countries which do have legistation. have legislated in digtinetly
diffirrent wavs, The issue of whether ong comnfry Eives probection eguivalenl (o
apothel his coised some difficulty, There ane other procticel problems drising
from the multi-national aoture of some dislu. pricessing operations, A parent
compay., which arranges i process the data collected by (s various Buropean
subisidiarics ut o bareau in the Uniled Kingdom, may be guite uncertsin which
data protection laws v must satisfy and there is always o risk thar the
reguirmments of thome lrws will be ingconsistent

The intemal morket wis edtablished in the Buropean Communsty ad the st
of the vear, Amicle 8A of the Tnasty of Rome defines e internal market sy an
area “without internal frontiers in which the free movemest of goods; persans,
services and capital by ensured in accordance with the provisions of this
Treaty™, With the advent af the single market, then a single regime for dida
protection. accepiable to all member states winld seem 1o be pot only
umavoidsble i also desmatile. Without the: Tree Mow of perionial duti between
meember sntes there is a clear danger that the other Tree movertenls will be
undermined. There would seem, therefore, to be o need for o diroctive,
Hewever, the quenthon remains apen a5 W its pirticular scope and nsture.

Principal @lyectives of the Revised Drafr Diveciive

The first obiective of ithe Rovised Dirafr Directive (the revised draft) s 10
harmonize duta protection laws (0 the Member States. The intention is 1o
harmonise at i igh level of prawetion Tor vdividuils and not 10 prefudice any
proseeton gived alrewdy by the leglslation of indbidual member states.

The purallel objective of thi revised dralt Is o create an-area within which
persanal datn can bo fransferred without restriction. Thnt is achieved by
banning the prohibition or resirtetion of the flow of personal datn betweer
memiber stutes o datd profection grownds.

Some Signiftcant lsswes
The revised draft raises o number of sigmficant issues. Some of these are:
— A Right ro Privacy. The rovised draft emphogises in Actiche 101) that i
subject matter is the protection of;

“The rights aml freedoms of natural parsons with respect (o the
processing of persomal dat. snd o particuluy their right 1o privicy™

This s 4 chear, wolcome, stalement thil dau protection is o homan righti
matter rathes than any question of the technical regulation of computers,
lmle:m:nmmm af the final dircctive into law here may beoome o significan
element in e dibuite abuust the right 1o priviicy in the United Kingdom,

—  Bolunving Klghe Neventheless, dats protecthon s 1o be dboul balaneing

* Tl suiforetices (ow the diafin of thi e e mik foe die Commeld ol Bisope Comvomiion din Dsts Prsectiog
ure giwes i Aginnilia 1.



Highis, A balunce hiy o be itnick between those nghts oomtnined im
Articles & and 10 of the European Convontion on Human Rights
{Bwropean Treaty Series Mo, §), Article B states that everyone has the
right to respect for lite private and family life, his home and his
comespondence., Amicle |0 states that everyone has ihe right 10 freedom

of expression.

Cimaerit: The revised dmft expressiy introdaces o requiremaent for the
custisent O trekisddusls 10 the processing of personsl digs In cemaln tises
This i paricularly so where ditn are defined as “sensitive”, Tor example.
hatalih recvds, This ks o distinct difference Triom thie Adl

There bas been considerable commenl from organisations represeniting
it ysers aboun the nmpracticability of the consent requirernesie 1 is nol
truie hit consent b always reguired. The revised drafl sees out miles
which, il lollowed, should legitimise the collection and processing of
petsomil data momaost cases, without the need o gain the: coment of the
mdividuals concemel, However, whens congenl ix nob alained, fhere are
additional vequirements Tor data users o infomm individuals of the oues
ind disclosures of infarmation aboul them.

Manual Recordy: The revised depft extonds daw protection v mamal
records. There hos been considershle debute shout this wd it permaing 2
source of much contention, It is said that no differenve tn principle can be
scen between the risks w individuals created by manuisl ahd adfomitted
records. On the other hand, the Convention snd other intermationid
instruments were expressly justified on the hisis that the power of
autamatic processing o aspemble, rearmange, monipolate dand
communicsle data posed sueh o significant potential thieat thal special
legal protection was required jo protect the privacy of individsaly.

At this stage of the debafe, my own view m thit some coverage of
manual records, related 10 the sensitvity of the information or its use,
rright be appropriste. However, o total cover of manual records would
seerm b be poing oo far, tthough o right of sceess by ipdividusls 1o such
records should be considered.

Regixiration: A regldration sysem s centrsl to the Act. Reglstration
makes for openness on Ww parl of thise processing personal data. It can
alaar be wsed o regalite undesirable processing. However, a
comprehensive selicme of regmirntlen cirries with it an element of
burgnucracy. The inclusion of extensive exemption and simplification
procodures will aid Concedttration on mutters of grealer, rather thin Josser
datiy praotection significance. The revised draft scems to allow this. I is
important o note, howover, that the exempiions lrom reglstrition
contemplated by the revised dreaft wopld not release data wsers from the
daty of complying with substinitive data protection rules,

Stebigees Avvexy: The right of mn individual o obtain information about
him or hersell (subject acéess) bs Tundimenial 1o dath protection
ohiectives. Ther Bave o be exemptiond such as those permitted by the
Convention for national sedurity, difence, eriminal investigation and
wertain oifier cames. but they have (0 be restricied (o those constituting "o
BEcEssaTy mssiife i a democratic society”

The revised draft gives [ndividuals wn impoitant extra rght 10 reluee o
exercise their subject access rights under the compulsion of a thind pary.
Fhis is a speeific United Kingdom problem, where, for example,
prospective employers have requined applicants 1o exeruise subject aocess
rights in order to st thedr erfminil records. The proposal in the revised
draft is o stop forwand but it might be preferable o prohibit i thivd party



rom making wich o demand rathier than merely prunting the right 1o the
individual to resist it

Transtrder [hta Flow Contrid: This Wsge b complex. Transborder data
Mhorw provisions have considerahile implications for relations between (he
EC and non-EC coumtries. Thisse include thowe countries which, rather
than ratlfying the Convention, aim o follow (he similor rules in the
QECD guidelines, but which do rior have privite seclor dati profecrion
legislation on Esropean linss. Most prominent amongst these countries i
the Linited States of Americs, The Commisaion has had 1o try 1o achieve
protected daty provectiong vintimunity, whils not unredsomahly disruping
begitimate and Important trade links. Providing thar positive sction s
taken o achieve eommon stindards and w wekle problems which urive.
the revised drafi adds o degree of usefyl 1esibility ad b an mprovemens
ui the origing).

Exerprion for the Media: The revieil drafi contains an article which will
vompel member states 1o gramt exemiptions for the media from data
protection laws, The revised prticle sets the obpective of the CRammpl s
57

‘o recongile the right 1o Privacy with mies goverming {reedom ol
expreasion . ..

The whole article is founded on the footing thal there {y 3 right 1o privacy
I ialso recognises that the media by a very importam role in 4 denvweratlc
socicty. However, the right 1o Brant exemptions should no be interpreied
s widely a5 1o unduly prajudice the protection of privacy which the
diroctive secky. [ssues such s this are particolady relevam st present in
the Umited Kingdom and [ returm b this subgect in Section 3.

Fair Qbtaining of taformation: Phe requirement in the Act tha
information shall be obgined faiely has proved (o be of particular
prictical importance. There hive boen disputes aver the meaning of this
reyuitemient with the direct tharketing industry, One angiment hus ceptrod
an whether an individual should he micrmed before the collection of
information s 10 non-obvjous gses of it (Broadly my view) or cun
properly be old after coltection (o view taken by the mdustry ), Some
appeals 10 the Daty Protection Tribunal referred to m Section 6 will s
i resiblving the sttuation,

It s argumble, under the revised draft. whether a individual slwuld he
nformed before or aftet fnformation has been obinined from him, It
hardly seems sdeguate 1o collect informiation utifanrly aml then provide
the cxplanation ax the rovised directive currently might allow. Indeed, thul
would seem e 1o be g reduction in the proiection Eiven to inilividugls
bry thi curreni Unisd Kingdom legistation.

‘onprensation Righes, A distinctive benefit for individuals, |n both the
onginal and revised drafis, ls the wide right 10 compensation. Under (e
Act. individoals have rather limiied rights to compensation in certgin
citses. of inaccuracy, loss or destruction of dat The propesed diregrive
would extend those rights 1o campensdtion e someone “who suffers
durmigo us a result of an. wnfawtul procesung or any act incompatible with
the: matlonal provisiom adopted purkuant 1o the Directive™ This EXFRFLEION
I8 welcome bl individuals should not thoreby be deprived of their
uxisting right to compensation in some euses for dhistress as well us
damuge.

Feplementarioe Machinery: The revived drafi requires Member Stares jo
estublish supervisory authoritics. There would e some ephiancement o
the curremt powers of the Registrar, These will be welcome cspecially

7



where they would permit the Registrar to abiuin further infurmistion in
onler to evercise his functions and where they would wllow mformation o
he ohiained about the use of subject sccess exemplions.

The power under the Act i diswerminate tnformution s fundamenial 10
the Registrar's role. Dot protection will be most effective when i has
become part of the natural thinking of thise colleciing Informition wnd
designing systems. Thus they would. as a matier of course, ask
themselves whether (hey hive o need for the infortmation, whether it is
wifficient mnd mocurate and indesd whether they, have satmsfed the olber
dara provection principles. This lung-term chonide in stitudes s 4 major
educational rask. The functiens of supervisory authorities o statedd in the
sevised diaft do not expressty itclude his edugative function. I wisahd be
4 retropgrade step if the Reglstrir wene deprived of such powets.

i) Concluyion

The Data Protection Act imtroduced: mewsures of prrgction for individuals
which have enabled the United Kingdom to ratify the Counczl of hurope
Convention on Data Protection. However, unlike the Convention. the Act does
rit sefer to privacy, it is simply o smtufe "0 repriitate the use of sutomutically
processed infermution relating to individuals,..”, On the othet hand. the
Europesn Community Draft Directive on Doti Protection in conoerned with
privacy and, in jin revised form. aivies greaber control sl greates proteciion i
indivtluals thin the Act, It also, helpfully, reduces i burcaucratic hurdit «an
dutn yeers by allowing simpler registration procedures,

The revised drnft is not perfect snd there i still oo fof significant debate,
for example, on the cover to be givin o il records and the position of the
meilin, There are alio other matiers of substance ot dieail which meed 10 be
clarified, Nevertheless, the revised draft is welcome and not genarally
unreasonable in the broad balance it seeks 1o sel at ths stage between
indlividual privecy and other public interosty,

A Coungll of Ministers Working Party is cumently considenng the revised
drafi and o direciive may finally be in place late in 1094, 01 this it is
achieved, thes o new Uniied Kingdom Diate Protection Acl might be fh e
aroumad the end of 196G,

(b1 Collaborative Activities

Lt year | drew arention o moves rowards groiter co-aprrition between police
and other contral guthurities in EC member states, Il is mmponant that theee oo-
operative ventures develop within an overall framework of data protection gkl il
i% not sufficient w rely solely on nutionul datn proteciion legislation. Specific
provisionn are needed to reinforce national legislation and some felevint
Convertions are being ostiblished. A mechanism is also necensary to deal with
possible conflicts arising from different national interpretstions al those
Conventhina,

My stall have continued fo provide input to the work bemng Jed by HM Costoms
arid Fxeise mn a draft Convention for the propased Customs Information Systemn
(€15}, That work has been complicated by thie negd for member states govemments
te agree & Council Regulation on Mutual Assistanee. This incorporates the
provisians of the draft CIS Convention itsell with some amendments particalarly
concernmg the role of the Buropean Commission '

One of my senior Maff has participited in severdl meetings during the past yveat of
o draftime prowp working on data profection provisions for Europol, which coyers



‘eo-aperation between: EC police forces, This has particularly concerned uself with
the Eurapol Drugs Tinip, Building an the work of tha group, the Home Office j»
divecting firther drafting of an averall Convention for Europol. | ook forwand 1o
being consulted anee specific proposals have been formulated, The intelligence mle
of Europol fses some difficult dua protsetion problems, I i impoitant for 4
mechaninm 1o be finnd under which those problenin can be solved. if they are mig
resalved in the Convertion jrself

My staff have also attended a mesting of the working growp of BC Dna
Commissioners on policing. customs and relyied fhattery,
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Some Issues in the United
Kingdom

I this section | deal with a number of tesues with which my Office lias been
comeerned over (he last year, The work outhined here i carrhed out by “palicy staff.
Unifortunately. o arder 1o cope with the inflir ol complatnts refeed 1w in Section 3,
it s been necessary 1o withdrw a nlimber ol staff, it only jemporarily, from thise
petivities,

(a) A Market in Personal Data?

Diring the lust year, neports in the Sunday Times have alleged that it Ls possitle to
ohtain a wide range of infopmating about individuals. Some of the informatiot
quited would appeir 1o denve from confidential sources such i bank accounts and
e -reconds, On the face of it mich of the information may be obitsined by deceptite,
tiut illegal sctions by membery of the staff of compuier users Cami be raled. it

Lisnited information now svpilable o my Office from complant cases and
investigations lendds support (o the Sunday Times ollegation. | am particiilarly
concermed that there may be an estabiished market in ofieration theongh which
confidential personil informition cn be obtained. However, further wide endguiries
would be appraptiate before firm coneluions coulid be reached,

‘The newspaper reparts describe uctivities which may imvolve criminal offosces
under the Dati Protection Act, It is an offence under Sochion S(20dy of the Act
knuwingly or recklessly fo disclose persomal dats 0 any person nol describedd in n
date user s register entry. Such an offence catt be cammitted by the servant ar ajgen|
of o it user as well as the daea user mself,

Investigitions corried out heve not, s far. produced evidence which wauld
support & prisecution for such on offence. That s, perbaps, nol surprising. There e
Aifficulties in obtsinmg such evidence- Iivestizations cun reveal how o disclosume
oceured, bit, particularly where there by been deception by & thind party, ot revial
1o whom the disclosure has been made. The Taet tha o third party may have
breached the seeurity of o data user does not arpessarily mean that the data user has
boen recklcsy, In any event, if o data uset is registersid to disclose w the type of
organisation concetned, for example enquiry agents, then there can be o ulfence.
Maity dati sery may reglsier such a dlsilsre citegory because it i appropriaie for
their normal bsiness activities,

The problems arising (rom the presence of o market in personial dats mmght
perhaps best be tackled by dinecting attenition 1o sz wii operate in this market.
The Drita Protection Act does nol, lisell, stop oo sestrict third parties from abtuning
pcoess to persopnl duta without the authority of the datn user, Nevertheless, | have
soupht sdvice as o whether it is possible to prosecite 8 thirgd party for mn olfence
linked e, 1T peoe under, the Data Protection Act,

Whit appisrs 1o have huppened i somi of the complaint coses is that third portics

have diceived amplovees ol the daty user imo thinking that they had legitbmate



tocess o the dura, | have sought counsel s opinion md i whether it ks possible to ke
achion ggainst 4 third party. on the grounds of aiding, abetting, cotmselling or
procuring an offence under the Dam Protectjos Act, even though the person who
committed the principal offence had no intention of doing so. Whily Ieuling cotnsel
b iedvised that such prosecuon FHlY prove possible In cermain circumstanees, |
wAnnol pegard them as any adequate atswer fo concern abouit the activitios of (hird
partics.

Besides ity offence provisions, the Dara Protection Act sl reguines dita asers to
conform to the Dita Protection Principles, The Fighth Principle requires data users
o hivve upgproprie RELUTILY measures o prolect e poronal data they hold, Whees
complaint coases raise questings abo the security sarrounding persomal dan, theie
e taken up with the dati users concermned. Recent investigations, for exnmiple, have
bed 10 ome mujor daty wser making provements i its security procedures. (o protect
aguinst unsithorived iccess to peromil financial information, My purlicy ds tiy ohiin
complumee with the Data Protection Principles without embarking on enforcernent
actions where this is pissible. However. | yse the enforcement powers of the Act 1o

hrng abouf reguired changes where this s PRy,

| have no power fo mspect or audit computer systems, but do-soek o assist and
sheourige duts uver 1o adopt good practices. To this end I'have wratien 1o the Chicf
Executive Oificery af the mdfor banks asking for their co-aperution, lirstly In
reviewing their own secutity mensunes nnd secondly in making arningements for my
SEUT o discuss the maiter with appropriate sesior persannel. | have been pleased w
the positive responses | hove recoived. Iy laking this step | muke o imiplication that
there are problems within any of these bunks of that (he bhenking industry is the only
sector | may ullimately spproach in this wary. | have v met the Director Geners nf
the British Bankers Awsociation (BBA) anl have been interesied 1o lenrn that the
HBA hax already formed its ywn group 1o review and advise op Appropriite securiy
methods,

Another facror te consider Is the growing tind towards the widesprend
dissemmination of persona) dat. This may il the disclokure of polentially sensiifve
information - for example the isclos of finpncial information o gnd by eredit
reference apencies, Some of ihe personal data which ure the subject o complainte
iy have been disclosed from information services of this mature.

The Data Protecrion Act does nit limit disclosures of datg, provided soch
disclosures are in acconlinee with the duta user's register entry, The Third Data
Protecsion Principle which, on the face of B Temits dlischosures 1o those com it hie
with the purposes foe whicl persanad dute are helil, s effectively neguted by iis
werpretation. | have wentiffed this point alresdy in i enrlier repont 1o Parligment
and have urged the tightening of (he law i this respect. 1 undemtand that this s
been secepted in principle by the Govirrmen, although publication of the draft
Earopean Commumity Directive on Data Protection has put s FEMCHOTINGT () gy
amendiments to domestic low until the final form ol the thrective is known

In conelusion,; the Din Protection Act cin Ro samg way to alleviale the concermns
which have been raised, rarticularly by helping to estnblish appropriste levels of
CEMTIRET security. Buot, however good it ity be, o security s perfect and iy may e
that sanctions are also sppropriate to deter unauthorised iecess to pervonal data by
third puirties. The At muy also have 3 molé In iy respet, but only via a “relaed™
offerce which in untested and proving which would give rise 1o comsiderahle
evidemtial difficililes,

The Computer Misuse Aot (990 may be of sote relovimes in this carmext, bur my
provisional view ix that thiee miay well be a potential loophole in the faw n respecy
of the regulation of nnanihorised acoess to personil daiy by third parties, for
example. encuiry agenty



Mintsters and Parlisment may widh o consider whether there is b need {or soch
tegulation und whether curment law is sufficient. Such a consideration might be
founded on an enquiry info the natiee And extent of the trade in personal data
apparenily revealed by the Sunday Times articlos. This matier raises st of publls
puadicy and law which he outside the stalulory cover of the Act and heyond the
pawer amid reserees of my Office.

(b) The Police and Criminal J ustice System

iy The Comtent and Lifespan af Criminud Reveirds

The repont of i Home Office Eificiency Scrmtiny of the Natienal Collection
of Criminal Records was published in October 1991, One of the
recamuiendations of this repor was for the estiblishment of 2 single Natianal
Criminal Records System (NCRS) under the supervision of an agency
indlependent of the police. At present, criminal necomds @nd held on local police
fopce computers s well ak, or In addition to, the national system madnamed by
e Naticha] Identification Burcaw Although no decision hus yel bt tuken in
regard 10 (he independenl dgency, moves have begun to evablish o single
Natignil Crining] Records Svwiem on the Pailice Natives) Commputer (PNC2).

This has re-opemed the issue of the length of time for which criminal recerds
should be retained and the amendant eritetia under which records should be
deleted (or “wieeded ™). At present | Bave an agreement which the Association
of Chief Police Officers { ACPO) which, n essence, prowides for the deletion of
recards ulter Tixed periods of time. Certam “rriggers”, for example re-
offending, cause the retention of reconds beyond those periods, The details are
<t out i the ACPO Code af Practice for Polive Computer Systems (he Clode)
which was published in 1987, Broadly speaking the perfods relate 1o ‘different
categories of crime, the senleice imposed and the conviction recol of an
individual. These petiods, which had proviously been agheed by the police and
ihe Home Office, do mod seem o have heen hased on any specific analysis of
conviction and re-offending expenience.

The Home Office Scratiny accepled my. argument that a computor-hased
NCRS should be used to develop o more sophisticated asseesmaent of
appropriate weeding eritena il pericds for the pelention of records. However,
such an isiessmient will clearly taks some fime, In the meantime | have been
upproached by ACPD with proposals o nevise the currentily agroed critéris, A
nuniher ol reasons hove bees sdvanced for wishing to do this b Luching vhe
previdence of cortuin types of seritis oifence. changes in sentencing policy and
practice by the courts and the grericr use of cautions by the police,

The ACPO proposals would have extended the timo lor which ermmunal
securds coulid be kept for mony types of nffence. A retentlon period of 20 yeurs
since the last convietlon would bave become the norm for all fypes of offence
comumitted by adults, Thens wopld also have heen ke calegorics of offence
whith would ciuse this perdod to be extended up 1o the age of To, when it
would be reviewed, The time for which & recond of cautiops would be kept
v} be extended from 3 vean 1o 20 years. Finully, it was proposed to keep
informition oo sogquimils.

The srguments made for these changes were nol hasedd on any statistical
assessment s, o my knowledge, no relevant statintical information was
available. Rither, they were based on the “Teel” of serving police officers,
Nevertheless, even in the ahsence of other supporting angument, the views of
theme undertiking policing work demand senous comsiderifiin
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The proposal for the retention of details on cautions caused me CoIHE
Cautions are used much more than wis the case u fow venrs ago and for more
serious offences, However, | el that the luck of informution on the mies of
recidivism secionsly guestioned the proposil that caution details shouli be
rethined on fhe same hasis as convictions, Cn the dther hand 1 did Jeel ihat the
move fowands the increased use of cutitioning did ruise lepitimate questiony s
to whethe: the current 3 year retention perind was appropriate.

Vand my etaff have hod several belplul discussions with ACPO
representtives. The proposals have beeh modified and the following hre' the
changes to the corrent Code on which | hope 10 reach spreemens:

—  convichoms involving circamstomces of mdecenuy or vinlence, rnffickmg
in drygs and peossession of clisa A drugs would be added 1o the list of
those triggering vetention beyind 20 vears aftér the bast conviction, This
Tocognises the increasing concem in snciely aboat (hes tvpes of olfence,

—  caulioms would be retwned (nitially for 5 yoirs, with o commmitment 1o

amalyse reckhivism rates before the end of The § year peniodl. This would
enable the § year period 1o be reviewed on i proper basis and be retaimned,
reduced or extended o nppripiale.

The discussions alko ranged over the retention of dats on acquittali. I disks
ol seem appropriste (o retdin this kind of informution In a system which
TR to contain 4 recond of criminal convictions. el ACPO and | spree
that there s o general cane for such a retention, However, (hene ity be sonme
exeeptional circumstunces which will peed further conRderEon.

For example, section 3 of the Sexunl Dffences Act 1956 poluts w0 e tieed
fe Fetiin certain mformstion. Thix relutes jo chmmstances where o man usider
the age of 24 has been acyuitted of having unlawlul sexuil fercotmse with o
gitl under 16 on the grounds that he belicves her W be over that ape and has
reasoruible couse lor thin befiel. The nees 1o retain information anses becalse
this defence can be used anly once.

A similay peed 1o retain information iy ansa hinder section 27(3) of the
Theft Act 196N in fespect of evidence of the possession of stolen Prapeny ing
cuse wheee the sconsed peron wan dequined ol o charge of handling stofen
gy

The mew criteria for criminal record retention and weeding may bhe published
n fwe revispd Code (see below), However, [ note. that there wis Prrlismentury
dehate o these mupers when the origmal criteria were entablishied aml hoth
ACPO and 1 Feel it appropriate first to bring my agreement reachesd v ihe
attention of the Home Office.

Putitng Od Criminal Recoids on Campiuter

A Turther element 'of the Nattonil Criminal Recovds Syatem posing a
petential duty pritection concern Telates to the bBack record conversion of the
Natronal Identification Buareaw's existing munbal records. Due 1o the numbers
dnd the costs hnvolved if is possible thi those reconds will be converted into
compuierised [orm overicos Eicfm-: entry o NCRS. In these Checumstances the
e would be contrelied from the United Kingdom and be imended tir e used
in the United Kingdom. They winlsl, therefore, he sithject to the requintmenty
of the Diata Protection Act. | have drawn the Hotie Office Pollee Department's
atention 1o the Elghth Data Protection Principle which requires BpprGpTiae
security fim personal datn, The department hos indicared that, whilst as yel mo
declsion on back record comversion ha beey jaken by Miniwers, my advive
Will be saught if conversion is 1o take plice oversens.

B
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Autimatic Fingerpring Recogmition

A furthér elemeit of 4 criming] record systom is the wking and efenton al
fingerprints. Recently technology his been develuped to ullow for the
wiitoimatic contparison of Gmgerprint records and those ken froam the soeme of
4 erime: The Natlonal Collection of Criminal Records does not carrently
include such o Facility although the Scottish Criminal Records Office has
trroduced one in relation to records in Scotlhund.

A Consortium of some 39 police forces in Eagland and Wales his been
gstablished to provide automati fingerprint recognition [AFR) facilifies. This
has involved the inclusion in & centfal collection of each lorce’s det of
fingerprints and unidentified scene of crime marks. Whils the introduction of
AFR technology does tiot of itself pose any infrinsic data protecrion probioms,
issues relating 1o wider compliance with the Act are-shll relevant.

Onie drea of particular concern centres on the panod of time Tor which
fingerprint detadls would be retained and whether this becords with the
requirements of the Sixth Datn Protection Principle. This principle reguires thal
information shebd not be kept for Jonger than neceswary. The periods comrently

by the Copsortium differ from those for conviction mecintils st ol in
ihe ACPO Code of Pragtlee for Police Comprtes Systems, Discussions ane
uniderway 10 Tesolve the situstion. | hope thut a satisfactory conclusion will be
reached, bt untl this time | am holding back the acceptanee af regmairation
applications from aaumber of Comsonium mermhers,

Code af Practice for Police Computer Systems

in 1987 2 Code of Practice for Police Compuler Systems wis prodoced by
the Duti Proteciion Working Group of ACPO. | was pleased o welcome this
valunble initintive in a foreworsd to the conde. As can be scen from my
comments o criminal record and fingerprine developmeonts, a code of practics
doos need to be kept under pesiodic review 1 ensere that it conlinues 1o temain
relevant, Discussions on this have begun with ATPO and 1 hope thot thi
revision will be published before the next Anmiil Repart.

Prosecution of Police Officers

Complaints about police officers ane reparted by potice forces to the Director
of Public Prosecutions (DPP). Where the ormplaints are relevan| w the Data
Protection Act, it is then for the DPF to decide if o case exiats fim privsccition
of ihe olficer concerned. The prosecution 1s thon tken by the Crown
Prosccution Service mther than my Office.

It i am offence under the Pata Profection Act for servans o7 agents of 4 dots
user knowingly or recklesaly to use or disclose personnl date in 2 manner
inconsisient with that dats user's entry in the Dits Protection Register. Police
offigers who, for example. used police dita for their own pemonel purposes
might fuce prosecution for an offance. The decision In a recent Court of
Cuse, referred 10 in Section 4, may, affect future prosecations for aich offencen

There have Been o numbetr of sucoessful prosceutions of pelice officers.
However, the DPP has ékpressed o particolir concern about the difficlties in
schipving such successes. This stems from the wording of the standand regrstered
purpase for policing The wording. which governs the wies the police may make
of persomal data, has proved to he too broadly framed, Consultations with AL
hve resilied in ogreement on smendments which tehien the standan purpose
desoription. The amendments will be implemented shortly and | hope: that this
will overcome some of the current difficulties in taking rosecutions. under the
Dt Privection Act agiinst those who misse police dat.



(vi) HIVIAIDS Markery on the Police Netional Computer (PNC)

Conviction records held oo the PNC sllow for the mchision of o warning
stpnul o alent police officers 10 potentinl Heks 1o themselves or others. Oise of
the standard warning signah availuble indicaies “imuy be g hazard o others ag 5
carrier of 4 contagious. disease™ and this can be supplemeided by an indication
of HIVAATDE ssan.

I drew attemiion to this miiter in my list Annigl Report. As o resull of a
complainl, | considersd whather such an indication of an individoul's possible
HIV sus wan exvessive or irrelevant for pelicing purpeses and therelore o
breach of the Fourth Dats Protection Principle. Hoving tken into sccount
information: from o variety of sources including, o perticular, that from ihe
Government s Advisory Committer on Dangerous Pathagens, | coneluded i
was nid, However, 1 recognised that this was g rapidly develuping subjecr pnd
utidertook to comtinme 1 keep 11 andey considerntion.

Since then my stalf huve pirticipated in 8 Home OfFfice working group,
ERMPrNNg a varety of participants including representatives of the police
service. This winking group has dravwn up guidunce for the police service o
HIV/ATIS which hus now been [ssied as a Home (ffice Circubar (| 1342,

The circular reflects rocent advice from the Goveriment's Chiel Medical
Officer. The conclusion is that the best protection for police ofMioers livs in thair
adoption of stundant hygiene ures whenever ciroumstances artie which
may being them inlo contact with Moo and body Muids. The practice of relving.
on idenification of those with HIV is an tadequate method of protection
against infection and may tend to undermine the adoption of standard
procedupes,

The cireulir therefore recommiiids thit pulice fomees abould sel pr the
necessiry tratming and educatinn 1w extablish stendurd hygiene procedures imd
should cense the prucrice of recording an individual's HIV atsius on pirlice
records. Police forces should aim, where possible, 10 achieve delction of
HIV/AIDS warning signaks by the end of 199,

In thie light of these recommendations | have reviewed the position | ook it
year. The mew fiactor bs that there is pow 4 frm pobicy onr procedures, which
should be adopted by police forces, to avoid the risk of HIV Infeethme Onee
thoue procedures ire In place, whilst | would look il the facts of cach porticular
cawe, the holding of HIV mirkens would seem 1o be imelovi. Such nuirkers
watld alse poxsibly be excessive in view of the danger that they may
encotrage 8 false sense ol security. This might sndermine the hygiene
procedures ond put patice officers st sk,

| have concluded that | should bl to iy original view until thiere fian been
sufficient time for the necessasy training and education activities for puslice
officers to be put in place. | will discuss relevant dates with ACPO, bart would
expectan eatly development of the required courves and matérials,

tvil) Enforced Aceess to Criminal Récordy

| have commented before ghaut 1he practice of requiring individuals 1o
exercine their nghes of subject acocks in order 1o revesl tyeir crimiisal oGy tn
patential enplovers or licensing dutliorities | “enforced subject aceess') I My
well be proper 10 examine the criminal convictions of thise appiying for certai
types of employment o purticulur Ticenses and, indeed, the Road Teaffiy Act
1991 allows thin for ta drivers, Howevir, necesi 1o criminal reesuls showld nop
be achieved by u misuse of the righis given to individunls under the Dty
Protection Acr,

Tah
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| have proviously recommended thar the practice of enforced subject access
be made a crifmim sifence. 1 recognive thal the Act b unlikely w be hmended
until the European Commumity s proposed Duta Protection Directive has heen
finalised, hut | have dgain spprogched the Minister of State at the Home Office
10 s if eardier setion could be taken o end this abuse,

The Minisier has informed me that he doep not feel the time b yet night n
iniroduce the pecessary legislative steps, perlicularly as e Governmen is
reviewing the geperal question of sccess to criminal records. There i s thie
possabiility that the European Community Directive miy royuire momibsey stites
W place 4 peohibition on enforced subject nccess. The latest draft of the
proposed ditective, published subsequent to the Mimister™s response, does give
individuals 2 right 1o revist enforced pubpect decess,

| await the Government's review of pcoess o criminal reconds with interest.
Tn the meantime | will seck to monitor whether this misuse of the Act continues
1 grow. There is already evidence of greater numbees of enforvi subject
dooess redjuists ta both polive and aational insurinoe ecords,

(vitl)  Compurer Developients for the Criminal fustice System

The Committee for the Co-ordination of Compaterisation in the Crinvinal
Justice System (COCIS | continues o press forward with work 10 ratlondlise the
developmont and use of computer systemy, Views have been given for a
consultancy report on dutd protection and security commissioned by the
Commiltee. | huve been encouraged thar my (Tice has now: been invited to
prthtdpate in the CCCIS User Panel, This panel b aiklressing the ipproprate
level of data protection ssfeguards thar data wsers. will need to adopt permit
their eonnction 1o the syaem.

{¢) The Health Service

The Management Executive ol the Natlonal Heslth Service (NHSJ hos recently
laumched an information mapagement and technlogy siraiegy for the NHS in
England! The mim of the strategy bs to ensure that information and information
technolbegy ire munaged as significant resources for the benefit of individual patier
care as well as for the popalation as a whaole. Key principies behind the stratepy
include the development of “persan-based” systems which hold individual
healthcare records; grester inegrstion. between different NHS computer systems;
anil an extension of information Waring. Amongst the components o' be developed
are @ oo format NHS momber, shared NHS Administative Repssters and a systom
o NHS-wide notworking,

I welcome e assurance by Sir Duncan Nichol, the Choel Executive of the NHS
Management Executive that there will be discussions with represeniatives of (he
henliheare profossions and ather imerested punies dbout the implementation of the
strategy, Discussions will include the safeguards requlred to maintain the
confldentinlity of personil health information w ensure thal 1 will be available only
to those whio need 1o know (1 and who are suthorizsed to know I | am also
encouraged by the peneral level of mterest in dota protection and canfidentmalily
within the NHS, evidenced in part by the extent to which my ataff are called o w
contribute to o wide range of seminars on this topic. It is very impartunt that this
lavel of support and interes) translates into adeyuate safegunrds an the new NHS
systems develop, The sensitiviry of personal health data demands no hess,

(y The fmternad Market

In my last Report 1 relemed to the development of the internal market in the
NHS. This s led to contracts for the provision of healih care bejwoen
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purchisers anud providens and m sssaciuted flow of patient information in wihnt
ire bermed “contract minimum dat sos” This informution iv used bol T
Support the purchaser™s rolé in the internal morket amd for planning ynd
MENAZement purposes. Duiring the yeur my stalt completed an imvestignlbon bo
consides whether the collection, content arid tso of these dutn sets could Joad 1o
ventrmventions of the reyuiresments of the Dlmta Protection Act.

The investigition has reveajed e twet] for providers and- more particularly
purchusirs w review their PraClices to ensure cotmpliance with (e First. Fourth
and Eisghth Data Protection Principles. These Principles roquine that Prers
dati be “fairly ohiafmed”. “adequaete, relovant and ol excessive” and ke
securely. Partcular ottenthon necds o be given 1o the way in which putien
inforrnation bs ohtained, the requirerient for purchusers o hold panents” amnes
and addresses and the hustihing of data on marital sintus and eihnic origin. A
detailed repart of the fnvestigation has been published apd over 91K copies of
this have boen distributed. The findings are summarised in Appendix 3.

I am now wking Forvwind the conelusions of the invessigation, Discusions
have started with the NHS Munugement Executive on tye mmplicstions of the
report and the role e Manogement Execitive can play in ENCOUIARING sourid
datn protection pravtlies at purchiser and provider levels, The removal of
“marital satus” s ander considerntion g 1 have been assured at | will he

Will be mude 1o provide detailed guldance an the application of the "Ly
ohtaiming” requirenients of the Firsi Patg Protection Principle in the NHS.

The NHS Number

A decision hus now been fuken to re-issue Nabional Hoalth Service Nupibers,
These will become the primury reference for healih meeonds in Englund and
Wrkes, During the consnltation Yewfing up to this decision | enprieased Codyierm
that the Tormal of the new number mighi compromise patients” comfideniinbity
hy inmpnrn!l'u;; fochuninable perional inlormation such ay date of hinth. | am
peased thit my comcermns were recagained i that the fornut will mow be purely
numenic, anstroctured and inclide 3 check digir,

Wales. The cost and administrative burden of relssuifig existing CHI numbers
im0 formar that dock not nevenl personal information may not he eatwiei e by
the paing for bndividial privesy, However, considetation showuld he given to
tssuing future CHI pumbers by thet st Format s the pow NHS number. This
would gradually bring all numbers 10 the same standand. My siafl will b
dscussing thin possibility with he Seottinh uned Nowthern Ireland Offices,

In my Sixth Report | rufsed comcems abisir the lrnrsesil-.n!rt_-.. of the MNatibnal
Insurince Number becoming s de licto commai | entifier withour Ministers
and Parliameny hiving the QppuriLnity 1o consider whether u nathonul
Wlentification system slowld he extublishied, The smmie concerns now aree with
the new NHS sumber [y will be [saued o birth, will he well maintained,

The Depariment of Health and the NS Marigement Executive have made
it clear that they share o wish to etsure that the new number 4 securely held
inid used only for NHS purposes. They hive stated (has, in the unlikely ey
thal it proven necessary to pursoe unautherised (e of the new NHS number, i
will be powsible 1 do sy on (he grounds that the NHS. mumbering system will
e Crown Copyright,

ir
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Experience with the National Insurance Number leids me 10 guesion
whiether it b untikely that others will wish 1o bse the new NHS pumbet for thelt
own purpeses, Crown Copyright miy prove an gapensive amd cumbcrspme
remieily o counter possible uses of the nuinber Also, Crown Copyright does
not prevent the s of the NHS numbet by her Crown Agencies.

| simr digappinied that the Secretary of Siate has not (6l able to respopd
mote positively 1o my view that stitutory control of sooess o and use of the
niew NHS Number is pppropriate,

NHS Admintstrative Registers

Work has started an the development of & set af aptionally linked NHS
Adminstrative Registers. These will be shired population registers canitlimg
hasic detsils sbout ndividuals such as nume, address. sex. date of birth, NHS
umber and NHS orpanisations the incividual is registered with, Although the
data will be primarily administrative tather than climical it might neverthless
bo sensitive, for example rovealing detalls of NHS arzanisations & patient is in
contact witl. 1t 1s intended that information frain) e regisiers will be available
throughiut the NHS on a “need o know™ basis.

“Theéte have been disopssions on the da protection implications of these
registers with the NHS Manugement Exceutive, | antiipute there befng furiher
consultatinn with my Office as the main areas of concer) ar clarified. Issucs 10
which particular drtention is being given include the extent (o which
iformation on m individual's farmer mames and previous addresses will be
held: i methods through which access w he-regisiers by NHS sl wall be
contralled: pnd arrangements to ensure the decurnoy of the information
recimded. | am anylous that the infdrmation that will form the registers shuotilid
be obtained fairty ns nequired by the Fimt Duti Protection Principle mnd (hat
any rights patients may have ovel their information are not compromised
Decixions will be peeded on the Circumstances, if any, in which ‘non-NHS
rgmmnations sich as ocsil authodties, the police and researchers are able
\in decess to the registens

The Confidentiality of Health Informatian

In my Fifth Annual Report (10893 | referred 1o wark which the
Intorprofessional Working Group in the medical sector had carried out o
produce a dralt Code of Confidentiality of Persanal Health Informanion. A
debate was continuing as 1o wheiber the Cuode should have stuutory Toece or
not. In my Seventh Report (1991) | reaflinmed my suppon for adoption of the
Code which vould set sirong constraitits ot the use and disclosire of persatil
mealih fnformation,

At the smme time | expréssed some disappoinimen that the Department ol
Health had not sapported the mtroduction of statulory provisions. The
Deparment was watking on its own draft non-siatutary guidance and | i
been assured 1 would be consulted as to the data mratection unplications.
Ui fortunatily, (e Deparment hits not yet been alvle 1o publish this ghidemee

In the context of the intemil market, | have weloomed 4 Code of Practice {of
the Handling of Confidential Patient Infarmation in the Contracting
Ervironment issued by the NHS Management Execative, However, | remain
coticerned that the Department of Health's mueh wider guidance on the
confikentiality, use md disclosure of personol heulth information is still mod
available. The sharing of informution between e NHS, tocal apthority social
services departments and other apencics as required from April 1993 by the
commumity, care reforms, makes the peed Tor clgar, comprehensive puidiance
Ve ITHITE Presiing.
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Uhne recent resson for the continuing doliy might be the Department of
Health's approsch, late in 1992, 1 disguss with me the inclusion of guidance
an the Lair obtaining of informoticn from patienits, I notice that the Government
recently wnnoonced, in o House of Lot debate, thay draft gwidance on the
cisfidentiality of health datg and the press would b lssued bn advbiee of
finalisation of guidante as 0 whole. The Government Bas now followed up by
Fasuing a draft circular for comment. 1 would not wish to hold matiers ap un the
single point of fair obtaining. If it proves pot 1o be capabhe of resobution within
4 reasanable period | wiil ask the Department of Health if it could consider
releasing the other parts of te draft guldasce.

The Case for Ssatuiory Priovection

| havé referred 1o the increasing need for safeguards 1o ensure (hat
developments in the NHS do naot comiproming the confidentiality of sensitive
healily information, | have doubts whether the comman law, pom-statuory
Buidince or professional codes alone will be sulTicient. The common Taw duty
of confldence is complex and does not appeir 1o have been lested in
circumstances auch s tlil: wide lise of health information in the NHS. In any
case, it is a cumborsome and expensive remedy for an individual. Ay']
understand it the Department of Healih's prapaosed goidance will mly be
applicable in the NHS and will rely for enforcement on the contraciuil dufies
staft owe 10 0 multiplicity of employers. Protessionul. codey muay woll vary in
cofitent amd enforceability und theey will not cover 1l those dealing with health
MO,

It weems appriopriate for there 1o be clear. enlorceable, and generally
applicable controls on the colloction, wie snd disclosure o personal healtl
informution. It muay be that only statte luw gan prorviche these,

The Dotn Protection Act énphleil the United Kingdam to ratify the Council
ol Europe Convention for the Protection of Individuals With Regard 1o
Automatic Procesving of Personul Data. Article & of the Canveation provides
thist sensitive personal data, which includes that concerming health, may my be
processed unless domestic law provides appropriale safeguinds.

The Consultative Commines estublished under thee Convention has recently
given 4 fmal opitlon on Amicle 6.1 conclades tht “pppropriste safeguands”
should be understood ns any measure protecting sensifive duta which poes
further han the minfmom profection which, under the Comvention, must be
given o non-sensitive data. Whether the Dats Protection Act docs, in iy case,
g0 further thas this mintmum level s g matter for careful conriderntion, If
further pratection isrequired, then Section 23) of the At allows an order o b
made to strengthen the Data Protection Principles in their application to
personil ealth da,

Local Government

The Counvil Ta

The council tux came into being on | Apeil 1993, In the ‘colirse of prepaing
fuir the now tan my stff worked closely with officialy from the Bepartment of
the: Environment, the Department of Sociz) Security, the Welsh Office unil the
Local Autharity Associstions o develop data protection puidance Tor Joval
sutlinritles, A counci) tax practice note on information gnd datn pritection hos
been circulated. This Is one of a serics of nine such notes published by the
Deprartment of Environmen,

The practice note gives general Euldanco on the requiremens of (he Distg
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Protection Act and the specific registration requirements atising from the
council o, 1t lso relates the *fair obtaining” requirementy of the First Data
Protection Principle (o the information gathering powers of local autharities,
The Fourth Data Protection Prnciple requires that persanad data be “ndequate.
selovant and mot excessive”™, The practice note suggests those types of
informtation which are likely 10 meet this requirement and those which are pot,
Model inguiry forms are provided for use by lucal authoritics seeking o
entify those whio are lable to pay the tax and those who quekify for the award
of @ dizcouiy

My suaff have given both written and telephone advice w numerais logal
anthorities snd others, They have addiessed more than pwenty sennipars of
council s proctitioners aroond the coumry. | welcome the extent to which
garly and detalled attention hes been given to the data protection ssues
imvolved, Whilst 1 have investigated some complaints from the public shout the
commncil 1y, these complaints are’ neither as HIMEroos NOT ek M af the
same subsiance s those T received about the community champie. [rideed, somie
cormminity chitrpe problems are only juk heing cloared up.

b my Last Report indichted that the Government hid taken the view that, u
a-matter of poticy, copies of coumell mx viluation lists woukl not be wvailahle
fur sale commercially. | am awire that the Depatment of the Enyiromment hos
received a number of enguiries siing whether the lists cun be sipld, | welgome
the Department’s eledr ddvive thut, bevond individual rights of nspection, a
lircal authority: cannot sell eithet theae lsts or information from them.

Houxing amd Conncil Tax Berefits

In August 1991 1 lssued o consultation paper oullining my mitiel concemy
dhout the way in which computerised records are usod By local autharities in
miminister government benefits. Many detailed responses were received, My
Wil sotweguently took pan in o series of meetings with the Department of
Sociil Security (DS5) and the Local Authority Assoclations.

Whilsl | hive not been In o povition to make progress us quickly-as |
originnlly hoped. | huve recently heen able 10 forward deadl data protection
gubdance i the DSS. This draft guidance highlights the requitements of the
First Data Protection Principle that personal daa be “obtuined falrly™ and
“processed luwiully™ and the requirement of the Fourth Daia Protection
Principle that personal data should be “adequate, relevant and mol exciesamve
It sdlilpessey the extent 1o which individuals supplying information on clam
forms should be made aware that. in sore instances, the infomution collecied
from them may be uned for purposes unconnected with their gluim or oy be
disolosed outside the Jocal authority. The drfl guidance flue yuestioms he
holding ol cerain information sboul claimants including Notionul Insurprce
Numbirs of those pol woeiving fncome suppirt, emtployment details, financial
etiils of mon-dependents, marital hissory and treatmest in hospital

Further discussions are underwuy with the PSS and the Local Authority
Associations which 1 hope will lead to the fsue of clear. practical advice fir
the benelit of praciitionens. These discussions cover not only. the. kit hons
of the drafi goidance far the administration of benefits but also the way in
which the guidance will be disseminated.

Sactal Policy Resedreh

Locel authorties and housing associations are from time o time asked 1o
provide smples of housing tenmits or prodpective tenits in connection with
sncial policy research, A sample might be drawn from a particoldr sub group
sugh as tepants with significkat rent arvoars, Names and addresses of
individuais in the sample are passed (o indepentdent resenrch organivations who
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interview the individuals or send thom questionnajres: The resedrch
arganisations then pass sggregsted information 1o povernment departments,
vkt usatally the Department of the Enviromment ( Dol),

b have received enquities from local suthorites voncermed an 1o the data
peotection implications of this practice. As o resull | mode s appronch e the
DoE. I have subsequenily been invalved in detniled discussions with
representatives of relevant povernment depariments and rescarch organisatins
about the applicution of the “lair obtaining™ provisions of the First Data
Protection Principle: in these cifcumstances.

It has heen pecepied that there is i need for local authorities o inform
lenants o prospedctive tenanis that informatlon they provide in-connection with
their housing needs might be passed on (o rescarch oreanisations. Iy additios
there will be some cases where 3 local authority, secking 1o ensure that housing
miformation, i Tairly obtained. will huve 1o give 8 tenant of prospective tepant
the appartunity to “opt out” of the disclosure of his or her information for
revcarch. Thin will oeeur with those clients of a locdl authorily housipg
depirtment who do nol, in practice, have other sowrces of housing availabie (o
them such that they could decline 10 provide information.

Whilst a local suthority will — salely on sccount of the Dath Prodection Act —
ey be reguired Vo offer a0 “opt o™ 16 hose clients who have no real choice
over where they seck housing, it is clear that there might be practical
difficulties in s suthonty s idemifying and applving different standirds 0
differem groups of clients. A prudent foca] suthority might ihetefore conclude
that the only way il can ensure that an opt ot 14 provided in those cases where
It iy rexquived 45 4o offer the Teility toall tenunis oF prospective fommha,

| om tnking steps o ensire that local sothionitiss and housing issocialins wre
madde aware ol the (air obtaining reyuiements appropriate o this activity,

Commnunity Care Reforms

In referring to issues in the Health Service | mentioned the impact of the
comitiunity care refomms. From April this vear local authorities huve taken on
respansibilitics for sssessing individuals’ needs for care in the community and
for arranging appropriate care. including residentig! and nuesing bome
provision, These developmetits ire inevitably giving rise w o greater shiting of
Information on putients anid clients between the NHS and local authority sociul
serviors deplriments,

In somu cases personal dini on individual patients will be under the control
of both g sociil services dopartment and an NHS Authority oy Trust, 11 is
essential that both arganisations wrie cloar as w who has the respoasibilities of «
distar user under the Dists Prodection Act. In shuations where there is any doubi |
recommend that the pirtics enter info a contract or other formal sgreemen
which clisnfies mafiers.

Any armangements for the shuring of pessomil dota should take full account
of the requirements of the Dut Protection Principles. [n particulsr individusly
shatld be made awane of who will shure this dats and for what purpose. The
informmion held should be no more than cither the relevant NHS otpiurisation
or the social services depurtment needs v (ulfil 1y functions. Security measares
are required that are appropriate w0 the sensitivity of the personal infarmation
thut b fvalved. | look o the suthorities concemed fo develop the necessary
standards aod prictioss

Camypreting in 3okl
Inmy last Repon | outlined the reasons why many govemning hodizs and
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headieschers of local education authorty (LEA |} mamtamed schools have 10
regisier under the Daga Protection Act as data users in their own right, My siall
wwsixied afficinty of the l'.hpuruu:m for Educaton {IFE) aml the Weldy Cfiece
in drafting guidance for fsue (s LEAs and LEA mumtained schools. Siemilar
puidance iv issued to new grant maintained schools i England.

There hove been over 200000 applcatyons for regrtraton from goveming
bodies and headteachers, There has been o wide range ol enguirics lrom
schoals and detailed advice and assitance is provided wherever posgible. | am
encournged thal most governing bodies and hesdieschers e clearly aware of
the requirements of the Data Protection Act and have recognised their
mespaiaibilities for repestration,

Howgver, | am concemed that some 18 months after the DFE's guidance was
eaned there ppear 1o be o significans number of governing hodies and
headiendhiem who, whilst qualifving ns datn users. hove md vel registered onder
the Act. To be a dote wier without being rogistered is o ciminal iffemce, nivw
sitrncting a line of wp lo £5.000 in o magistrates court | will be 1aking steps o
identify where these failimes to register at schonl lovel exist mmd o rectify mmy
omizsiond | node that the mmber GF registeations vartes substantially auross
different cdicatbon suthonitles.

So far as Scotland and Netthern lreland are concerned | hive been
examintng the relevant legislation. It appears w me that. in Scotland, contmol of
| datn Hetld fn rmaniaiied schonls generally rests with the Regional mol
Islands™ Councils, i education authorities, pather than with individual school
boards or headieachers. However, in Northem Ireland there s & substantial
element of control thit rests with hoards of governiors and schonl principals. |
bave bein cotcereld aboul delay i lsauing guidince from the Depiotment of
Education for Northern Ireland. However, | am pleased to huve recently
received assurances that formal puidance shoald be issued o boards of
governors and prindipuls sronnd the time this Repion is published.

Purlismnt b recently been considering a now Hifoneation Bill, Amongst
ol prrowisiorrs the Bill provides for the goveéming bodics of LEA mintadned
schawils in England and Wales 1o beoome compomnite miher thim usincorporabod
botties. A corpormte sovemning body will be o different legil “person’” from s
uninorrporsled predocessor, B il holds personad data it will have 1o (ol out a
e peistranbon o the dae ol icorporstion s pay an sdditionsl egisiraliod
fee, This will ploce o coniidernble financisgl and adminisirative hurden on
gierrming bodies without any cosmierhilanecing berefits [ar the accurady aml
cimplotenssy of the Register., [ have therofore proposed o the DFE that an
adilivional clmise should be indorporatisd bnto the Rl ranaferring the dats
pratection registrition from the oxisting o the new goverming body.

(e) Data Protection and the Media

When conspdenmg the posarion of dagn progecioon snd the medin, privacy and
frevidom of expresdion = two imporant human rights — bump up sgainst eoch other.
There has, of course, heen much wider detwite about privacy and the press outvide
ihe context of date protection. Data protection was mentioned 1u the Culcutt
Review®, I1 was suggested that there should be a further oxpmination of the mile
which the Dty Protoction Act 1984 might play. | belleve this aose from evidence
put tn by my Offjce.

Hroadly, my view s that modern highly sutomated newspaper production systems
are within my jorisdiction. o thol case, o newspapar publisher, is any dits uner, s

* Dlppriartiicen, ol Boatiomal Heriuge Beylew ol Fross Sell-Mepabioioi (s S Deyvid Caliuis O, juibij s by
IS, Famury [W2Y



register amd comply with the eight Dats Protection Principlen: In particulie, be mu
bold securnte daln and obtai mformation famrly anad Lawfully, | might, for expmple,
tike the view that 1elephone interceplion wis oy uafdir means of obtalning
mformntion; in which case | could serve an Enforcemient Notice to secure a resnedy
[or this bredch of prineciple. Although this iy not be the most straightforwand way
of regulating these issuey, | do believe thil the g Protection Act would have 3
role lu play if complaints were made 1o W 111 NPRTORriide casies,

As cat be seen lrom Section 2. the use of persanal duin by the medib is dlso o
matter of comsideration in the proposed Europesn Commusity (EC) Directive 0
Data Protection, | wm concerned that BNy exemptions given to the medis as o real)
of an EC directive shotd only be such s are strielly nevessary 1o reconcile privacy
righty with freedim of exprovsfon. It sibject acvess oxemiptiond were specifioally
granted o investigative joumilists, for example, il woukl be difffcult to onderstnd

“why these should be wider tham those available 1o the police. The miedis should pot
smply he granted sweoping cxomptions from legislution which protects mudlviduals,

Ther are no speciul exemiption for the media in e Dt Profeetion Act 1984, To
the best ol my knowiedge this his not cuused any prishlems. This seemenl (o be
cortfirmed ul o meeting during the vear with representadives of the Independent
Television Aswociatiom, TTN, Clhiannel 4 and the BEC. The Deputy Registrir has
subsequently met with representitives of the Newspuper Society and (he Newspuper
Publishers Associition,

| hape 1o comtinye discussinns with the media vowards the end of the veur when |
expect the provisions of tho proposed EC direetive. will hive becmue clrarer,

() The Cade of Banking Practice

The Code of Banking Proctice was published in Deécomber 1991 snd came it
force on 16 March 1992, 1i fiollowed the Banking Services Review Comminee repon
on banking confidentiality and provided o self-regulitory. rather thun Atittuinry
response (o the conclusions of that report, |t rebstes 1 ks, bailding societivs and
curd insgers,

From the dits protection viewpoini the two relovamt pants of the code relate 10
customer confidentinlity mnd the markdting of services. These are covered in
Sections 6 and ¥ respectively of the code.

Paragraph 6.1 af the code states thar:

“Bunks and building societies will obwerve a strict g y of confidentislity
abaut their customers' (md former elstomens T personal fnancial offairs
and will pat disclose detuils of costomers’ Becouls o thetr names wnd
adddresses to by third purty, meluding other companies in the same group,
other thin n the four excoptional canes permiticd by the law,”

The lour exceptions are kpown as the Tournier rilles, DHsclosure of wuch
inforimation is permited whene:

—  nbank dr building society b legully campoiled 1o do so;

—  there ik o public duty o disehose:

—  the intevoits of the bunk or building sociery require dischosure:

—  disclosure ix made ot thee reguest, ar with the capuent of ihe cosiomer

Prarsigraph 8.1 of the code siates (hai:
“Binks and building societies will ot prass costomers” nimes wnd
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adldresses to other companies in the ssme grog, in the absence of express
comment.”

A Review Comminee, chaired by Sir George Blgnden, has bech set up to manitor
the operation of the code of practice. In February 1993 the Comimitiee started s Tirst
review of the code. | i plessed 1o have been asked to commment ind | hove s
the following views to the Commitiee.

The Tirst concern in that some banks have made (0o condition of made that
individuals sive thelr express eomsent For informstion about them wd their accounts
w be pazsed 10 other arganisations. Theve organisativns may prmarily be other
companies in the same proup. That does ot necessarily mean that those othir
companies sre involved in hanking activities. The benefit 1o individusls under
sectivn %1 of the code s clearly negubed, as fur as these bunks ire copcermed, if o
customer cannol have an pccount unliss he or she gives consent o the very
disciosures fhe code i spposod to poven.

Secandly, the protection given by patagraphs 6.1 and 5.1 has beei undermumed by
thie Tact thst many banks employ “host mailing™, By this technique. they il
sebisctinny of tndivideals on their own' datsbases with offers of goods and fervices
feom other companies in their groups. The hanks’ customer information s pot
dibeloged 10 the other compantes. althoigth they may wltimately come inmo posiession
of i A simplistic example of thin might he where 3 bank mails a fintncial wevice
offer on hehall of gwother company in the groap, It docs 5o only o those curiomen
with & deposit secount balupee of ot least 5000, The other company will know that
any hank cuspmer responding 1o it kas such = balance. Thin information will
effcctively have heen passed from the bank 1o the other compiny without lts
customers. kpowledpe, let alone cansent. In the eurrent code, comphimis has been
placed an the dischosune of information. However it can he argued that a bank s duty
of confidentinlity can bo breached not only by disclosure of customey {nformation.
it by the use of such informatjor. This secoml concern might be met if tho
requirement for customer consent In the code constrined not only disclosures, bat
irres of 4 customes s information,

Thirdly, some bunks, building societies an cand {ssuers disclode both “hlaok™
{where in secour |s in defiuly) mnd “whiwe™ (k- nommil account) infermation m credii
reference apencics. There must be o quiestion mark @6 1o how these disclosures of
infurmation by honks to credit reference agengies mre permitted by the code or umkder
the Tourmnier rules. It may possibly be argued that disclosing informalion 1o credst
reference agencies in the interests of ofher banks cian he suid 1o be propocly requimed
iy the interests of the disclising beink because of a “guid pro quo™ smmgement. |
feel that this urgument may be difficil o susiain,

(¢) Free Insurance Offers by Banks and Building Societies

My sttention was drawn recontly 1o promations being undertakien by o number of
banks and building socicties in conjunction with an insurance company, The
promatlon offered customers a period of free secidental death mssrance. I had
infarmation in relation 1o one partcnlar bunk which led me 1o belicve that the main
objective of the promotion was w0 Improve the quality of information hetd on
customers, |n particuls, # was intended to obtain customers’ dates of hinth. where
those were riol alreidy held. In view of this | questioned whether the infirmition
wims being obviained Farky,

Customers taking advantage of the offer were to be asked 1o eeemplede i
application {orm giving brief personal detuils including their date of birth, The
application form contained o notfication thar information provided roighit sl e
wiied 1o udvise the customer of othor setvices provided by the bank and its relaed
companies. It jeemed to me that this setification did mof reveal the full purpase for
which information was being ohiained.



| am pleased 1o say that the bank concemed offered 1o include with the proposed
meilphid o separate insert with o notification which Clearly expluined s information
gathering purpose. The wonling agreed was as follows:

“Datn Protection Act 1954

The enclosed application form TOquests you fo:provide cerftiin
information. As well os BESISLNG Us In providing 4 sorvice which il
might apply for in the application form, the information obtained from
you may be wsed 10 opdate and enhance our Fecords. An imporiani
purpose of this exercise |s o obtatn improved date of birth ditg for oug
cistomery which is obtoined as part of the response |nformation
requesied. This exercise should dnable o more eificiently 1o advise vou
of other services provided by Imime of hank) companies in which Ykl
might be mierested, ™

(h) The Credit Sector

The amount of work involved in the enforcement actions i (e wse 0f third party
tformotion has now lessened and stiention i« being directed t0 other crodit thsues,

I s hoped o tike part in o regudur mesttings with the Credit Indasry Forum
i Dato Protection, A recent mecting discussed matters such s

—  the fact thar credit reference agencies shiw iin outstanding seoount as having
beon written off when the Individugl bis paid the amount due 10 & debt
factoring company;

—  the trandfer of data between oredit reference agoncies and the Banks, It appears
that, in certmin cincumstapees, out of date information is supplied 1o bunks. For
cxample, an account thar used 1o be in srrears but s how palid up will
nometimis be reported 1o (e bank ay acurrenily delinguent secouns;

— crodit checks with eredit reference agondies which appear 1o be being
undertiken by financial insrinutions offering scoounts that do not give crediy:

— e retention of credit card numbers and account nimbers by credil reference
agencics, particulasly when these are disolosed 1 their clients or as third pany
tforttion on credit reference files obained by individoils,

== the use ol credit reference information by debt tracing apentx:

— the length of time that bankrupiey data are hekd by crodit refermmce agencies.

(i) Murt_gﬂ,ge Intormation

_Regular meetings have been established with the Council of Mortgage Lenders,
Thie Councal wishes 10 extend its Poxsessions Registor, which contuing depuils o
humises that have heest repossessed by biilifing socicties, 1o fnclude MOraNgs arreims
information, In addition the Council of Mortgage Londers wishes to sel up o
Mortgage Applications Fraud Register, In i Turther initiative. joint venture: botween
five ot six bullding socicties 1y directed yo seting up & Viliations Register which
mizy lself be expanded into o Mortgape Applizations Friwd Regivter. There is o very
co-opesitive aritude on e part of the bailding wociatios and detailed sdvice s bairige
given ot the planning stage for all of these projects.

(1) Fair Obtaining of Information

The First Dits Protection Principle requires st informition (o be comthined in



persinal data must be obtained fmrly, The Daa Protection: Act has had a shgnificanl
alfect om the standasds set here i both the public and piiate seclom, A comment o
Jnlarmation which is obtrined under statuie is inclwded in Section 441,

There may be occasions where un individual should be given an opt-out from
extraneois wses of mfopmation he ot she provides (o o dats gser. | hive beea pleased
b sce that the British Code of Advertining Practice administercd by the Advertising
Suindsirdy Authority (ASA) sets this stendard for direct marketing activities by third
purties. However, in general | uve tken the yiew that ihe Act simply reguires il
those providing information should be informed, when ihey supply it, of any
extraneous Orunisations, wes or disclossres which they could not reasorbly ke

expicted o anticipate.

There are many different renctions (o the lssue of fuir obtaining. Flunly, some
disaigree with my view of the faw and that will be tested in the sppeals o the Data
Prisectiol Tribunal referred 1o in Section &, The following examples alse {llusteate a

rige of fosponses:

—  the Governmem potification to individuals of the BT3 share offer mukes |
clear that, if un individual regisiers with o share shop, he or she may receive
affers of other services from that shop, It can be srzeed thay this mght he
appurest to most adividuals ond 1 am pleased, lollowing comuu|[Ltion with my
(fice that the position hay been made clear for all:

— wide range of argmisations is now informing fadividuals when they supply
infrrmntion that it muy be used lor malling purposcs by those organisationg anid
athers, Many organisations offer @ simple opt out from such mailings via s tick-
box. Hivwever, some make the opt out less easy (o exergise by requiring
inckividuals to write s requesting this:

—  discusssons throughout 1992 led jo the imroduction of 3 code of proctice which
wot standards for the Tair obtaining of personal doti by agencics which accepl
bookings for theatre and other events wver the telephone. A Formuly was
devised 10 onsure that informigion i ot used aboul those who bay tickes over
the telephone without their belng properly aware of extrancous uses il
disclosures e being given an oppuatunity 1o opt oot of these;

—  discussioms with the pringipal mail order traders have ensured: thar they now
obtain information, to he contphied i prrsonal dav, fardy, For example by
mcluding statements W ndividuats who spply for mail order cialogues thai
thetr details will be checked with o eredit reference agency and that the credit
reference agency will retain deznils of that check. Interestmgly, although it hus
been possible to conclude matters suceessfully with the individual el o
traders, {1 hus proved very difficull o obtain the sme level of sgreement with
their represontative body, the Muil Order Traders Associution (MOTA)L It i
hoped in the near fiture to re-cstablish dincussions with MOTA (o try 1o
enshrine the agreements reischisd with the inadividual companies within the
inimsiry code of proctice:

—  individuals completing lifestyle questionnaives may not be aware that the
information they provide is going not only to the lifestyle questionnaire
company. bl also to other companies which have sponsored particular
questions. [Hscussions with ane of the Logest compunies producing Lifestyle
questionnaires hive resalied in enhanced motificarions about this point, These
advise imd|vidunts thar informeation provided bn spewer to specific quisthne
will be shared with purticular orgenisitions.

Fhe proposed Beropean Community Directive on Daw Projection referred 10 n
Section 2 may wiell megquire that detalls of tses i disclosures of miorrathon be
given when it is obtuined from indivicuals: | hope thar the progress made over the



last few years cun continue, both under the Act ind unider & directive, with a
comvergence i high stendands of opentiess, not leas) those contiined in the Hripsh
Code of Advenising Practice,

(k) Direct Marketing

As indicaled in Section 5, there has heen steady devline in the number of
compluints receivid about sasolicited mail. | believe that the Data Protection Act
hiss led 1o what seemp 10 be u lowering in the imitation ciused to many people by
what s popularly called “junk mail”,

The Act his contribeted ln wo ways, Firstly, through causing greater openness i1
thiwe wha cullect and pass on information aboot individuals for iarketing purposes.
The discussion of “fair obtalning™ uhove, Indicates the st of progress which has
beens mude. Secemdly, by supporting and stimibating (he valuable initiative. ket by
the direct marketing induitry itself, in medting wp the Muoiling Preference Service
(MPS),

Thie MPS ullows peaple 10 suppress the use of their names on direet Mk ting
mailing lists, I aceords well with oy view of the reijiuirement in the First Dt
Protection Principhe thit perspaal data shal| be processod lakefy. Sinve the Act came
ity fowce, the industry has invested to dovelop and re-inganise the MPS and it now
has & “stop list” of over 300,000 howschalds, Those wh do mot wish lo recgive
unsabivited mail and register with the MPS should i » significant reduction in
envelopes dropping through their doors after a period of § fow months,

The propuosed European Community Direetive on Data Protection curfently
comtuing 4 right for individeals to have thelr detals removed from marketing ligts.
The vulue of the MPS may-well be underlingd by 1his roguirerneng.

() Telecommunications

leb iny last Adnbal Repon | refermed 1o calling line alentification (CLIY This is a
Facility which is becoming possible with the modenisation of telephone networks. It
I 4 technigue which, in its simplest foem, pHlows person recelving b telephone call
1o read, from o display on the recelving Instrument, the wlephine number from
which the call has been made.

An Appeudix fo that last report sets o my views an CLL | poinled to possible
advantages and divadvaniages of thiy lacility, The advantages (=01 10 the pary bemg
cilled. They were:

— by partially removing anonymity from those making calls, CLI s likely 1o
reduce the number of malicious culls:

= CLI can arsist the emérgency servides in traving the souroe af cully, where this
s et staten), aned conlid also discournge hoax enlls:

— Tl grves the reeipient of a call the opporiunity w decide, on the hakis of the
displayed number, whether or nat to sccept 4 call,

—  iransmission of the caller’s nomber eréales marketing possibilities for cailled
mgnnisitimns, hrough captione of the caller's number and immediote linkage
with databases which eun provide and capure sdditlonal information sboi the
caller,

The disudvantages were for the calling party, They were:
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—  1f the display of numbers were compulsory and universal, the. ex-tirectioty
systerm winild be prejudiced;

— e threal of malicious calls wonld be reduced, Bt the nmumber of unwantzd
calls {eg. from patients to doctors at hame] coubil inctease @ the result of the
avatishility of callers” numbern:

—  compubsory universal CLE wirild make the anonymous calling of helplines, o
of the police to give information; very much more d@ifficull i may resrict szl
culls t those made from public telephone bokes. I could also be a hindrunce o
organizstions such as the police when making calls ub part of their duthes:

U1 would be likely 1o lead 10 mcreased pumbers ol junk jelephane calls” if
the numbers of collers to suppliers of goods umd services were "captored” for
Inter murketing use.

LI theretore has benefits for the called party, in providing him with extrd
information ibout the caller even before the call is accepled. Rut the qoestion arises
as to how best CLY can be mmphemented withoul enabling the called pany bo ke
unfuir advantage of the caller. '

| concluded thit the lntredoction of CLT by o United Kingdom
telecommunications operatur wikihd mise uues within my jursdiction. Thewe could
atily be nddressed adeguately by the istroduction of measures (o ensare thal the use
of CL1 does not contravene the Dina Protection Principles, particulaly that regquiniog
the fair processing of personal datd, Those measures Whrmald include Facilities (o
ullow the caller to suppress the display of his number o e called party on o call-by-
cill basis (per call blocking) or for all calls Trom hin lime (per ling blocking),
Furthermare, those facilithes should be simple 10 use and mist a0l give rise o a
ditect charge to the subscriber whao blovks CLL

Everts have moved on in the lost yeir, Both of the major aatlons] neiwork
nperators, British Telecom (BT) and Mercury, are considermg providing CLL on
their networks. Both companies have held meetings st which their proposaly were
expliined, | wis ploased o be inviesd w thiese and (o see that the issues which |
rnisedd have beon recogmised. Indeed, there does seem 1o be g wide consensus across
the industry thar the legitimate privacy interests of the caller must be waken o
ecount by providing blocking facilities. However, whother the telecommunications
companies will wish w0 provide all the posaible hlocking facilities remains 1o be
SEEH.

British Telecom hax gone Turther towards the implementation of CLI by
establishing @ Fve trial in Elgin in the North Bast of Scotland, Selected subscriber
o thie focal exchange wking part in that trial were lopned a call display unit 1o plug
o iheir telephone T, This provided a CLL diplay for calls from uny other
slibscriber on-the local exchange. All calling subscribers hud available a per call
blacking facility by which the display of (helr number could be suppressed by
dialitng & prefix before dialling the mumber 1 be called. A per line blocking facility
ws also avallable but wis ol olfered geserally to subscrbers along with per call
blocking.

| was consalted by BT before the wial hegan and took the oppormumity o comment
o some of the detadls. | did not raise any objection 1o the trial proceeding, though |1
expressed rescrvations on seme aspects, particulurly the approach taken o per lime
blocking. where | muiniain the position 1 ook inomy 1992 Report, The trial win
congladed at the end of March 1993, and I expect to have the opportumity o disciss
ihe resulis with BT m the mew Future,

It seems abmost certain that CL1 will be introducsd nationally o the nol oo distn
future. There does not now seem any likehhood that it eould be miroduced m an
unrestricted form without blocking. However, the debate will continue on whal form



the blocking Facifity shoulil take sad how blockmg requests will be transmiited
dctims network boundaries. There in wlso an issue as b hivw the telephone user
population will be infarmed about the focilities available so that they can muake
informed choice ax 1o whether thelr nimber |s tisplayed or not, | foak forsard 10
taking an sctive part i that debate and | have alrendy hean usked to comment on 4
propsed code of practice for interconnecting network operators, It is plainly
important that privacy mrotection can be Buaraniced jcross conndcling networks
before CLEis introduced,

(m)  Data Matching

Dt matching is the compurerised aomparison of two or more sety of reconds, The
objective in to seek oul any reconds which relate to the wwme individual, Where (hete
in such a “much” then the information from ohe set of records may be transferred to
enhance the mher set. Allermatively, the information on the muched individual may
be extracted for decision and action and ‘may form the basis of 4 further set of
rocomds. Thes new set may ultimuely form g set of “profiles” of mdividuals drawn
from a number of different sources,

There are i number of variations of the technique. For expmple, recards on a
wingle or o selecied number of {ondividuls may be sought from w particular fle.
Alternutively, 4 set of records ruy be searched fo find ull those with u pritrticular s
of characieristics. However, there in usually the common pPoing that [he sets of
Teeotdy being searchid have been pssembled for different purposes than that wiich is
the object of the dut mitching.

Do mmtching has been commented on by the Home Affuire Commitree of the
House of Commons and the Government has Statesd that it will consider propusils |
wish 10 muke regarding this techiigue. | raised this issue in Lust yeir's Report and
utidertook b obtain views from interosiad partioy. '

As b first step o obtadiing views so that | can responid 1o Members of Purdisment
and the Govemmens, I am sécking o win an understanding of data fatciring i
Eovemment depaniments. To this end | haye axked the Permanent Secretiries of the
Home Office and the Department of Soeja] Seeurity wogether with the Chairman of
the Board of Inland Revenue if thoy wiild be find enough 1o provide assistimee (or
@ pilot survey of their depanments, | welcome the paitive responses | am recriving,
The objective of the pllot study and subsequent enduirics will be o determine whai,
Wany, dan matching takes phice in governmen depiartments and how this is
developed and operateil. From this pacture, | would Took o draft any approprate et
profection guidelines for funber discussion,

| have heen approsched by the Avdit Camrmissivn which has been enguged in 4
progect fo study the potential e of daty matching in Joval Authorities. In mind s the
nhjective of establishing te extent of fraudulent cluimms and the measures that mighy
be taken o reduce these, My a7 will he bolding further discussions with e Audi
Commussion as this project Py,

tn} The Security of Personal Dara

The Act requites that approprinte secunty measures shill be laken 1o prolect
personsl dite. The European Community Draft Dirvetive on Dt Protection (see
Sectiom 2) reinforces this reguireient. As some of the: complaint thiv vear illustrule,
the use of even simple secirity methods could help 1o prevent problems for
individuuls

Advice and information on dat security will obviously be valushle 1o Compter
lisers. | welcome, therofore, mifintives underway by both the Deprurtmisnt of Trade
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and Indusery (TYT1) and the Europenn Commussion in this maer.

The DTT pointy out that, whilst there are @ number of guidelines on good
informmtion security practice and many company versions of these, there 14 no
consenzns dociment which is generally wsed 1o achieve sood practice. In the light ol
s, the DTT is leading 4 group of major companics in developing a code of prachce,
Thie code is plammod w0 hive o brosd consensus and become 4 Britkdh staudnrd, The
first versian of the code is likely 1o be published early in 1984, Subsequently,
consideration will be given jo mn scereditation s cerfification scheme lor data
ks’ infirmalban secarity, The code would be used ns the fusis for tfuis,

The pockage of measures proposed hy the Eurppean Commussion in | A4 included
a proposal for o Council Decision in the field of Information decurity. The
Conimission artved thit effective information security s an integral part of the
protogtion of the privacy of individuals, For this reeson, for the devélopmamt of the
duti processing and telecommumications industrics and for the completion of the
Higernal market, an active palicy for the creation, development and promotion ol
information security strndands was necessary.

The proposed Concil Decivion wis adopted by the Coundil of Ministers o6 5l
March 1992 lis principal features ane the formulation ol am action pian, inifially for
2 vears, fur the development of straldgies for the security of fnformation syslems anml
the estiblishment of a Senior Officials Group on Information Securty with a long-
term mandate to advise the Commission.

A number of wsky are underway to address specific sues and o do further
research, One of the princlpal ohjectives i the development of common
specifications and standards. On- the hosis af these, evaluation and certification
schimied fer informatbon systemy security could be develaped,

(o) The Population Census

comments on the way the popilation census shoild be conduvtod in future. |
expressed concern aboul o pumber of the possbilities moted) They inchuded the
entnhlishment of popalation or housing registers and eatmicting information from
ndministrative records gathered Tor other parposes.

[ reported lass vear that the Census Offices of the Lined Kingdivm were seeking

Ministers [saed a news relense in October 1992 symg that the consultation had
indicated a geoeral satisfuction with the traditional form of census pnd thist wo
altermative options would be developed, Tt was also anoomhced that planning woukd
proceed on the pesumption thal the next consus of population would be held in 26001

A report o the consultation has been published by ihe Office of Population
Censuses and Surveys (OPCS), The traditional census will reman il the OPCs
will comtizue work on examining how sdcondiry sources of information wopld be
usedd 1o supploment the main source. | look forwand fo contining conmltation with
OPCS an this data protection aspects of this work.



4 Determining the Meaning of the

Law

The Registrar cannot muke a final determinarion of the mdning of the Thtg
Protection Act; that ix the role of the Courts. He does have to make his O
thecinions u o his viess of the meaning of the law in the circumstmeey before him.
In carrying our this function | have tricd firily 10 amive af the decisinn the cours
would make, seconilly 1o achiove consistency of view and thindly 1o propagale the
view arnved at

During this year, fwo cises have come before the Higher Couits on pants of Jaw
arising wider the Act. In this section | give information on the Courts® decinions and
review o number of my decisions which hive wide import Sometimes these ane
based on sdvice from Counsel, The Data Protection Tribunul has not heard any
appeals this yesr md wo oo new decisions are dvailable From i), Lust vear | reported
the Tribunal's decizions in mspert of the enforcement sctions appesled by Toar credi
reference pgencied. Thas year | give my detailed view of the effect of thive decishons

ta) Datp Pretection Registrar v. Francis J oseph Griffin,
Queens Bench Division — 22 February 1993

On Muomaday 22 February 1993, the High Court of Justlce, Queens Bench Division
beard an dppesl by the Repistrar agamst a decinion of the K bngsuom-apom-Thiames
Magisirutes of 1 June 1992, The Migistrates’ Court had fousd the iefeniant miv
kuifty of holding personil dats contriry to Section S(1) of the Act,

My Griffin, the defeniant, wis & slf.employed sccountunt whose Iusiness wes
the preparstion of accodnty for clients, He awned his own compler aml wirked
from home, He prepardd smd dealt with the accounts of clienrs, His methid of
working was to receive clients” sccoumnting informition b written form throsugh the
mediom of invelees anid other paper rocords. He would then wse this infirmustion in i
“spresdshes)” compuier progrimme from which he would derive COMPENY Aronmnts
o private secosnts for submission to e Inland Revenue and Cusioms and Excise
for the purpnse of VAT, Corporation Tax and Incorme Tax, by or on belall of his
clieits, He had never been registered under the Data Protection Act. When he was
mterviewed and asked whether he controbied the content and wse ol the data hie smid
thiil he didd.

The cose turmed on whether My Giriffin did sctuslly conmal the conten and use of
the duta on hin computer or whether iy clients did so. 1T Mr Griffin i nol contol
the datn he would not be o duta wser and would nol have 1o register; if he did control
thern then he was labig 1o register.

Mr CGiniiTin argued that he could not be said 1o exorcive comtrol 4 he had ao right
w0 ke the dats in uny other way than o produce bis clients” pooounts, Although he
manipulated the data 1o produce the accounts thit did nol sméunt w control

| contended that, atthowgh there wero restrictiony an the tise of the data | terms of
contraciual and professionsl lmitatloms, Mr Griffin still controlled the data within
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the meaning of the Aer. He hed o power to mamipulate the data and as that
manipulation invalved the application of his prolessional skill, judgement and
discretion; it wenl beyond merely scting on instructions given 1o him and he should
e saidd bo coniml the b,

The Court dealt with the specific guestion as to whether an acvountant who
receives “raw” information from his clients, which he puts on computer and
processes 1o produce sccounts for othier bodies, I8 o date uker. The Cowt ko deall
with the wider question of whether o person can be o data user where there are
comtriretiyal mitations on his power w0 use the infomution he receives.

Thee Court decided that M Griffin was a data usee The Count also agreed that the
fact that there wre restrictions placed gpon the mse of mformation i the lasds of o
peesin dises not stop that person from belng a data user. Therefore, the fact thae M
Giriffin was not free to use the data for his own purposes did ot sop him (o being
o ity user. | om ploansd thist the court supported the view T have taken.

The Coun gave weight 1o the fact that Mr Graffin did not act for ane client alofe:
he acted for @ number of clients and the relevant collection of duta i be consddensd,
therefore, was the collection of the scosunts of all the clients. Only Mt Griffin knew
of all the data which comprised the collection and had the shility to influence It The
court also attsched weight 1o the Tact thist Mr Giiffin decided what imfotmation
phould be meconded as ditn and how the data should be mmurpualated so s (0 being the
Accounts o exisienoe.

O my behalf, Counsel asked the Court not to refer the cise back 1o the
Magistrates” Court for sendemiing. Withiut prejudice to the appeal, Mr Griffin bad
teptatered uider the Act subsequent 1o the proceedings in the Magistrates” Court.

I hitve conmidered the advice cuvrently given in Guideline 2% on thiy point end feel
it has pot been materially varked by the case. However, | s planning a revision of
the Cluldeline sedes in the ferthcoming moaths and | shall be considenng whether
the curment advice should be amplified or extendel.

(h) Regina v Brown — Court of Appeal Criminal Division
Times Law Report, 4 June 1993

O 2% May 1993 the Court of Appea! Criminal Bhvision heand wn appeal by
Gregory Michael Brown ngainst his conviction at Maidstony Crown Couart. Mr
Brown had heen convicleld on ome count of atenspiing 10/ s, amd another count of
using personal dils for @ purpose other than the regiered policing porpose, He was
a police officer and [t was the prosocution’s case thal he wirk using or atfemlng to
use dita stored in polive Computers for a privale company with which he was
ssociated

Their Lordships decided thar processing ihe data on the computer did nu
constitute “use” for the purposes of section 5{21(b) of the Act [I was nocessary. fir
an pccused to ke some sepw beyond merely looking at the duts on the compues
sereen and to make some use of the information within the ondinary meaning of that
wird b e wiihli the sectiv.

Accardingly their Lordships allowed the appeal, They agreed to certify 8 question
e thee Hiouse of Londs: The case was brought by the Director of Public Prosecutons
(PP A full aanscript ol the cave bs not yet available w my Office. At the time of
proparing this repart no decision has been iade gz 10 whether the DPP will appeal to
The Hiose of Lapds.

“Therr e chghi TRildeiines an the Listd Protecuios Aad 1984 cbauiiubde ez of chioge foom e Regjmings
CiiTie,



In ennidering the sppeal, their Lordships suned i the purpose of the iaiute was
o protect the interests of private individuals.

(c) Decisions by the Data Protection Tribunal on Credit
Reference Activilies

In Jast yeur's Report | jrave the history of the snforceiment actions | hud 1aken
against the lfour main credic referency pgencich, Those actions related Lo thie
provision of informution sboul other individats (third purties) by the agencien when
benders enquined ahout the credin record of § Joun applicuni.

Fullowing the hesring of appeals, the Dot Protection Tribunal issued revisisd
enforcement sotices 10 the spencies. These come i effect on 3} July 1993, They
broadly prevent the provision of thind party information by the agencies to lomders
unless there is some relationship of famly and residence between the loan applicant
and the ather indivigdhods. Thene s the possibility that this provision miy be further
bimited where, for example. there is 0o fimumeiyl reluticniship betwedn the individuals
concorisl.

The revised notives themselves have to be mterpreled agajnal the range of
cuvumstances which may océur. To asdist the apenties, | have produced guidance on
my i view of the mesning of the notices, This is reproduced in Appendis 4. |
uhall wee this view if 1 Bave the occasion bo consigder wheelhir ary of the agencies are
i breach of the terms ol thedr notices.

(d) Obtaining Information Under Statute

| have given conshdemable thoush o the memming and offect of the interprewtion
provision fo the First Dats Prodection Principle which desls with how information
ahtmed under statule i 1o be regarded.

The provision stites thit
A2} loformation shall in any event be reated g pbrained
Faariy if it 25 obtuined ot o persai i
(b} is required ro supply it by or under Uy emECHEnt o
by any convention of other mstrusment impising an
intermational ohiigation on the United Kingdom,

and in determining whether information wis abtained
fairty there shall be disregarded any disclosure of the
tformation which is anthorised o required by or under
Ay enictment or reguired by any such conventon o
uther mstrament as ufonessid ™

Much informetion which is held by public bodies i supplied by or under an
vhactment, Individualy have to supply informatian in 4 wide runge of circumitances,
for example i onder 10 apply for plinning permission, or o claim Iiusing enefin,
or to apply for uny one of a number of leences, Beoause of the interpretation
provisdim such information s always reted sy obiained Tuirly,

For some thme | have been considering how this exemption applies if infomation
which ix obtaineid umider stitute I subsequently o be used for aminher PUrpose: oF

ather purpons,

Ferhaps it may be helpful here to recap on the advice | have @iven anid the generil
approach | have taken 10 the requirement that the information 1o be contined in
perionul dity shall be fairly obtained. My advice 1o data users has been thiit
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individuals whould be informed. o the time the informateon i chutined, of sy data
Users, pses or disclosures which the individenal conld nol reasonably be expectad 1o
anticepile,

Becauso informmtion which s obinined under statotory powers fs deemed o be
[airty obtained, the dita user obtuining it bs not subject o this goneril e, Howevear,
we live in o world where there i incréasing pressure i shate information amd
information 1s incteasingly recognised as a potentially valunble resource. 11 is
possible, therefore, thar the dom user obtaming the inlarmation fnder slatute may
envissge wsing it nol only for the statutory purpese for which it has (o be suppliod.
but for some ndditional purpose. The dati dser may alse foresee diselosing the
infarmmutt oy Lo another body for its use.

It is my view thai in these circumstuncis, he generzl rule continues to apply n
relatiim 10 the other extraneous data users. purpises of disclosurnes, I s umlikely that
the individua) supplying the Informiticn will sttivipate tha these sdditional uses and
diselostires will poour and, therefore, the data user should inform him or hee of then.

It is nor unusesl for o dite wser, when oblaining informatien fos iy statutory
putpose, to request additiondl informution for adminstrilive convemience or for
sirime okher good reason, There is nothing to prevent such additioml infrmution
beirty obtained i the same time and on the same form and indeed, in samie cases, o
will be an cfficient way of proceeding, However, the dati bser sheuld make guie
clenr which information sn individual is required o provide ander statute and which
he or shi 18 being askoed to provide voluntarily.

te) Lawfulness in the First and Second Data Protection
Principles

The First Principhe not only refers to Gaitmess bur slas w lawfulness, 10 reguines
thiat personul dats shall be processed Liwfully. This term also arises in the Second
Principle which requires that personal dita shall be "held anly for .. lawful

TS,

In deafing with pamicular dat wsérs | have expluned my views on the mweuning
and effcet of the term lawfal where such questions have arisen, However i is clew
that some general guidance is appropime. The: foflowing comments on lawiulness
flow from ienpthy consideration in my Office, supplemented by wbvice from leading
counsel. The views expressed will have particular significance for the public sectar,

They, will form the basis for § Guidunce Note® 1) be bsstied later this vear.

No inferpretation of (he term “lawinl” i provided i the Act, Therefore, Ii bus 1o
be interpreted in sccordance with' the normil mile, which o that a wiord must be
given ity ondinary meaning unless the context in which 1L is used shows unother
imtenthon. There is niothing in the Duita Protection Act o siggest Thit thie term should
be given other than its formal meaning.

Lawinlness was coiisilered in g House of Londs cisg in 1991 and i thot caso
“umlawiol™ was held to imonns;

= something which is contrary to some low or enactment o s done
without lawlol justifidation or sxcuse,”

Thin b5 broad definition: it applies equally to the public and the privite soclom
i) i applies both to those bresches of the law which can be punished by criminal
penpltics and those which are dealt with by fhe civil colts

*Ciyifil e phifis dlesd ey nmrr mpo (¥l bsais tuu e Ciwdelines seferrnd s ety Diemibs s e
gubdancs moles my be nltisised Do thi Regisenrs (e, Copiss s provideil froc of cberge.



The effect of this beond defimition (s that a data yser mus conply with ol) relevant
rales of luw in relation to the purpose Tor which he holds personal data, weil the ways
in which he obtaine and processes i So, for example, it seems to me that
information which is obtained by theft dr in breach of an enforceulle contrctl
agivement s likely 1o be bnluwiully obtuined under the Firm Data Proteciion
Principle. Data ysers may only fnwfully bold personal daty for purmsses T which
they huve adequate powers, othersise the data will be held for ynlowful Plrposes
umder the Second Ditte Protection Prineiple.

Clearly 1t nop posnibile to dial with &Il the different Taws that spply e dada users
il o these interrelate with the Pringiples, However, there are a number of areas
of Luw which are concemed with the use of informulion which miay huve particalar
significance in redation 1o the First ol Second Principles. These arcas of lyw are
ores in which there are current Bsnues o developments. They particularly concem
the poblic sector and government organisations, bt may alio cpncem the privide
sector, for example in reluthon 1o financial adtivities,

Plainly, there are difficnlr or iechnical questions of deétailed Liw wiiich cunnol be
explored fully here and | recopmse thal saine cases miay reguine detaled discussion
hetween pamicular duts wsers and my Office. However, | hope that the Tollowing
cormiments will be helpful and timely. They mpesenl, of course, my view of the law
amd hove not been sebject to test by the Courts.

(1 Confidentialiny

There are circumstances where an obligation of confidence arses belween a
dutn user-and & data sihicct. This may Now rom o variety. ol ciroumstinees or
m relation o different types of information, Examples maght oveur in respeet of
medical informution or hanking procedures. An obligation of confilence gives
the tuty subrect the right it 1o hive his information used for other PTPRINES (O
discloxed without his permission unless there ate other overriding ressons in
the pubiic intereat for this w0 happen,

Where an obligation of confidence arises it s anlowful for a dara user 1o use
the imformation for o purpose other thin that Tor which i was provided, Whess
such i U invalves the procedsing of the personal data, then this may entail
unlawiul processing within the meaning of the First Principle. This is e S
for those whis hold and process Information which may be subject to an
obligation of confidence.

The law, of confidence applies (0 government and Statutory orgamisathons st
as il applics (o private pérsons, Muny such bodies obtain confideniial
informmtion in ofdet (o carry oar thelir dotics: An ermrte of this bs mformntion
which claimanis must provide in onder 1o claim sime wilfare benefiis,
Ulaimants may heve to provide details of their famil ¥ circumatances, fineneial
wituation and, in the case of some benefits, hiealth (iformation,

However, o wide range of tnformution, nm simply that which i clearly
senisitive, cun be subject o an obfigition of canfidence. The Thet thit holding
such Information carries with i obligations w individuals has been reongnised
i citizens chirfer documents which hive been prodiced ax i resull of recem
Eovernment initistives. Fur exumple, the Benelit Agency Customer Charter
slates that the Agensoy will provide a service which is:

“Comfidential - treating the information vou provide b confidence, The
ittformation is protected by the Social Security amd Dats Protection Acts,
Thix mems, for example, that you have the tight 1o check iformition we
bl abait ye on oir camputers, ™

I welcome the commitment to the intégrity of individuads' informurion
shown by such starements,

A5
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Public badies may obtain much of the information they hobd under statutory
pivwers. Such powers jre given 10 these duty wers specifically to corry oul their
stamutory functions. Where o data user obiains information of @ confidential
guality in pirsuance of s stauory functions s tar nformation is then uved
or disclosed other than in pursimnce of those funciions, it s my view that a
troach of confidence is likely unless there is some other statulory authovity or
just cause or excuse for the unmuthorised yses and disciosures. 11 such uses or
dhisehwures entail the provessing of the personnl data then this is likely 10 be
nlaw ] processing.

The Miva Vires Rude

The witra wires tile does not apply to the Crown, This means that
government agencies fike the Benelits Agency are not covered by i, The mles
applyitg 10 Crown ergsnisations dre dealt with in thi: next sectivn. The ult
vires rule 38 0 rile of law which stles thit those vesied with stautory powers
are only able 1w do those things that Parliament has allowed them o do by
statute, This includes doing things that jre reavonably necsssary 10 allow them
tis Tulfil fheir primary funetions. 1 follows, therefore, teal 4 sutotory body
which obtaing, procosses or holds personil dota for o parpose for which i3 has
o statitory sitthurity will be seting ulira vires and therefore unlawdully in
holding, obtaining and processing (hosa dta,

Evoesy of Defegated Powery

The mubes upplying 1o Crown bodies are samilis tn effeut slihough lechnically
different tn law. Where i particular sctivity is dovered by & stalulory schene,
for example the payment of benefits, then the Secretary of State and
govgmiment agency dealing with thit irea have o follow the rules Taid down in
the statate in order to act lawlally, If they do not do so ey may be acting
unlawfully. Even where there is no demiled specific law dealing with an arex
pnd It s deali with onder executive powers then those powers will be defined
cithet expressly or implicitly.

A government body which deals with persanal dats should therelore ensure
it is aware of the relevant stautory scheme governing the activity and the
ontent of the powers given by the scheme. This is partculatly importEnt m so
far as there may be specilic restrictions on the use or dischosune of dala, I the
bedy goes oulside the powers o obiin, process or hold personil dam it will be
doing so mlawially,

The Concept of Legitimute Expectations

Rescarch varried out by my Offfce has shown thil individuals live varying
expectations av to the ose, handling end possible disclosure of infortdtion
provided w public bodies. But there i & continuing, frm. majority belief thist
government pgencies can he trusted to keep and use information in s
respomsible way, 1t s within this comtext of the expectutions of individuels thet
the concepis of legitimate expectation fall 10 be comadered.

In essence thes mewns that in some circomstances an mdividuil who will be
uiiversely affected by o decigion of 1 public body will be entitled 10 be- potified
of or consulied about vuch a decision before it is made, This could apply, for

L A 1 hay been the case thot o partdcaler set of informition obtained
from mdividuals has not been made pabiic o diselised and the individus) fod
e Feason 1o think there would be my alteration in this situation: In suck
circumstances o proposal to disclose this imformation, where this muy have an
pelverse offect on the individoil. may be unacceptuble mless the individunl has
been consehicd and given an opporiunity ti voiee his or her position. The
individual has o legilimate expectation of consulmtion which should he
respected] and complved with. Failure 1o comply with & Jegitimale expestation



may resider unlawful any holiting or processing of personal data associaled
with the proposed alteration in informumtion practices,

Thus 15 2 complex aren of faw where-a number of different provisions overlip
and imteract, Coses will, of course, be cansidered on their facts.but 1 shall have
the ubove points in mind when considering whether there have e bzt s
of the First and Second Dits Protection Principles. Such breaches can, of
cOmirse, give rie 30 enforcement scilon 1o put maners right,

n
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5 Complaints from Individuals

During this yeir, 4,390 complaints have been received from imdividuals. This
compares with 1,747 such complainis in the previcus yeor, The mun reuason for thin
significont theredhe wits 4 tefevishon advertising campaign underuken in March IR
(noe Section Bl The sarge of complaints has created signiticant salTiog problems
mnd al the yest end there were 435 compluins awailing jmitial pdsessment.

The advertisement portrayed lour exdmples of the kind of complaint which has
been recived and investgitod. These rélaed 1o credit referenee. vehicle licensing
recordy, crimminal recoids and financil reconds. The majority of compliints neceived
following the advertisement also relited in some way to the example simations,

OF those complainty assessed, 1628 (63% ) were aboul problems associnted with
redit relerence activities, Many relate w concems sbout the exgraction of thind party
information: It as yel, remains unelear bow far the enforcement nction which T book
(st Sectinn (1) will resolve this wpe of complaint alter 31 July 1993 whien new
credit reference systems must be installed by the four main agencics. Particular
coneerms expressed by complainants ipeluded die extruction of informatioms about the
financial hintory of every membor of the credit applicant’s family, The Data
Protection Tribunal's decisions fn the enforcement actions muy nol dlleviate Hiese
EOTTS

However, individuuls are also questioning the mformation held by cradit reference
agencies in other ways, For example, in relation to the lenglh of time for which
wpecific iems of data are held and as w whether the data held for the purposes of
credin referenie e aleguute.

Complaints ahout uhsolicited muil have aguin fallen in number - from $25 in the
previows year wr 156 in this year This has been @ pattemn for the pesd few years,
However. the cases feceived are raistng a greater variety of ssves. There have been o
aumiber comnected with the financial sector, where o customes's peryonal dats nay
have heen pissed arvund o number of companies within the sine groop to advietise
a whole range of financial products.

O thee remaining complunts, 371 (8% ) have been about fraccurmte dote; 338 (8%)
about subjedt aocess; and 177 (4% about possible breaches of the First Data
Protection Principle, particularly with regard to the fair obiaiting of information.

A number of complyints can he dealt with without establishing a detuiled
fnvestigation, Many ol those concermed with the use of third purty information in
crodil reference have, fnitially ot lsast, been dealt with in this way, However, leaving
{he television response ashde, there has beéen a trend during the year lowards & greater
proportion of compluints reguiring o detailed investgation, Up untl] Decomber,
sotte 1% of the complaints recetved needed 10 be handied by undertaking such an
investigation, However from December the Rgure has osen to more than T, OF
the complaints coses closed during the yoar, 44090 were dealt with in under 3 months.
65 i under & months and 86% noonder e yeun

Some parhicular examples of complainis [ollow:



Case |

at fhree entmies which appeiired on bis criminal reeanl were
nat related oy him. He befioved tiese onnvlctions related to another pervon, possibly
ot Wik shated his sername. The police force in question sdvised that the matter bl
already been resolved throuph e complainant’s Sollcitors. However, when the
camplainard applied for a Hackney Carrisge Licence through his local council, a
search made of his police recond siill sevealed the same thise COnYICTions,

A man complamed th

When approached again the polive foree admitied tha it records were: stif]
showing this inaccurnte information. An imvestigiation by the police force determined
that the three dispuled entries did in facl relpe o arother mdividual, and thar his
et bore mu windilarity 1o that of the complinunn The explanntion wos (hil the
information had been Inadvertently placed on fhe witnty enminal record, The three
convicthnns wers removed from the comiplumant’s record and sdded (0 that of the
other maividual. '

Citse 2

Several compluinty were received from individusls whi had seed copres of thir
credit files showmg the pumbers of varions accounts held by them, In somi cases.
this had come w light av s resull of o relative ohtaining a copy of his or her own
crodit reference fle, The complainants werp concemned about their financial soCltity
when othery including employees of organisations who subscribe 1o the credin
reference sgencies” sysiems. pained sccess 1o their Bectamm mimbers.

TFhe main credit reference agencies confirmed tha they held account mumbers
although thoir practives in respect of them differsd, In s Sukies (he acconint
nimbers were disclosed 1o organisations making eredil referonce checks, However,
in most cases (his was only done when the account was maintained hy the
organination making the check. Account mmbers were also sapplicd in response o a
requiest from an individual, under the Consumer Credit Act. for g copy of hix o her
credit reference file

The matter was rujsed with the Credit Industry Data Protection Forum: which
Wicludes representatives from the main lender groups and credit seference npemches.
The Forum sgreed that whilst individualy® account mumbers ahioold be retained jn
order to enure thar received data was attribuled (o the cormeet dewonrmis, (hey sl
up fonger be disclosed i gther subseribers o be ihown on an mdividual's eredii
THLES

Cuse 3

The complainant way felepluned and ten vislied by individunts who claimed that
feer vehicle had been in g collision with their's eariies Iy the day, She showed dem
her uhdemaged cor and they sccepred thist $lie Hal mot heen ivalved in the scoudent,
She wik concemned ot how: they had obmined her name and athlress, The Deiver
and Vehicle Licensing Authority conlirmed that its driverivehicle records it not
been accessed for this information, As o resalt jin aprproach was made 1w the police
who conlirmed that the complifnants deluils hut) been obtained through & terminal
used by both civilian and police operglons. Intemal enyuities resulied inu repon
beig made o the Birector of Public Prosscutions (DPP). However, the EWPP decided
that the facts in this case did nor justify @ crimind prosecution,

Case 4
The compluinast had been refiused u bunk loan and ahtaiied i copry of his credit
g
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reference Mile This meluded an entry reluting 1o o County Court Judgement (CC3) in
his name, and recorded at his previoos sddress: He hud lived as a jodger in his
sistor's home for a yeor until 1956, However, the judgemenl, of which he ¢labmed no
krowledie, wits pegistered ajpminat him st his siser's address in 1989

The County Court identified the plainadl for the OCJ 8s o mmajor witer authartly,
The water suthority stated that, although the complalns may have lefi the addreo
ir 1986, (hey had not received any notification hat e, as the accoum bolder. had
mowed, Therefore. when no payments were made in mid 1949, judgemant was
entered i his name. The camplainant. however, responded thit a1 no tine in by year
at his siater’s address had he ever had responsibility for pying any of the bills, s
ditl he give his details 1o the water suthority.

O (arther Investigation with the wuter authority, it appears thay when the
complainant’s sister hod contacted the authorisy by telephone regarding the
outstanding bill she hud mide reference (o her “hushand”, The water authority
atsumed that her brother was her hushand, As a resull of his misunderstamlng, the
watier puthority sgreed fo et axide the judgement.

Case 5

The mother of a young student complained thil her deughter had received @
Jenpthy personal lotter from o prisoner, serving a Hie semence fora serioqs ofience,
whis was completely unknown to her. Whilst st school, the student had sitended a
computer apprecistion courss at o local college and i1 tramipired that her lecturer on
the ciarse sleo twught the prisoner who wul deinge an Sleciromick Courst,

Early in the computer course the lecturer hod instrocted the clish to type imio tie
compuier anything they liked, by way of practlie, The student had typed in detuils of
her family, friends and hobbles. The same disk whick had been allocsted to the
student was i & later date given 1o the prisoner by the lechmen who was unawarne
that it contained anyihing other (han lechnical electronics data. The prisoner
accessed the personal dota, copied it to another didk and wrote 10 the student.

It was established that the lecturer eleaned disks immediately when they were
required by another class, bul il they wese not immedistely roguired.. they would
sometimes be cleaned ot o later dote, The callege had jssued pdvice snd instructions
to stalf and studenss shoutl dati protection reguirements, hut this incidem revealed
that the measeres it had taken 1o prevenl unagthorised access Lo dati were

imadeguite.

The college has mow pmﬁwuudm in place with respect 1o the cleaning and
stopge of disks which should peevent any recurrenice of this sort of incident. These
procedunss will be embodied in & formal undertaking with my Office which will be
pgreed with the college.

Case 6

The complainant hal been contacted on several vccusions over a. pertod of five
yedrs by various tracing agencies secking pavinent of a long averdoe debt owed o i
muajor hank. One of these agencies even approsched him thmngh his employer. The
complainant hud explained on every occauion that he was oot responsibic for this
debs, but that thy person who owed the sum had exactly the samie name, eacept o
one mithal

It response 1o enquiries, the bink éxplaincd s procedures. 1t hed passed the
details of the debtor o the first tracing sigent who was unsueceasful in locating lim.
The bunk thes omployved enother tracing agent to pursue the mitted, who confirmed



thitt the debror did not reside at the eddress of the compluimant, Due 10 o clerical
error, this information was overdooked wien another tracing agoncy was axsigned to
e the debior, This ugent was given the complainants” nddress gh the st Enown
nddress,

The bank expluined that the connection b urigimally been made when the debior
pave his addreds i that of the complainant. The compliingnt was sem o fetrer af
apology, and a chegue 10 cover the colrs inctmed in attempting 1o have his mEme
cleared of respansibility for the debs

Case 7

As a result of being nefused credit. the camplamimni obtamed a copy of har ¢nadit
reference file. Thix included an entry refating to & County Court Judgement VT
entered uguinst her previows (and her parenty’ Present) addresh. The CCT relaied 10 0
company which she belioved was operated by her parents next-door neighbou:

The County Coun explaied that the adidness of fle delendant had been recorded
tnaceurately, They provided the address of the plainkiff™s solichon, who were also
given details of the complaint. As 3 resull the Cournt wis asked 10 amend the details
of the judpement so that it showed the carrect address. It tramnpired that u typing
ermor hisd been made by the Coun which resdlted nthe fudgemen being enicred ot
the wrong address. The corlainant was advised (o check her credit referenge file i
o few werks time 1o ensure the entry hud beery deloted,

Case 8

A company ran alarm sysiems foo elderly persons’ accommodation. Tn these
sytenis an alarm i fitted in the dwelling and is contected 10 a control contre, IF 5
resedent activites the alm, he or she wlens (he comtrol mam where an operator FELEY
speak 1 the resldent or alert some other AgEDCY,

I wrdder to respond effectivily 1o alarm calls, the wantrol room staff needed to
have access 1o informition about individusl residents. This wan held both on paper
files and on computer. The information was such us to allovw stall to make o (s and
reazomably well informed decision us 1o wham they shemld comtact in the event of an
emergency, FThe information included details of the elderly person’s medical
conditions and other information which might he uselul, for example, 1o o

canfidence mcksier or bunglar

When the company went into Hquidation, both paper files i compiiter files were
nat properly safegusrded or craded. Printouls contamming detalls of individual
residents were foum! on the premises after the company had Been clised down aml
the compoter was wold with the information still on the hand disk. This cuse
ustrates the wevessity for adequate security measures even in sl OrEanisarion.,
particolarly where sensitive personal inforrmatioe i Held.

Ciise 9

The complaint amose alfter o simmons Wit ticomectly issued af the complaimanr’s
iddress paing an individual with the name name. The simmaons hod beer txdnaed by
a finance company. The finamce Conpany wis approached for o explunation of fhe
circamstunces leading 1o the srror and for confirmation that the complainam s
address had been removed from [t feconds.,

It transpired. thar, when attempting o trace the defendant, Wadegquate checks had
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been miade by the tracing agents acting for the finance company. The commpladnan s
wdidress had been obizined, in erfor, from o telephone drectory and no adctiteonal
croes checks had been mide to confirm hin identity, The finance company gave
asnirances that jis records amd those of dts wolicitors and tracing agents hod since
hoen amended 1o temove all reforence 1o the complainant’s address. The compiny
also confirmed that no information reluting 1o the complainant’s addiess had been

passed 1o any thimd party organisation,

Case 10

The compluinant stted that his provious employers were processing personil duti
witheut being regictersd. I was alleged that the compsny hail been edvised weveral
liries to Kubmit 4 data protection registration application bl ne action hig been
wiketr. The complainant sent evidence in the form of waslte papet which wis 1aken
howme hy employees to be used a5 drawing papet lor children. Following an
imvestigmtion, the caimpany was proseculed sod fined.

Case 11

The complaint cancerried the liyout of VDU teminals m a sjore. le was clsimed
thal the screens were in such o position that when @ cusomes account cord win
processed, the details could be seen by anyone clse in he vicinity, It wis claimed that
the information jllustrated on the screens was of & sensitive and confidential nature.

An investigation showed (hat althpugh the termimals wiete within view of the
mublic, and the sereens colild be seen from certain anglos, no information could be
deciphered because of the site of the letiering and the distance of the screeha [rom
the public asle. However, us clioumstances might arse where information couthd e
read from the sereens, the sore decided 10 fit privacy filters which would limit the
viewing of information tw the VDU operator

Case 12

The complainant was unheppy with the way a television rental company [ated tleuls
with her direct debit pryments. She imtially rented several (tems of equipment {rom
them and paid by two direct debits: In 1291, one of the debits was net drvwn upod
for ix, monmths. The complainant visited ler local beanch on severl vccasiony and
wais hesured that her account wis paid up to date. She then decided to retum sone of
the exuipmest s 10 pay for the rest with ome direct debat. This seempd (o resalve
the prishlem.

I 1992 the complaimant received a letor demanding payinent of Whoil £200,
When this was queried the compluinunt wos tobd that her bank bl requested o
cofund of this amount and the renstal compuny bad been obliged o comply with this
roggiient. Alter lurther Investigation it was discovered that for six manths ooe of the
compluinant’s direct disbits bad not been dewn from: her oot bt the money hail
beery tiken (nsteid from her ex-tuisband's bank account. The compluinant hoi heen
divarced for cight years and hud no contact with her ex-hushand during that time,

It was discovered thar the compluinani’s ex-husband had changed his hank
sicoout from one branch of his bank 1o nnother. When this happeni it i qustomary
for the pew bramch o nform all holders of direct debit mandmes of this change of
branch. In this case the bank had retiined mn old direct debit mandate datig back
etighit years and mpde out to the rental company. Apparently the bank did i natioe
that fhils direet debit whs dormant and wrole 1o (he rental company informmng thatin
of thie change of branch. The rentil company then seended the Hank details el for

the comphainant,



When the comiplainint cancelled one of her thirect debits, the caneellation was
effected against the debit drawn on ber ex-Hushid i po more. money was taken
irom his account. He did not notice that withdruwali hid been made watil o yeur
later, He instructed the bank 1o elaim the maney from the rental company wha in
turn seght i reclaim 1) from the compliinant

As the eomplaisunt could not pay the Nl smount it wice, bt asked o pay by
nsialments, the rentnl company rogisered o defanl) with a tredit roference spency,

Following myvestigation of the corrplaint, ihe renti) compatiy' agreed 1o emove the
default and 1o update the eniry monthly 1 show only the current amount
outstanding. Orce the full amoent has been pelel the Aecannt will be shown as having

Clase 13

The: eomplainum was o partoer i a firm manmging i propenty which was aceupied
By @ carctaker The complaitant himself did not live there of anywhere ¢lse in the
local autherity where (he property was locsted. However, he recefved o COTImLNITY
charge demand as if he did live ot the propesty. On explaining the sitintion 1o the
locyl utharity be simply received a reminder about the unpaid communbty charge
demand. He then made a auhjoct sooess roguest fo the authority, bat received no

reply,

The sutherity delered the complainant’s details lrom the community charge
register.

Case 14

The complainait hod scted a5 up igent for a caislogine eompany anil encoiiniercy
problents in collecting payments from one of her customess. When the complsirung
closed her account she refermed the customer's del 1 the calalogue company. The
complainast had obtained o vopy of her credit reference file which showed hey
recount with the catalogue company s being in defauli

The catalogue compumy stated that whien agents have such problems with
customiers the agent' iy asked 1o inform the catibogie company end complete 4 form,
Once this s received the customer is tranaferred from the agent 1o the catalogue
campany for the recovery of debr,

I this case the catabigoe compuny hud no recond of receiving i form from the
agent and initially she, and not the customer, il hoen pursued for the deby, The
error was discovernsd hut the complainant’s record repuined flagged w show ler av 5
tefoulting apem.

As a result of the complnin the defauli g was removed from the complainant’s
Teconl

Case 15
The complanant stited that be made o subjoct secess request to 4 bark. He ullesed
that he had moe recoived o copy of the persomal data o which he was entitlod undar

the Dt Profedtion Aot Nor had he received a stalement o the effect that 1o ity
wiere held conceming him. -

The bank was unable to truce i copy of the subject access lettor in question
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although an eniry had been mode confinming s receipt. The entry alsy epnfirmed
shat 3 drafl respanse with processed. The bank sdmitted its fuilure 10 responid 1o the
complidnant’y request, wiived the £10 fee which they usually charged for subject
sccesy witd supplied the complainant with a copy of his pemsanal data.

The bank stated that all iis depoartments hiad been sdvized of he necessity o
comply immedintely with subject access Tequests so thist there should be no
sttweguent recurrence of this failume

Case 16

The cornplainant statedd that wien individuals boughl goods from a chuim st
they were zsked for sheir names and addresses so that a company magazine could be
seril 10 them. The compliuimut siid he slwoys refased to give his nume hecause he
did) rvot wasit 1o receive thik mogazine,

Howevier, he bought o tefevinion se from the store and therefone il to supply his
Harne amd wddness so thut this information could be sent to the ficenking authoriiy
(NTVLRO), He said be had made it clear o the time be had given his mrme and
addseys thut it was onlv 1o be uned for Heensing and that he did nig want o receive
any mail from the shop t all. He said he was assured thst the infirmation would
only be used Tor Heamsing purposes. He subsequently receiveld a mailing from the
Lo,

The store-pdvised thar cusiomers were askpd Tor iheir names sl ackdeosies i the
vimt of purchiae. 1T o customet queried this, then staff explained that the
formution was used tor @ mailing list to send a mooshly magazine giving deils of
curvent promotions. I the customer objected to this, staff were instmcted not to
persist. Where o name und address had o be glven ., for example, in the case ol the
purchase of o television sef, it wits the responsitulity of thie store oA W sepunmte
this requirernent from that of the mailing Fst if that was what the cuslomer wanted.
In this purticular case the store manager had failed to make the separmion, However,
ay & resuli of the complaint, this customir s name and address wis removed from the
ot lim g Fisd,

Case 17

The complainant ordered some goods Trom a newspeaper advertisemint anid pasd
for thet by credit cand. Soon after this purchase the compluisant closed his eredil
cand peeount. Seversl months after this he received o hill from the credit card
company firid discovered that it had been presented by the samie Tulfilment house
which had satisfied the prder be had made from the newspaper, Further investigation
showed tha) the goods the company said he had ordered bad fn Giet heen vrdered by
His brother who Hved imu different part of the country, The compilainumi’s brother
confirmed he had mede o purchase from the newspaper using his credit cand but he
temdl st wiet been billed for it The brothers had a distinctive sirmame,

The investigition showed that the complainant s brother had telephoned biv ordor
i the (ulfilinent house leaving details on jis ancwering maching. Apparenily these
detuils did not include his oredit card number, He received o tefephomecall laer
asking [or this informption, which he gave, Somehow his brrthr s card number wis
put heside his order and consequently the brother-was billed for #n ortder e did ot
mke

It appearod that the fulfilment hotse wis holding ingccurste duta in that the wrong
ctedit card numibes was held In respévt of the seeond brother’s arder. The Tulfilment
house also appeared 1o be holding perisl data for longer thin was necessary by
heeping the complainant’s credit cord humber after his order hud been completed.



The lalfilment house delesed 4l reference 1o the wrong eredll cird nurmher aru
pgreed that when a ransaction pibld Tor by a credit cand 15 completed, the erodit cand
number will be deleted. If a refind is requented the custamer wall hive 1o give hin
credin card sumber igain.

Cuse IR

The compluainant was in dispute with a mail order vcompany shout ber' hecoun).
Although the matier appearsd 0 hisve been cloared wp, the complainant wished 1o
check whisl informution was held abous her, and mumle & subject scoei request. After
B3 duys she had still not received i reply.

The mail order company was conthoted and |y immediately provided the
complainant with the informution she had requesied und an apology,

Case 19

The complainants haed tiken ot an wsuranee policy, through o lorge departieng
store, 1o protect their credit cards and other valuables. Seveml months iter they
thacided fo cuncel the policy. The tollowing year thoy recoived a ot lkoabdon Lrmin b
insurance company showing the paticy us still epen mmd asking them 1o update the
detuils. The complainants were concerned that the policy had not beer chsed and
that the confidentiul information relating 1 their credit cands and other vabiilihes

Wil being reuined,

On examining the depirtment store’s applicatiom form for ihe invurance ey i
was not Clear who was the data user for the informition collected on the form — ihe
departmient store or the vseranee COmpY.

The insurance company confirmed that, in normal circmmsimces, o pollcy holder's
detmls would be doleted 11 the time the poticy. wis cancelled, They could nog explain
why, in the complyinants” case, this hid ot happened. However. s s resull of the
complaint the policy wis cancelled and the daty deleted,

It transpired thar the insursnce vompany wus the data user in respece of jhe
information collected on thie application form. It was advised that this should he
made ¢lear on the dopartment store’s application form, The [nsurmoe cOmpany
wdmminfuters similur plans for severs) ather organations and it was ponted oud (e
sirttilar amendments may alvo be necessary fo farms relatling 1o ther,

Case 20

A number of compliints were recelved from custmers of o mail order hook
clutn which were part of e mrganivation, They had all received invilces fir
amemmts which they did oot cénsider 1o b outstanding, 11 trranspired that @ new
vomputer systent had been Introduced and 0 number 6f decounts had been re-
sctivated in ermor,

Cuse 2

The complinnt cancermed an application form for o sore card which included
questions asking for the spplicant’s dute of birth and the occupation of e heai) of
howsehold.

it wis established thut information on e form weith xtiaght for two purpoves. The
First pumeise wits for the sdmimistration of the card the second for murket nescarch,
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Some infornation sought, including thot on date of birth and occupition were {of the
secomid, prirpaye antl fulure to provide this information would mot affect the sore
caril.

The company wis advised 10 amend ts dats protéction regisier eniry and 10 re-
desten the application form (o indicule which was for the pdmirsteation of the cand
aned hid to be provided, and which wis for market resedich and need not be
oy bidend,

Case 22

The complainant alleged that he hod been wrongfully arrestad by the polies —on
wo occasions, by two separpie forces — as o result of imcuniic data held on the
Palice Natiomsl Commputer (PNC) Wanted & Missing Persons Tnales,

Iniitial discussions with the police showed that the compliinant hud been amesed
an the hasis of dotn. held an the PNC, in connection with a known oriminal wh
yhared the complsinunt s meme as an #fiss.

The police added o rider w the PNC entry ielating 1o the known crimanal. This
stated that the complainunt, known to residé i6 given city, was tol identical i the
wanted man who might use the complainant s mume B8 on alins, This would enable
the police to ditinguish between the fwo incividuals if the complinant were willing
bis ey soime meatis of identification at all times

This sctiai did not seem o provide a satisfoctory. conchision, given ihat the
complainant had mude allegations thad thi generation of the supprsed ulias onto the
PNC B been effected [n dulbbous circuimsiances.

Tewes pnlice fisrces continued to maintain data on the PNC relaring o the alins
same. Neither of these forees had been involved i the alleged wronglul arrests.
They were ixked il they held any supporting pajres which might indjcate that the
known criminal did indeed use the complainemt’s name 25 an aljas, Nelther hod mny
such pupers. and both indicated (hat they would tave “inherited’ the alias details
from computer enfries, generated by other forces, which had subsequently been
semivied from the PNC, As @ comseguence, both forces anmnged that all seferences
1o the complainant’s name be removed from the PNC Wanted & Missing Persons
Infex,

Case 23

The complainani’s credit files showed adverse irformation relating o un
snitividual who Tived in the same rosd. The compluinumt lved ot nimbey 3t ondd the
other individaal 4 number 23 1 transpired that mimbey 22 was ariginally Plot 30,
befise the houses were numbered. The financial organisytions holding the inacourale
fulormation ametided their records.

Case 24

A wimber of complaints have been received relating 10 an Améncin publisher,
Thie compliinants luve beon sent an onder form wmviting thermy 10 parchisse o book
e up of names and atldresses of ndividuals sharing the same sumime Thie book
in designed 1o appeal to those inerested in genealogy and includes the mame i
adebress of the complainanty themselves. The compluinants huve gencrally ohjectad
i the Frelusion of their desails in these pablications withouw! their prior consent,



The information is obtained by. the company in Americy from copies of Dlnined
Kingdom electoral rolls provide by & miajor British mailing list owner. Although (e
mailings semt to the complainants had been prepancd and posted in Ameriva. the UK
wgent for the company on request, deleted (he complamants’ details. both from (he
pablicition and from ite mailing lise.
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6 Enforcing the Act

It may be helpful 1o remnd readens thit etiforcement setions can be of vwo kinds:

— prosecotians for offences flowing. fur exumple, from cpntraventions of the
Act's reeistrativn requiretnents. Most of these casey are tphie in cither the
Magistrates” or Crown Courts, or their equivalent in Septlund and Norihern
heland. They have usunlly heen heurd in the Magisimtes” Courty.

—  supervisory yetices, which are designid to st fght contrventions of the Data
Protection Principles. The Principles set out the good practices with which data
wsers must comply, There are thiree types of supervisory notice — Enforcement,
De-Registration and Transfer Prohibition Notices, The Registrar may wlso
refuse 4 registration spplication. These notices may be appealed 1o the Dati
Protection Tribanal.

in) Prosecunions

Chirges hive been brought this year under the following sections of the Act:

Section 5(13: Holding personal date withoul being registerad or without having
applice for reghstration. | Data users who [ail 1o renew el regisier
entries are also charged umler this section. )

Sectim SI2 By Holding or uding personul data for a purpese other than the purpose
or purposes described i the feglster entry

Seclion S(2Mdy Disclosing persanal data 1o a person not described o the register
entry,

Section 20 Linbility of directors, managers, secretiry or similar officer of &
hoidy ConpEte.

Promecaitions huve heen brought aghinst 68 dati users for criminal offences under
the At and a further 10 are awaiting hearing. Thie concluded cases are lsterd in Tuble
L

The nuimber ol prosecutions undertsken this year is virually doble e pumiber
reponied [ast year: Since registrtion, which commented i 1986, i usually for o
period of theee years, 1992 wod o vear in which many dati tsory needed W renew
their regivter entries. | have continued with my policy of prosecuting thase dati users
whit shoudd register wnd fuil 1o do so. This has ked (o the infrease in the prosecution
figures: The attitude of the Courts to faihme (o regiver under the At differs grostly
s I apparent from the variation in the penadties fmposed i non-tenewil cares.

I have alse hadl obewsion to consider prosecutivhe under sections S{2Hb) and (d) of
the Al where data users have acted outside the terms ol thelr register entries. In dhis
respect | have commenced proceedings aguinst two inincorparated aasociations.
Also, for the first time, proccedings. have been taken against & company director
personally usder Section 20 of the Acl. since i wis his actions which csuscd the
company of which he is a director to st outside the lerms of its regtisbier entey.
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This year Has seeh a number of cases brought in thie Scoittish cory. Proveeutions
m Scotlnd are bronght by the Procurstors Fiscal and man by my Office, Scottinh
crminal procedire {5 differem frm that in Englnd and Wales and myv staff have
been gresinly assipted in their tinderstanding of the Scottish sysiem by the help of the
Crown Office in Edinbureh, The Crown Office hiw aluo compiled o dovument of
gubilanes om the Ace which | hope will be Finalised shorly snd cireulited (o al)
Procairators Fiscals 1o assimt and mivise them in dealing with cosey under the A,
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(b} Supervisory Actions

Enforcement Notices have been served against Trent Mall Cnder ple and
iernatiomal Corresponienze Schools Limited. Both huve been appeated 1o the Data
Protection Tribamal and | return o this below.

Preliminary Enforcement Notices have been served againt Chartsearch Limited
and Linguaphone Institute Limited. They both relate o obtiining information. |
derve stich nistices ps & waming of my intention i serve a fisll enloreement potice.
The dits user is then given time o respored 1o this. | have gccepted an snderaking
feom Chartséirel Limited to remedy the sitwation and am considering
represestitivns Trom Linguaphome Institule Limited.

(¢) Appeals lo the Data Protection Tribunal

Last year | teported that five appeals were dwaiting heanng before the Data
Protection Tribunal, Three of those appeals were against refusaly of registration.
Those three appeals have now heen resolved withoul the need for hearings. In ol
thren cases | had refused (o registor the data ser because the registrmtion wpplicalion
did not comply. with the requirements of the Act. Prolongeil comesponience had
failed to resolve the problem. Before the cises came up for bearing the spplient in
cuch case had remedisd the defeets in the dpplication Lo my satisfaction and the cases
v been sienled by ppracmenl.

 The twio other appeals which were awailing hearing were broapght by
Consumerlink Lirted and Inpovations (Mail Order) Limited As noled above, o
further two appedls by Treni Mail Order Company ple dnl lnlernational
Correspotidence Schools Limbted have been lodged against enforcement polices |
have served this year

All Tour of these outstanding appeals relate to the fuir obtaining reyuirement of the
First Data Projectiom Prificiple in the comext of dinec marketmg. | have wken the
view that, to satisfy, this pequirement, those eblainmg informatson from Individuals
showlid explain any duti users, dsey o disclosunes of the informution which are not
abviouns, Such o potification should be given whin the information i chaamed, Two
af the cases are cancerned with the subsequent use of perkanal ditn which have boon
ohtuined withoul sech sttification and two relale 10 the question ol the detail sl
timbing of such o nanibication.

The appeals by Consumettink Limited. Innovetons (Ml Order) Larmifed pod
Trent Mail Order Compony ple ribee similin boues of law, Thes paities, therefore.
askedl for their appeals to be heand by the same Tribial members, There has heen a
preliminary earing of the Tribunal in these three cisies, This wits concerned with the
cunposition of the Tribomol. A full hearing of the cases is expected n Seplember,

(d) Monitoring and Promoting Compliance with the Act

‘Resources have had 10 be directed gway from the work reported lust yelr on
chicking compliance with the Act by those abtaming wnd wsing infecmaton for
direct marketing. Alwo, the “wown fests™ which were mounted 1o check and
gietmirage tegistrution in puticular arcas huve heen suspemded.

The other slenificant aspect of monitoring and compliance work concems
checkiny where o i user Tails 10 renew a Tegisier Entry T sesist datn uners 1 have
wicd ty make Tenewing o register entry is painless ay pessible They wre sent
reminder letters and application forms before an eniry expires, I an entry han
expired without being renewed Farther remsinders are given and datm gRers are
priwided with special fonms o simphify se-application or registration.



Beapiie these cfforts, & substantial sumber of dutn users still fail (o renew thisir
negivier entries; Many hove ceaved triscinng: some have been tiken over by or hive
merged with other organismtions: some have rtionslired their registrations snd dne
covered by another entry, However, there remain those whw should have renewed
bat hove Tailed 1 dir <o, L My casen duts users do ot receive reminder nothves
becaue they have moved premises and falled (o nidify my Ofice. Where therg
appears b be stich i cuse pew wlephone numbers gne sought so that the dain user cun
be contacted and went further sois of re-ppplication fome,

Whese there is no response, Investigating Officers visit the data users. This
investightony work has bed 1o e increase in prosecutions this yer, Lnvedtipations
wirrk was halicd for a spell bate iy the vear when budgened fonds run oot however,
follow up of these not renewing has now started apain unal this netivity will he
stepped ap. Those data users who should renew and fail & do o may find
themselvies before the corrs.

{e) Use of a Warrant

In Otober 1992, the Office was conincied by County Council Soclil Services
Department. It was alleged thit an ex-<ocial worker was holding sensitive duta,
obtuined from emploviment {4 the department, on his home copaler.

The ex-employee had deul) with adoption and fostering and childedre matters. e
had been given permission to use his home compubér for his work, but on the clear
Undorstame g thae all relevant data be handpd 1 the Social Servioes, should e conse
0 work for them.

In the tight of e information iven, und because of the leged senitive nature of
the dotw, o warrant of eatry was obigined, The ex-emploves co-oporuted witl fmy
stafl und a computer hard-disk and some 51 floppy-disks were examined. The
mviestigution revealed that no social services data were held. There were relatively
minor infangements of the registration eguirements of the Act and the ex-employee
has been advised 1 memedy these,
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The Data Protection Register

Virtually #11 dita users register for three yeum. They e not able 1o fegister lor
longer periods and regisering for ane or two yRATs. cosls i Jedn, Thie past yeur has
been the oiie in the three yesr eyvcle of reginter entries which generates the- highess
mtiber of tenewals, The need 10 renew an eniry prompls thany data usees i el
the details rrgistered In order o bring them op o daie. The number of new
applications o register has boen the highewt since 1987, when the first wave of
registrathons wits stlf belng received, During the year, as a resubl of all these faetom,
over 35000 applications w register huve heen received. jogether with mare than
35,000 requests for smendment and almost TLO0G renowals. At the end of the year
thete weore 166,327 cnizies on. the register

Thisse tuimbers make This the busient year fo date for the Reglsamation Depimment.
Unfortusately, this peak worklood coincided with i redoction in real wrms in the
wrant-in-iid aliocated by the Home Office. Despite cutting buck othier activities to
provide finance for temporary stff and munaging & number of sysiem changes 10
improve throughpot, backlogs remain

A murmber of femporary stalt weere employed fror Sepiember through o Murch o
help with the sdditional workload, This did enable the department to cateh up
womewhat in processing new applications and repewal roguess, haat 4 distorbing
Biicklog has pow bl up in these trunsactions and in proceksing requests for pogister
amendments. Although steps are being taken b cleas this backlog as quickly as
pussible, it will be some considerable time b e rmc\ming can be brought up 1o
dite. Data users, of course, are not prejudiced legally by this delay since the
amendments are deemed W apply, once they are meeeived by my Office, unless nd
until they are refuscd.

Despite the high level of activity, the number of register entnes which are no
renewed when they should be is still causing congern, 1 refer 1o this in Section el b,
The impact of & datn user foiling ta renew fs not confined w the Office. It cam have o
diriect effect on other dola useérs in that the Tevel ol fee in related 1o the number of
entries maimained on e regifer



Informing People About the Act

An 1 expluined List vear, o cut i the real villue of gramt-in-aid forced & reduction in
sums gvailable Tor this activity and o re-think of sirifelry, Couls huve been reduced
by terminoting the contruct with the public relutions agency and ro-inganising o
extiblish an in-house Publicity Department. The parting with the spency was entirely
amticable and followed a fong and belpful relatmanship, Pluny for some extremely
lirmited addvertisimg were changed late in the vear when o lurher 380,000 of gram-
in-itld wi very belplully nvude avallible for this purpose by the Home Office. The
sl of ths are-oxplained below and in Seetion 9. Statistics on HWaRENERS ACTIViTien
1o dute are piven iy Appenifix §

I remain convinced of the impurance of ettucating barhy tho public v duta sers
on data protection and am groteful for the additional auppan thie Home Office
provided. However, in the presem piblic expenditare climate, it would e foolish o
“apect such additionnl funding to recir, The stratepy outhoed List venr will therefore
continue o be developed. This SiHnprises concentralion on pro-active public
relitions work: provision of infermiation, svice md educationa] misterisls; and more
regulir contuet with ko support for trade and ather representotive bodies, librarios,
cltizen s advice burcaun, schools mid colloges.

Publicity 1s, of course, o two-edged swird as (i a8 FesuTees e cohicemed. |
refer in Sectlon 5 o the problem o Hanidling the complaints received as a result af
the television advertising campuign. It in alvo worth noting that & small ekitorial
piece in the Dailv Muil vielded imore than S0 requests for mformution over o few
duys, Succees also hays the seods of patentisl disaster in o time of cobvirained
Flnances and many compeling demanids fir nesonroes.

(a) Advertising

The ddditionsl gram from the Home Office turgely finnnced a gomd medinm-
welght ielevision advertising campaign thicughout the mosth of March an Channel
4 in Seotland, the Midlands and Norh af Englund and on satellie TV,

The campaten wus directed wwands tforming mdividuals of their righis under gl
Act and utilised the commesvial made in 1990 | There must be some mistake!™),
edited down 10 30 secondy, Viewers were fnvited o write for further informilion to o
freepost address. The commercial was clearly seen by viewers prncipally as an
invitition to write to the Registrar shoat thcir problemy, Mone than 3640 FeSPM e
wern receved, of whick some 704 were complalis ubomt perceived misuse of
personal datn. All respotiaes wiire diit with in-house,

The principal purpase of the dlvertising, however, was no 1o obtuin the M
TEspOiae. but fo convey the message that individuals are able 1o do surtiething if
mistakes are mode on computier. Research carried oul after the advertiving |see
Section Y) suggests thar the cEmpaign may have g this ImEsage gver o another
12500000 nddults i the carmpalgn region, '
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{b) Public Relations

As the new publicily depanment was not aperativial untl December 1952, jis foll
effect has ot vet been reakised. However, throughuout the year 19 press refegses wers
lsued, over 1,000 press mentiony recorded and saff jpve 14 radin nterviews. The
rite of activity IniTeiied in the early part of 1993, During this period jourmalists
were remindod of our remit and of carrent dats proteetion issues through o
sugiplement tn the UK Press Gusetle,

Databases af those wishing 16 be kept informed of new data protecion
devalopments or publications, and of interested jourmalists hive breep sot up so thal
they can be sent appropriate mullings.

(¢) Publications

I November 1992 wl] registered dotn users brid computer DITegux wore senl @ new
adition of the Dats Protection "Update” newsletter. The hewslenier was accomparicd
by # yewr-plunmer which listed the Diita Protection Principles. An affer of adduional
copics of this year-plunner was well received and same |45, 0HH) have been
disiribmuted in tofal.

As punt of & policy of teiloring literature for specilic markeds, o new mformation
pack “Denling with the Data Protection Act — A Guide for Small Businewwes” wis
primted in Aprl. This is being mude available through smakl buniness oTEaniNions
anad il visers,

The demund i printed mutenial has continued w grosw. Throughout thee st year,
the OFfice his distributed over SO0 copies of the introductory feafler “What s
Data Protection™”, 34,000 sets of the eight Cluideline bookbers, and 30000 copies of
the individuals nghts leaflet “IF thete's o mistake - compuler abone yoa™, Also,
48,000 registrmtion packs have been provided, in addition o 353,000 special
registration packs [or schools.

Mure than 3000 copies of the new fifteert minute introductory. viden {"What 1s
Dati Protection?”) have been dimributed during the year, largely in reaponse Lo
reqquests from eplsting registersd daty tsers and representative bodies. Throughoun
the coming vear, further work will be undermaken on distributimg thee video w
ofgunisations suech us lbreries, somall business advisery centres, anid personne] and
traimnge minigere.

(d) Policy Work

Much information on the Act s of course given by palicy stfF in thear discussions
with representative hodies and through adviee o particalar da users, This activity
wak supported by around 100 presentations at seminirs and conferenoes o a wike
yanety of sldicpoes.

(e¢) Other Activities

As an experimental exercise, the Office mounied i series of free one-day
introductory seminary on dita protection in the early part of 1993 In March,
seminars were held in Liverpool, Manchester, Shefficld, Londan, Briktol and
Cardiff, In June, the seminar was held twice in London, and in Brirming humn,
Cllasgow amd Bdinburgh. At the same tine. two specintist seminars were also held i
Londmm for the Public Sector and the Financul Sector. All the seminits were nver-
siibseribeid, with some 1500 enuivies being received and 1100 peaple setmlly



aftendbing, Lutet in the coming yesr, this activity. will be reviewsd in ghe light of
avililnble resoirces,

Tests”, where pablicity arid imvestipations) work s comcentrated fora shirt perivd on

Last yeir wiis the busiest yoar for the Enquiry Service itice the initlal registration
year of 198546, Thin year has been evei Bisier and staff have dealt with 43.40%.
telephape calls and 15,818 Jetters,



9 Background Research

Once apain this year fescarch (Mo awaniness of the Act wak carried out amongsd
hath the general Fubhn.' and dital psers. lange and smull. Detailed resulis frenn this
your s survey are included in Appendix & fogether with comparitive figures from the
WO provious yeors.

It porder Lo dsseds the effect of the tolevision wivertising cOmpagen in March (kee
Secuon 85, 8 further mare limited prece of public twaronsss reseirch wis comlictzd
in April, Some cone hasions from dhik e refermed o below,

() Public Attitudes and Awuareness

The Tirst main piece of meseurch revealed thil overall awarencss and knowledge of
ihe Data Protection Act had suyed much the same dmongsl the generil public.
Around ooe in 5 people are dware that there is a lyw aboul mformation kepl oh
inudividuinly and about half of these make spontsneaus menlion of the Data Protection
Act. Prompied awareness of the Act knd the Registrr remains il abaut 3% of the
genernl public.

This vear there has been some discline i the perceived importance of & number of
{ssues, This may be becuuse the 1992 roscarch which produced unusuaily high
figures, wis conducted during the generl glecthon campaign. The [l i rerpect of
the number ol people who reghnd protecting peaples rights o persona| privacy s
very imporant (from TA% m 1992 W 66% (i 1993 §s shored with: preventing crime
o the stroets (914 1o BS%)) inflution (665 w 36%); and protecting Ireedom of
apeech (677 1o 335,

The sosearch carmed out folowing the March 1993 TV advertising campaign
showed thet althoogh awareficss of “data protection” in terms of awareness of th
Diatn Protection Act of the Diila Protection Registrar had oot increased. there was an
imirease in awarehess of tefated concerns, For exsmple in the wlevision arcis
urpeted, the proportion agreeing strongly that “something chn be done i mistikies
are matle on computer” invretsed from 345 before the campaign to 41 % afterwands,
The rive in peroement with the propsition that there is “sotnebody who can advise
mie Wil getiing compiter imisiakoes pot Aght™ was from 1% to 695,

(by Daty User Awarcness

Thie datn wser research distinguishes amall ysers joreanisations with fewer than 50
employices| from lurge users (those with 30 employees or more L

The proportion of small data wsers holiding personal reconds on compulet has
grown from 46% w 51%. Prompied awacness of the Data Protection Act mmongkl
these organisstions romains high ot 875, However, awanghiss of the newl o repisi
amd of ather obligatbonn flewing from the Acl have abvo remuined the some of 5%
and 20% respectively,

All lurge companies surveyed uwsed computers and held personnl reoords on the,



Here, prompred awareness of the Dama Protection Act wis virtually complews w479
Awareness of the need 1o rogister held firm at 5% and pwarcness of other
ubligathons rose from 45% 10 $6%5,

When considering these figures, it is warth briring in mind that the sespondenis 1o
the surveys, more particalurly in the larger organivitions, may not have amy direct
respansibility for duta protection or matiers of daey protection impeortanee. The fact
that nof all large organisations appear iy know sboul registration does not mean that
thoy are not actually registered,
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International Activities Outside
The European Community

(a) The Council of Europe

My staff attend the meenngs of the Couell ol Enrope Project Group on Daia
Prodection and the Working Group on Medical Data.

The Commitiee ol Ministers hian conkidered the recommendation o the protection
of personal data in felecommunicationy but has referred (his to the Steening
Commitiee on Homan Rights. Approval of the recommendation cannot now be
expected hefore September 1993,

The Working Group on Medical Bhiila held (s Tinal meeting tn July 1997, T
recommrriendatien his been revined by the stesting commmiles j Burzma i of the Praject
Group and now includes safeguands in respect of penetic dutn. The recammigndation
s expected to replace the existng recommindation on medical datahanks dating
from 1981,

The Commuitiee of Mimisters has asked for an evalugting of the reconumendation
reluting 10 the use of personal data in the police sector and of the noed to revise this

Deliberations: continee oh deta prdection i jespect of fensus umid sxntisteiial dista
aied writter comments un a driff recommmindation are o be submitiod by Augos!
1993,

(b} The International Conference of Data Protection and
Privacy Commissioners

The 1992 meeting wok place in Sydoey, the first time that i1 has been held in the
southiern emisphere, Discussion covered a wide range of topics, notably insie
reluting to employmen, telecommuniation. ind medical data. | ook forward 1o
hosting the fifleenth such meeting in Munchesir baetwern J7 wind 30 September this

yenr,

Th Werking Party on Telecommunications has mct Pwice in the vear, m Herlm
and in Moscow, 1t produced a repirt (or the Inemationil Conletence ol Dan
Prstecticon and Privacy Commissioners drawing altontaon o jress of comeem relaking
to the security of tclecommunications and satellite communications. It has also
consitkered oher lssued including ¢redit cards and security of mobile telephones

(¢) Other Intemational Contacts

O of my stuff anended the OECD Ad Hoe Experts Meetmg on Data Privacy
Protection held in Paris. My Legal Adviser gave 2 keyonie mibdnes. (o the Third
Conference on Computers, Fréedom md Privacy in Sun Francisco |n March and one
of the Assistant Registrars presented a papet af the Conference 1 Warsaw of the



Univeruil Federmtion of Travel Apems,

Two meetings of the British Data Protection Authorities ook place; i Jersey and
Cuemsey,

My Office b this vear recetved vishon and delegntions from Austradin. Belgium,
Conads, France, Hmg Kong, dupan, New Zeatind md Romia,

There have been wseful exchanges of infurimation with o number of orher
countries. In particular, two of my stall made a short visip o Cerminy for
discussions b both Federal and Land feved with those responsible for dats prratection,
Also, I'way pleased 1o weloome members of (he Commission Nationale de
IInfarmatique et des Libertés (CNIL), the French data pratection suthority, 1o

Wilmslow For rwo days of very useful and interesting discussions. | rocord my

pratitude to these Authorities, and 1o those of othér cousries, for thdr we-apeTation
iind assintance over the past year, '

fil
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Organisation and Finance

{(a) Level of Grant-in-Aid

The 190293 financial year saw o reduction |n initial grant-in-aiid of 6.2% in real
terme, The subseqoent allocation of o further L380,000 by the Home (ffice lue m
the finuncial year was mowl welcome. As eaplmned in Section B, these additioanul
Fands fiminced an advertiving campaign designed 1o infarm miembers of the: public of
their rights

The grant-in-aid for 1993-94 amounts o i |.9% reductian in real termy as
commpiared with the ariginal grant for VU203, Thiy makes for & fusther difficult year
purticulary n the Tight of the subsantial increase [ the nupber of complunts noted
in-Section 5,

Hivwever, it is the prospect for the finuneial yeur |94-05 which gives me fhe msd
concerm: 1t bs clear that there is becammy lirtle point in calculating and Pidding for
what seems 10 be apprapriate and necessury finance f{or the tasks ahead. In
requesting forecasts for 1994-95 the Hame Office bits aaked for informuton as to ihe
effects of a (0% reduction from the grant allocated for 199304, Any reduction
windld compound present difficulties and | huve advised that a reduction of 108
wirnld leave the Repistrar unable 1o camy out hig statiary dutfes i apen to uctiona
for juidicial review.

An orgenisation e be i A stale of development, manry oF decline, This state
will stromgly influence the feasibility of cotting hack finmices withuul severs damiage
1o that oreanisation’s role and obfectives. The worst dumage will occur when the
prgspisation is still in a wtete of develppmant, particuludy if that develogment s
driven by demands which are legitimate, but oiitside the crganisation’s controd, This
Office s in that worst case position,

The feasibility of cutting hack oxpenditune without dumage is alus dependent on
how efficiently an deganisation s meeclmg its prescribed tasks, Two independent
revigws — a Sl Inspection in 1987 and a Finaneial Monagement Review m 1990 -
have hoth comcluded that this Office is lightly complementod. well argartised and
monitom anmd s s feionres effectively. Despite this, efTirts have continzed (o
fimd better ways o dioing things, (o improve productiviey and to reduce expendinmes
The possibiliy of schieving stich improvements aidl savings fnevitably becomes leds
ol less.

(b) Raising Revenue

Revenue mived by the Office is paid o the Home Office for sppropration (o the
Consolidated Fund. It hiss no bedring on the year on year grant-in-uhl made avijlubic
{ur the Registrar,

Mevertheless, it has seemed appropriate {or the Reglstrar, of (omes, W miko
charges lor sorvices. provided. With this in mind, | have wken legal adviee on
whather | have the satitory’ power (i make such charges. The conclusion is that 1 do
wot aned that there is a6 proper method by which | could ke charges o establish



drmngements for chrges w be made o toy - behalf. This s 0 point which should Ixe
eomsidered in any future revision of the Act.

e} Results for the Year

Expenditure for the yeor was £3 733 455; Receipts from Registration fees
amounted o £7,726.669, Registrution fees werp particulirly. high bocause, us
described in Section 7, 1992.93 was 0 peak vear for vegistrat)on renewals, In
adddition a further £115.377 wiis recelved from a variety of sources inchading inferes
carned on fumids temparanly invested during the year.

The Statement of Account for the vear ended 31 March 1993, 48 cortified by the
Compiealler and Audizor General i in Appendix 7. | am grueful 10 the Natdona)
Audit Office for pracessing the sudil rpidly so thay the fitial secennt could b
Ancluded with this reprat.



12 Conclusions

The proposed Eurepean Community Directive on Data Protection is Hkely 10 st
the wtage for United Kingdom logislntion on this aubjest throughout the Lie ninctles.
The current draft of the directive 1s foumeded on 4 tight of privacy which will ke iTe

alongside any developrients from current consideratiotts on privacy und the
medin. The draft fets a balance of jnterests which, in comparison with the present
Data Pridection Act, tilts wowards greater protection for nelivituals, That sesms
appropriate i the tighs of the develuping collection and use af persomal datn, This
report abiows that such dovalopmunts continge apace in beoth the puiitic and private
seCLoT.

Adiministration of the Act touches tn very ARy aetivities. Ax might be expectod
this reveals not anly the value of the At but where its boundiries of influsnce lie.
An expmiphe of this arisen 0 connection with the possibility, reforred o in Section 3,
that thers may be o market in personol duta in operation. Here, | comelude that the
positicin in law governing dnsuihorised ageess to personal data, Toe example by
enguiry AgeTHa. may miesit further consderation by Ministers und Parliament.

The determination of the meaning of the Act lies initially with the Registrar and
sithaequently, on appeal, with il Distis Protection: Tribatvil and the Couns. Punng
thiy yeur the first two appeals have heen heard hefore the Higher Courls, one taken
by my Office and one concered with o prosecutzon undenaken by the Director of
Public Prosecutions. The details are in Section 4; bt | was particulurty imergstied (o
<ee {hat the Court of Appeal, b the secnnd cuse. wiok the view that the popose of
the Act wis o protoct the interests of privaie individuale. This supports the view
previowsly given by the s Protection Trbunal that i assessing “fnimess”, the
ot impor ant single consideration is the interest of the individual date subrject.

That individuals have concerns seems 10 be confirmed by the compluints received
following a ielevision mivertising cumpaign primasly restrcted to the: Midlands and
sarth of England wid to Scotiund, During ihe cimpign, e receipt of complamts by
my Office tose from wrate ol just sndet 2000 1 yeur to 4 tute of close to 20,000 2
year. This peak rate, of course, only lnstod for o few wetks, However, 1 ks clear that
there ane [njent problems 1 be pddreesed und complaint are 4Tl being recowed it a
rte well pver the grevious level.

Overall awareness of the Act und the Registrr hisve mid chanpged over the year
Promped awareness of diti protection remains ai sbout 30% of the popalution. This
figure gives an idea of year oh yeor changes but it b difficult i be clear whal it
means in effect when a particular frdividus] s 3 problem. There was a significant
increase in pwareness, in the areas whore the televisiot campalgn wis held, that help
was available to pul computer mistakes right. However, thase who are aware,
without prompting. that there s Liw concerming Hjhis about infarmation kept on
atividuate remain wt 20% of the population. Clearly it would be valuable to nilse
this fgure, bat il is difficult 1o be sure how fensibie this is, or whether he figure b
yood, bad or indifferent, without comparable figures for other begristntion. Bffon will
conlinge to be directed to fgrass poots” activities of raising awareness through
providing sdvice atil materiats {or schoolh and other sducations) establishments. T
sereps unilikely thit funds will be avatlable for further mlvertismg on iy stike.

{ast vear proved difficult in financial erms. A tedl reduction in grani-im-ad



coincided with & peak registration year and the ot uf that are still being felr. The
Hurge of complainis haw foade it pecessiry to hall some activities aml trunsfer
resdtitrees from others. Thie number of saff aviilable for pelicy work in conmetion
with the police, health, financial sectine und ethier maters ootlined in Section 3 has
had 1o be cut biek This diffieuls situation will continue |y 1993/928 but in this
feapect. the Gifice is in no differpn) POEIlON lo many other public sector
orgunixations, However the subsequont year gives risg 1 the most wimcern, A furthey
reduction in the: grant-is-aid in 199805 ruihes the Spestre, Tor o new Registrr, of i
Office unable o carry our i sarutory dities ond subject to (e pevssibility of judicial
GE

Much remuins 1o be done: The Tuture holis interesting changes, miny challenpes
and an inderlying financia! thieat to progress with the tadks in fun,

LT HOWE

DATA PROTECTION REGISTRAR
TUNE 1993
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Appendix 1

Commission of the European Communities Revised Proposal
for 4 Council General Directive on Data Protection

A Commentary by the UK Data Protection Begstrur

Note: In this paper, except at the first tirmee of mention:

1-1

I3

the Commission of the Eurapean Communities iv refermed v as “the
Commission”;

thie tevised drafl directive on ditn protoceion 8 referred 1o “the revised
drafl™:

e original draft directive on data protection bs referred to a5 “the oaginal
disle™

e Cowncil of Eutope Convention on Dty Prodection is referred to as Vthe
Convention”|

ihe United Kingdom Bl Protection Act 1984 Is referred o0 us “he Aot
TRTRORLCTION

ko 1000, the Commission of e European Communites published a packige
of proposils on dati protection. Thin package conlained the original dralt of
the general directive, Following consideration and commant by The Europenn
Parfiament & revised drf) of (his directive is ahrut 1o be published by the
Conmission. This paper considers hat revised drutt.

The Commissinn’s initiative is welcome. Estublishing rilos about the
lawfilness of processing, emphasising portch lirly 1l consen ol the diila
subsject, and the granting of specifie Fghty 10 individusis would enhance the
prolection of imdividials in the United Kingdom, The revised dimfl does.
however. present § number of practical protlems

This paper considess whether & Furopesn Community Directive on [hita
Protection is needed, 1t then describes the principal objectives of the revised
drafi and picks ol soime issues of pnociple [ie consideration, Faally, [t gives
e detuifed comments on specific arricles in the direciive before a briel
o Jasion

0 wit ~EED A Eumnipan CoMmUnTy PhRBCTIvE on Data ProTECTIONT

The Council ol Eumnpe Convertian (Treaty 108} on Do Protection was

f, Propouil fior g Ul [R=covy goncermig {lie prossiiin ol [ricarwiadbils din pelmtiiad foilng processp ol
wnil (hal (COHM (O IE fnell ~ 5Y5 2HT)

2 Pin

fisi i Dl Pigaive conenfifing the prowcmm it i idiaady b pelabloes 1 Bir proceESing ul

peminad il [EOMIAGE]S fimal - 5%M 87}
1 Cogruenivm for fhe jrissestits il i letuile ol el b micnale procEEsiitg af |n|1'-ru'm|'|l-ﬂi {Frmmjlian
Traapy Serics, Mo, T, e [ sigiiniurs b Bermdlinirg o 24 Ramuury | 083
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il

apened for signature in 1981, The Conveition seeks o oatablish o set al
indivichl rights and a stundied for hamdfing mformation aboul individuals
The objective ix 1o achieve p level of Profection for persenal duts within
different nations such tha persondl datd iy Dow freely between them.
Thus, the Convention supparis the free Mow G informathon comfucive to
beneficial administrative ard commeril aclivitics where there s Jirnpuer
regard for the: posithon of individualy

A number of European countnies have introduced diig profection laws (o
allow them o Gnify. tin Convention. Raification by Earopesn Commmities
LEC) Member States has been encolegad by resolutlons of 1he Europeir
Parliumen, recommendutions of he Coundil of Ministers and Cominissiin
initiatives. Despite this, ltaly, Belgiom, Greeow ind Spoin hive still
passed dia profection leginlation enabling them to ratily the Copvention.
although Spain hus ritilied in the ahsence of eginlution. fuly und Belgim
are nctively pursuing lepislation.

Even those countries which do have legislation, tave legislmed in distinetly
different ways. The ixstie of wheiher one coumiry gives protection equivilint
o another has couped some difficulty. Morcover, some dam profeciion
autharities may stop the transfer of data to i country which has daty
protection leginlition and which has raified the Comvention but which, in »
partbeular case, does not have the Profection afforded by the law of the
iransmitting stale.

There ure other prictical problens ariving frimn the multi-nationsl nuuse of
sinmie dlala Progessing operations. A parent company which srmanges o
procesy the dats coliected by it variois Eviropean subsidiaries ar g PeiErem i
e Lnited Kingdom may be quite uncerain which data profection laws i
st satisfy and there is alwavs o risk that the reguirements of thise laws
will bé inconeistent,

The Single Burcpean Act adopted i Luxemboting o the |7 Februaey 1956
introduced procedures 1o enkure the estnblishiment of the internal marker in
the European Community by Becomber 1992 Anticle A of the Treal & ol
Rivme defines the intermsl markt us wn area “without miernal fromtiers in
which the free muwvement of goods, persons, services and cipital {s ensured in
accordance with the provisions of this Tremy™ With the advent of THe sirgle
market, then o single regume for data protection necoplable o uwll Menyber
Stes would seem 1o be pot anly uhavoldable b sl desirable. Withoot the
free flow of personal daty between Membor Stotew there i clear dapger il
the tiher free movements that the Simgle Eoropean Acy requires will be
Mndermined, There would seem, therefore, 1o be & need for 4 directive,
howevier, the question remains Oped an 1o iy scope and niil e,

PriscIL OwiEcTives oF THD BEvEsey Pibasr

The first objective fx 0 harmioiive daty protection laws b the Member Stitey,
The-intention {s 1o harmonise i a high kovel of protection for i viduals amif
nat 1 prejudice any protection given already by the legislitinn of irnekiv il
member stires. Thiy appeonch Nk heen adopted partly by analosy 1o (he
reyuirements of paragraph 3 of Article [00A of the Treaty of Rome which
TELUIRES Consumer prtect|om legistation to be harmamised ai 4 high level ymt
partly becanse some states soe darg protection s an example of the b
Aghts currently protecied by entrenchid prov isions of their constitutions,

Thee paraliol objdctive of the revised dnaft iy 10 create un dres within which
persotial data can be rransforred witheu! restriciion. That bs achicyed by
Artigle 1{2) which bans (e prohibition or restriction of 1he fow of persony|
tuta between member states on data protectiin gronds,

&7
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4.5

d.0

4.7

S IssiEs of PRIUILE

A Right to Privacy: The revised draft emphasises in Articke F]h kb s
suhject matter is the protection o~

“The rights and freedoms of naurml persons with respect o the processing
of persoial datis, ad in particular their right s privaey”

This is o clear, welcome, statement Ut datn protection i a herman. nghis
atter rather than any question of the techmical regulition of oo,
Wauld thix Artiele put beyond dispute the question ol whether any privacy
right existed m Unived Kingdom Tuw T

Balamcing Rights; Nevertheless, duta proteciion has to be aboul balancing
rights. The Comvention is quite cleir that ata protectioh is i restriction on
the rights of Individuals w hold and transmit informution and can only be
Justified so far as w necessary 10 secure the proper pridection of povicy. Ini
ther wonds, o balunes hay w0 be sirdck botween Articles 8 mul 10 of the
European Comvention an Human Rights (Eurppean Freaty Series M 30

The Data Proection Act 1984 seeks o comply with the Convemtion and,
therefare, refieet the balunce which it strikes. The revised drafi supplemints
the genernl rules of the Convention willl some specific provisions,

sculardy in the matter of sensitive data, the need for the consent of the
tdividual and rubes on the legitimacy of processing. These may shifi the
walance somewhat 0 favour of the individual ax comparedd with fhe Acl
Whilst dituiled criticisms can be made of some of the provisions, this new
halance does aot st unlfir.

¢ pkens; The revised draft expressly mroduces u requiremen] for the colsent
of inilividuals to the priscessmg of peronal data In cortain cases, This is
pitFtivnlary so where date, such as health reconds. s defited s apnaltive”.
This 1= a distinct difference from the Act. Some countrics hove fottowed
Germuny in secking 1o expound the right of "informational sell-
determination”. 1t is not necesnary b accept thal view of individual rights in
arder 1o conclude that the nequinemeni for consent might be approprinte and
viilluable in conmin ciaks.

Oy the other hand, the revised ibraft sets ot rules which. if followed, should
legitimise the collection and processing of personal dala in MOsE cubes,
without the need to gain the consent of the individunls concerned.

M) Retcords: There has been o debate about extehding dam profecizin 1o
mantal records. 11 is said that no ditference in principle can b seen hetweeh
the risks to individuals created by mianual and sutomated records,
Consequently, the same proteciion should be extended 1o individuals o
relation 1o bath types of informativl storie.

O the other hamd, the Conventivn and othet imlernational insiruments Were
expressly justified on the hasis that the power of automati progesRing o
assemble, reartange, munipulate and communicate datd pesed such a
significant potential threat that special legal protection was required to
protect the privacy of individuals. 1t s not clear thar traditionnl manual
processing poskes the same quality of threat to fndividuals as silomated
processing; this issue is considered agum af section 5.5 .ol this puper,

Dreratibis CoMMENTS O THE Riwistity Dvarr
A New Appraach to Data Protection Rules (Chapor 11

The crigiial drft set out detailed niles about the Tawfulness of the collecnian,
pricessing and disclosure of personal data. 1t then independently
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incorporated the more geners! rides on these mattors fowmnd in the Quality of
kg provisions in Asticle 5 of the Convention. The relathonship berween the
yenersl rules and the specific wan unclenr. In addition. tules lor the public
ind private sectors differed.

The wholesale secasting 1o be fiotid in Chiapier 2 of ihe revised drafi s bhe

welcomed. The Chapter now lesds with the gencral Quality of Dty

prwiEians in Article 6 and thus gives them the promtinence they merit. fn e

oeess of mecosting, the distinglion etween public and privaie seciors has

larpety dispensod with, This alse i wleamed, There pemains a problem

as by how somo of the miore detalled fules, which now follorw im the fext, are
1 he subordinated to the genera rOgQUITeIents.

Registrathon (Artiches 18-21)

A regintration system is central b the Act Regisiron mokes for openipess
on the part of those processing porsonal dat. 1t can alrey be used 10 repulice
undesirable processing. Under the Urifted Kingdom Law, exemption from
regrstration woeffectively exemption from daty prolection eonimo|,

The original drii proposid u comprehensive scheme of regiatristion {omlled
‘notification’ in the directivel. There is now & heliplal relaxotion of fhat
scheme. The mclusion of exiensive excmption snd simplification procedures
will-wid concentration on matters of sreater, rather thag lesser datg peodection
sgntficance, It iy important to nowe that exomiptin from motification woald
not releise dain users (omtrollers of it in the direciive) from the duty of
camplying with substantive dats prodection rules.

Suhject Access {Articles 13 und 14}

The mght of an Itdividudl o obtsn infofmation shout him or herself {stfrject
access) is fundamental 1o diln protection ohjectives, There hive 1 b
excmptans such ax those permitted by the Convention for national security,
defence, eriminul investigation and cemain other caves, bul thoy have o be
Tesiricied 1o those constitating *ik necessary messare o demecratic society*

The revised draft haw 0 weleome extonsion of siilrject micdss exemptions o
the private sector. Thien: secnrs to be oo reason of pramiple why they shiotild
ol w0 wpply if justifishle on their merits,

I s regretiable that the Commisston has not provided fid an exeimplion from
wilbject acciess to protect the data subject (an iHdividual) hm or herself. Such
an exemplion is permitted by the Convention and needs (o be pelled ol 1
justify withholiding Information in g cuse, foe example, where giving it fo o
madicul patient may couse seromn Tirm o the patient. Such caves muy be
rare, but they should be provided for amd it I not satisfuclory to say that the
spenific mudionl cnse can be deale with by indirdct acoess 1o the datg thrsagly
Anviher medical practitioner.,

Individualy are given on important exira right e refise 10 exerclse ther
sublject access rights undet the compulsion of » third party. This is i specific
United Kingdom problem, where, for example, prospective emplovers hove
required spplicants 10 exeriise subject access rights in order 10 vel their
criminpl records, The propasal in the revided degi s o atep forward bun
mighl be preferable 1o prohibit a third party from making such o demund
rather than meroly granting the Fighd b the individual o resis i,

3.3.5 The revised draft has, however, raised another anxiety. Arficle 14 now opens

with the expresyion

“Unless sbliged 1o do so by o provison of Community Law, Member
Stites may by law rektnct the exerciso of (subject avcesy rehixg, "

fitl
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The implication is that there are, or will be, provisions of Community Law
depriving individusls of the right of subject access. I i helicved that ihis
refers espectally to the Money Lamdering Directive approved by the Council
of Ministers on 10 June 1997, Anicke B of which runs s follows:

wCredit and Flnanelal Tnstitutions and thelr directors and employees shall
not disclose 1o the customer concemed nor 1o other thind persons thit
information has been transmined to the authorides in accordance with
Articles 6 and 7 or that a money laundering ivestigation is being comed
UI.ILH

Article fr reguires Credit and Finomctul Institutiond to inform xuthonties of
any fact which might be an indication of moncy [aunlering amd to (urmish
iriformation 1o the uuthosities on request. Article 7 resteaina Credit und
Financial lnstitutions from carrying oul sespect transactions wntil they have
notified (e autheerities, “Third Parties™ does nol seem 1o be defined in the
Directive, "Authorities” is not defined as such bl i presumably 1o be tuken
as & reference o “the authorities responsible for combiting money loundering
of the Member State in whose territory the intitution forwaiding the
informaticn ks sitnated”, as referred to in Asticle 6.

Ohn the face of it Article 8 imposes 4 strict blunket prohibition on EIVing
specified information to u customer a7 anyone other than the delined
authorities, Presumably the prohibition spplies 1o datn protection autherities
and even the Courts, 1t is a matter of concrn that the Dats Froteation
Registrar might be prevented from Inspecting fecords contaming nformition
of this nature, Morcover, the prohibition on giving frnformathion to i coatorme
goey much further than tho subject access exomption contained in Section 28
(1) of the Aot

The Act conains & balancing provision by which information can anly he
withhelil from o date subject if to provide it would be likely 1w prejudice the
prevention or detection of erime, the apprehension of prosecution of
offedets, or the asseadment Gr collection of any tx or duty, A balanced
exempiion such us that cen be qustifiod i a derogation amle Artigle 9 of the
Convention on the grounds that it is, "# pecessary measure in a democratic
sociery i the interests of —, the suppresslon of eriminal offimees™ 1L s not ut
all clear why it was thought necessary in the spedific case of moncy
lpundering to impose o blanket probibition without any such test s Ls Foundd
ift the United Kingdom legislition. The prohibition overrides the vight of
subject access even when it is clear that the informiation wimill be given o o
eifirely Innocent custoaner of a bank.

Trunsborler Dutn Flow Control (Articles 26 and 27)

1T there is Lo be o Community with an scceptable and ligh level of individual
dta protection, which therehy pesmits the unrestricted transfer of personal
datn throughout the Comrmunity. then it s g be expected that there will be o
fence around the Community with some means of guarding . Transbonder
data o controls aro to be expected and are legitimate.

Under the origingl drafi, ronsfers: of personal data elther wemperary o
permanent 1o non-EC countrics might only take place 1 an adeyunte level of
profection were ensured (Articke 24.1). Member countries. had 10 inform the
Commission of cises in which there woalil not be adequate protection. The
Commission might negotiste with third party countries on hehalf of the
Community and might prescribe a fist of countries which ensured adequule
protection. Member States might permit transfors in breach of Aricke 241
parvicalar cases, after informing the Commission and Member States and not
huving received notice of opposition within 10 days, In a disputed epse, the
Commisston ware bo sdopt unspecified appiopridle meEies.
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I wens mot ¢lear B this wonld operite i practice and whether it Implied in
overly-bareancratic licetsing process for Individual daty Aows, The rey oo
draft seeks o addrzvs that problem by addiag. 1o the new Afticle 26,
subsiantial exvmptions permitting transhorder lows In ardes 1 enfer into or
Pulfil contracts, with the consent of the data subject a0d on certain other
grounds.

The revised draft also seeki to poide e msessment ol the adequacy of
protection in 4 third country. The imdividual case is (o be exuimined and sofl
law — sisch as professional nules of conduct — may be taken bk account. The
ariginal draflt wiss crificised by some for using (he expression “wdeguale
protectien’ yather than the phrase, drown from the Conventlon, ‘equivalkent
protection’. 11 the European Community sations are to hive equivalon
protecrion for personal dat crossing inmemal boundaries. i dies not. feem
unreusonable 10 look for this standard in other countties. iibeit wavs of
achieving it muy differ

Thin issue is comples. Teamsborder daty fow provlsions lave considernble
Implicutions for reliions between the EC amd non-FC European couniries.
These include these countres whicl, rather than ratifying the Convention,
uim fe follow the simitar rules i the OECH guiditines, bul which do not
Rave private sector datd protection legislation on Ewropean lines, Mos
promitient amongst these countries is the Unitod States of Americe. The
Commission hits had 10 try ho achieve o protecied ity Prection community,
whilsl not unreasonably disrupting legitime pnd impartant tmde Hrks.
Providing thal positive action is taken 1o achieve corminon dandords and (o
tsckle problems which arise, and, notwithstanding some anxiely sbout the
prowisions, the revised draft adds o degree of usifu] Aexibility and is an
mprovement on the driginal.

Musiial Records

Theee are reusons both of pracuoplity and principle for avoeiding
comprehansive regulation of moenual teconls, On the other hand, there are
ockmalans where regulation might be justified. Tt would be villuable for data
protection legisiation to apply 1o thode cade where it sysdem has been partly
sbitomuited amd there seems o be g arbitrary slop to thee jurisdiction of (e
Regivrar when invostigating complainty, In eases of panicalarty wTISHive
dita o setisitive ukes of data, seme control might be appropriste and in
pariculnr perhajes there should be a right of subject access

However, there van be difficulty in applying traditional data protection
principles such as acowrocy, sdequacy and relevance to muktiual siuree
documenth particulirly il they consist of chrrespaitdence addressed 1o an
arganisation unbidden. There is also p need 1o he cautious that there are pol
excessive restrctions on the rights 10 froedom of eapriesion recognised by
Artiele 10 of the Buropeun Hunman Rights Comventicn,

The Commission bas sought o Tecognive these difficultics by restricting the
elass of manual records coverad by the proposal w s within Aricle c),
The definithon of “personal data file” found here is & mijor revishon ol (he
origiml drafl. It 2eems 1o he seeking to cover principally sUmmMry reconds,
extracted from primary sources, which coan be searchied in otder o find our
somnething about, or to classify an individual Wil there can be svmpathy
with this abm, it i difficul to be confides that the proposal is yet framed in g
clear enough way 10 hchieve the proper bulince between the various
considerations teched on

Sensitive Data (Anicle 8)

The directive extends the cluss of specially sensitive dita found in (e
Convetion by adding e ynion membership.

The Convention, whilst recogrising thud. cendin dals ans generally senniive
fequires only that their processing should have Epprapriste safeguants The

7l
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major difficulty in the revised drafi is that it sturts with an absolute
protitbition on processing sensitive dara. That woald apply to dita of @
routine fatuee such as an emplover's sickness obwgnce records and could
ek partioular diffivulty because a person's name alone can reyeal raciul or
ethinic origin ard perhaps religious beliels.

Objection coplld be taken w this probibition s o muatter of principle. The
Commission has sought o recopnise practiculities by substintial ATImpHons
sl i prticular, the new Article #2)(c) which authorines provessing “where
there & manifently oo infingement of privacy or fundemental freedinms”
Artheke K3y permits processing in cortain coses, subject o sufeguards, even

awhere thers would be such an infringement,

Adticle Bi2) deals specificully with criminal comvictone. i the original diafi,
this proviston wis heavily erificised for apparently preventing an cinfloyer
from keeping o node of his employees’ work-related corvictions. There s
niow consideruhle scope fur Member Staies to provide Kgiskiative suithority
for the kecping of these recorids

Media Exemnption cArtch 9)

There are po exemptions from the Act for the medin or jourmalists. Whenzas
the matter might st one tme have been largely academic, the vae of highly
automated systerms, hoth in the press and hrondcast media. mises issues ol

policy and practicability,

The odpnal draft st Article 1%, gave Member Sties an opfion (o grent
exemptions 1o the medis s follows:

“The Member States may grant, in respec) of the press am} 1he sdin-
visual medin, deroations from the provisions of this Directive in o far as
thiey are necessary o reconcile the right to privacy with the roles
goverriing freedom of information and of the press.”

The revised drafl containk an aricle which will compel Member States o
gruni exemptions for the thedia from dita peotectinn Lows thiis:

“To reconcile the right fo privacy with rules governing freedom of
expression, Member States shall prescribe exemptions {rom this Directive
in respect of the processing of persanal dats solely for josmalistic
pposes by the press the addiovisual media ind by Jourmilises.”

The reviged article sets (he ohjective of the exemptions as (and probably
restrici them)=

“to reconcile the right 1o privacy with rules governing freedom of
expreRsi, .0

Thie whole rtiche is founded an the footing tut there is o night to privacy.

The press han a very Impertant role n o demooratic socicty. However, the
right 10 grint exemptions should pot be interpeeied w0 widely as o uniuly
prejudice the protectlon of privacy which the directive secks: If subject
acress cxemplions were specifically grassed to investigative joumalists, for
exsmple, # wobld be difficult o waderstund why these should be wider thiv
those availuble to the potice. It would be helpful if it were made clear thar
exemptions Under Article @ could be granted only so far as is stricily
necessary bo reconcile privicy rights with the freedom of the press

Faiir Obtaining of Information (Armcles 601 ey & 111

581 The requirement - the Act thut information shall be obtained fairly lhas
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proved o be of particulic practical importance, 1t is relected in Article
6 13in) of the revised dralt (it should be borme {1 mingd tht processing has
been defined in the test 1o include collection as distinet from the more dal
definitions in the Convention and the UK legislathon),

Tee Registrar's view of fuir obisining is thst when informution is soughr, af i
Is not obvisus to the source who vou dre, whol you will do with ihe
formution and 1o whom you will give it, then those maners should be
explained. It may be thar this duty of fimess is owed to the data surbject b
wiell da the source where they are not the same,

Article 11 of the revised draft specifies, it some detail, the information which
st be prowidesd 0 an mdividual when data are collected. The arjginal druft
targely refleciod i Registrar's view of whal should be dene |4 the typical
case, hut it seemed 1o be ton inflexible, especially beeause information hisd to
be griven to an individual where it wos obw b or uid been glven previously,

Possibly i reapoise 1 intenne lobbying from the direct marketing ndusiry,
the text his been modified, It is no lopger clear thay Article 11 information
ks to be given before collection, This change should not prefidice the
proper view that adequate information must be provided befors collection. In
the case of direct marketing, the point in bsue s that individualy should be
teelid that informatiion about them is 1o be used not only for the specific
trmmsaction toking place but also o add their names (o lsts to be made
available o other organisations, 17 individuals are oot told belbre Infomation
% collected, they have no opportunity to reconsider ihe nitial traksaction.
Uiving o subsexuent oppartunity to “apt om” fips the balance of inefia in
fuvpur of e dats wser whis b compiling the marketmg list I hardly weerms
sileyuate 10 collect information unfairly and then provide the explanation as
Article 11 currently coems (o stgpoal. Indeed, thit wonld seem ps be 2
reduction in (he protection given to individuals by the current UK Law,

Article 11 might well require modification w s drafung o introduce some
Mexibility ay puragraph 5.8.3 suggests, but the Article should muke it elear
that as much of the explanation is 1o be given before collection us Is
practicable and the remuainiler as soon as practicable theneafier, [ 4y ilee,
the imprracticality of giving an explanation in advance should not be used as 4
prification for acting: unfuirly to individuals: (heve sheuld remids an i
ricling duly o collect fuirly,

Codes of Comduct { Articles 28 and 299

There may be some dosubt shoit how practval a Commumily-wide sectinil
cisde of practice will prove 1o be. Nevertheless, eodes of proctice or condoe
both national ard st & community level could prove useful, The main concen
w that these codes shoold teither be, nar e hought o be, some form of sell-
rogulativn allowing groups of dita wers to establish reles (n conflics with, or
n place of, the general reguinements of the dinective,

It is pow clearer from thie revised text thal these codes wre iy be sidbordinmie
1 the general legal duties, ruther than n any way replacing them.

Automated Tndividuil Declsions (Article 16

The version of this Aricle in the orighnal dodt was drawn closely from the
French Data Prosection Liw, 1 s based on a view thaf purely gutomated
decisions ure in sime Wiy more threstening to or invisive of persomnel
prvacy. The revised draft has been narrowed in two respects: first W is
confimed 1o decisdoiy, “hused solely on ablomatic processing defining &
persenality profile™ and, secondly, excemptions hove been included which
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permit Member States o considerable discretion sud, in particufar, are
desipmed o exclude credit scoring systenis,

There may well be cases where the consistency of an guIomabc. sysiem 1
fairer to individusls thas g personal judpment. The mattes of impartance is
that the rales embodied in the system showid be B and justifiable and thal
the wser of the system shoulil be able 1o provide that justification wher
chullenged. Amicle 13(3) goes some way in-that direction but is not powerful
envuph. A remodelfing of the two provisions would be welcomse.

Compensation Rights

A distinetive henetit in both the original and nevised drafts for individuals i
i thie right o compensation, Under the Act, individuals have mther limited
tights to compensation in certnin cases of maccuracy, loss or destraction of
diti. The proposed dinsetive would extetsd thise tights to compensation 10
sommieane, “who suffers domage as a resal) of an anliwful processing or any
Act incompatible with the national provisions pdopted pursuant to the
Directive™. This extension is welcome but individuals should ot thereby be
deprived of their exating night 0 compensationin some cases for distress s
well as damage,

Implementation Muchinary

The tevised draft requires Member Sties 1o estublish supervisory autharities.
There would be some enhrncement o the curment powers of the Registrar.
These will be welcome especinlly where they would permit the Registrar o
pblain (urther tnfoimatian in order to exercise his functions und especially
where they would aliow information 1o be ohtained abont the use of subject

HOUEES eI s,

The power under S:36(1)03) of the Act 1o disseminate Information is
fundamental o the Repistror's mle, Data Protection will be most effective
when it has become part of the natural| thinking of those collecting
infprmation mid designing systems (o aik themselves whether they have o
need for the information, whether it-is sufficiem and accurate amd indeed
whether they have satixfied the other data protection principles. This long-
term chamge in pititudes is o major edacational task. The Tunctions of
supervisory authorities in Article 30 of the revised drift do not expressly
include thie educative function. It wodld be a retrograde step {1 the Reghtoar
wire deprived of such powers:

In- Article 4, the proposal secks to divide. jurisdiction between Member
States, The revised text no longer aitaches jurisdiction 1o the physical
logation of the data but grants 1 0 Memnber Stutes in which controllens of
dlatn dre establizshed. |1 secmes (hial thin could stll lead to-multple jurisdiction
with unforeseen consequences. The poficy wnd drafting of this Article need 4
cireful review.

The revised drafi establishes two Commitiees - one of Data Protection
superviscry authorities and the other consisting of representstives of the
Member States. The special role of the Member Siates” Commitiee s 10
ansist the Commission in the exercise of the rule-making power given it m
Amicle 33, The BC Dats Protecton Commissioners atready meel frequently
on un informal basis and theére is merin in formalising that mrengement. 1t is
not s clear that a subordinate ule-making power shoold be given to the
Commission in such & sepsitive policy mrea. I Anicle 33 were stmick down,
the meed for the Commitiee representing Member States shiould be reviewed,

LR WAL TR S

The Couscil of Eurape Convention on Data Protecnon and associated
mational pleces of legislation arose from concem in the sisfies dnd seventics
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ahiut human tights and the burgeoning powor of computers wnd
communications. The Convention relates to the privacy of individuals, It
secks to offer individuals some protection in circumstances where
micemation about them is used by athers.

There can be no such thing is ibsolule individuol privacy. Balances need (o
be struck between the right 1o privacy and other public objectives, The
Convention recognises this,

The Bata Prosection Act introduced measures of protection fior individuals
which huve etabled the Umited Kingdom 1o matify the Convention. However,
unlike the Convention, the Act does ot refer 1o privicy, it bs simply o stane
“lo regulite the use of amomatically processed information relating fo
individuals ", On the other hand, the Exropean Commumity Drall Directive
on Dt Prenection iv concemed with privacy and, in its rovised Form, Bivon
greater oomtrol and greater protection (o individoals than the Act. It slsa,
helplully. reduces a hureaucratic burden an data wsers by allowing simpler
regintraion procedires.

The revised draft v not perfece and thiere is still rooim for significant debmie,
for example, on the cover W be given o manual records und the poxition of
the media, There are also other maten of substince or detail which seed o
be clarified. Nevertheless, the revised draft is welcome and nit generally
unreasanable in the broad halance [t secks o set ot this stage between
individual privacy and other public inerests.

22 Octisher 1903
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Appendix 2

European Community (EC) Data Commissioners
Conclusions on the EC Draft Directive on Data Protection
Adopted at the Dublin, Boppard and Paris Conferences

A, Introduction

AT their confererices tn Dublin { 14-15 December 19921 andd Bopgard (11-12 March
1993} the Datn Protection Commissiooers of Belghim, Denmark, France, Genmany,
Ir¢land, Lixembourg, the Netherlands and the United Kingdom have carelully
examined the amended proposal for a Counci] Directive on the proteciion ol
individuals with regand o the processmy of personal data and v the free movemint
of such data (COM (921 422 final — SYN 287; Official Toumnal No. ¢ 31130,
20019492 They have noted with sitisfaction that the commoen conclusions
asdopted 1t their conforonce in the Hague (2829 November 1597) and their
subsequent submissions on motifcation have been taken into acoount i s very large
oxlenl

Al their conference in Paris (28-29 April 1993 the BEC Duta Protection
Commissionets finalised their examination and discussion of the amended propodal,
amdd adopted the present document: with common conclusions for submiission o the
EC Commibtsion, the EC Counctl Working Piry curremly stindying the amended
propodal. and the EC Parfument.

B. General Observations

The EC Dala Protection Commissiviners wish oo see that the geteril purpose of the
amended proposal s accomplished, which s 1o ensure thut the protection ol the
rights and Freedoms of Individuals, notably the righi to privacy, with regard 1o the
processing of persondl data s eguivident fh all BC Member States, and in confonmity
with the principles and salegoands lald down in the Council of Europe Coavention of
28 January 1951,

In this context they also agree with the observation in recital 9 that the
gpproximation of mitiona] laws must not resufl in any Jessening ol the potecton
they afford but must, on i Coitriary, seck to eosure o high level of protection in the
Community, This is particularly refevant for those countries which have considernble
experience wilh njtional Laws providing such protection al fhe moment.

Agninst this backgrounsd the EC Data Protection Commissioners want io express
some concern thal the particular method of harmonisstion, adopted o the amended
proposal, may presenl problems oopractice thal need 10 be examined more losely.

Whille alming 41 & high amd eguivalens Jevel of protection in the Commumity, the
propossl provides for general prnoiples which need interpretation and spécific
application. This leaves a murgin ol appreciation for each of the Member Stles,
which miuy have the effect that in dome Sties there will be a stricter nterretation
amel application thiun in other Sutes. Moreover, Stites may mnder certisin condithn



derogate from certain provisions of the Directive. The: resolt of ol this s, thut thire
may, be different levels of protection in each of the Metmber Stutes.

The EC Daa Protection Commissionens appreciste the particilar difficultios
presented by o harmemisation of national kws i this area. They o supporn most of
the arguments sgaing a possible hisbmonisition in grester detatl, Cirtabi differemocs
might therefore have 10 be secepted at the present lime and subject to further
harmonisation messares,

Under these circomstances it s ssential that the Hmuls set by the Directive are
sufficlently clear and thit the level of protection offered by the Directive s
sufficiernly high, so thut unnecessary discropancics cun be davoided asd Existing
leginlation affording a high level ol protection will not be prejudiced,

Where it is estublished thist the existing low provides u higler Tovel of [roieciion
than the proposed Directive the laiter should be amended 1 meeet this higher lisvil of
protection. In this spiri the (ellowing conclusions wim to draw attenhion W s nuimber
of paimts where the amended proposal could be fusther immprovied,

C. Detailed Comments

Article T — Qbject of the Directive

L. This Article only applies whtith the scupe of the Birective us defined by Anticle
3. In other areas the Momber States are mot Hmited b their data profection
policy. If thete would be any dodbe in this respect, (ho text should be el fed
accordingly,

It is also assumed that the provision of parugraph 2 does nol preclude
restrictions which respli froum i nem-discriminamary. application of nations]
legislaton in accordance with the Directive. Mesmyber Siajes worild have 1o he
free to upply their own nation| law imenpective of whether o particular dita
flow takes place within itx tersitory of across the borders WL Esplanatory
repant on the Council of Eumpe Convention, puragraph 67), I necessary, the
text should he amended aocordingly.

Article 2 — Definitions

L The definition of “personal data™ in Article 2n) dedls with the Identifiability of
a person. The first paragraph comeetly stresaes that peretins can be identifiod in
various ways, some of which are indicated here. However, the soc o

paragraph should apply o 4l dats - hept in detaibed or fn aggreguted form -
whtich is of such & type that the persons comcerned cun no longer be idemtified

The EC Data Protection Commissioners sssame tht the Directive does v
upply 1o deceased persoes, M there is any doubi thie peint should be mude
explicit; it should be clear thist it is for Member Siates o set ol in the doyneatic
legislation, where appropriste, the profection medsiures applicable 1o dota
reluting 1o deceased persony,

3. The clementy of the defimition of “controlles™ i Artiele 2(d) should be Emited
i the lssue al the purpose and the objeative of the processing, with ihe
conwequence that the other elements menitioned (which dats, which aperations,
which third partles) are 1o be considered as [nlling under the declsion-making
power of the comtraller thus de fined. This wifl help t avolid practleal prohlemy
where different parties are involved in the prOCTSRIng,

4 In Article Me) and elsewhire in the Directive the French equivalent of
“processer” should be: sous-raimanl,

7
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The defininon of “thind party™ in Article 200) 16 satisfactary, o thie dssumption
thal different legal entitics belmging to the same conglomorite nmel different
authorities woukd all be considered os fhird parties.

However, the use of the term “thind pary” bs mf always epmastent. It seems to
eover cenuin recipients, huthorised third parties (legal authorities etc) wnad
unauthorised third parties, I addition, the Directive makes relerence 10

“yecipients”, o notion which is not defined. The meaning pndé the pse of these
1erms need further clarificidion,

Ariicle 3 = Scope

T

It showld be clanfied thar the Ditective applies 1o the processing of personal
duts, not anly ax fong a5 they ure the object of siomatic processing o pan oof o
wianual file, but thut they remain protected when taken our of this conrex) and
are used or disclowed By the controller, dx is the case when datu dre
communicated ordlly from a domputer printout.

Article 4 — Narional low applicable

K

The provisions of 1s Article are unsatisiuciory. If the law of the conmuller, us
indicated in paragraph [a), would apply in all clreamstances, only’ the
supervisory authonry esiblished under thut faw woalid be competeni, bul o
Wirtild 1ack the means 1o supervise setivities tiking place o other countries. 1)
muist be painled ool that the supervisory authority of the country hosting the
sethvity wonlid ot be in o position to elfectively sopervise activibies taking
place i that country or elsewhere, and mwtusl cooperation between matianal
nuthistitkes us mentioned in Amicle 30 would not make it possible o overeome
this: difficulty, A minimum condition for effective control wouhl be that cach
nutionul puthority s cottpetent o supervise the processing of personal data
wking place within its jurisdiction, Therefore, a1 loast fo tha extent the law of

pricessing should apply.

Howeves, other problens siem tiv bé felevant oo, On the basis of the present
text there will be o necd to spply the fows of other Member States m many
euses, Thin might kead 1o great practical difficulties. especially o o legal systom
melying on crimimil enforcement.

Tt ix ulse doubred whether the low of the controllier i always st auitahle in
apply to the collection of dats from doti subjects in other couniries amd o the
i of thedr rights of acceas.

Mo i general, it shouldl be kept fn mind that differences in sbstantive baw
winl notification systems — which wre bound (0 arise o remin al this flage icl
part B) — may fead 10 forum shopping.

o viow of this, it s feln that the sebject requires further stidy. In puartiziilar, 11
shmlid be condidered whither the establishment of the comtrofier Wil et b
gombined with or replaced by other criteria, Hl ably the phsce ol the relevand
activities.

Article 6 — Principles on data qhaliry

9.

The amended proposal does nop esablish the Gnality principle with sufficien
clurity, In Arnlels 6, parugraph 1{b). the pringiple is set ol i i stilie way as
in Article S5(by of the Council of Europe Convention. However, unlike fhuit
Conventlon the proposal does not determine whether and 10 what extent
derogotions from this provision could be aliowed

[t i impertant thay the Direcave staies clearly that sach drengaitions under
national or Communlty legislation are only acceptable i they are clearly



defined and limited in sccorddnce with Article 92 of U Codsedl af Europe
Comveniing,

0 In view of the terminology emplovel in the Directive, the term “osed™ n
Article 6, paragraph 1), should be ropliced by “further processed .

Artiele 7 - Principles on grounds for processing

L. The provisions of this Article huve been examined in the light of the
conclusions adoped eardler at the canference in the Higue,

Although the general approsch is very similir, the fmended proposgl fails 1o
distmguish between liwiol processing ang Liwful commumication of personal
chiste It is suggested thay Amicle 7 dhould be re-worded ns sl Tevws:

Processing should be lawful anly where:
—  the data subject has consenied (cf Are7.a);
—  the processing s necessury for the perfirmance of 4 vontroct (6 At 7.
—  the processing i necessary for the fulfilment of a byl eblipation (el A, T.o,

—  the processing i necessary for the exécution of & public funcitan or duty,
provided that the finabity principle be abserved (¢ A 7 .0):

— the processing is necessary to sileguand the legitimate interests of the
controller, an condition that the interests of the datn subjocts do nol prevai
fef.An 7.1 partim)

Communication of personal dute bo thind paties daootd be liw il emndy on the
grounds mentioned before (for processing in general), and where:

—  the ¢ommunication is necessury 1o safeguard the genernl inerest of the
legitimate Interess of b thind party, on comdition that the (merests of e dats
sulbtjeet do not prevail (el Art 7,F, partim);

—  the commiunication is necessary in order 1o protect the vitul iiterests of the dot
Wbt el At Yo

At the same time concemn his been expressed that the tevm “getiernl interest™
might be too wids and would include private business infencsts, This paint noeds
further study i order 10 avoid uny mitsinterpletitive of the meanmg ol the wonds
Hsed m e i Ferent Langiige versiones.

Article 8 — Senyitive data

12 Paragraph 2(c) of this Anicle ls 4 very peoeral aid wague exemprion, and
should therefore be deletgd.

At the same time. paeagraph 3 should pot require specificitiond repanding the
recipicnis and the controllers of data, tor showld public interests be 2
prevequisiie. T should be 1oft w the Member Stutes to strike the right balonce
between competing — privite or public - fnterests and to provide the
Appropriate safeguards requiced in-Article & of the Council of Europe
Convention. within the general framework provided in the preceding Articles
of the Directive,

I3, The prtection of this Article should apply 10 all eriminit data, st anly i
criminal convictions. The exemptions which are available under parngraph 3
tamended), shivld also apply 1o these da.

™



Article @ = Freedom of expression

14, I crder o onsite that the freedom of expression js carefully balunced aguinst
the right to privacy, the beginning of this Article should read;

“tn wo far an o strictly necessary: in onder to safiezuand the Treedom of
anpression, Member Sttes shall. "

Article 11 - Collection of date

15, The beginning of this Anicle should provide that the information regulred
st be given before o af the time of collectnon

. The BC Duta Protection Commissionens asaume that the information under
Article t1.1(d) (information on the desiination of data) wonld plece the duta
subject In a position 1 know of the existonce of trnsbonder flows of date.

17, The exception provided by paragraph 2 is toe flexible. It should be availabie
only when it ts likely that an essentinl public function will be substninlly
ipdered, and where the conditions described in Amicle 9.2a of the Council of
Eurnpe Comvention 108 are satisfsed,

I8, Article 11 only applies where data are collected from the data suliject, and
from uther sources, To ensure that the transparency principle is respected more
fully, it is feli that the daw subject should be informed whisnever be canmi
reaserably expect that data have been stored about him, and where such
information mt the tme of first disclosure of such dats to a third pany, as
provided in Article 12, would be 1o late for an effective exercise of the dat
subject’s rights, as eg in the case of aredit information services. In this context,
tecessary and appropriste provisions should be inrodoced m oder o aveid
undue bureaucracy.

Artiele 12 — Diyelosure tiv a thivd party

19, Puragriiph 3 of fhis Ardcle should be lmited o cases where the supervisory
muthority establishes that w inform the data subject would be impossible or
wouldl {nvelve dispropocticnete effor. In view of the exempiions provided in
pargraph 2, the reference 1o ovirriding legitimate mierests of the contraller or
i thard pprty coulid be deleted,

Article I3 —Righr of avcexs

20 0t s felt that the general idea undedying puragraph 2 could be expressed more
effectively by a prohibition on oy thisd party 10 ask o dats sihject o exerclse
his right of accesy, unless the reguest in founded on & proper Tegal hasis.

Article 14 — Exceptions to the right of aceess

21, Paragreph | 18 oo flexible. Member States should e entitled o provida for
restrictions of the data subject’s right of hecess only insefur as thiv ix o
neconsary measure in 0 democratie sochety; and for e puiposes mentioned in
article 9.2 of Council of Europe Convention 108, Therefore this provismon
shouild be reconsudered,

22 The case in which Member Stutes may [t the right of access o data 1y be
processed for statistical purposes should be mire stricily defined,

Wi propase that thix possibility should be ressricied only to cases whete the
data are “temporarily kepr in personal form amd which is miended o serve
oxclusively siatbstical ends of such a 1ype (hat the persons concerned can no
longer be reasanably identified and where there is clearly o risk to the privacy
of the ditn sobject”.



imitiative of at the reguest of the perion oiicerned, to verify the lawfuliess of
the: processing within the micuring of this Divective, respecting ihe interesis 10
be protected in seeordimee with paragraph 1 and to ensure respect of the
conditions laid down in parapraph 2 (firmer paragriph X concerning statisticy),

Article 15 — Objection on fegitimare grosndy
23, The wards by mail™ at the end of puragraph 3 shiuld be deleted,

Article |7 — Socurity

. In paragriph | the word “use” shoold be mserted after “and aghinse
Urirl o ™,

Article 18 — Novificarion

23 ot praciical purposes, the plece where 1o exercise the rght of iweess shinidd be
added 1 paragouph 200) where s difTiers fron the address of the controller

26, In puragraph 4, the wrds, “wiathin o period of 15 days commencmy with the
date vl the sotification™ shogld be repluced by the words “within o reasomatle
time",

Article 1% — Simplifivation and CATIp

27, The EC Daw Protection Commissioners tequest the deletion of the second
semience of Article 19,1 whicl lisiy by way of indication the categories of
processing which may be subject w simplification aml exemption snd does no
more thin illustrine the principle set oulin the first sertamue, which is sufficient
i freell,

25 The first part of paragraph 2 shoubd state that “ihe simiplification ot exemption
measure i to be tken by leghslitive means or sdministrative msans. in the
latter case by the control mutherity o after consultithon with |§™,

Article 30 — Supervisor aurhority

29, It is Understood that ssoh supervisary suthority should have ai feist the Powers
mentioned in parsgraph 2. However. other powers div ool exelinded,

The notion of “effective powers of intervention” as stipulated in thix
paragriph. should cover sdministrative decisions as well as the ambudumun
type of intervention, including ihi power 1o tepart bo Purlfament and 1o the
public. If noeded, this-should be clanfied in the text,

As o 'the power of the supetry oy authority 1 iniliate judicial Bt vities,
mentioned in the same puragraph, substuntial differences have ippeired
between the French, English an| German versioms, This power should not be
fimited to penal procedures. Moreover, in the Feench version the word
“infractions” should be roplaced by "wiolations”,

In addition the EC Duti Protection Commissioners sre convinves ihat thege
is an impaoriant role for the supervisory authorities to play jn providing
information snd sdvice on the protection of personal dma.

Article 31 ~ Working Parry

M) This Article has been improved on o fwrmher af points. In s prosent form, i
cin be considered as an essential clement of o hurmonised dag prodection

8



Article 32— Tasks of the Working Farty
31, Parsgraph’ | should be completed by a new suh-paragrijh!
“o| ponitor new Inforsition processng methods and bochniguies.”
Purngraphi § of this Article should provide that the Comnmssion shall miomm
the Working Party. of Community resenrch priects which imply the g
processing of persoma| datis.

32 A new puagraph | bis should be inserted as follows:

“The Waorking Parly shall be consulted by the Commmission on wny
proposed decision referred o in Amcie 26i3), any codes relerred 1o in
Artiche 29, any messure proposed t be adopled by the Coammission mder
Article 27035, and any measure proposed to be ke ey Aaticle 33 of
ihe Directive.”

Argicle 360 — Fingl Provisions

1%, In thix arsicle, it shonld be stafed that the Commission alsg bas o report on
developmenis in national data prostectiomn lowa,

[, Final Observation

The EC Dot Protection Commissioners also encoursge the Commnity m provide
for regulstions applicable 10 the services af the Community and (o estahlish un
independent diali protection suthodty 1 control their compliance. Referming 1o [hesr
Berlin Statement of August 30, 1989, the Commissiomers dnderiine that ihwe it
of persanal data procedssed by the wervices of the Comtmunity Authorities 15 ulready
sitisiderable but will grow drmatically as o consequence O the Muasiricht Troaty.



Appendix 3

The Office of the Data Protection Registrar
NHS Contract Minimum Data Sets

Report of mn investigation 1o consider whether the collection, conten and e of
contract moumum data-séts in the National Health Servico could lead (o
catitraventlon of the reguirements of the Dt Proection Aot

SUMMARY OF FINDINGS

Refarmn in the Nutionsl Health Service havee included (e introduction of s fevim
of inlernal marked. There are organisations that directly provide individual bealth
care, These are known us “providers”. Vary often they are hospitils, There are
separate srganisations responible for parchasing this health care for the popalation
they serve, They pay the providers. These arginisutions ine known i “purchasers™
Contracts are in place between parchasers and providers, When provider treats o
patient, o stantard sed of nformation sbeut the patient Is sem 1o the prrehaser. This
set of iformation s known a4 the contract minimum dita set,

A complaint wis received by the Registrar about the conent and use of oontract
minimum dats sets. The compliing sddressed the Fourth Dals Protecthon Principle
which requires thal personal data are adequate, relevant und not excessive and the
Eighth Data Provection Principle which requires thit personal data are ket secure, In
mvestigaling the complaint the Reglstrar also considered the implicatons of contract
menimum i sets for complance with the First Data Protection Principle which
requires thal personal data are ohisdsed and processed fairky und lowfolly, and e
Sixth Datn Protection Principle which reguires that personal daty are kept for no
lurger thun ks Hevessary,

Responsibility for compliance with i Data Protection Prnciples in the Natignal
Health Service falls on individual purchusers and providers. The Depariment of
Hicalth hos u role in embling and encouriging purchasers providess o meet their
responsibalitics' bt jis direc) responsihifities extend only to personal duty held by the
Deportment itsell. Whilst the overall content of contruet minimum iy sers s Ioid
down by the Department of Heulibh each purchiser and provider must be able w0
pustify the holding of bemé of personal datn by the use it mukes or intends o make
of them. 1t is nor sufficient justification for a purchaker o provider 1o collect and
Bold data items for no wiher reasin than that they farm pars of & contre minfmum
s we,

Comtradt menimum data sets ore held for several different pherpeosses b hundveds of
different purchasers and providers and may rebate o millions of different mdividunls
Given the range of practices adopted by [hese purchasers and providens it i difficull
be envisige thal complete compliance with the Dita Protection Principles can he
achieved if the Tull contemct mimmum data set is collected and hald oh every patient
Iy every cane,

The wim of this investigation wits to consider whether the collection, conten) und
use of contract minimum dato sets in the National Health Service could lead Lo
contravention of the reguirements ol the Data Protection Act 1t has revealed that for
the most part providers and more particulirly purchisets have not reviewed their
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owr practices in connection. with conttact minimun duta séts W ensore compliannce
with the Dar Protecilon Principles. Thiy are penerally relying on the assamplion
that hecause they are holding a stndied deta sel, the comtent of which ks laid down
centrally by the Department of Health rather than determined locally, they will not
breach the Principles. Such an approach will fmmany cawes el 1o contraventions of
the requirements of the Duth Protection Act.

Ascan of particular copvem inchide the holding of patiem) identifiers other than the
NHS number, the holding of dats on o matient’s marita)l status aml more generally the
hobding ::':J:crﬂmnl dita for resestrch with o clear plans as o how the tnfoomation
will he used,

The prncipal conclusions of the myvestightion on mesires seaded 1 promote
complianoe with the Act's requirements i

iy Providers should review their dotn oollection proctices 1o opmure thay they
ablatt (formation fairly from patients making certuin that patients aee awore
of thie uses and disclosgres of the information il are gssoctated with contract
mrltbmu datn sels

fiit A guitdsooe note on the appiication of the “fair oblsining™ requirements of the
Firss Dota Protection Principle in the NHS should be published by the
Registrar,

(i) Purchmsers anid providers shoald mdividually review the extent w which they
hold itoms of personnl dotn from eontract minsmam date gets to ensure that the
duti they hold ane adequate, relevant ami niol eacessive for cach ol their
p . Particolar atiention shoald be given by purchpsers (o the holding of
persomul dentifiers, the holding of dat on misital stetus and the need o hove
clear plurs as to how any data iemy held for Resonrch and Statistical Analkysis
sumdior Pubdic Health will be used,

(iv) Purchasers, whilst ensaring they meet any statutory requirements for the
retention of informutiom, should adopt & sysemanc policy for the defetion of
personal duts from contraet minimem data sets w ensure that mformation is n
hilgd fior any Jomger than: ks necessary,

iv) ‘Porchasers pod providers should, in the light of the NHS Maonagement
Executive's Codde of Practice for the Hundling of Confidential Patient
Information in the Contracting Environment, individually review, develop and
imiplement procedunes that will ensure the security of sensitive petvonal health
informition hield i oonmeen minmum daity sets,

ivi) A Dam Protecton Code of Proctice for purchasers in the NHS should be
develuped by o spitahle representutive body with the encouragement and
assistanes of the Regilsirr,

tyii) The Departmem of Health shrough s NHS Manogement Executive shoakd be
approached by the Registrar o comtinue or, whete necessary. initiate
dincussions and action on the ssees raised by the investigation. Parlicular
dirtention will be drawm to:

la) the need for purchusers anid providerd o review therr data handling
practices to ensure compliance with the Data Protection Principles:

b the extent io which purchasers need to bold patient identiliers and the
length of ome for which they are held:

ich  the need for purchisers bolding comtract mintmom doti sets for Redeanch
and Simisizcal Anplysiy andfor Public Health to have clear plans as 1o hisw



they will use the personal dats they hold:

() the continued melusion of “marml statos™ i o dati Hem in comtrict
i data seos

(e} the proposed inclosion of “cthnic origin™ 4 & date feny iy contract
riimamn iila sets;

(N the idedtification of a suiible roprosentative body to develop a Dati
Privtection Code of Practice for purchasers:

gh the spplicution of the “fair obtaining™ requirements of the First [hiia
Protection Principle 1o providers:

thy  the refssve and increased use of the NHS nunther

February 1993
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Appendix 4

Guidance Note 27

Views of the Data Protection Registrar Concerning Revised
Enforcement Notices lssued Against Four Credit Reference
Agencies By The Data Protection Tribunal

INTRODUCTION

1S

a
| =

This Guidanée Nowe deals with the meaning aml efféct of the Enforcemeont
Natives issued by the Dty Protection Tribumel to the four main credit reference
agencies i e UK, which come into effect on 31 July 1993, In preparing this
guldance, the Registrar s taken account of viewys on an initial discussion
paper sénd to cach of the four agencies, mviting comnmients from them on the
peoinls raised in- i

Thix guidisnce hos been prodeced following the Regivirar s conswdesation of the
Noticis aml highlights those areas ol the Notices which, in his view, will
berefit from detailed consideration w this sage, The guidance v not intended
to be o lige by line analysis of the Notices, It does potcover all chreumstances,
anil any compliings recesved by the Dam Protection: Registrar that lead him 1o
belicve that an Enforcement Nutice may hove been breached will be cansidered
an the fuciy of each case.

Ooe effect of the Notices may be 10 rajse questions about other areas, for
example the notifications given o individunls who make credit applications.
Theese questions are not addressed (o this Gudanee MNote.

The Registrar recogmises th the agencios pre working under considerable ome
pressutes (0 onder to produce new systems. He hopes his contribution wall
enible agencics o lake account of his views in the production of those systems,

STRUCTURE OF THE GUIDANCE NOTE

i

Isstes amd questions arising have been grouped mmider & number of main
headings!

i Elestoral Roll Endormustion,
b, Resiilence.

¢, Name Mitrhing

i, “Family"” Membership.

. Disggsocialbion,

To some extent these divisions are arificil; for example there are also
comments an the use of the electoral rall under residence and “family™
membetship, Reforences to parngraph numbers are referencey to the puragraphs
in the Epforcement Notices, A copy of the wording of the Enfoncement Notices
is @t the end of this Gwdance Note lor ease of reference. The Enforcement
Notices appeared it puragraph 3 of esch of the Tribunul’s Appeal Becisions
The numbering of references in this Guldance Note reflects thiy.

ELECTORAL ROLL INFORMATION

K

7. Parugraph 3(1) refers 1o “personal data relating o the fingacial staing of



tnglividuals™ and W “uny Foancial informanon” . The Tira phrase comes [rom the
Data Protecrion Registrar's standird purpose for Credit Reference. Prim facit,
electoral mll mfarmation falls outside the terms of the Motice, This view is hissed on
the onderstanding that the current use of slectoral rall information shout thind parties
s limvited g ascertaining e presence of persons other than ihe applicant for epedit a
an address and thut this informaeition is vot credit siored or olherwdse sed i assess
the applicunt for credits IF the practices current af the time the Tribuml settled the
Notice were 10 change, the Registrar would connider any complaints made w0 bim in
the light of the lerms of the Notice, and if necessary he would consider furiher
enforcement action, Credit Scoring and the geodemographic association of ks, for
cxample for direct marketing purproses, are outside the scope of the Enforcement
Notices and can be discussed sepiraiely with the Rogistrar's staff.

RESIDENCE

8 Paragraph 3 123 refers vo: “infirmartion atvt any other: fmdividdl réderded
fesiding af the same presens addeesy o previens address as e subjoct”, The
mitial test of the sequence of tests in he proviso i porsgersph 302) requires that
the thind purty and the bpplicam for crodit are rectinded s residing o1 the sume
address, The Registrar’s view is thot ns 1 matter of fuct the “same address™ I
the some residentisl unil.

o o respect of previous address it should be nited thay the proviso anly permits
the extraction of third party information from a masximum of s mildresses: the
current dddress and the previous address.

Wk The Registrar's wiew bs that an individual is recorded ay rewiclims ot anaddress
il e is on the electoral register at thul sdilress: in the abeence of furthar
informustion o contradlet i, an agency would expect 1o be able 1o rely o this
insofar as it will confirm that the Individus| was fesiien i the mldress b 10
Orctober prior 1o (he publication dute of a specific electoral register,

1. As Credit Reference Agencies nummlly hold recards supplied 10 them by
uthiers, they must pssess earefully whether other cotegovies of Information show
that an individunl i revorded e reviding 2l g particubily address. Information
oshtaimed from third parties thal does not purport o show thl an individual is
recorded iy resieling ata panticular address should pof be issumed 10 do w, {eg
the Royal Mail Postal Address File),

12, Not every agency holds the ssme information, However Conny Court
Judgment (CCJ) information i helid by all the sgencies, The provisions of the
County Court Rules allow any sddress 10 be given for serviee; there i no
regquirement in the Rules that ihe individual be rexidens it that sddress and this
informution doey mi come directly from the mndividus) himfhersell, T these
circumsiances there s some risk if an agency relien on CCT& alone ps showwing
thad arf individual s recorded ay residing o 5 particular address unloss an
ageney hodds additional mformation 10 seppon that isserion.

NAME MATCHING

1L The restes muised here comeern purngraphs 32Ny 32)0aW1E: and 200G,
They can be divided into two sepurate matching exercises, the (s, K2 akil
bieing whether the forenume or initialy, where these ane recorded, are the saimne.
This is an atmolute test of fuct with o element of bellef. The second, H2HaNi
atid U, concems the matching of swfficienidy similar names. This
Hnports a st of reasomahle fo believe into the fnal asasastent of whether the
s malch sufficiently o be viewed ax either the same person or 28 a thind
party having the same sumame. 1t i the Repistrar's view (hat rrasosdbie as
usid i the Notice embodics an objective test,

14 The test contemylated by paragraphs 3 24a)0i} and 32)biii} is an uhjective
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test. It 1 for the agency wr satisly (he objective test. The Begistrar consiters
that an agency should take extreme care in reaching its jodgment jis fo whether
two names may be sufficieniy similar to be befieved 10 be the sume. 10 is the
Repistrar's view that o double-borrelled yurmume such as SMITH-BROWN
may nat be sufficienly siinilar o sither the surname SMITH or BROWN, 16 be
extracied. no more may WILLIAMSON be sufficiently simlar to WILLTAMS
However. the Reghstrar cotisiders that {1 s difficult 1o lmme comprehensive
examples as eich cake must be Judged on its facts oz o whether or not i
satisties the objective test. In aoy given cive the answer muy depend on other
Iinformation held.

Where inheront confradictions ure apparent i the dats hebd, (an example of this
would he where there s a difference [n sex mplied by the tide) it Is clear there
cint be o cxtraciion when assessing similarity of pame. o the absenee of
inhereit comtrudictions wmd where the provisos of porographs 3 2)adil),
MIWadilh amd 3 250KIL) ore meL, doto may be extragtod.

FAMILY MEMBERSHTP
16 In relation to the phrase used tn 3020 by — and the simibar phnse used in 32)0)

17,

— and whete in glther Siaxe i iy reasanalie to befieee thar e or e hay been
fivimg ax a weeenber of the same famity ax the salyject in o sinele Rogsebald, i
should be noted that in order wo meet this requirement the thind parly must,
firstly, have been living as a member of the e family as the subject and,
secondly this must hive béen in the context of the family being o single
household. It is the Regivirar's vlew thut both parts of the condition must be
sntisfied hefore it can be sabil to apply to the thind pary.

This his 1o be comsidered o rolation to the addition o the mmilar requimement
i 32 Heh that the beliel be hased upon informraticn affained hefive exmaction.
The Registrar would not sccept- any assumption that two persons with differen)
surmomes shown o the electors) roll at the same thme at an address, bl any
particular relitionihip, In the sbsence of other information, if the sme or
sufficiently stmilar surnatites are recorded as residing concurrently at the same
address, ihe Registrar accepts that this may be the hasis for a ressenable beliet
thit they are living as members of the same Tamily in s single houscheld
providing no party has diszssoviated himfherselfl from the groop. The
Enforcement Nutices do however envisage that twe peope moy live logether as
members of (he sfme Tamily in g single kousehold without there boing »
Financisl comnection belween them.

DISASSOUTATION

I8,

15,

There is to néguirement in the Notice thut un individusl will have 1o file &
Notice of Copection or othierwise comply with any particilar formalities in
order to make o dissssociation. 1 an bgency wishes to raly o the proviso to the
Notice tn order 0 extrct third party mlormation then the ageney must gooept
all the terms of the proviso including the distssociation proviston in 331 This
provision relens W information in the pousession of (ke agescy] 1L does ot
distinguish in which capacity the information is held or whether it s subjedt 1o
any other contractual provision. It therefore appears (o bite on all information
|n the possession of the agency n whalever capicity it is held. |n the
Registrur'n view this wonld cover subscrber mformation and clised user group
tnformuotion hedid hw the ogeacy. 1t would not be open to &l agency to igoon
such informption in its possession when assessthg thind puty information even
wherg the ngency ‘s customer for whom (he search is camied out is not o
subscriber of member of the group,

It in possible for an agency 1o oomply with the Notice mmd lowfully extraot by
limiting its extraction solely to information about the applicunt for credil. 17 an
agency is not prepared o apply ¢losed wser group information 10 searches
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cimducted vn behall' of s customers who ure nol memibers, then the agency
can Hmit ity wearches (o information about the applicant fi credis.

Any disassocistion mist have o two-wiy ‘offect it relation o duti thid weuld
Otherwine be extractied o part of the same file or search roquest. Thus if Mury
Smith soccesafully disassocinted hersell from Jokn Smiith, dutg about fiehn
Smith would rot e available on a search relating 10 Mary Smith and vice
VErsi,

- M s acoeped thin Credit Reference Agencies will not ilways be ahle to accept

4l lace valoe claimy of disassociation by every individual. Where there are
reasons fol L doso, enquiries may need (o be made o ascerimin the Gets of A
casc, This may result In delay in meording a dissssociation. To ameliorate this
problem an sgency, once o disagsociition has been recorded, shuuld infarm
those whis have made enyuisics sbout an individual during the peried between
receipn of the disgssociavion by the agency and i addition o the recond,

ADDITIONAL COMMENTS

pl

Agencies shonld be mundful of how they would groceed in the event of i quETY
about whether 1he extraction of third party informustion lud come sithin the
terins ol the proviso or not. Bearing in mind that an agency might hove to provie
& propor use of the proviso in o court of law || might be appropriste lor
agencies (o consider whether new sysiems should not only detenmine whither
extraction should take plice bul filentify and record which sectionis) of the
proviso e belng relied upon,

FERRLARY 1001
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Annex to Guidance Nowe 27

Text of the Revised Enforcement Notices
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That, wubject to paragraph (2) beliw, from 31 July 1993 (name of credi
reference agency) shall cease 10 extract personal data relating fo the
financial status of ndividuals by any extraction program whereby () sech
porsonal data is extracted by reference to the current or previous adkdress ar
addresses of the subject of the search (“the subject™ and Ly there 1s
pxtracted. tn addition 1o Information about the subject, any fimancial
information aboul any other individus! who his been reconded s residing i
uny time 8t the same or similar, currest or previonus, wldeess or addresses i
the subject.

Subject to paragraph (3) below, pothing o this notice shall prevent ihe
exvtraction of information aboeuat any other individual, recorded os
residing at the sume present or previous address as the subject
concurrently with the sohject, who -

ta) i) his the some soroame, dmd forenomes or indtials where these are
recorded, g the subyect, or

(i) his 3 name sulficiently similar @t of the subject for b o be
renstrrnble o belleve that he or she i the subject, or

by i) hos the sume sumame as the subject, or

{111 his o surname sufficiently siimlar o that of the subject for it to be
reanaitible o belevee thil (s thy same sumine,

and where in elther cose it i reasomible 1o belivve thet be or she hay
been living as a member of (he same family as the subject in o single
household, or

(e} does nion have the same surmame ax the subject bl m respect of whom,
oy the basis of mformation ahained belone extraction, it ik rensonnble
1oy believe

(i} is the subject or

(1) has been Hving os 4 member of the some Tamily as the subject oo
single household.

In Paragraph £2) shave -

sub-puragraphis (ot amd (c) () shall not apply where there s mivrmation in
the possession of (nume of credit reference agency) from which it s
redsonablo o helieve thal the individusl is not the sobject:

sub-pariigraphis (B and () (i) shall not apply where there i informmion
the possession of (mame of eredil reforence agency) from which it i
retinonahle to believe that there is po finencial connection between the
figidl v feduisl sinscd the suabiect,



Appendix 5

Awareness Activities — Statistics From 1985

The statistics ure shown on a yeer by year basis. The reporting year is from | June
i ome year 10 31 Moy in the next
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YRS S AEH] SN
L a1, 23, [W
19E7 17,0 (N
(L 42000 101N
1985 FAEH) 1400
15 A1 i K S0
I58H A7 0y T
jumra ¥ (a0 AU
[aay 430000 16, (K

TOTAL BRI Ty, S0

i PUBLIC RELATIONS
Talky ai Rodio Tagees

FPress Press Press.  Holio & TV Somibors & foir Frie
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1985 W 5 nia i Al -
([ I if Mg 45 |50 I
IGRT i 4 M Er) 0] LT i
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[ I L3 EE b2 5] ¥
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Appendix 6

Research Results

In order 1o monitor aititedes and knowledge abool dats protection and related
{ssues, minongst the public at lpge and amongst business estahlivhments, rejearch i
andertaken from time w® time. The wark |s carried out by professional reseanh
organiaations under the direction of the Centrul Office of Informution (OO, The
COH anabyses the results of the research and preparcs tnbles iinid commentarics,
Extracts from the tables and commenturies are reproduced in this Appenidin. They
fall into two clisses — those results relating 1o members of the public and those
relating 10 buriness establishminds,

ia) Members of the Public (Tables | to 9y

The taldles show the main resulis of the nesearch undenaken over the Inst thiee
years, However, resenrch has taken place annually since 1987, The full reseurch
testilts for ihe current and past years ans available for sudy by tmerested patties.

The research method was (o conduct (ace 10 face interviews with o représcnutive
sample of the popblition selecied by a sixture of random and quota methods. The
sample size ateoch stage was atwmd 1IN0

(b}  Business Extablishments (Tables 1010 13}

The tubles show the main results of the nesearch undemaken in the Las three yeass.
However. research has taken place in the first hall of the vear simce 1956, The full
cosuisreh musulis for the cujrent ind past yeard are available for study by intemesied
piltics,

The #urveyn were conducted by telephone. There were 2000 interviews with o
representative samiple of business esiablishments with less stmn 50 employees and
200 intervicws with s representative samiple of business edablishments with 50
employees ar nore. The sumple of busingss catnbiishments wik drawn from British
Telecom s business database.

1) Suntistical Significance

in the tables, ** denotes o differepce between Lwo perceatipes which s
statlstically significant a1 the 935 level. The probability of 2 maarked differcnce
arising simply from sampling variation is 1 m 24 or less.

In calculating significance a design factor of 1.2 his beon applicd 0 eognition of
the clustéred nmture of the sample in which pampling ermor will have been gnsaler
than for 4 pure mndom sammple of the population, i which each individusl had an
cquul opportunity, of being sclecied,



Table |

Members of the public were nsked 16 choose. from a lish of issuos, those which they
considered 1y be vory impormant.

[ua) 1942 1993

& & i1
Proparthon saying the
tollowing are very important:
Preventing crime on the strects B3 g =85
lmproving stamdards of educmion W % B e 3g
Protecting peaples rights jo
pretsanal privacy P2 "M W gy
Unemploviment moo== g 7%
Inflution 62 66 *= 45
Protectng freedom of spestl SR 6T = 3
Making sure women huve erpuial ety 54 . fil 57
Protecting the rights of minoriry,
gronips 35 a0 4
** = stutistically wignificant.
Comming

1983 has shown s significant decline in respomdenits percoiving proventing cringe on
the streets”, “personal privacy,” “inflption’, and *frecdom of speech’ my very
IERFRRC A,

U5



Tahle 2:

Members of the public were asked to name the five privacy issoes which were ol
most concern i e Thiey were given o st of issues from which to choose.,

4 1992 1993
% t %

Froportion saying the following are
of (e CONCEETT
Keoping persondl informition/
detailé private 74 Th 7
Prodecting the privacy of yoar ow
FaswhisSprroperty T4 TR T
Being able 1o do what | want in my
S o T T Lk} el fufy
Peogrie. télling mie what to o _
interfenng with my lite 5 nt ! 38
Organisations building op fles
of information showi me 5l 52 49
Muintsining freedom of movementispeech) | ) 43
relijgion
Stopping unwanted mailtelephone
citllyfseliing 3 5 41
[rdividusls prying inlo my simess 52 52 53

Cramimeny.
There has been no change in the privacy fssues of most concern o people,

Table 3:

Members of the pablic were asked 1o say how concertid they were aboul the
anyount of information that is kept about (them by varioud organisanions.

Ji | 1oy 1903
% | =
Very concermed Al g = 3
Duite conciErmed Az 4 as
Meither™Nor ¥ ] bl
Mot very concermed 13 12 15
Mot at 4l concerned f 5 3

&% = stulistically slgnificant

Cowpmani:
VeI sbwws ot Tl i the nurniber of people very concermed about thy amount of
personal information kept by ofganisations.



Tuble 4:

Members of the public were: given u list of different typos of infurmution mnd anhed
to indicate their level of concern ahout ergamsations keeping this informution
wiithout their knowledge.

1991 |2 AR
L W %

Propurthin saying VETY Or quite
concerned:
Your savings T4 7 75
How mueh yeou eam 67 2 T
Court judgements et T L
Credit ratings frl i 5
Your visities 51 il 50
Medieal History al fil fi2
Education and job history 44 434 A0
What yois buy 34 9 e 33
Membership of clubs x Iy, d=a 3%
Your TV viewing 12 12 |2
What papess you rodd i 14 5
Your 1pe 14 5 I5

"% = sitistically significan

Cosmmper;
There has been a significant declinie in cotcem Wbolt informtion befng kept on
purchasey wnd membership of clubs,

a7



o

Table 5

Mettibors of the public were asked 1o say how satisfied they were that variius
orgamnisations can be trusted 1o keep and une information in o reaponsible way.

199§ 1 Qe LR
% o 5

Dovtors and the NHS

Satisfied il a2 g2

Mat sntishiad 4 ! 3
Baeiks ol building societies

Satisfied a4 L i T3

Mol patislied Lib 13 1]
Employers

Sotiadied T5 T i

Mo sarisfied 1 11 I
Police

Satisffel i 72: % TR

Mot satinfied M = I5 12
Inlind Revenue

Satisled iy il (i

Pt palhied 19 i7 |5
Schools and colleges

Sarisfied 63 031 0

Meit smtisfied |2 12 7
[PHSS

Satialipd Bl fi3 (]

M sntiafied I I |5

- Shogs o seores

Salisficid Eh A 32

Wit satisfied 1] 4]
Credit refefence ugenicies

Sutisfied 3 e 25 E7

M sptisfied 44 g 41
Mall order cormpanies

Saisfied 23 23 23

Mol aatiefied %3 37 54

8 = shuthatically significant

e
Thisre bas heen an incrense in the proportion 'sarisfiod that (hey oun et the police
1o be responsible with data’.



Table 6

Members of the public were asked 1o sy What bmiportiince they ittschied 1 vaFiods

righis.
R furd fnas

o % %
Propartion saying the followins
rights are Very Important;
To comect ermors in-nformation
ahout voursel f L5 83 K4
To knoww wehiait the information o
§00 % being used for K1 R &0
To b 1old who the information
ithet you ix being passed 1o 3 53 Hi
Tio be told where ihe Informu b
aboul you came from T8 77 Rl
To see what informution |s held
bl you Ly 17 ™
To have yoursel removed from lists
oF {iles 75 T8 75
o add ihings 10 the information
about yoursell fula it it
[T

These figures have remained very stable throughout the course of the roxeanch,



Table 7

Member of the public wore asked questions 10 asceram whirther they were aware of
the Dala Protection Act, whether they had used the Act and how s ful they
considered the Act 1o be.

1 1952 19493
% " [

Aware thar there 15 a law conceming
rights whout information kept on
individuils 22 2 20
Spontanedus wwarensss of the Bt
Protection Adt ) 0 8
Promyted awireness of the Tt
Protection At

Definiiiely heard of 1% 0 20

Think, i 11 u [ P
TOTAL AWARENESS OF THE DXATA
PROTECTION ACT 37 18 R
Mude yve of 1he Pluta Protection Act 3 3 4
Think the Duta Protection Act s
very uselul hix a1 = 6l
AWARENESS OF THE DATA PROTECTION _
REGISTRAR 6 u 15
TOTAL AWARENESS OF DATA al §i a3
PROTECTION®

* = Anvoe who has efther definitely heard or thinks he or she has heard of the Data
Protectom Act andfor heard of the Dits Privection Registmr,
** = atatistically significaint

L ommeit!
There his béen no changy, spar from a drop m the propartion wio think that e
Dt Profecticn Al bs viry usefal.

[



Tahle 8

Withour promptmg. members of the public were asked 1o say whitl they knew abiut

the Dty Protection Act.

192] [992 15943
Bane: all wware of the Datn Protection k3| 54 IR
At

% i %
Right to find out whit formation is
held uhow yvau M, i6 15
Provecting your rights about whar
information is kept on you 13 e X v
Firms need to regster 7 fi 7
Have 10 pay | 2
Able 1o currect wirong fnlermntion §i ? i
3

b

Cnly soe compurter reconts

** = wanstically shgnilffeant

Cmmens;
No change frim lust year. The significint changes between 1901 and 1993 have
heen suestainol
Table 9
Mombers of the public were uaked to indicate wiich fulictions they thought the Dita
Priection Act performed.

19| 1992 rouy
Base: all uware of the Datn Proteeton 30 R4 ETTl
Act

T % %

Propartion saying the Dats Protection
Act performe the following functions:
Enforving your right o See infomution
kgl about you B il 62
Enforcing your feht 10 comroet
infarmation kepd about you k] 62 Bl
Contrelling inlvrmation that can be
kept on you 33 3 4y
Munitoring il personal information
o paper as will as op computer i3 k| 4
Slopping organisations pessing
(iformation about you to others » o= 44
Making poople who misuse informstion
lzable w itnprisonmen kL Ay a5
Privviiding compensation if you are
harmed by the misuse of flormustion 24 29 e

=* = sntisticatly slgnificant

1



Tahle 10

Businesses were paked about their use of computers,

Sminll Companies Large Compunics
i Fewer than 30 emplovees) { S0+ emnployees)
1o | [t 1] 1992 | i3
Sample site: i 2T WS 6 407 A0k
% %5 - [ % T
Type of compiler:
Persanal/micro 27 = 35 R R0 O
Mulia-tser or
mini Comipliter 9 i i 773 bh
Word processor 21 19 4 Kl T 3
Compuier access
terminal ] 7 ] 9 45 47
Muinfreme 3 4 4 3 a5 27
Datn procensing
carried our by
oulskde by fr 4 (] 25 5 p
TOTAL with compuiters
af e competer
hnean 45 *» -5 53 I8 T T 1 100

== = ytistically stpmificint

Tahle 11

Those businesses which used computers were ashed whether they held personal
precdrds on them,

Small Companies Larpe € (-1
{Fewer than 50 employueed) {50+ employeds)
1991 (992 1993 1991 1993 1943
Base: all using computers 1036 11 | hdd 393 402 408
% 3 & W i W
Haold pessonal reconds
o cunEputor
Yos 43 dn = L3 | LTI 1)) 10d)
No 52 st 47 - = -
Erony"t Kerjorwe 4 4 2 3 -

** = sinhstically sagmificant

et
There has boen an increase in the propartion of sl establishments that hold
personal records dn oompailer

|2



Table 12

Thire businesses which hold personal records on compter were asked ghout their
awareness of the Data Protection Act and the Dats Prisectisn Regidimrn

Sl Compunies Lurge Companios
iFewer than 50 eniployees) 50k emiployecs)
199 e e L BT 1992 4gas
Base: all who hikd
personal recards S SES I 1) LhES 402 40
o % & k] % b
Prigmpled awimemess of
fhe Dt Proteciion Act K7 1 &7 ] | a7
Semi-prompied awareneas
i the Duth Projectim
Registrur® 47 o= 58 a4 il = T 75

* Respondenis were asked o select from o tist of likely sounding titles the person
rosponsibile for loaking after the public’s lnterest with regand 0 personal reconds
held on computer.

“* = wtatrstically significam

Table 13

All businesses bolding personal recordy on compiter were ssked questiony to
sscertam thesr awaneness of the need to register under the Dot Protection Act and
that the Act imposes other obligations (for example comphiance with the Dats
Prodectiom Principles).

Soatl Compamnivy Litrge Companick
(Fewer than 50 emplovees) (5 emplayees)
1%y (L1 £k R IR e 1903
B all whi hotd
persaal necornds 520 3 600 383 402 4
! % £ % o ™

Aware of the need i
regrsler [ 2 549 £ 8% BS

Mownretiess of ather
ohligations (ax well os _
the need 10 register) 26 24 0 44 45 o» 5h

** = gtanisticallyv sipnificant

Crmument;

Awarcness of other data user obligations his risen amioigst lupe cormpanies.
Awareness of the need to Togister is connected with sire. Over the last three yoars
awnrencss has been consistently lower in hoth the lirge and the imall estabiishment
samtpley among the smalles size categoriey (1-2 émployees and 50- 199 employers
respectively . Awureness s also been consisiently lower over the last three yoars
among respondents From the distrbuiion sechor in brah the large and the smali
establishment sumples )

103
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Appendix 7

Data Protection Registrar
Statermnent of Account for the Yeuar Ended 31 March 1993
Data Protection Act 1984

FOREWORD

1.

[

The Registrat wis appointed oo 20 Sepiember 1984 under Section 32) of the
Data Profection Act 1984, This Account has been peepated in tcconlance with
Section T Hb) of Schedule 2 to the Act. The Accomnt covers the year | Al
1992 1o 31 Maorch 1993,

The purpscs of the Act are toc

— make the nature wed oxe of porsonsl dota in compuling sywlems open o
public scrutiny (through o public register and by enabling tndividusls to
obtiin details of information about themseves);

—  ensure good pracice i the use, processing and protection of personal -:Lun_;n
computing syslems (through promoting and enforcing the Data Protection
Principles) and

~ pllow individualy to clam compensabon for damage. and any associated
distress arising from lock of security surronnding personil datn which
concern them or from maccuracies in msch dota,

Contributions continue o discussions on the Eoropenn Community Drall
Directive on Daw Protection. The finnl directive is lkely o set the hage lor
Lnited Kingdom legislation Tor the late ninetics,

A brief advertising campaign vory substantlally increased the fTow af
complaints from tndsviduals bt waes of Information hebd about them. This
seemis 0 indicate that there is o lvent concemn to be addressed

Enforcement actons m respect of the obtaining of information for direc
murketing are awaniting o hearing before the Data Protection Tribunal. The
application of the Act hap led 1o improved practices in this ases wWhich hive
reduced relevont complaints

A wariety of other activities relate to such s policing. the health service and
banking proctice.

The Ninth Annual Repart of the Data Protection Reglstmr wifl be laid before
Parlizment on 13 Jily 1993, This gmives fuller details of norivithes.

E.l. HOWE CBE Tty June 19493
Dats Profection: Reglatrar



STATEMENT OF RECEIFTS AND FPAVMENTS ACCOUNT FOR THE ¥ AR EXDED
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Certificate and Report of the
Comptroller and Auditor General

| ceniify that | hive eximined the sccounts on piges 105 w0 107, in accordance
with the Duta Protection Act 1984, and the Natonal Audic Office auditing standards,

T miy opinion the fnancsal sivements properly present the receipts and payments
aof ihe Cfice of the Datt Protection Registrar for the year ended 31 March 1993, amd
the hittances held at that date and hove been properly prepared i aceondince with
the Data Protection Act 1984, i directad by the Scoretany of State, with the approval
ol the Treasury,

I Bavie Ty obeervations b0 make on these stalodibeiis.

Tt Ronrn Mationil Awdit CHce
Comptroller and Anditor General
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