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A Personal Note

Last vesr, | also started the Annual Report with o persanal note. n it | recorded that
| planned 1o totire at the end of 1993, Plamby that his not happened and # word ol
explamntbon is necessary.

The Home CHfice was unable (0 annownde the pame of my successor, M Elizabeth
France, until February. Mrs France s curment respransibilities nrade it diffieult for her to
lake up oifice before the middie of the year. The most approprote dale for o hanbover
i seers 10 be the beginning of September. | shall, therefore, now netine from office
e 3 Aupgost

It ks ot gppropriate W repeid the acknowledgements | made last yooar, ulghough 1
should like to give a final thank you to my wafl for their rendship and suppon.
However, the delay hus given me the opportunity here to gongritulate and welcome
Flizabeth France. She itherity o very able, loval and professional stafl and | wish her
atl them every success in meeting thie many difficult challenges which will e ahead.

ERIC HOWE
June 1954
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Introduction

This Report is for the year ending 31 Muoy 1994, although in o few cases relevant
autioms tuken wince that doe hove also been included. For any readers who are mog
famniliarwith the Dats Protection Act. the following descriprioo may e wueful,

The Dty Protection Act 1984 was the first piece of legisbition in the United Kingdom
to udifress the use of computers, It is concemed with informtion sbous individuly
which is processed by computer {personal data ), It introdusces significant new tighis fon
individuals 1o whom that information relates (dutn subjects), Such an individual
generally has the nght 1o

—  hive a copy of the information about him or ber which is held on computers;

— challenga the information {f be or she believes 1 10 be wrong wnd, where
appropriate, hove it comrected or erased;

—  elmm compensotion for domage and any associated distress prismg fromn the foss
o unnuthorised destruction or disclosure of pemsonal divta relating 10 him or her, or
arising from the mocouracy of such dato.

The Act ploces ohligatlons on those who control the contents and use of pessonal data
om computers (dobs useri). They muost be open shom that use throogh placing desils of
thetr activities on a Duda Protection Register which is available for public inspection,
They st also follow sound and proper practices, These proctices are described in ight
D Provection Principles. Amongst ather things, the Principles require that personal
dutn should be obtiined and processéd (oirly and lawtully, be scourate, nelevant. not
excessvd and be kept secure, Compirter bureanx have mone limited obligations mainty
concarmed with maintnining sppropriate security around personal data.

The Bata Prodection Reglsirar s appoioted by Her Magesty by Lotiers Patent anal
repoats direcily w Pordimment, The Regisirat ks changed with adminisering the Duts
Protection Act 1984 and sapervising is operation, His or her decixions are subject 1o the
1ﬁlli.lﬂ"fii|lﬂi ol the Conrts and the Dimta Protection Tribanal, which i alse established by
the AdL

The Act 35 desigmed torallow the Linited Kingdom o mafy the Council of Europe
“Convention for the Protection of Individunls with regmnt o Autoniitie Processing of
Petwsonal Trata™. This rudification tok piece on' 1 December 1987,



2 The United Kingdom in the
European Union

The United Kingdom s interest anel invalvement in data protection issues within the
Eurvipean Lnion continge to develop, In ths Section | describe a mumber ol pefivities
which have dota prodection fiwets.

{a) The European Union’s Draft Directive on Data
Protection’

The droft directive tow undér considenation ks o modified version of a proposal
originally mode in 199 which gisve nse 0 exiensive commini I published i detailed
response 1o the medified propesal in list years Annual Beport. | also included a
dmterment of & comman pakition on the draft direcrive reached by the Dt Protection
Commissioners of thie Enropean Union. There appears to be o positive fesporise 1o tho
Commisshoers” views,

I ventured i guess bast yoar that the directive would finally be in place lute in 19594
arith @ new Unied Kingdom Dista Protection Act in force aroand the end of |9496. Bisth
those furecasts are proving optimistic. A guess of the end of 15495 and s 1997 (or the
respective dites wonld now seem more pppropnste.

That is fitd to sy thist progress is not being mische. Advances have been made by the
Council of Ministers Wotking Party comidering this issee under the Belglan amd Crreek
presidencies. This Working Party is producing meodified proposali. The Daza Protection
Commissioness will continue to seek a joint position on these modifieitions.

Thitre are thre aspects of the Revised Druft Directive which | swiu et Tk do toweh on
in (his repor - the jurisdictonsl framework, the gpplication 1o menually processed
records and the regulstion of transborder data Plows

As far as e jurisdictonsl framework s coneemed, Aricle 4 requires each membes
state (o wpply the directive to “controllers™ of data established within il ferriory or
jurisdsction. 5o a United Kingdom company wonld be subject i United Kingdom Liw
even inrespect of any provessing operations L s in oher countrigs of the Europenn
Uniom, The converse is, of course ulso troe, For examphe, an lahan company which
collecty dnil processes informotion on Britksh people entirely i the United: Kirgdom
wiinld be subject, morespect of that sctivity, to Lt law throtigh s pancal logmted n
finly.

This appranch is Eimiler to that used in the regulation of organisations providing
services, say im bunking or insurane. in different coumries of the Europein Urion., Sach
regulution is based on the law of the member country in which the prrent organismiion
residey.

* Frypel fuir 5 Ciniech] Efinaciive poseaming dhiprotse i, of adrduali m pulitim oo e prosesig ol
persiml dats (OS2 422 Tinal = 5%K 28T




Howeser, dutn protection beglskation is aboun the protection of thdividuals rather than
the regulation of industry. 11 Is civil clghs legislutbon raler than fechnical businesa
legdslation: The focus ought to be on ensurng that individnals con secure their nghts
readily and effectively with the support. through the une of enforcement powers |f
necessary. of their netionnl data protection sthority.

liv coenon with some other Date Protection Commissioners, 1 am not persusded tha
the proposed Anicle 4 mives proper prodection to lndividoals, 1 does not seem Hght thal
lulinn oitizens, whose pereonal data is collecied and processed entively in laly by o
United Kingdom concerm, shoukl have (o use United Kingdom low dnd seeh redness in
the United Kingdom if the terms of the directive are breached. The issue iz one of
practicatity as well o ethics. for | find b difficull @ see how my Office. or the United
Kingdom cours for thar maner, could, without some difticolty; ensure that decisions
taken here were put indo effect in another comntry,

Froen ity very first version) the dml directive has applied 1o reconds which ane
proces=nd monually, The mevised version sought to namrow this approuch somewhi
without sacrifiving the bustc principle that sueh records merited protection.

| undderstand that there ane dilferences of opinion amongst the Member States on s
purticulor ispect of the dilt directive. Ax disagreemoents will ultimatelv have 1o be
resolvied by quallfied majonty voting, the cover of the eveniual directive may remain in
doubt for some time.

The Unifted Kingdam has apposed the imctosion of munually processed reconds within
i dat protection directive. However, in the light of the moves towardys open govermment
referred o in Section 31 1t remuins fo-be seen whether thid oppokition can be suntaimed.

Following cansiderable criticism, the rules governing transhorder daga Tows lave
been changed significantly from the original drafi. Trnsborder data Qows may oow be
alloswed 1o eountrics outside the Buropean Unkon which donot provide s adeguute level
of dote privecion whare:

— the dita wobpect condents o the tmnsfer in onder o ke steps preliminary to
giilering ko a comtiset;

— ! tiansder b nevessary for the peiformance of a chntract and the data subject has
been informed of the reciplent country s inudequite level of protection:

— the transfer is pecessary on importam public mtercsl grounds:
—  the mmnsfet is necessary in onder to protect the vital imeresis of the data subject

los icldition, in determining whether an sdequate level of protection exists |0 enelher
country, regard may be had po matters such as the nuture of the dat and existing genseal
and sectoral logislative provigions amd professional nules.

Monitoring amd sppropristely regulating trumshorder dats flows |8 learly d very
difficuli msk. And ij will et worse, Increasing imtermational coflaborution and trading
together with developmients such us the Inemet (see Sectlon 3n) ) will ensure thar this
i the ctse. 11 is cleatly nesther practical, nor desitable or the Europesn Union 1o haild
A witll arevend Hsell b protest it cifizens T the misise of datn abou) then

Because of this sitwation, | have recently heard the view that we should simply give
up on the renshorder daty fow issse, | do not hare that view. However, | do think that
progress will paly be mustde slowly and by lrgeting what secm potentially problem
silitioni, studying these carefully and then mking whatever specifically directed botio
seeimis appropeiiste. 11 will sot b for me bo.constder this approach further, but it may be
one thut my Tellow Data Protection Commissioaens could consider,



(hy Other Relevant Directives

It i mot only the Draft Dircctive oo Data Protestion which ratisen ditd prsictions
isstien, There are two propossd telscomimurications directives which also need 1w be
considered. These ane:

—_ Muodified Proposal for o Eirective of the Buropean Purliatient aod the Cemnet|
coticermng the protection of personil dam and povaey in the comtisl of public
digital teleconmunications netwnrks, in particular the ltegrated services igital
network (ISDING and poblic digial mobile networks. (COMIS0) 314 Fiad S¥YN
e Ll

— Amended Proposal for i Cousricil Ditective on the application of apen nctwork
pravision (ONP) to voice fefephony. (COMS3) 152 finnl — SN 437),

There are other relevint Enropean Unjon activities also. Directives such ay those
regulating banking amd insurance fmpinge on mallers of data prtection concern by
prohibiting disclosures of pamional data even b fhe datn subject concerted. The Distance
Seffing Directive sdidresses areas of direct marketung which also rodse dam protection

ARLEE:

i¢) Police, Customs and other Collaborative Initianives

Thie ncreasing perception that erime no loager respects nitional boundnnes is heading
1 closer co-opertion beiweet police forces and other hidies across the European
Ui, The different countries collibarating may currently hive markedly different data
provection regimes, Such co-aperative wentures therefine require their own framewoks
of data preciion control.

Cienerally the approach s to buikd o he yamous national fegislations, Through
approprinte Conventions, nidiotal legislanions will be reinfarced where appropriale nd
mechanisms put in plote to deal with possible canflices. Each Convention is Tikely fit
peed some form of datn prolection superyismy cemmiiee.

| have been comsulted abatt the terms for two such Conventions — the proposed
Customs Informution Sysem (CT85) ond Europol, which is concemed with co-openion
an imelligence matters by Enropean Union polive forces.

The headgitarters for Europol hus now been established in The Hague, ind the
Europol Drugs Unit (EDL) which falls under the Europal initiative Is currenily
becoming aperitional. Werk e 4 Convention for Exropol his ol propressed as guickly
ai the vperutionsl development. Howevar, @ Ministerinl Agreemend on (the EDU
prohibits the storage of personal data Lo centrul ciollection, Mirndsters have ilso invited
their rationul dam protection autharities W supervise the activities of mithinaul Lidson
officers and, in particulsr, o check that the EDUs commion datubase contains only

ron-personi] ditis,

| welcome (his Mimsterinl Agreement. My stafl wo discussing the necessary
supervinory drpingements with the National Cnminal Intelligenee Service (NCTS)
which s responsible for the United Kingdom rofe in the EDL. St have ubsnr visited
the Europol hesdguarters along with representatives of other Edropean Lion P
Cormmmisaioners.

A further developiment 1s the Buropeun Informanion Swatem {E1S) which is congemad
with Information ob persoms g objects of imerest 1o the police anil jmirigrain
iithorities,



{d) Collaboration between Data Protection Commissioners

The Data Protection Commissioners of the Furopeun Union States with data

win legistution have met this year o consider the Draft Diea Protection Tirecrive

They have alse hud o mesting with the Enropesn Commissioner responsible for the draft
directive and put their views directly io him.

The: Dota Commussoners have sed up a number of jome working pumies, One is
comcerted with the dmit directive, another with European collaboration an policing,
ciustoms mnd relaged matters. A working grogp on’ telecommamications has met 1o
consider the Dysfi Telocommuntcations Directive mnd the European Comumunity Prraft
Ehmoctive on Open Network Provasion w0 Voice Telephooy, In sddition this group s
comsidering other Enropean Usion teleconminicatbons léglshition.

This kind of collsboration between Bt Prometion Commissioners af the 1
Limlon ks growing and i will continue 1o grow, This is not only becouse of the vanous
European Union directives and initiatives refamed (o earliers n this section; bul alse
because of the destrbility of seeking common solutions to shired problems, There wall
abso Be oocavions where thére Is o need Tor collibomiion on individual enfiarcoment
e,

All this is creuting mcreasing demands on staff time in each Commissioner's (ffice.
Before long it may prove neceissry to establish o secretafist function of European leviel
I @sstsl 11 sdmintitering callabomutive work beteween the Commissiomens

(e} Conclusions and Recommendations

There i o grave donger that the European Union will finish up with & moxmone of
differing dotn protection regulations. In arder 1w monier the  spplication amil
effectiveness of these repulations it appeary that n senes of similor advikory aaud
aifinintsiratzve commditess will be established, It muse make pood sense g well bs pood
administratve practioe and legal poneipie to try (o intmduce some rationalisation into
this sinuntkon

As far as legal principles oo concerned. common solutions could be embaodied in o
promeary legal instrument dealing with duts prdection matiers. The Directive on Data
Protection is the obvious candidate for this fole. This directive could provide the dats
protection rules for other sectioenl directives. I7 there were & clash with ather directives,
which even In the best ordered of worlds may occur, then the dats protection directive
should provall, | strongly recommend thas sotution,

In pdmimistritive terms, the sanous collaborative initiatives for cusioms, police and
tmmigrution establish data protection rules and enveage control commissions o
supervise those mules. It would now be helpful 1o consider whether the contmol
commissions, which comprise the Data Proftection Commissioners of the European
Llrvbi, conldd be brought together and be supporied by o common secretariat,

In 1989, | recommended to Parllument that the Data Protection Aot 1984 should be
chiugedd. The objoctive win o mprove the Act for Individuals snd simplify j
peirticubinely in terms of regstration, for doto asers, The Directive on Data Protection
regimis likely to bring many of the changes | recommended, but o revision of the Aot s
ot Boalid bt the directive bs in force. I the dircctive is delayed any fanber, 1 would
tecormmdmd that the Act should be dmplified mnd strenpthened in sdvanca of, bul so far
s psssible in anthctpeition of, the final dinective,



Issues in the United Kingdom

|'deal in this Seetion aod in Section 4 with o number al the more significont dula
pirotection ssucs which are demuonding stention. There arc other policy matiers being
progressed in both the public and private sectors nof listed here. Anybody interesied o
4 prrticular secionl matier dot refered to here may ohtain more nformation from my
Chifice.

(a) National Identity Cards and Identity Numbers

| v commmented in provicus Annual Reports on national idestification systema. In
an appendix to my Fifth Report i June 1989 1 included n disclssion paper and news
release on nutionil identification systens, Many of the points made remuin releviant and
gopies of this appendis me availshle from my Office.

Sometimes the comments in past Repors were of o peneral nature and sometimes
they dealt more specifically with: matters such ‘as the use of the Mational Insurmnce
Nymber or the now National Healih Serviee Number, A discussion on nutthonal
wlentification systems alvo took plice whin T appeared bafore the House of Commerns
Salect Commines on Home Affairs on 24 October 19900 Discussion moat often takes
plsce aboul o mational identity card. but it scems inevitable tha o card and @ national
rdentity number will go together,

During the lnxt year theere have been a sigificant numbser of pockismestary guestions
wr Ministers abwouz policy 1o respect of o pational idenfication syatem, These inclode
soquesis for o national identity cand and for stiadics as 10 the benefits of this, The Prime
Minister hus staled that there i b strong cane 1o be made for identity cardy bt that there
are pructicsl difficulties in introducing them and olher matters W be comsidered, He has
kbt et the Government is looking at same of the optinns an] proposcd continng
biv chiy B,

There e other developmeni outside Parliament. For example, the new moncy
laundering legishaion regquings financldl institutiond o it on proof of identity of
custommers, This seems likely to add to pressere fora common identification system, The

Association of Chiel Police Officers (ACPO) has been reported: s dropping s
opposition (o the e of a voluntary e hine-resdable pational identity cord,

Alfhiégh the Govermmenst hus stated that i hiss no currend plins to introdiece a national
wWentifieation system, interey) has clearky buill up amd the e s & comples one. W
could find ourselves in & position where a de facio national identificition system huas
numiply emerged.

W may all be required n prectice to ideniify ourmelves from tme tir timme, althodgh
this may oceur very infreguently. Many of up leve means of idendity whether they e
passports, credit cands, emphiyers identhty cirds, or draving leences. When meoting an
pecasional request for (demification, mevitably individuals will use these documents
where convenient in o manner bevond their intiended porpose. But this will generally be
4 maiiter of individual choice. It i not primarily throtgh this mechimism that | see a de
facto nationdl identification system coming into being.

-



However, o de facto pational sdentity cerd might conceivably develop if photographs
are introduced on driving lBoendes, With pholographd on driving leences i sesms
e {inhie that their atmctivencss as a generl meass of sentfication will grow, Indeegd,
it i5 easy to envisage the troduction of srangements, such as exist in some parts of the
Ulmited States, for the issue of pon-drivieg lioences purely 48 8 meons of identification.
Interest has afready been expressed in Pardument In o dual purpose wdentiny cord and
driving heence which would include, amongst other information, sn ndividuals

phistograph. national insirance mumbor anid Gngerprints.

A mivee restrictied Initiative, bul one which might aléo give rise (o 0 netbonnl [dentity
card is conoarned with social secunty benefite. The Secretury of Sime for Sociul Securiiy
s reported as soying that, over time, benellt books could be phased out in favear of &
socigl secunity payment cand. Those receiving such payments would produce this cand
at lotul post offices. 1t world be wwiped thivugh o machine remler and checked agiinst
a datnbane.

As Tar as a natjons! idéemtity number 5 concemed, twno pationatly allocatsd numbers
alramdy oxist; the National [nsumnce SNumber | NENO S and tee Natbonal Healih Service
(NHS) Number, The NING covers the adult population but a Child Reference Number
bt recently been estahlished for child benefsr purposes which becomes the NING when
the child reaches sixteen years of age. Thus the NINO effectively covers the whole
population. The NHS Numbor also spplies to the whole population.

Use-of the NING hos uiready been extended into purposes other than that for which
i1 wis orgmally wiended. 1t s, for example, used us the tncome 1ax relerence number,
In my Sixth Repont in June 1990, | reconded the view that it was helplul thad Miristers
had decided not 1o use the NING for the Studant Loans Scheme. In my Soventh Repont
in 1991, 1 reconded that the Drepartment of Social Securiny (D58 ) hud confirmed that,
although there is no specific statutory restrection, thiy Department s policy wils 1o i
thie s of the NING 1o tux and benelit related parposes. At e sime time, 1 reparied the
use of the NING in conpection with Persomal Equity Plans { PEPs) and the Tax Exemp
Speciul Savings Accouirts (TESSA ) Scheme. Following representations from the DSS,
the Inland Reverme upderook to introduce & statement. in the PEP and TESSA
Operator’s Handbooks, that the NIND shoold nid be uied for arry purpose other thisn
vallidating applications with them

However, towants the end of 193, my Office was asked w0 comment on the
Association of Breitish Insurers (ABIY Northemn Irelond Personal Injiries Claims
Register, In this register. tho RING is used as an identifier o facilite the mmching ol
brsuranice files. When (s use of the NING was gueried, it trunspived thit the DHSS in
Northem Trelanad had been consulied by the ABI and bad approved this ase of the
it

Thi Matlonal Invurance Mumber is thies becoming moee widely used s an identifier
n both the public and prvele sectors. Government policy towiards this seems 1o be
uncirtain, At the leasd, i practice, the policy. does nob seem 1o prevent thie Natlonul
Insuranee Number from moving towards becoming & de fscio national idemiticarion
number. A clear policy to restrict the use of the Nationa! Insumnee Number, supported
by appropriate statetory controby could stop this movemens,

The MHS Number v prmarily genermted on the registrmion of g birth, the system
beinge derivend from the old war-time national identificution system, Last yeiar | reportedd
that a decimion had been uken to re-issue NHS Numbers, The Department of Heulth and
the NHS Management Executive had made it ¢leas thiat they shared my wish (i ensum
that the new namiber is securely held and used only for NHS purposes, Thiey Iad stated
thist it would be possible to pumsoe snauthorised wse of the new numbsers on the groumids
that the NHS numbering system will be Crown Copyright

| have now (aken legal wivice which calls this view o goestion. The actaal NHS
numbering svslem might be capable of copyrght prodecion. but copyright protection 4



unlikely w apply to individunl NHS Numbers. A thind parsy that smply asks s
custoaers o chiesty 1o supply their NHS Numbers and recands these on compuler (o
its own purposes in unlikely o be involved [n any substantinl peproduction of the
mumhering system lsell, Such an activity iy therelore onlikely 10 infringe Crown
Copyright.

It does, thenelore, appesr that Crown Copyright wil] not be seadily enforceable as a
reimedy 1o coutter possihle extranenus tses of the new NHS Number, Nor of cotrse will
Crown Copyright restrict other Crown Agencies outside those concerned with health. |
remain of the view | expressed lest viser — that statutory control ol access to and ke of
the new NHS Number in appropoote if o policy of restrciing s use to NHS purposes
b 1o b swseceasiul

In short, it appears to me tht pone of these four publicly created identification
sxitemns — the proposed driving licesce with o photograph; the proposed social secunty
“rwipe cand™; the National Inswnnce Number, and the National Health Service Mumber
— i adequatety protected pgainst forming the basiv of & de-facto national identifjestion
syulent, Nor do there seem to be plans 10 provide such protection, A de facto iystem
could thetefore develop with no proper anplysis of the advantages and disadvantages of
suph @ system, withoul effective debate I Parlimment s without proper statutory
conirols.

Mational identity cards wens {sstimroduced inmo the Unitod Kingdom at the heginming
of the 193925 war for security purpses. The use of these cards was effectively stopped
by the judgement in Willcock v, Muzkle” in (931, In his judgement on that cise, Lord
Cronddart] gave his view that!

o dermand o mathonkd registration [deptity card from all and susdry, lor
mslance, from a lady who may leave hir car oobide a shop longer than sho
shaskilel, o some mvial mitter of thil <on, 5 wholly unresnonable.”

“Such action tends o make e people resentful of the acts of the police and
inclines thiem 1o obstruct the police instead of to assist them,™

Expéricnce may demonstrate an excessive use of an dentification syitem, 1h Sweden
a Commission on Persemal Identlition Numbers was appointed in 1993, Its tank was
to suggest measures to limit the use of the Natonal ldentificanion Mumber. The
Contmission hus produced & diafi of an Act wiich would mtroduce significon
limitaticms on the use and pvailabitity of thiy nomber. The Commission has also
prropeosstal that [ shioulid be @ cxime o lnproperly vse snother person’s identity.

Experbence with thee United States Social Security Numbet wnd the Swedish Pervonal
identiffention Number mdiciles that such numbers must be kept very secure otherwise
they are of no vidue w suwhenticate the person who quotes the mimber. There are
examplen of the fraudulent wse of these pumbers m both countnes which can canse
considemble difficulties for the person 0 whom the pumber really reliales. These
fnumbers, whivh are effectively publicly avitlable, are onty sble 1o signify the existence
off & unigue persin; they do ot of themselves show thit o persan whio quotes the number
in the persan 30 whem the number properly belongs.

It is imterestng that pwo other countries with similin backgrounds 1o the Uinited
Kimpdom have: on (he aie hand réjectod o notonal identity ciurd (Australia ) amd on the
other hand moved 10 prevent the de facto creatiop of o widely availoble aalional
(et feeuthon mumber (Crenada ), 1n Cunada, when aonouncing the decision i restect e
use of the Socinl Tnsumnce Number { SIN), the former Troasary Board Presiden stifad:

“Many Canndiany feel threatened by thie use of the Social Insurance Number
av o universsl ldentifier. This messure macks the first tep by
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Crovemment towards 10y comsrotment (o oap ummecessiary collection and use
ol SIN."

anil coltinued:

“By reatricting thie use of SIN the Govermment is providing an examgile for
other bevely of povermment and the peivate secion 1o follos,™

Mo motionel wentifiostion uystem should inady event be infroduced without adedumle
sifeguants. These should clearty control whi may demamd) production of i identity
cied; who may demand 1o know a nional idemity number; who may collect national
subentifecation detiils on an bndividual and For whist paposes such informatisn sy be
ased. I is inferesting thit the Exropean Diraft Directive oo Data Protection {see Section
2} resjuires Member Stistes fo determing the conditions under which o natiosal ldentifier
muy he used

W pressures confinue for 2 nasonal uWlentification system then i would be helpful 1o
have & full s isformed dehite oo the mutere of such a system. Expenenee elvewhere
ond previousty 0 the United Kingdom wiil be relevant. There should be a carefol
evitluathon of uny benelits which mighi fow from such o system mmd weighing of thise
pgnimd? the undoubted risks 1o privacy end personil frecdom. The argument, which is
sorretimes produced, it the tnocent hieve notiiing W leer, muy have emolonel mppedl,
bvut nadids Birtde of substance 10 the debele

Ultmmately, i is for Ministers and Parlisment bo decide oo these difficull issuos 11 the
United 'Kingdom decidés to adopl @ mitional identificition system, then let il he
introduced with care having lsamed Trom expenience and buill in decelsary restrictiodgn
and saleguands. In awy event thie e s oo Tuidamental foe the Undied Kingdom in
il insedl simply 1o dlip inko hoving o de fucto notional dentification sy ste.

(b)) The Confidentiality of Personal Financial Data

In last year’s Repont | pubdished my imitiel views on the lawifol prcessing
requitement of the First Data Protection Principle. Sinee thea | kave been examining
how thise views might apply to the processing of peraial fnancial data. o perticolir,
Thave considoned ihe soaption wheee there =2 duiy of conlidence relisiing to costomen’
affmim, Tov mssist e in this, | have tken alvice From counsel in banking law

In Juneary, | ocircoebssd soms views 10 foanee mdustry representative bodies,
regilators i (he Ansbee indusiry and consumer groaps. These views are seproduced in
the paper I Appendix | This paper vatfines my undestanding of e way in which a
duiry of confidence @ffects the processing of pereni] Gt in the Tnimoe Indusiry.

Based on thiy inderstanding, some of the finance industry s curfront and proposed
practices could entml the unlawiial pmcessing of personnl datn This s hecoose
organisitions in the finance industry have o practice of disclosmy, (0 csch other,
comfidentinl finonoial information on thetr costomers' accounts. The information is
geierilly disclosed throweh credil relersnce ncencion.

The informution dis;losed 15 penerlly about credit o foan secommts. The information
may be either miverse (so-cafled “hlack data™ where an occount is i default, or positive
iso-clied “white data™) where an secount has been propetly handied, Finonee Houses
have disclosed both types of data for several years, Increaningly, banks are seeking 1w
disclose not only “bilack™ bt also “white'™ doth,

In elfect the papor argues thal, iF personal diis beld undee o duty of confidence we 1w
be dischosed there should be specific consent feom the individuils concemedl. There will
be excoptions o dhis wnd, under current Law, coment wodisclodure moy be mude o



condition of comract, However, the paper soggedts that once (he Eurspean Usnbon
Directive on Unfsir Terms in Consumer Contracts is incorporated into United Kingdom
biw such g condition may be unipwful

| v fnvited comumients oo my views. [ have also expressed o willingness fo discuss
the bssties with the main industry representative bodies and 1 hope such discussions can
be arranged. The main responses seem-now (b (o kand, The rescthon of the tidustry
{iself hais vairled but generally enly inits degree of hostility.

The finance industry Bas also reactiad sharply to e fact thal my paper took account
ol the possible eflect of the European Union Dirsctive refermed to above. This Brirective
i likoly to be a part of Tnited Kingoms law around the emd of 1992 Not o comaider the
Directive now seemed 1o me i more likely growmd for cripcim.

1 have mide 1 ¢lear o many public plutforms fhai | eonsider crodin reference sysioms
1o hie vatuable, Tn o paper reproducied inmy Fonnh Anmial Report in June 1985 § sited:

“fa frying toresolve debl problems, |t s pecessiry o seeh s halance belween:

—  the wellare of those borrowkers whio may get e difficdlies or may be
L ity dif Ficultics:

—  {he comumercial fnterest of lelers o prowect ther busmesses and
provide a viable, efficlent service:

—  the interests of the bormowers in having sueh 8 service:

—  the privacy and data protection Tights of e s of individudls who
meel (their credit commitments without problems.”

Thie law of confidence has s effect on that balance.

It can be arisued thut those who do fail to repay lonns should ose sormne of thelr right

1o confidentiality. | am niod unsympathetic o (hat urguiment, even though the mivice |

tive heen given sipgests, on the face o it that confidentiality applies even in these

cireumetimees. On the other hand. it con be wegued thut those who div service debs

v shershid hmve control over whether their financial alfaio should be rovealed o
others. My logal advice suggpests that the law of confidence Suppors this panitidin.

1t would of course be possible to pass logiskation twalter the tw relating 10 hreach of
confidence in this arew. That i a mater fur Ministers and Partinment, noe for me. If
constderation s 1o be given wiech o slep i| might uselully be as part of o wider review
of the way in which the finance industry collocts amd uses persanal data. Such o review
could comsider different poitis of view on the way such sctivities are of should be
regulived. The results could put procedures o a fiom fiooting Tor the futsre. "That might
well be in evervbody s interests

However, we are deating with the law as it pow stands. The lw of confidonce s o
developed area of tow, The Gnonde fudury is large wod powerful und well able o
rmarshal its viws of Lhe law. | will consider the indstry™s response 10 my r with
care, If. ar the end of the diy, our views of the Jaw and s effect differ, then this may be
o makter For e bourts, Lo dedlde,

(¢) The Health Service

In 1991 the Givermment fatroduced o progrumme of refomm in the Nutional Health
Sorvice | NHS ). The reforms include the establisiment of NHS Trsts, the introduction
of general practitioner funitholders, the development of anmbernil imirkel Ins hetltheare
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aml the encouragement of cluser working retutionships between health suthorities. The
NHS reforms are supporied by un information managemient and tlechnology siralegy
Componentd of the strategy include @ mew Tormoal NHS number, shared NHS
Admunistrative: Registers and a sywteir of NHS -wide networking. It i important that all
these dovielopments have proper regard 1o the reduirements of the Daw Profection Acl
I adser impertit that they donol compromine the stomdards of confidentindity reguoomed
by persoial health information,

(4}

(i)

The Confldentiality of Health Informwation

The Department of Health (Dol ) hiw, for some vears, been promising guidance
ot the ¢onfidentinlity of health informition. Section 213) of the Duin Protection
Act 1984 gives an opporunity lor the Secretary of Stube to modify or supplement
thiet Dt Protection Principles to provide ndditional safegoards in relstion 1o healih
ikiita. My understamting b that the Government dises not haove it in mind to provide
such further salepunrds as o resalt of fia guidance on confidensialiny

An Inter Professional Working Group (1PWG) produced o draft Code on
Confidentiality of Personal Health Information and 1 expeessed suppon for this
code in my Fifth Annohl Report { 1989, Therte have been o number of further
relevont developments since then, for example, legilation on parents’ nghi of
pccesd o medical necords, the introdection of new lechmodopy and genetlc
screening technigues. In the light of these, and in the continued absence of the Dol
puidance on confitentiality, he BMA Courict] s decided that s groop should b
extablished to review ife TPWG Code, One of my Assistant Regiviears has been
invited o obend ifs meetings,

In developing its guidance the DuH has consulied my Office on the
requirements of the Firg Data Prodection Principle, | anticipare that the guidance
will include & sample notiffcation for patients. This will nform pulents of how
thetr data might he used and disclosed. The notification will be for bse thromghi
the NHS, albei ackepted W0 sl Jogal cireumstancss,

DHssusadons with the DoM have contred on the extent (o which patients sheidd
be given an opportusily o “opt oul™ of those uses and diselosures that are not
tecesaary Tor et health restrient. How far, for esample should patients be able
to ¢l whether informuition they provide for heatth care should also be used for
varivise (ypies of research?

| hove discussed the issues with the Chiel Medical Officer am) swalt with
interest the Dol guidance on thin point. My undersianding s that the Dol
recognises that information provided by patients s govermsd by o dity of
confdentiality. This duty, on the lece B6F i1 restniets the use of such Information 1o
thist direcied to the care aml trestment ol the patient. The Deprrmmennt has tken
the view that implied consent is given to further oses of pationt data,

There s cloarty o difficulty o balnncing theee different pablic objectives — ihe
confidentiality due W the pitent; the need for efficion) adminmsintion of the NHS;
and the wider public good which migh! Tow Fom medicil rescarch.

In view of the imponance of this matter 1 have decided 1o tike my own legal
aulvice. | have isked leading couisel for a view on p selution which | feol offers o
Palance which might he viewed as appropriate by the public and gain the suppon
o the gomarts.

Ethmic Moniraring

| hove mow boen gaked for my views on the holding of mdividuals™ “ethnic
promp™ o part of NHS dats. Thin woild be incloded as par of the contract



(i)

(iv)

skt dats set, or altematively, be held on the propoied NHS Administrative
Registers or existing Family Health Services Autharity Repisters. Section 2031 of
the Dita Protection Act definey “the rscial orvigin of the dita subjoct™ as ane of ihe
sefmitive Mems of personal dats which may be made subject 1o additiomal
siglepliarils,

Thére nee links betweon ellnic grouping. health siams and health needs. Health
atithorities have o role inassdssing the health needs of the population for which
they purchase health carc-and muy therefore need information on the ethmeiry of
both paticnts and (e populistion as i while, However, | remain to be convinced
thal Wis necessarily requires the mutine holdmg of ethnle growp dats on all
patients, Census informution now provides s detiiled breakdown of the ethric mix
af the population as o whele, This can be supplemenied by sample studies or there
cun be tarpeted callectinns of data o provide information on the tke up ol
particular health services.

| uiderstand that the Commigsion for Recizl Bguality is broadly supportive of
pihmic monitoring by the NHS subjiect to safepuandy. Armangements e heing
mle to discuss this ssue with e Commission, :

The Mentaliy I

in Becember 1993, the Seonetary of State for Hewldy dnnounced 4 requarerient
For mental health service providems w establish wapervivion regintem. These
regiuters identify those people with a severs mentul illess wha miy bhe 4
sipnificant risk to (hemmelves o to others. Plainly, sach registens contain very
cemsitive information and NHS goideimes have hecr s 1o thise whi will be
respirsible for them. | comimented on the drufl of there guidetioes. My comments
airmedd 1o ensure thot those who are incloded on o regiier are aware of iheir
e luishin sl the use to which information on (he register might be put; thit their
rights of subject sccess pre nof compromised: that the ilormasicol held onregislirs
i relevaiit nd not excessive: and that registers will be kept securely. Tum pleased
that these points wre catered for i the guidelines,

Clenetic Screeming

The development of genetic screening technlques and their application w heafth
care mises @ nizmther of ethical and data protection questions. These resul oo par
fromm fhe extent to which gepetic screening of an mdividual might produce
unexpected fmdings, or might revesl information dirootly relevant fo the basalth of
anchier member of that ndividuel's  penetic line. For exmmple. ame there
citeumstances i which an individus! whould be told that o genalic sl has,
meidentally, revealed thu I b not the blotogical futher of his chald”? Or ane there
circumstances where even though the subject of o genetic test nefuses 1o give
consert, information revedled by the test s so important 1o the healih of another
member of the genetic line thay it should nevertheless be disclhosed?

The NulTield Council an Bioethics hay recontly published a report an “Genitic
Screenine — Ethlenl lasues™ Amongst the report’s conclusions are that. whilst
cotnputer hised gonetic neginters are subpect o the Data Proteciion Act, additional
safeguarts ure needed for such registers. Thiene safeguards include the storage ol
informistion in s safe ploce and manner., testriction of access to those specifically
respansile for the register g the removal of identifying inlormation when dati
ire Wsed for hesearch purposes.

Oné of the ropoit’s recommendations iy thut the Deparurent of Health should
considler  effpclive  armngements  for the preservation of  confidenthity,
purtlculsrty in relation w genetiv negistery and shoold issue the pocessury
guidonce. | welcome this recommermdation, As mentioned in (i) above the Data
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Protection Act ollers the oppartimity for providing additional statstory safeguarnds
fow Bl cliseis, Tlis wiomild seem (o be inather insiance where the erention of soch

safeguinids would be appropriate.

{d) A Market in Personal Data

Last year | expressed concern about tho exintence of & market in personal doty, In
peurticislar, T drew attention to third panties’ gaining of anaurorised acoess 10 suih as an
mdividual's hank accopnts. | concluded thar the Dat Progection Act 1984 did non offer
an effective way of tackEing this problen and that there was 8 potential loophiole i (e
Law.

In Seprember 1993 | movided o report 1o the Home Secretary on this muster, |
suggestod that Ministers and Parllament shoold consider criminal sanctions o defer
third parties from gaining unauthorised aoeess 1o pemsonal data, | also suggevied thil a
fuller examination of the market in persorial datn would be helpful belore final decisbon
were mode, The Home Socretary responded that he would give carefol congidemtion (o
(he mutler, although be felt further enquiries wets nol necessary,

This whole issue nitially came to the fore &8 o resull of newspaper iuwuuilg.m.tum
shiiwing thal it was possible fo obtain information sbout well knvwn public figures
Those abwoun whom personal mformation was obtained included poveminent ministers
and that hisd of the security service. The matter was hrought 1o public attention again
carly in 1994 as ol tesult of an advertising campaign by an investigations aeency. The
agency sl Jemters 1 Members of Parlament and Members of the Hopse of Lords
amongat aihers. The agency offered to supply, for o fee, details of personul

calls, mirtgape repayinests, bank bilances and arrears on electricity and other bills. I
inchicated that more sensitive areid of Intellipence were ivailable on roguest,

The sales canipaign by this dgent may consdtitlte & classic cose of shooting aneself in
the foat. In the event Fut] Feerers, Minmsder of Stite at the Home Office, announced the
Government position in 4 House of Londs debate on 24 March 1994 Ho staded thai "We
havie to otk it clear beyonid doubt thitl a peryson who obtains mmesthonsed sccess by
deceplion o personal data is guilty of an offence. We shall be secking the necessury
hegishtive provision s make amendments fo the law in that paricalor cose™

I welcoms this response by the Government and look forwird 1o discussions on the
new loyislation. | necogaise that there may be a need for o defence of public interest.

(¢} The Police and Criminal Justice System

Besides the malerial here, other references are e to police activitles in Secthons 2
and 10

(1 Retewtion Periiods for Criming! Recordy

Last year | described the moves (hat hsd begun towardd ostablishing a
coinijrehensive Nationul Criminil Records Systern on the Police  Natjoril
Compuoter (FNCZ), This aystem is oow o be known as PEIOENIX and [t will s
tiy become estibbished in the mex few monihs,

Consideration of the new system reopened the s of for how long criminal
records hould be retiined und the cincumsmnces in which they should be dodeted.
| have had an wnderstanding with the Police Service on thise mutters for some
years. This understanding 1+ bised on information reported carfier to Parliament.



(i)

i45d)

Dhetails of the understunding are currently set out in the Associution of Chief Palice
Officers” ( ACPO) Code of Practice for Police Compuier Systems.

Following discussion with my Office. ACPO imodified the proposals it
miade for extending the periods for which crimlnal reconds would be retined on
PHOENTX und It hus now been possible 10 reach agreement on many pomis.
Hiwever, the nuture of PHOENIX wsell has throws op @ difficulty which o has
ol vet proved possible 10 resolve. PHOENIX is oot restricted 1o convaction
secords alone bal may also contin names of thise scquitted of crimies, Plamly
careful consideratlon needs o be given 1o the holding of such information om whit
purporiy io be a criminal recond system.

Discussion wo far han revealed two cireumstunces where details of an sogatiial
may need 1o b retained for 8 period of time. These oceur under section 6(.5) of the
Sexounl Offences Act 1996 and Section 27(3] of e Thefi Act 1968 In both cises,
the nesd for retention of woguitiul information snsei in conmection with difences
where cerain defences can only be osed once. The yuestion s to whether thero
miay by other exceptional ciroumstances justifying some retention of acguitl
anfarmation is complex and agrestnent bas mot yel been reached with ACPO on
thik. | am swakting 3 revived proposal from ACPO, but am concerned about the
length of time i1 14 tking to resolve this e,

My stafl have been reviewing the curremt ACPO Code of Practice with the
Police Service. 11 s intended o publish &n sgreed revised version i soon s the
FHOENIX necord netention kssies huve been concleded,

Comverting Existing Criminal Records

In onder for PHOENIX to fulfil s inended mole as @ comprehensive
compittierised collection of eriminal convictions. it is necessary to convert the
National Tdentification Burcan's existing manual records into g form where (hey
can be ertered lnto the niew systern. Last year | reporied that, in view of the cobts
involved, it was possible thay this conversion of rocords might be undertiken
iverseay, Should this happen the requirements of the Act would apply, as data
would be controlled from within the United Kingdom and be intended o be usell
in the Unbted Kingilom

| unsdlerstind that this bs still 4 pessibifity, but al the thne of writing (his repon
tio docision his been taken. | um continuing w monitor the station wnd will
follow up the Home Offive’s sssornce that my sdvice will be sought i the
controc| is placed overscas.

Disclosure of Crinminal Recordy

The Home Office his isseed i consullition paper’ on the disclosuene of Crimmmeal
Recordy for Employment Vetting Purposes, Such disclosures mise some difficult
uentions of public policy, in paniculsr bow 1o whieve the nght balance bebween
the rehuhilitution of offenders and the protection of volnersble persons aml
propesty.

1 hdve previously given evidence on thissubject to the Home Affars Committos
of the Honse of Commans. | remaln of the view that there shoulid be a canebul
determinstion of who should have ccess to crimingl rocords wud i what
cirenmstmees. There shoubd also be ammgements 1 prolecy the imdividial about
whion reguests are misde. The acocss armimgemests should be under the control of
un independent body which is not dominated by interested parties. My comronts
om the Hemne Office consultstion paper 2 a whole are reproduced in Appendic 2.
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(iv) DNA Daiabases

It my Seventh and Eighth Reports | commented on the issues rused by the
holding of dambises of DNA profiles by the police. At the time there were
sikggestions from both the Home Affairs Commitiee and the Metropaliten Police
Commissioner For lirge scale datshases of DNA profiles. for example for the
wihishe male populistion of the United Kingdom. Discussions were also underwiy
berween my Officeand the Metropolitmn Police sbout the rotention of sciual DNA
profiles obaited ih the course of crimmal investigations. Whilst the Palice &
Criminal Evidence Act 1984 hod established spevific rules for the retention and
deseruetion of Tngerprints, the same was not e of [INA dato and the legal basis
T the rereniion and destrscton of such dith wis, ot hes, ucertan,

To my Knowledge, there are no present plank o esinblish larpe soale DNA
dattathusses of the type foreseen by the Home Affairs Commines, However, the
instien rolating to dath derived from snmples takon in the course of rouline criminal
tvestigation remain. These were recognised in the repont of the Koyl
Commission on Criminal Justice, pobfished i July 1993, which recommended
that thisre should be clear legislative provision for a more extensive stomge of
PMNA samples or data.

The pistice bad angued that there shauld be powet 1o ke non-dntempie namplés
without enesient Trom all those arrested for serious criminnl offences. This wes for
the purptse of TNA ol ysis moorder 1o assis o the identsification amd comiction
il offeniders. The police roguested the power whether or nor INA evidence was
relevant 1o the particulut offence being investigated. The dato from thuse persons
suhselusilly convicted would be retained in g databhase so thai in any sibseguent
investigation where DNA evidenice is aviilnble (lor exumiple from scene of crime
stainw) that evidence could be: checked pgmmst the data in the dotabase.

The Royal Commilssjon accepied this argument ud recommended asccordingly
The effect. in terms of the power of the palice 10 lake onples and retoin data
denvéd from them, would he to put DINA evidence on the ssme basis as lingerprim
ovidenve. This is an wpproach which | have supported [n the pust.

In the Criminal Justice amd Pobiic Order Rill crrenily boing debated in
Parliament, the Government has put forwand proposals for dealing with samples
Tow DN A andilysis. In essence, the ntention is to implement 1the Royal Commmission
recoatiendations regirding the taking of samples and the retention of those
namples amd dita defived from them. My Office wab approached by the Flome
(MTice for adviee on the drafting of the relevant clavses in the Bill and desailed
discussions have fiken ploce between my waff ind officials of the Home Office
and the Forensie Science Service.

There proved 1o be o dafficulry m drafimg the Bill which denved from the way
DN A samples are processed and kept. DNA analysis will be ciarried out by o “gene
setjuencet” which processes samples sutomatically in butches of 32 and stones e
resusiiant band patterns is a dightal image on an opticil sk, Aay individool imoge
iy contiin hiid patterns both of persons who have been convicted and persons
whao have nol. Sepirating (hem so thal some can be deloted s not only difficell
techiically, bt is undesirble from the poing of view of preserving the integrity
of th foremsic evidence. Thus the mw data which is penerated directly from the
analysis process may néed (o be held, even though the snmples themselves may
have been regquired Lo be destroved.

L the cureent deafl, the Bill vomtsins provistons requiring certain DN A samples
b b hestrovyed. Thase might be where they have been taken from s come viclim
of [rom i persom who Is subsequently soyuitiod. To caler lor the technical 1nd
integrity prublems ansing from the DNA processing, the Bill provides tha da
derived from Such simples may not be uked'in eviderce or for the Investigation of



an nffence. The data which is usable for these prrposes will be copied out on 1o a
separote dutibase

Although the legistation will pot presciibe spevific reletion periods, my stfl
will b discussing with the Forensic Science Service the policy for weading of
DA recorda.

(v} HIVIAIDS Markers on the Police National Comprer

Lt vear, | reported that a Home Office Cirerlar {113/92) had recommended
the remeval of markers oo the Pollce Natlanal Corputer (PNC) which indicated
o persom's HIV stitus. This Ciculwr wis based on gusdunce from the
Gaovernment's Chiel Medical Officer. It concluded that the bess protection for
police officers lay in the ndoption of standard hyglene procedures whenever
circumstances might bring them Into contact with blood and boely Tuids. The
proctice of relying on murkers in pofice rocords ideninfying those with HIV
irrfection wiss nolscen s being o adegquate method of protection, for iEmight bl
o undermime the adoption of more protective Mandard procedures, The Circulir
recommended that police officers should have educstion and training m the
stundard hy giene procedures before the markers were removad, The cmf af [9493
was sed s i et dute Tor the completiom of this process,

Although 1 unlessiand that there has been some delay in the tesuing of centml
guldance on training: it ix now 1R months since the Creuler 11392 was fimst
fnsued. My s have now comcted all Chiel Police Officen 1o iseortmn e
progress towards deleting the murkeps in guestion. Most Cheefl Police Officens
have now respionded and it appears thit 8 small aumber are comtinuing 1o relalo
such minrkers.

I ihe lght of the Chief Medical Officer’s views and the Circalar it would
appear thal retention of these marken an compuier. may contravede the Founh
Datn Protection Principke which requires that personal data shall be relevant and
nat excessive. | shall canstder responaes from Chilel Officers with this in mind.

i(f1 Open Government

The White Paper on Open Governmeast (Cmd. 22904 was poblished imJuly 1993, This
<ol st e for aocess to informitbon held by central goverement ind proposed ceritin
riow stumtory dghts, One of the story nights wopld grve indiviiluale the right of
tess, subiject 1o exemptios, o mumal records shout them held by governmenil,

It wats proposed (i this new rigit should be amalogous o the right of subject access
fo computer-held roconds given by the Data Protection Act. Whereas the Conde of
Practice on Access to Covernment [nformation is o be enlorced b the Pailimnestory
Commissioner for Administration (the Ombudsman), the White Paper envisaged that
the Hew stamutory right would be enforced by the Data Protection Rogistrr.

The Crovernitient hays responded to consaltstion on the White Paper by confinming its
View that o new stututery subject access right is appropriste because it s an ared

=_where personal rights are involved and where seoess provisiom necdls li
be combined with proper safeguands seainst piwaranted disciesurne o ihirid
parties.”

| welcote the spprosch taken by the Government. 1uextents o dats profection right
o an extensive cluss of minuwl records,

The suggestion that the now subject acess right shauld be sdministesed by the
7



Registrar’s Office is sepsibie, It would allow the use of much relevant experise alneady
ained in administering the similar oght given woder the Data Profection Acy 1984,

| bricfly memtion this sibsject in relation i (be nclosion of momual oty under the
European Linions Draft Directive on Dain Protection (see Settion 20a ). | also comment
aganin Section |},

(g) The Child Support Agency

The Chald Sopport Agency (CSA) came into exislence in April 1995 It is an
Executive Agercy within the Depantment of Social Security charged with the
respomsibidaty for assessing and enforcing maintenanoe payments by pamnls in respect
ol their chilidren. Lis artrvities e governad by the Child Suppon Act 1991 st snumber
of dhetiniled regulitions made mmdar il Act.

From lute 1993 | began to receive s considerable number of endgoinies and complaint
about the adtivities of the CSA. The bulk of the 200 complalnts received so for have
concemeld the disclosure of dncome  informotion i maintendnce  pEscssment
notifications, Other comploint have been showl dischoymres of information by
employers, misidentification of isdividuais aod whether some CS5A litesiure mislends
in bts references (o confidentiality. These latier complamts sre not deatt with Here,

Mimy of thone approaching my Oifice believel thal, dnder the Data Protection Act.
i information could be disclosed withoul the peemigion of the conderned indivedual.
This view {5 ot cormeet s complainunts have been advised of this. However, an
ekiaminition of the situntion sugeested that (he CSA wal routinely disclosing mare
detanibied Fnancial information than itwas expressly reguined 1o i by regulisthons made
under the Child Support At '

Begulation 10 of the Child Suppent (Maintenance Assessment  Procedure)
Regulmtions 1992 requires the CS5A o notify “melevant persons™ of maivienance
assesyments. In mosl cases the relevant persons will be the parent with care (ususlly the
trituet  nd Ahe sbment porenit (usually the futher). Such notifications must inclode:

—  the assessahie Inoome of o parent with cane;

— the shsent parent’s assessable income and, where relevant, the protected income
level.

It ds thetelone o rogquirement of the regulutions dat the assecable income of an ahuen
pareni 1o be discloved to the pareni with care and vice versa,

The regulations provide thi 3 protected income level calctlation s moade in respedt
aof il sibrsenit puerenle being assesued, This s bo ensore that they and their pew hotsebolds
o ot fall belivw o mindtium dispozable inoome level i a consequanice of maifensnce
payments. Whese ihis would be the cuse then mainienance contributions are alwied
socordingly, The protecied noome caloulition mkes into-pocooomt The incomes of oiliems
I the absent parent's curnent housebold including sy heterosexual panner

Therelare, whery a proteciéd mconie level is dischosed as part of the malnienance
assessment notficaion this may involve, indireetly af feast, gving somie indication of
the speurme of the ahsenl parent™s new parmer. Not unnaturally, nuny tew partners of
thirse being assessed were very aggricved at having their persoal financial information
Ve 1 4 thind purty with whim they had no dinedt relationship.

The regulitions wale thal mamnenanee sssessmenl nolifications must  include
protectad income “where relovant”™, It wak, herefore, suggested 1o the CSA that the
prrajected inconk level should only be disclosed in those cases where 11 actually resulbed



in #in abatement of te maimenance paystie by the absent parent. It was difficult b see
tisw the disclosune of the protected inciomne level wis relevamt where this was the
cise. Fam pleased 1osay that this view was accepted and that the CSA his fmiplementsil
(e necedsary systen changes.

However, the asessrivent notifications provided by complainamts showed thul a
considerable amount of detail, reganting the basis on which assessable income and
protectid (come had been caleulated, was routinely being disclosed. The CEA has
infoettied me that it jn advised thar it has @ legel duty, 0 provide such detail on sll
nottFications as a evanes of natunsl jesice. This s in onder thal the parties concetned can
make sn informed decision aboul whether (o appeal against-a particular assessment, |
hiwe questioned s view and Lim currently tekang my own legal advice on this mutter,

{(hi The Banking Industry

(i) The “Good Banking”™ Coude 0f Pravtice

At the time of lodt vear's Report, the Code of Banking Practive Roview
Commitiee wis considering responss (o s coosiltafhon on the first edigivu of the
code. | had expressed three concerns o (he Commitiee, Firstly, thi some hanks
have made it a condition of trade that individuals give their express consert for
information about them and thelr accounis to be passed 1o other organisution.
Secondly, that the protection agalist disclosune of customet detaily for marketing
purposes hiss boen undermined by the fuct thit muny. banks gmploy, ' host mailing™
techmigques. Thindly, that sorie banks and building societies disclose both “black™
{ where an oo b in default and “white™ (where amaccouni has been properly
handled) information o credit reference agericies, It win difficall wo see how the
latter diselostires were permitied by the codo of under the Tournier rules goverming
bunking confidentialiny

Represenmtives of the Reylew Commitiee were kind encugh o visitmy Office
it February 1994 w present the finnl deafi of the revised code, which was
published in May. The revised code goes some way towards meeting my concerns.
Vor exampie. parmgraph 1001, which deals with the marketing of services, wiates
that: “Banks and building societies wifl pot make the provisipn of basic banking
setvices conditional on customers giving such written consent (io the disclosure
of pames and addresses o ather companies in the sane group for marketing
purposes ). Alst, parageaph 8.3 wers out g procedure for the moifacation of

oposed disclosures o credit refenence agencies, This is an sdvance on the
provious edition of the code. which simply ehd nor mddress the ssue ot all,

However, the tevised code dees not go-as fur as | would have wished m
constraining the wie ghd disihosure of customaer details. These are mattamn which
e of course, linkid to the issue of the confidentiality of personal financial dota
discussed in Sectbon 3(b,

(ify The Securitv of Banking Information

Concern ibout the existence of o market m personal dot{see Section Hd)) was,
10 bnrge extent, bied o the faet that thind parties had gained uniuthorsed access
(o persomal socouns held by hunls, The Dats Protection At did por of fer o vinhle
way of denling directly with this problem. However, the Act does requnre that data
uners: huch oy ks, maintain approprinte secority amound the personal dota they
hobd. With this frv mind, | appeosched the main banks fo seo whatl was being or
miight be done to seal any loopholes i security which might be exploibed by i

pariies.

My stalf have visited tielve hanks to discuss the security of customer
| ¥



miormiition. These discossions gave an overview of the vanety of sccurity
practices In place. | wis pleased 10 learn thal many of the banks had waken
mgnificant steps 1o tighfen themrr sysiems snd procedunes 1o comban agemprs by
imanthorised persons to sbtoin customer information o which they ane ool
entithed. However, | cominue (0 recetve complaints ubout such activities. The
following extrect from o compliinant’s letter serves (o illnstmie the problem:

"Twos doys later, on the Thursday lunchtime, | reeelved another call From a
person who wlentified mself ss the conmoller of the ., Bank Comtputer
Centre, who sl that there was possibly o prohlen with two cheques which
1 had pand tn, by hand, the day before to my brnch ol ... . He said thar there
sppeared 1o be a simple ermor someschene o ny sceount aisd would | plese
jumt po throvugh the Last few mmumsactions that T hoad mode with him. Adver three
o fyur minutes chatting., | suddenly became suspicious (hat be might nos be
wha he had sakd he was, and axked him {or some dewmils about when e
wiorked, He ok me il e was “The Manuger™ of the . Bink PLC, hasesd
i ., with hin phone oumber as 2281919, jusd his aume wis Williams.
When the call finkshel, | telephoned by sumber, daly to discover that it s
‘unobtainshle” and when | checked with BT, even the operator said that this
numher ts pon-existent. | imimediatly tried 1o telephone my Bonk Mansger,
and 1old a Mr . my story. Mr . said that the bk did not hive any such
camre 4 ..., and ekl not explin how the caller could have known the
precize details of the two chegues which | banked the day previous. He did
sty thit he would make enquiries of his staff though, and nng me back.
When he did call back, he informed me thiat there hod been somie enguiries
made to-o member of his staff that moming, and Hat certain information ks
been passed on to 4 thind panty, including details of the day befme's
hemkings, | asked the why™s and wherefore™s 10 be twld thai tho member of
staff whio hod dividged the informntion, bod done so in good faith, believing
that the enguirer was & member of the Bank's stafT ar their o Branch, and
this person had apparently wsisd the Bank's “sevret” puss-code o estabiish
thest bona-fides, before making severnl enquiries sboul my personsl accoum
detsils, all of which were [reely supplicd by my branch staff membser,”

The disclosuse of customier dats over the telephone mises particulas security
prodhibenis. | inderstand (het fmmncial instimetions wish (o offer wider services 1o
cunlomess over the wlephone and | believe that lage tumbers of customers desire
such services. It is in both pantics” inlerésis 10 ensure that sech services do ot
comprmmise the confidential relationship belween my imdividusl snd those be or
she entrists with the administragsion of his o ber fnancio] unsictions.

| hope. in the mear futire, to pubtish further guidonee for financial organisations
o the diselosure of customer  information over the telephone. A drsfl of this has
o Tor commienl to the Bratish Bankers Association and otler interesied partiew

A number of importent poinis sre worth stating bere. Where aulomated services
ure offered 10 custiqners, fnvilving the disclosure of informetion over the
telephone without ony human intérvention. these should only be avmlable 1o
cuptimers wha have requested them. Also, securiny systoms designed o identify™
stll in othier locations mwst be looked it carefally. A posswond which is widely
knerwn by staff, can sl too cosily e pissed 10 an unsuthorsed person, Relunce
wit the passwond system will then lall stall inlo o folse sense of security, The use
of simple progedires such as the retam telephone cull io a known secare iclephone,
in ndditron 10 0 password could make some current systems significkmly mone
SOUHTE.

(i) The Holding of Sensitive Personal Data by Banks

I July 1993 medin interest wios aroused by the Dute Projection Reginier enlries



of some banks. These indicated thay some banks held mformation abauot the
political opinions uml religious beliefs ol their customets. The medhi ciwvernpe
gave (he impression (et some banks were compiling dossiens about thetr
custonsers” politieal opinkons mmd relighos beliefs,

As & resiilt of this interest | approgched the leading hanks (o seek an explanation
af the circumstances in which any seasitive data aboul customens were ohtaibed,
vised o disclosed. | neferred spevifically 1o the types of dats mntionod s sensitive
i Sectiom 2 of the Data Protection At 1984, memely: meml origing palities
epirtinns o religious or ather beliefi physical or mental health or sexiil life: and
eritrmimsl convictions.

A wirvey of these tanks showed that stmost all of them hold informaion
reluting 1o picial onigin in pespect of their own Waff. for monitoring equal
opportunitics policics. No bank appesrs 1o solicit mformation as 10 politcal
apinions ot teligious beliefs. Huwever, several hive stuted that such informution
may be recorded in free text form when volunteered by customers and when i Iy
felt by bank stiff to be eelevint. Health data may be held about siaff or. when banks
have istrnee divisions, sboyl insuzunce policy holders. Ina mincrity of cascs,
snfisrmation as fo the post criminel convicthons of custimers may be held whene
hirnks consider this s necessary to defend against fraud.

¥ s graeful for the co-operstion | have recoived from the banks i losiaking e
this matter. 1 the Light of the responses given, | dinot propose (o take any further
uction at this stage. Individuals who are concermed nbout the sort o it Bebd obout
them by banks or indeed any other organination, should e the nght of subjoul
pecess given by (he Data Protection Act This enables Enadi ¥ iclusids 100 orbiadi s Copy
ol the dats held ahodt them. A loaftet explisiming, how: 1y excecise the nghl of
subject access is available from my Office. The leaflet also explains bow
individisals may complain w my Office I they beliove @ breack of the Dila
Protection Act hus occurmed.

(1) The Insurance Industry

Insuriance companics foutinely handle s great deal of sensitive personal dat abous
thetr custonmers, i recenl vears there have been & number of significant developments
within the insumace indusiry. New products hive come on to the market, there has bedn
a miore sysfematic ke of direct marketing techitiques and the sharing of non-competitive
information between different companivs has been extended.

Here | refer 1o the Associntion of Britsh fnsurers (ABL Code of Practice, the
Comprebensive Loss Underwrittng Exchange (CLUE) anid ihe Isppuired Lives Register.
Mew mmiters will alvo need attention and | ppricuterly bave in mind the effect of the law
af confidence on the collection and wie of personal ditn, | deati with this subjoct in
respect of the Tmsanco industry in Section Mb), bt it may also have significan
inrplications for the insurmee industry,

(11 The AR Cexde of Practice
Under Section W41 of the Data Protection Act | hive a duty lo encourige e

wssociations W prepare bnd disseminate codes of piactice for guidance m
complying with the Duto Protection Principles. 1w pleasid o hive heen
involved this vear with the completion of e ABI Code of Practice. This was
published 10 December 1993, The code gives helplul advice 10 those in the
insurence industey and 1 look forwand 1o continuing contact and discussion with

the ABI on the code as practical experience |s gained of (4 operathon.
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(i) Fhe Comprebensive Loss Underwriting Exchange

The Comprehensive Loss Uinderwriting Exchange (C1LUE) i o dataliso dystem
through which samnoe componies will share insumnee claim duts. Whet an
individual applios for insurance cover for hix ar her house and conteats of motor
vehicle, the inkurance company approached, (o member of CLUE, will be able
1o know what past claims the applicand has made. CLUE will therefone coneain a
gl el oF detall ona very large number of people, which will be wsed not only
for fraud prevention bul for underwriting purposes.

It would have been helpful if my Office b been approached at an enrlier stage
bai rhe development of CLUE. Since becartidng myddvisd there hisve been extensive
disournions with the ABI to ensure that CLUE conform (o the requinemenis of
the Date Prolection Prinviples. Ad a result, it has now' beer pissible 1o ngree
appropride wording for ipsurance proposal, claim and rencwil forms. However,
it has i heen possible to agree with the ABI that clalms diti for the past thise
vears shinld be loaded on o the system, My cirrent view is that this would lead
by i breach ol the duty of confidence which insurers owe o claimants st sbwuld
umly be done with & ¢loimon) ‘s express consenl.

(i) The Dmpaired Lives Register

Thi: lmpaired Lives Registor is a centralised insurance register. N contuins
dotiils of individuabs who hove been refused fife invurmce cover, or supplied with
life iisurance cover al an imcressed | promum because of health reasons, The
Register is run by e Assoctation of British Insurers (ABL, Whilst life insurance
carnpanies sapply information (o the centml distisbase, |8 b5 recorded in secha way
thui only the subscnbing  company can adently the mdividoil concermed,
However, the codbing of the information does allow a company which receives an
insyrance proposal o find oot if another insurance company- has “impamed ife”
information on the applicam.

There has been an fssue over how the Thita Prolection Acl applics Lo the
Impuired Lives Reglster, bearing tn mand the 1vpe of mformation on it This
comprises 8 shortened version of the nime of an individual, the date of birth of the
meividual, the insurance company registering the details amd the category of
insurmnce policy, Hiowever, o b sgreed that, inosupplying information b the
Regisier, the insurance company s using personal dita T p purpose which is
different wo the principal one of Hfe nsprance sdminbstadlon. Applicants for life
msarance need to be made nware of this, ond for this reason the ABT hax me luded
o ¢luwse in its code of practive asking insurance conmpanies 1o draw atientim to (he
Regaster i life und permanent health proposal forms

(11 Local Government and Schools

Gy Hossiog and Coenedl Tan H:*m-;ﬂ'm

A L' mumber of indivicuals cluin Flossing and Council Tax Benefits. To do
#o they ane requited b provide very desaaled snd sometitien sensitive Information
i luding income, family circomitunces anid, fo some e, disibiling distails.
There have been compliints ibaul the collection, use wnd distlosure of the
resilisinl reconds by el authorities.

As a resuly of these complidnts my stafi have had very side mnglng and detiadled
desgussions on this matter with the Local Anthority Assoctatioins, U Deparment
of Seclal Security, the nstitute of Revennes, Rating and Valustbon and ather
refevant bodies, Following this, my Office has puhlisked & goidance dochment
entitfed " Administration of Housing and Councd] Tax Benefits: Requiroments of



(i1}

(ki)

the Dutd Protection Act™, Arrangemonts have  been made o distribule this
suidanee t all nelevant bocal authorities. It provides practical and sithonsative
adivice 1o these who odminister Houxing and Cosmneil Tax benefiss. The advice will
e k] 30 pesolve exbsting vomplaints and should minimise fature complaints,

The Local Genvermmment Review

The Local Governmenmt Act 1992 established the Local Gosernument
Coenmissinn Sor Englend with the potpose of recommending changes to local
authority structures and houndaries. The data protection implications of such
changes are being discussed with the Department of the Environment, The Office
is increasingly being colled on 1o provide advice to mdividual suthorities sffecied
by the Review particularty with regond to trensitional strangements and new
registrion requmements.

A particular tssue has urisen about the limitations on the powers of local
aputherities. 1t hus been drown’ 1o my srention that local authorities may wish 1o
use information, obmined by viroe of their satutory responiibilithes, o pul their
wiews und positions on the proposed new armngements before those affected. Tn
one cuse refered o my Office, e authority had used its records of the names and
addresses of individuals who are [n receipl of educational granis (o senil
mformation ‘on the proposed reorganisation. The duthirity sought 10 encoumge
students o support il campaign 1o be retained ix a unitary authorily. on
reorganisation, It suggestod that if the recipient sepponid the campalgn b or she
might wish to write w0 the Local Government Commission, focal MP o the local
UL

Whilst elearly local authorities wish to provide nformation 1o resients and
have powers to do so, thase power are not unlimited. There may be restrictiony
o the use of information obiained for specific satulory purposes. | have doubs,
it his paticilar case, aboul whether this v 4 proper use of the information
concemed und have taken fogal advice which suggists ihaut the mulleivri by miay have
gvceeded its powens | have raised my concerns with the suthonly involved and
am carrently awniting a resprmse. o the Hight of the response | will, iTapproprate,
ke steps 10 ennure that the impliculivns. of this view are dmwn to the attention of
other locul suthorities.

Schoolx

The meinagement of ichooly education contimues w0 change, Thin 15 causing
changes i the waiy in which schools must register under the Daty Protection Act
| proposed an miditional <lause in the 19490 Edsomtion Act to pvoid re-registmation
where ihe governing bedy of & local suthonty maintained school in England o
Wales becomes g corparte rather thin an omincorporated body, |am pleased that
this prrospioesal wies sceepted. There has, however. arlsen a issue of the possibifity
of delegating daty prolection responnibilities to Head Teachers so as to reduce the
regidtration reguirements. This s a mutter of law which my Office b discussing
with the Depanment of Educatioh. '

There have o far been over 27000 applicstions for registration from schools
it England, Wales and Northemn freland. 1n Scotland, schools are itill generally
covered by Jocal authority registrations, Those Local Education Authority areas
from which there have been lew registrations have been followed ap. Once the
point of law referred to sbove hus been resolved §will be mking forher steps (o
iebentify whene sehools huve failed to register and will consider whether crinmimil
offences moy have been committd,
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(k) An Abuse of the Diata Protection Act — Enforced Subject
Access

1 huve commented previously about thee practice of requiring individuals o everise
their nghts of subgecy aceess o onminad records and 1o nationdal insurmnce reconds, The
Lutter cain indicale umy period spent inprison, Incloding time spent on remand,

This practice, which has becone kiiwen s "enforced subject access’, first came o
noice as a result of seme employers” ndopting i o pan of their emplovee selection
procedures, | huve culled for the practice in genersl 10 be probibited, if necessary by
oriminal sanction, @ it is @ clear nbuse of o right confermed on individuals by Parbizment.
| have abser recommmesiléd that there shoubld be a clear determination as 1o who shodld
have access to crimanal records wd under whit circumstances. The Heme Office has
bmued & consullation paper in 'Disehisare of Criininal Reconds for Employment Vetting
Purposey” amad 1 riefor o this in Section Med.

The pectice of tsing enforced subject socesd continties to ncrense. Fipures provided
by: the Natlomil |dentifiontion Burcan show 1,508 subject access requests for

informution from the Police National Computer System (PNC) in the year 1o March

I8, The Department of Social Secority, has aluo reparted over 12500 requests for
ntional insurance records over o shinilar peniod. Both sets of authorites believe that te
vast balk of these requests, perhaps in excess of WIS, result from enforced subject
doiess,

Use ol the practice hus spresd outside employment vetting Into athier setivities such
ms amswrance clatms and imod graden enguomes. Boathe the Austmabion and (Canodian
avim et bon anthoritbes, now dppear o have adopled this practice, This agpears 10 have
arisen a8 o resull of a cessatiom of 8 previoos orangement with the National
kclentilicaln Bureau, under which these cotntries, togeihier with New Zealand andd the
Uintted Sutes of America, were allowed 1o do o form of direo) vening check o criminal
eganls,

Without an effective sanction i deter enforved subjoot neoess §i s clest thal matties
are going 1o gel progressively worse. A Boropean Union Directive on Diatik Protection
may wltiritely probibit e prectice, but as cin b seen from Section 2 this solotion s
stifl some yean: awiy -

(1} New Information Exchange Systems

(1 The Gone Away fnformarion Nepwvork

| wus approached in e 1993 by the Consumer Credit Trade. Association
(CCTA) with proposals to estabiish a database 1o be known an Lhe Gone Awsay
Information  Network  (CGAINY, This dmabase would hold mformmton on
individuals who have changed idress, not notifisd o new aildres and who have
defuulicd on Joan repayments, The ttention was o provide o msechanism for (he
exchange of fformietion on soch individuals hetween credit grantors, credit
relerence gggengies and other orgnmsatiims such s public utilities

My soulf have hod oseful discussions with representatives of the CCTA and
have cotmmented in detail o the dralt ules For the seheme. Ao umber of points
which | rised have boen clurified and sonie of my suggestions have been wkon
i i,

There do however remain some concemms. for exmmple, over th crlegunies of
mdividital on whom information would be held and the exient of the Information
Haedl, verileation procedures mnd retention periody, 1 am also concermed at the



suggestion thit public stilities moy comribute o the GAIN dutabase. parmicularly
int the light of the advice | have recelved on the use of customer information by the
regional clectricily companios (ses section 43,

At the time of witting, o ix month rial of GAIN s under way with a limited
nirmbéer of participaints, The tral is also resiicted o one citepory af “gote away™,
lollowing concems expressed by my Office and referred to above. Discussions arne
eontinuing wiil the OCTA and | hope that it will be possible before the end of the
tral to reuoive pmy outstonding Tssue.

(i) The Council of Mortgage Lenders Anti-Frand Svatem

| have wdvised on dity privection issues arising from the Council of Mongage
Lendars ¢CML) Anti Fraud Sysom, This aystem sims o detect cases of possible
mortpage frawd, poticalady ones invalving multiple spplcations aind fraod rings.
Mortgage application detatls from differemt mongage lenders ure pooked and
cormpered to detect any anomilies. (nee in snomuly |s found, perhaps a tedephone
numher appearing on e application os that of a vendor and on anpther as that of
a solicitoror surveyor, Lhie system slens the lenders involved so that they can make
further investigaions.

A pili project imvolving aboal hall 8 dozen lenders proved successful i
belping 1o deteet framd. The system s now fally operntional and s run
independenily of the CML. I appeits thit the system may now be widensd 1o
include other 1ypes of applications, for instance ones for consumer credit. |l
understind that other companics are hopimg to bring similar sysiems 1o the market

Systems soch s that developed by CML may hold considerable amounis of
personul disti and share sy between Litpe numbers of data users. 10 nportunt
that duta protection requirements are mken fully mto pecount. The pew uses and
dise]ofures of persomal datd initiated by these systoms should be explabied Lo those
individuals moking mortgnge or other apphications, The personal dia Held should
b i strictly for the purpose of disection of possible framd, 1 should not be
assumed that frioed o intetdod or hos taken place simply because the system Finds
iy atomisly, bl miber that this simply indicites 8 matter regquiting Tarther
investigathon, Dutn asers mist nol refuse subject sccess requests Tor personal data
frovm these systens undess providing relovant informmilon in 4 puriicular case s
likely 1o prejudice the prevention o detection of & orme or the apprehenston or
prrasecution of an offender

(m) The British Code of Advertising Practice

Since 1991, the Bringh Code of Advertisng Practcs has mncorparated ritles for Direct
Marketing ineluding List s Dratsbase Mandgement. The code 15 adminisiered by the
Advertising Standards Authority (ASA) and sets a standdand Tor the fair obtaining of
information for direet murketing. | have previously welcomed this standind which is
sipportive of the requirements of the Dom Procection Act. In June 1993 the ASA's
Commintee of Advettising Practice apnoanced o review of the Code and sought
comments from-my Office, | undemsand that the revised Bntsh Code of Advemsing
Praciice may be published curly i 1995,

Over the years since 1he Data Protection Act came B force, the direct marketing
indtistry has made significant changes meet the slandards of practice the Act reguires.
At it hats mourmied helpful initiatives soch as the Mailing Preference Service, The result
has been that compiaints (o my Office about direct marketing have largely faded away.,

| uppreciae that there are those in the indusiry who do nol suppon susory
regulation, However, even they would pertiapy agree that the dire consequences which

]



wne predected for the industry s o resudt of statutory regulistion hpve not come to pass,
Raihier, | believe that the public has become more coimlortable with Jdirect marketing ds
o result of the more open stance now adopted. That can onby b 1o the indostry's benefit.

(n) Practices, Technologies and Technigues

New: developments @ constuntly (kg place m computing and commumicatnns
prructices, iechmologies anid technlyues, They can have sigmficant implizations for the
collectiom, use il thselosure of personal data. This section demws attention o a mumiber
ol significam developments some of which, lor example Calling Line Identiflcation,
Document bmpge Progessime and the Bvpermer, ane mcoe wvinced than others.

(i}

{ii)

New Teclmology Formm

On 1 31h May the sl meeting of & New Techrology Forum was aranged by
the Rk Xorox Research Centre Cambridie Eaborasory and my Office. The
objecove was 0 faciliute discussion of the dmta protection and peivacy
implications of new and emerging technologices. 1t is hoped that the Forum can
have o continuing life and provide a valuable memns of communication on these
miitters between government, research and academic communities and my Office,
Rank Xeron soted as host for the My meeting and T will bost a further meoting in
the antimmn.

Cafling Line fdentification

Caling Line Identificotion (CLI) 15 & techmique which, in (s simplest Form,
albows o person receiving o lelephome call toresd. from s display on the receiviog
trstrisment, fhe telephone pumber from which the call has been made, British
Telecommunivstions pic (B 1), having carried out iriods on CLL s now expected
o launch o full  wervice Mermury Commumications Lid and  other
feleomminications opersors can, alao B eapechsd W0 intmalece thelr own
SRV ICES.

I hive dealt with the data protection issues prised by CLT in some dewail o my
Eighth ani Nimh Reparts, | have taken the view thay CLI services should give the
person miking o telephone cgll the opporiumity, at no charge, (o suppress the
transmiisgion of his of her ielophone nomber, This sappression should be possihle
im # per call basis (call blocking), or by blocking a1l transmissions from @
purticular number (line Mocking . L am pleased o leam that both BT and Memury
will ke call blocking and fine blocking availsble at no charge on their respective
S¥ RIS,

Ad the e of umum. B'T]muljn.l.ll.uuunhuiupu.mul CLI service (Call Return)
- Bristol. This service allows & recipient of & call. by wlephoning @ cerain
number, W obtuin the number of the la call received, Unfortunmiely, the
iiroducon of this pervice bad some unforeseen conssguences, in partecular
certitln isers wene able o get g full CLI diapliy, Callers wiere nol made awiire of
thin. BT hax wken steps @ correct the matier, bat it o disappointing tha this fas
happened. This problem having been met once, | would nat eapect i 1o ooclir
pgaim,

L does not anly offer the oppariunity for an organisyion recetving a call o
pead the callier's pumber. but also the opportenity Lo capture |, This cin be diome
aomatically by a computer system. Once captured, a number can, of cournie be
wied for other purposes. In Appendix 3, Lgive apreliminay view of how the Dot
Protection Aot might apply in these cincumastnnces.



(i) Teleworkimg and Telecoraging

{iv)

vl

Telewotking i o torm coined to describe wiirking ot a destance from the source
of work. Telecommunications facilities are centmal o fhis tvpe of work. A
particuipr form of eleworking may be carried out throogh telecoluges. The
Telecuttnge Association defimes @ wlecottope as “a local cenire that provides low
codl dcress to informotion techoology and  communications.” The - concept
arizinaedd fn Scinditavia and has spread 1o the Untied Kingdom where | has been
intraduced in both rural and urben arcas. Telecottages offer the opponunity for
computer-based training and eniplovment in tsolied snd disadvintaged areds,

There are around ninety felecotiages seutired throughont Englaml, Wales wnd
Seatland, In addition to lelecotmges (here are other similar bodies in exisbence in
mide urhan locatkons such as the “elettronie village hislhs™ in Munchester, These
kinuds of facility neem o be developing quite mpldly.

I think (i in too early fo suy exactly bow lebecotuies will develop in the Linited
Kingdom. Finapcial suppon hes been given from a nimber of sources including
the European Union, local stithorities and charitable organisitions. The tunsition
i financial s=lf-pupport may not prove cosy.

Educating telewnrkers i pood data protection practices presents a chullimge.
On the other hand, the presence of felecottages offers in opportunity 10
disseminate appropriate ranmg wnd educational material,

Geopraphic Informarion Systemes

A geogruphic information system (GIS) s " system for capuring. stoning.
checking, integrating, munipulating, analysing and displaying data which are
spatially refenenced to the Earth, This is normally conddered o invalve o spatially
referenced compuier database and sppropriste applicationy softwarne. ™

Ceographic information systems provide dits ssens with o powerfal tool which
peesents information in new umd readily accessible forms. Thete have been
reponted use of these sywiems by loonl puthorities, supermarkets, buiiding
socleties; insurance compunics hospitals, government departments and the police,

In essenve. peographic information systerms wse & geographic reference point is
- common identifier for many different types of information, Some of these
systemns. will comtuin persostal taty which fall within the scope of the Dam
Protection Act, 1t ik therefore exsentinl (ot users of such sysiems ame aware of the
pettesrtial applicability of the Act 1o their processing of dats within these systema,

Smarie Crrels

Smart cards ane effectively simall computers held on o plwic card the mreof &
mormil eredit cand, Sman cands have data protection and privacy implications i
respect of wha shall hive sccess 10 the personal daty an them and who shall have
e abifity o rewl, wdd to or alter thise dita. The mnge of pussible wes of smort
cirds i growing mapidly plthough muny proposed applications in the LUnied
Kingdom have only reached the stage of small-seale trids,

Smart cands have many possible uses in both the public and privide secton.
These inchude their use for peyment purposes, pertiaps with facilities which create
an "electronic purse”™ for the prevention of oredit card frsud, antd for holding of
detaiix of medioal conditions and treatment.

= =|ipeudiing Chogrmihic Infimmariio: Bepor Wi e Seonmary of Sraie for e Eprrommeit ol e Contings ol
Tenefrim-miias dhi HEmmsddlisgg oF Clengraplio Inforrmatin” Clitoiain Las Climtey, Landon, HMSCE, LUST, 032
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The Information. and Privecy Commssioner of the Province of Cnano,
Conaidu, has considered the datn protection amd privacy issues which are mined by
the use of sman cards, He has kindly agreed to the reproduction of his proposed
privacy protection requirements in Appendix 4.

Data Marching

Lkt matching is the computerised comparison of two or more scts of reconds:
The ohjective is o seek obt any records which relate (o the some individual, Whero
there 16 such a “match”™ then the mformation from e set of reconds may . be
trnnaferred to enhance the other set. Altematively. the informition on the malched
individual may be extracied lor decision and sction and may form the basis of o
further set of reconds. This new set may ultimutely fomm a set of “profiles” of
individuals drawn from a number of different sources

Lt wear | wrode of my fndention 1o gain an understandimg of data motching in
povermment departments. | described the approsch | had made 10 the Perminen
Secretaries ol the Home O1Tice and the Depariment of Social Securlty together
with tho Chairman af the Board of Inland Revomic seeking thelr assistance for a
pilot study of their depariments. The objective of the pilot stedy and subseguent
enguiries was 10 determinge what, if oy, daia miching ok place in govermnem
departments and how this wis developed mnd spermed. Preliminury discussions
have tiken plece with the thiee concrmed, Follow ap work o
prrogresy e stidy has been delayed by resource comstrafss,

(vl Brocument hmage Procesying

Document Image Processig (DIP) is a technolopy asually based on the use of
il dlisks to store digitised images of docoments, Docoments ame fed imto the
avElCm i 3 process similar o scamming on & fax machme, The orginal docoment
in returned anid mn image “hebd™ on the opthcal disk. The tmage con be retnieved an
sereen il a copy made,

My D3fice his for wome oime been exammene. e mees ramed by docoment
imisge processing systents with g view o giving guldance v datn users. With a
traditional computer systemy, information is entered amd processed in disereie
Nelds enabling standands such o adequucy, aeewray and relevince w be applied
scparstely o cach piece of information about each individual. However DHP
systeins work i different way, Information cun only be processed at the level of
a complete document or at feast a complete page of a document. There 15 po
straightforward way of scpansting toms of persoial data which are held oo the
wume page.

It may be difficult for o duta user recetving comespondence contrining some
relevant informotion wnd some imelevant mformation o hold only the relovant
information of the correspondence is 0 be stored om o DIP system. Whon
delermining relevande. pocount most ilso be twken of the imbitity of o CEP wser
o commol the coment of mformotion that o volunteered  whether m
comespondence or atherwise. Such imflormition may need o be retmined bechuse
the data wser requires o tree recond of comespondisnce received or becanse the dutn
aubrject will expect the data uner 10 be swaie of the information. On e other hand
where the datn gser solicits informemion Trom the dota subpect, whether cn a fomm
or otherwise, the consideratons are likely to be difforen

There wre clearly difficult practical problems, However, | hope to be in o

sition shorily to issue guidsnce on a framework within which esers of document

MARE  POCCRSING  Wystemy can operate whilst il complying with the
requitements of the Act



(witi] The Inrecmet

W are all familior with global eommmicationy in one form or arothie - post,
ielephone, facstmile, daty commumicativeas, The resson these systems work amd
we fre able 10 communtcsie with caoch otier is becouse they. have oommion
standands. In ather winds, the elephone in the LUSA can communicite with the
telephone in the Unbtéd Kingdom because the vamious stmaly, esmblishing
connections md transfiesring voics representations, Jor example, are ugreed
betwizen the lelephone network openilon in each country.

Mury of ub e alko now familiar with more discrete and limited nerwork

ts. Peruips, for example, an intr-compuny pelwork oomnecting

seoiriphically dispersed sites. or i local aren network in a singhe office bulding.

The umets of emch of these petworks can commmmicale with others in the sdme

retwink bt mey not be able ro commumnicate with other notworks. This is hecause

the stahidands of such s message fommat and date encoding vy from abe 10
nnother.

The phensmenon thi is the Tntermet allows the users of these viroos netwaorks
b ek oot ol thelr bopds and commenicate with esch other. 1t dies thid by
extabilishing a set of messoging stmdards which can be set up af simple terminals
it [ thie various petworks (o Facilitate thee sending or receiving of Information in
ol comimion form

The Tiemet has grown oul of notworks panially used for defence parposes and
liteet finking research esishlishments bn the United States. The carmmon standarniy
i thie allocation of addresses are pow sdministered and menitosed by the Inrernet
Society, The Seciety curies out thin function through the Infetnel Architecture
Hoard which is 0 group of imvited volumoers, Through tha medhanism the
widesprei deriand 0 exchange ldess unt information has effectively resulted in
mn upsitaging of (he conventiomal infernathonal standurds activity. Users of the
Intermes can commumicats freely with othet users worldwlide using electroie mail
and blbetin boards, con transfer dats files readily and hove acoess to immense
oAl ion resiminies,

Wit §s striking s the way in which this common systom has come info
existonce and the speed with which ity use, on a globul basis, is mereasing, Vs
repory suggest that the number of wers of the Intermet o exceeds twelty
miflion. Forecasts saggest growih o between one hundred and two hondred
rrillivm wsers over the nest 1-4 vears. Not only ks the use of the Intemet Increbiing.
bl theree uning i are now coming from the commercipl os well as the acadermic
contmunity. This movement s being hustened by o growing number of service
providers Those offering, or planning to offer services are now repored to ielude
BT, the BBC and AT&T amengst many others.

Dhoes the zrowlh of 4 sniverssl communications sysiem souch as thie Trterme
challenge the orthodox daty protection approach? in some respects it dues not. The
use of such 4 network for transferringe peisonal datn by subject 10 the same legal
comstrnints as (he use of a povate network of mdeed any other mesns of dat
tpunsfer. Tl pesponsibility formeeting data priotection requinements, for example,
for aceurate wind secure personud data, still rests with the transmitting dets dser,

The challenpe anses more i the sheer soule of the network. Cun tmoshorder
et [low be effectively repulated when do many millions of dara asers have 3
relatively wimple method of exchanging peronal data with other data. users
oversers! Can privacy safepuinds be establishied urid enforced? These are among
the questions which data profection authorities peed (o edafront. The Drafi
Esropean Dircetive [see Secthon 2) in its approach (o trinsborder data flows foroes
simmilar questjons.



kL)

The Global Yilluge has srrived und with it have come fwo pirticular dais
protection dhullenges: how 1 mondtor ind comtmd, i necessary, trnsborder datis
Tovwa: amd how to ensure the security of transfers of personal da



4 Determining the Meaning of the
Law

Thie Registrar cannot make o il determination of the meaning of the Dati Protection
Aot thut i the role of the Courts; He does have tomuke bis owndecisions as o his views
of the rresisving of the Law i the circumstances hefore him. In carrying oot this function
I huve tried firstly 1o arrive at the decision the courts would make, sccondly to achbeve
canststency of view s thirdly 1o propagate the view arrived i

In my st Anpual Report | gave some guidunce on the spproach which | have tiken
o thee tneaning and application of the term kwful in the Data Protection Principles. The
biermm appresrs i the First Principle which roguires that the information 1o be contrined
in personil datn whall be dheained and processed Dwfully. It also occurs in the Second
Prineiphe which mequires thit persemal datas shull be held ondy for one or mone specified
and lawiul purposes,

Dharinnge this veara number of issuey have srsen where lowfulness his been a particular
corsbelerutiom, They dre:

—  the sharing of financial information by fmascial institations (see Sectlon 3001
—  the confidentialiry of busalth nformation (wee Sectlon el

— e wse of mformation ahoue student grants by local authorities in respect of the
loeal government review. (see Section (11K

— the s ol custiamer information by utility companies

As cun be seen, | have dealt with three of these issues elséwhere in this Repurt. Here
I touch on the use of customer infarmution by the Regional Electricity Companies,

(a) The Use of Customer Information by Regional
Electricity Companics

There fire 14 Heensed Regional Electricary Compunies (RECs ) in England and Wales,
They e and disclose (0 may propade fo ise and dischose ) informition for  momber
of purposes. The quiestion is whether the activities in hand or in mind are lawful, | have
af this wtaee onily conshdensd the position of the electricity companies bt the possibility
ks that cimilar issues apply to other utility companics and | will be considering these i
ilae e

Ltifity companies are in o unlque position Lor g nimber of ressons, They hove o very
higgh response from cusiomens who notify them as to their change of name and mldress
This comtrasts with many olher svailsble records, for example electoral rolls which e
only brought up o dite every twelve months. In addition, wiliny companics have
cattiprelensive customer lists as they service most of the population '

It hias for be recopnised slso, that the position of the imbividual customer of o utility
il



compuny wmy be differem from the positbon of the costomer i most commercial
trunsactiony. In many ciagds RECy, fir exomple, have no prior contact with o cusiomer
before leaming thil he or she reduires a supply of elecimicity, The REC does nol,
therefore, give any of the Wl notiflications of the uses and disclosures of personal doin
hefore it ebtains information from mdividuals. Inaddition castomers have no real opticn
as o whether to have electrivity. or chsice as to the compuny on which they depend for

iil.H:‘I'pl_'p'-

The Electricity Act 1989 puts the RECs in a special position i relation o tnformation
obtained i the course of their businesses. The Act restrivts the use and dinglosum of
chistiner information by RECs. There s also the addinona] factor that the powers of the
RECS miay be restricted by the ultra vires muke, 1 referrod 1o this in my lust Annaal Report,
W I the rube of Liw thist those organisotions which have stamiory powers are only sblo
ko dio those thingd which Parlinment has allowed them (o do, In the cose of the RECs
there e limiitations of thefr contractual freedom o deal with consmmens and these aro
et ot in the Electriciiy AcL

I hitve now hod i opportunity 10 ke advice s o the position of the RECx. It is my
vigw that a number of the uses and disclosures of informution, current and proposed, by
the RECK involve contfaventions of the restrictions in te Electricity Act, The issties
raised are complex. There may also be imphications for the activiies or proposed
activities of other uiifithes. | shall wish 10 consult with other regulatory bogies in the
utilities Geld, but | anticipate that formal guidance will be isssed on this marter fuer this

VL,

th) Innovatons (Mail Order) Limited v, the Data Proteetion
Registrar

Chi the 29th ol Seprember 1993 the Ditts Protection Tribural delivered its judgement
In the above case, The cuse had been heand by thé Tribunil betweet the &th und b of
Seplomber, It arose ws 8 result of an appesl by Inoovations (Matl Orders Limited
iinnovations  ghins s Enforcement Notico served by the Registrar on the 9th of April
1992, The Notice related 1w the pinctices sdopied by Innovations in obtuining
miormation Crosm customers and enguirers. The Tribunal uphieh the Notice subject 1o a
variaten which 1 bad proposed.

lnswations conducts a maill order business i the course of which it advertises is
ooy in varioos ways, including ihough catalogies, sdvertisementy in the press and
welevision and b, Customers respond o these advenmsements in writing or by
ielephone, Tt s also the husiness practice of Innovations (o make Hsts of Iis customers’
s il adibresees svallable for revtal by other compianies and this s & substantial part
of it Business,

Whenever o custormier onders poods from Innovations the arder s eknowledped in
writing. 1 was the practice of Innovations o melede o sttement on the bock of the
ncknowledgement. This statement informed costommsers that Innovations remed out
naies wnd sddresses. The statement also gave an addsess to which the customer could
wrile il or she did mol wlsh to receive soch mail. A similar notlication was glss
provilded iside the ciutuligie produced by the company,

It wars apreed that, on some eocasions, the customer woukd not Tearn of the COTIERENY s
practice of list rental until atier he or abe had provided personal information. As a resuli
I otk the view that Immovations wos unfaidy obtuning such information; The
Enforcement Notice requined [nnovations fo give o notificstion of its practice at (he paing
il phitaining ih all cases,

Imovations arguod thal if wis oot practicable 1o give a notfication on-oll forms of
medin. in particular on short radio or television sdvertisenients. It arzued that it wis



mire viealistic ty give the notice after informario had been obtnined from the customer,
Pisnaav sitiamns sbso subwnitied that this wanld be gleaner fothe customer becasse an the G
of ordoring he o she would be mone condermed with the choice of goods than whether
b atioms would mile the nanee and address supplica, This company farther argued
thie & nouficabon oo the lelephoos wienld increise e conl of cills t the costomer amd
thut s later nostification could be more detatled

The Tribunal was refierred (o the Council of Burope Recommensdition R{ES 120 on the
Protection of Pemsonil Data wed for Direct Marketing, the Council of Euwrope
Convestion for the Protection of Individuals with regand 1o the Adtomatie Processing
of Persoii) Diats and the Exropean Linion Drafi Directive on Data Protection poblished
tn Chctober 1992,

After hearing detatled evidepoe and argument the Tribumal muled (hat @ wais not
sufficient 1o provide a notification with the scinowledgement of order. The Trobaml
copiidered et the wonids “frirly obiined™ diree anention (o the tme of obldining ms
oo dater time. Alae thal individaaly should be informed of the porposes for which the
s will psed i 1hose e not obwvious,

The Tribwnsl concluded that, in cieumstanges such as those of Inmovitions, the law
requirey that o waming must be given hefore information is obtamed. The Tribunal also
coifmpented thal whene this was not pessible, [or exsmple where o decision wis mode
0 use existing informatiom [or new purposes, then the due gser woubd fave w abtiin
the consent of the i subject,

The Tritemal did med scoepd that it was mpracticable ooprovide o ot (caibon williin
any form of pdvertisirg cumently availoble and was ool prepared 1o exclude any midia
from lis judpemenl.

The Tribomual's devision genemlly conflrmed the mibvice | have begn siving 1w dala
umers ohouit the firir obtoiming requirement oontoined i the Fird Dos Protection
Principle. | hive now bosued further suidonee an this point. fillowing the deizion and
thin is available from my office.

EE]



Complaints from Individuals

Priring this yvear 2 EEY compiinds have been receiveill. The following table shiows
trow this number compures with complaints received over the previous Pwo years.

Year Mumber of Comprlaimiy
1991 - 1992 1747
1992 — 1993 4590
1993 — 1994 2889

The sharp rise I the number of complaints reporied Lt year wias due b oo shod
television advertiving compaign mn in Manch 1993, Possibly becanse of this compaign
generdl awareness of the Data Protection Act, smonpst the public, hod increased (see
Section ¥, This in lurm moay well have fed 1o the avempe of 56 complaimis bemne receivied

perweek during this vear compared with.an average of 33 perweek before the compaizn.

This increased compluints activity has caosed considerable extra demunds u:uulnﬂ"ng
These domamds have primarity been met by tmnsfeming effort from other activities, in
partivilar from policy and ul:lmplmnl:‘: work such us that outlined by Section 3. It hos
il been necessary o recnuil and truin additional staff to hondle complints

I has plweys been the cose that 8 propomion of comploints can be dealt wath by
moviding standard information and advice (o compiainunts. Ceneral cormpimints about
the wie of personal duta for credit referencing purposes or direct murketing lend
themuelves o this approsch The duta subpect whi has 8 suspicion thal inaccurate
personal duts gre being held might also fall into this catepory. The policy of seeking to
define such standard responses 0 commmon complaints has pontmoued snd led w
productiviry guns which have helped to offiet increased demomds on stalf tme,

(in the other hond other complonis do m lomd themselves o this standardised
approsch. They require o full and detailed investipution. The perceniuge of compluints
falling inio this mvestigated cajegory fluctuates but recenitly has been running on S9%:
of uil complnims eoeved. OF the complonts cases vlosed during the year, 334 wens
desti with in under 3 momths, 667 in under & monibn end 575 in omder one year.

Some TEE of all complenis are about dois users in the privite sector. The majoriny
raise conooms whout data in the finance indostry. Complomts sbout ssues concemed
with consumer credit still sccount for 3 15 of wll those received. Many are disputes about
the accuricy of the nformution which the credit relerence agencies hold. They may urise
whiere the individunl s own efforts toresolve the probiom hove fuiled. The agencees hold
the personil dot in guestion, bul bn order o have the dats amended individunls must
take up thoir problem with the credit grintor. 11 is often the case tht the onedil srentor
1= 1 onger holding any personal dotis aboiit the aceount which may o longer be pctive.
CHteo it v difficuh for the accuracy of the recond (o be verified.

Enforeement Noteces served against the four mam credit refenence agencies 1CCN
Systems Lid, Equifas Europe Lid. Infolink Lid snd COMS Lid) ook effect on 31 July
493, The nonices regulate tho infirmotion which can be extracied by the crodn
referonoe dgoncies’ from their files ond passed o o lending organisation when an
indhvidual applies for oredit. Previous problems included the extraction of information
ool ol y abwout the credit spplicoont, but about thind parties such as provious ecosparnts of



the applicant's sddress and persons with similar nares of addresses. The agencles have
had v make signiticam changes fo their systems and complainty ane being moniloned to
sep how the new amangements one working.

In the public sector the gremest msmber of compliints have been recelveed aboul the
Chilid Suppart Agenoy, The vast majonty of complaints have come from absent pareris
aied i somie cases from thelr new partness who are coneemed that financial informtion
abouit theem is belng pussed o the parent with core. These sstes are dealt with maore fully
in Secton-3gh

This yeur some 200 idividuals have vorced therr concerns aboun the secanty of their
persovnl datz, Unnuthorised diselosures of persomal dats can ciuse misch distress. Also,
ance the disclosire Bas heen made it is often the case that the domage carl be undone.
The complaints ¢an bl datsy wiers o amdedtahe o therough review ol thelr decunity
procedures wid staff training.

Whilde the vaist majority of complaintd are successfully resolved by discussion and
negotiation some have resulied in prosecations.

Some partioular examyples of complaints follow:

Case 1

The complaingni meteived a postcard from his' health authority with details of an
appoiniment for the immunisation of hos chibd. He wis concerned ahout the amoum of
imformation shown on the cind which included: the child"s nome; date of birth; health
authority identificr number: the vaccinations which the child was to recedves the time
andl date of the appoinment; the nome and sddress ol the doctor to be attended: the
practice number; the health authority number; and treatment centre code,

The Registrr's Office had previously expressed concern amd gven guidince on the
use of posteards displaying personal informution. The healih authority explained that
the posteards were actmally produced for them by the county council but that the
Natiomn] Child Health System was betng reprogrammed o print sealed envelopes
comtnining the information, These would be introduced 1 replace posteards.

However, soveral months lder the complainant received another vaceinaton
pppointment postcand, On approaching the health suthority sgain it wis explained thid
the imtroduction of envelopes hid been delayed bur hod frally and recently been
introdeced for all vacomation appetnmmsents, In addition ol stalf fod been infarmed tot
ather appotniment posicands must be posted in sealed envelapes.

Case 2

The complainang obtined copies of his credit reference files from a number af credit
reference sgencies afier being refused a charge cord. He foond detdls of adverse
information relating to his son who no longer Bved with him.

The complainant and his son shired the same Girst name but hid different mididle
names. However, the llems of adverse information on the file each showed both of the
son’s initisls and consequently bt could be seen that this information related 1o the son
iyl ot the futher.

Uie of the credit referemce agencies had agreed to disassociale the informution
reluting w the son fromm the complainant, Anather credit reforence agency had sid thil
it wis ol possible to make such o digpssociation berween o son and father when they
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bently fustd thee same st mime. They bmad motead seppestsd adiding o Notice of Cormestion
1o tha fle.

Following imvestiganbion, ll the credh reference opencies soreed o make the
dizasaociation between the complabmant and his son, The complainan) was sdviseil w
comtinng using both his fin and middle names when applying for credit.

Case 3

The complainmnts bad received mailings from sn sppedl donmitiee roguesting
dimations for a scammer. The mailings referred to the fact that the recipients had been
troated recently at o local hospitsl and It appeared that their names and addresses Had
heen made availihle W (he appeal committee by the hospiml.

I s pldribedd ot (o e Bestlih antharity that, under the Dita Protection Act, personal
datn must be processed “Tawfully ™. The term “lawiully” applies not only to crimimal low
bt it civil aw becluding, Tor example, comman law duties such as confidentinlity,
Whee a patient provides infonmation for ihie purpose of his or e treatment a duty of
vonfilbenoe anves,

Thie Nealth suthority decided thr patient dats would nid b aeed for appedil purposes
i the fatune

Cose 4

The compltrant received a telephone gall from hee GF's receptionist asking her w
attend the doctor’s surgery (o ne-register her young doughter. bt transpired that her
daughier’s rocords had been removed from the doctor's [t by the Fanily Health
Services Awthority (FHSA) wathout the parents” request or consent. The complainant
made enguirics of the FHSA and wis (old that the records wiene transferred becatse an
employee in the FHSA had changed her daughier’s address, with the resuli thas the child
wils registered with apother doctor within the-aamse ane

The FHSA issued new wiitien procodures n operalon who dccess complier reconds
fier amendments. The procedires were dewigned fo ensure that the correet records wene
aotosted by opermtom before sny Emondmients woro misde-

Case 5

The complainumt discovered that her son had reconis ol three different hospitids, One
o the records related o montal bespatal. On moking lurther searches thene was an entry
Lo incicate thot the compplalnunt’s soi husd atlended o mental hospital 0y an eutpatient
urd there was @ refiermal o n sociad worker. The complidiant wis concermeid becatise her
aom hod never stbended the menind hospital or been reliemed 1o o social worker,

I appeared that the complainoni’s son had ke pat i o suevey, This bl been
conducted by a psychiatrist. Subsequently the son”s details wene rocorded on the records
of the mentnl hospital where the pavohintrise worked.

The health authority spreed to delete all inoccurmte referencss 1o the complainam ‘s
i



Case 6

The complainant was having difficuliy in abtaining eredil, She obtiined coples ol her
eredit eeferonce file from the credii referonce agencies and discoverad that @ County
Court Judgernent hsl been registered ot her address i ermor. The County Court
Judeement wis in the name of the complainan s neighbours,

The complaimmnt hod written o the four agencios and asked them o alter thoir reconds.
She semt extradts from the eloctonl mll to suppon hercase. The dpenies selused o alter
the ehtries as they reflected a public record. They suggesied that the complsmant add o
otz ol comrection 10 her File

The Court was approached w discover the nome ol the plamti FF who had tken ot
the County Coun Judgement "'iuhifqu:nllh' it wixs found thil the pliinnf was no Jongor
in hurbness. However, the sttention of the Chiel Clerk of the Court wis drawrn 1o the
evidence of the electoral roll and it wis-agreed that the Judpement should be ser ide.

The spencies then removed the entry froim the commplitinant’s file.

Case 7

The cusiomer of & bank complained thit the credit control séction of the bank had
elephoned his home and had spoken to fis teennge daughier ihout o loan which be wis
allegad 1 hatve with the bunk, When the castomer gqueried the situstion funher i iecane
clear that because of i miskpelling of the sumame, the customer’s detnifs hid boon
conlused with those of dnother individual with & very similur name. Nevertheless the
individuul concersed had e miske distinie effonts to show that be was not the person
respernsihbe for the loan, The complainint wils eoteermed thal this should kave opcuaed
mndl that Insccorsle information. abotl Mmooy have been possed oo creidit refenenue

EEERCY.

The bank apologised 1o jis customer and confirmed that the information lodged with
1 credit relerence agency huid been corrected. The imistake on the sccount had oceurred
when i request for o chumge of sddress had been received. The bank made ¢lear that its
procedures reguired that no discussion of aceount details should take place with any
third purty including family members, The employes concermed had since left the bank s
employmeint, The bank s proceduses with regard o change of uddreds were reviewed,

Case 8

Fallowmg the rejection of o application for a chargecand for hote] sevvices, a
ainant made o subjoit socess request to the company. He received o rexponse
including & copy of personal dite and a set of explanitory aofes which referred to another
charpecard and not the ooe he had applied for. He wus also unsore that he had redesved
o copy of all of the pemonal datn which wos held aboot him since ¢ did not inciude
bnformuation which he kid provided in the application.

The company expluined that not all the mlormation which had been required in the
application had been compuierised since the spphicalion had been rejected. I further
explaiped that it sdmipdstened several chargecarnds and that the wiong explanatiry notes
bt b inciuded by n lertcal orror, Tt wnx nevertheless sure that the complainant husd
received a copy of all of the persanil it which weee helld about him.

Thie complainant then provided caples of eorespondence he had received fram (e
company. and pointed out that there were contradictions between (his comespondence
i the dati which had been supplied. These points were put 10 the company, Althoogh
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thee cornpmny contimped 1o believe thut it had supplied all the personal dens ti i beld,
further chocky were mide. As a result of this, addmional doc were faund and supplied
il ouly 1o the consplovmnt bt 1o other madividouls who had made sibject arcess
requests and whom the compuny identified as not having seceived this additional
Infosmrit bon.

The comprany reviewsd its procedures in orler o provent a reeuireiee of the siuation.

Case 9

The complamint had heen employed by the convpany, aboul whish he complaines,
T some year, but hod left of his own scpoed some months carlier, The complulnn
wies divorced snd made regulisr paymsets 1o his foemer wifie. He recelvisd o letier fromy
his wife's salicitomy which menmaned that uf the time of leaving e company he hid
been paid sabiry mmenrs which amicumed 0 8 cotiderable sum. The complainomi
alfeged thit the Munaging Dirsctor of the compseny had passed on ditails of these salary
ubrears (o his ex-wile without his permission.

As i et of the investigatinn of this complaint | was disooversd thist the company
wits- mot registergd under the Data Protection Act in respect of personnelfemployee
administration although bt was holding personal dats for thal parpose. 11 was alse
estblinhed that an unregistered diselosure had been made by the Monaging Dirscror of
the company copcemming the compliainant's salary arrears.

The company was prosecuted for holding data for a purpode for which it was nol
registered and for disclosing pervonal date 1o a person not described i its register entry,
The Mamugimg Director of the compamy was also prosecited. The company andd the
Monaging Director wiere both fined For each veparme offence.

Case 10

The complainant was continuing 1o recerve unsobicited malings from o company
despite his frequent requests for suppression. He auvised thu his many regquests f this
orgamipation. moluding those addvesced 10 the Mansging Director amd the company *y
solbcitor, hud besn ignomed.

Following investigation of tis complaint the company srmanged lor sappression of
e complamunt’s details. In addition, the organtsaeon which had sepplicd the
compluimunt s nome and sddress ilso prranped 1 delele the nfermation i beld aboul
the complainant from its Tists,

Case 11

The compluinant received repeated demunds for payment from a company in respecs
ol o mainienance contmct for some household equipment. The complainant said that he
hnd never hod any equipment from the company slthough pegotiutions regarding o
pitrchane hod reactsed an sdvancnd stego.

The company corrected its reconds and apologised for the inconverlence cased

Case 12

The complainant and his wife had the same initiald, The complainain ‘s wife toak oul
a loan in 1989, Duiring 1993 the comploinant received phone colls about the loan, When
B wifie mude enguiries she was told she coabd not be given information ibout the loan



because {t was not o her name. Her husband was bater told that the lodn wis issued 10
him.

The loan company explained that the tigle of his wife's sccount was inadvertenily
changed 1o *Mr when the detuils of her loan agreement were fhjput sl the sysiem
(aged o potential mutch with hin it the some address since he hod bad an accoant with
themn. The opesntor confirmed the match, in ermor, and the complainant’s wife's loan
detaily were ypdated with the details of his previous loo. This ecoor anly came to Tigh
when the lomn was nearing completion as a reselt of a weléphone call from the
complatnant,

The datubate was cormected.

Case 13

The compluimant had bought furnitire on an “ingerest free” oredit scheme. The
agreement she signed invalved her puying 3 depositand the balance within len months.
Well within the ten month period she paid the balance by chisgoe which she sent 10 the
finance company by recorded defivery, She safd she wiote her aceomnt nmber and her
nuine and nddress on the back of the chegue.

The finance company comtacted the complainunt some time afferwards o miorm her
thut her standing order had not been paid, She went back 1 them with full details of her
payment of the halance including photocopies of the buck and lront of her chegue which
her Building Society had been able to tece; the chegue by this tme also bare the Lindnee
company s receipt stamp showing it bad been received within the ren month period.
Notwithstanding this, the complainant received a copy of a County Coart Judgement
entered sgainat her and an instalment payment book. The Judgement wos sebsequently
st uside.

Some time later the complaimint experienced ditficulty when trying to get credit, i
wis Found that alihobgh there was no lomger an entry on the credit reference agoniy s
files relating to the Judgement there were sntries relating 10 the account showang It w
bt in diefanlt. This mater Was it to the finnnce company.

‘Thie finance company said that the account number given of e hack of the cheque
was incomrect and the money Hid heen put in 8 suspense sccoant; this resulied in the
ition that ensued. However, when the account wits cornected the departrment eonoerned
hiaed ot advised the coedit relerenive agency,

The ageniy 's reconls were comrected.

Case 14

In 1900 the compluinant was invelved in i minor cor occident and wid fully instred
il the rime.

Some fime lajer she received & court stmmisks relating o the accident and was
sdvised to forward it 10 her inserance company, which she did, She liter discovered that
A County Court Judgement was recorded on ber credit reference [l for the sum of
£1,208

The cradit refenence pgencics were informed that the Judgement arose out of 9 motor
{srance case, [t was also poimted ot thet this preticular Jodgement wis irelevant 1o
the question of the compluinin s financisl standing.

Al the vradit feference agencios conlirmed that the Judgement had been suppressed
iri thar T,
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Case 15

The compliinanl obluined a copy of kis ereditl reference file from a credit relerence
agepey. This theluded a County Court Judgement. Although the Judpement was
recorded in his name hie insisted thot i did not refate to o debi which be hod iociormed,

Upbn Farther invéstigation, it wos wscertmined that e debt was in respect of
nom-payment of water charges when the complument was onby sixieen yvears olid.

Although the water company records shawed the complaimant as fhe person 1o whom
wiitet churpes acoouniy were pddrcised, ey sgreed that he was mmfikely fo be the person
respansible for the payment of the account due 1o hiy age.

Thi Judgement was =01 asido.

Case 16
Two doctors (X and Y ) djssalved their practive with a thind (7))

When 2 lefl the prsctics hit took with him i computer which contained data it
1o ol the patkents in the former practice, He then used this iInformation o contact those
patlemts whio were registered with X and Y,

It wis discovered that, when the partreeship wiis tissolved, pitlents were given the
option of which doctor they wisked 1o bo rogistered with, Alihough o minjodity of patients
opted for the new prictice of X and Y, many sutwiquently changed their minds on being
approochisd by Z

W turmed oat that & wins oot registered under the Duta Protection: Act 1984, He
nckrnitted thut e hsd usedd the data relating o the poticnts of dociors X and Y but fad
deleted the ditails of all patients other than those that had regisiered with im widhin 14
rmmetths of the dissolving of the original proctice.

Disctor 2 'was prosecuted for (ailing 1o regiites,

Case |7

The coanpluinant went into her Building Soclety branch and. during the tansaction
aliet wan erakcing, tiothceid on the compuler screen that her date of birth was recorded as
o date in 142, She was sounowhal annovied s her real date of birh was in 1952 When
shie asked where the information had come from, the member of staff agreed that the
informaticn fud not been supplied by Uhe customer, but stated thag, “ 1 o been dicanmed
ups by somrone”,

The Building Socleéty explamed that from 1982 oswurds it began 1o ask customers for
thedr ages (but not their dates of birth) and becabise a number of customers ohjected 1o
this practive, sarme hrinches ook it gpon themselves 1o estimare the customer’s age 1
avold causing offénve. By 1988 the finincial market place had become incressingly
comnpetitive s diie of birth information was pereeived g5 a valusble piece of murketing
daix, so the Sociely decided to colbect datea ol hirth on all s pew customers. AL ihis
time the Sockity deécided to convent the age information it alreads hebd mio “assumed
dadzs of birth” on i8 computerised customer reeards. The Soctety took the view that this
artformiation recorded th exprossions of apimion of it sadT as 1o the age and occupatioog
of particulnr costomers and thit it wan therefore entithed to bold Urs Qo

It wis povinited out thint the Fifth Data Protection Principle requines peruanil dit o be



neciirate and where necessary up 1o dake. The Act poipis oot that, "data are inaccurle...
IFincormect or misleading 44 o any matter of Taey’

It the Hight of this the Soclety ugreed 1o delete all "assimed” dates of hirth,

Case |18

Mrs P P Roberms (pames and addrosses have been chunged from the real one)
received a stitement of account from a calogue mall order company which indicated
that the compamy thewghi that she swas one of their agents. Thene wits no debt ontstanding
o Ui aceount and i was sent 1o @n sdidress which wis atmmst sdentical o thal of the
cimplaimant.

The enalague mail erder company looked into the matier amd identified records Ton
an spenl, Mrs P Hoberts (bt not Mrs PP Roberis), Mrs *Roberts (he agent” had lived
at an address mthe pame ares as Mis Roberts the complunent. However, over a perind
ol timee, six different changes 1 the mkiress of *Roberts the sgent” hwd been made on
the company datibase. In coonmon with mumy orgenisutions, he company simply
e chanses of address notified 1o it by its customers or agents. Nevenheless, these
six mimer changes to the address of “Roberts the agent” culmimted 0 an address that
wits et Wdeptlcnl B that of the complainant. in consequence madl intlended Far
“Roberts the ageni” was sont 0 M P 1* Roberts the complusnant.

The entalogue mail order company chunged i1s records bock o ghow the orgual
address of “Hoberts the agent” so that the complaipant would o longer recelve maitings,
Tt then atempted o comact its agent Mod P Robeyts at her onginal address, but received
i reply

11 wiss consbderiad that the elroumstpnees of this cose mis) ming some sugpicions 11 is
possibie that the facts indicite sctions by persons unknown prepanitory (0 the possible
comitlssian of ¥ freod. Mo PP Robens wis mdvised of the existence of the Credit
Indusry Frond Avoidance Scheme (CIFAS) and wld that sh could. if she wished, have
her detiils registered with the Scheme. This should ensure that enyone bpplytog for

credit in ber name wouk] be subject 10 sinngeny idontity checks before crediv was
gramted. She wis given this sdvice s o precautionary meisie.

Case 19

M Cllisrissa Mury Green (names and addresses have been changod from the resl ones
received an undaed letier from the Stedent Lonas Company Limited in Glasgow, signed
by the Default Manager. T read: *Due to your (nihure 1o respond satisfisctinily o earlier
remindet letters, your acomnt hias been passed 1o this depanment Tor the collection of
11958 arrears. I you ignore this létter, your acooan! will e poadad to our legal
department for court action®. Ms Green replied immadiately saying that she hsi never
needed, applicd for, nor reoeived, a student loa. Her mother also wrole saying that po
other person living al the address hod over had i stedent loan and thit she and ber
danghter, Clarissa had been the only two people miident w the address for the st
fourieen yeam.

The Studeint Losns Company Limited replicd stating thist wrong information had been
supplied to4i and that i1 had removed detadls of Clartssa Green from bs records. Whilst
aceepting the Student Lomns Company apology. Clarissa Crreen was concemed id 1o how
informution about her hiad heen connecied with a defaulicd student foan.

The resulting mvestagation discovered that a Ms Chnstine Mary Green, who hiad
defmulied on a student loan hod moved away fromn her sddress witboul Lolling the Stadent
Loans Company. The Compony requested o mcing agenoy to search for 8 new address
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The agency reported than i wos “pleased (o nforre you hal your cusiomes 15 o
resident nn..”, piving the sddress of My Clarissa Mary Green, The Student Logns
Company sent an arrears leter frivm s defauh department addreased o My Clristine
Mary Cireen i the sdiress which had been supplied nélating (o Clarissa Mary Créen.

When I was discoversd that Clarissd Mary Green was nol the Chnatine Mary Green
who was being seorched for, the agency was asked to confirm the mddress. it had
supplied, On fumbier checking, the ageney camie i with an entirely different adidross for
Chiristine Moy Groen

Case 2(0)

The complononi become sware that information reluting 0 a nomber of past
convictions was held about him by the police, He disputed the information recorded.
saying that these convictions relited 1o offences which he had not commiied.

1t tramspined thun angther indivighiial b been wsing e sanie nimie as the complainmm!
i i ik, When recomis relating 1o this imdividual s convictions had been passed w the
Natiomnl ldentification Bureau (NTB) by the local force concernd, they had been listed
under the alias, and st the real nome ol the offender. Ax such, they were added 10 the
records of the complainint,

Thee Infovmustion wid held in mamsal forem, not on compater. The reconds held on the
Police Mobonal Compastor were in facd pecorace, a& they only included the reference
meprmber of the mansal fle ekl However, the NIB amringed for the list of convivlionm
to be trunsferred from the complamant s neoond to that of the of fender.

Case 21

A complaint wis received from 4 vicur that an electrion] products store wis sending
1o his aadidress oftors of extended goammiees for various products. Fle hoad no kpowledgo
of the individuals, w whom these offers were wdilpesspd por of the products which had
hoen purchased. He had fived alone for some time st his address.

i tronspired  that addresses provided by costomers; which were  sometmes
0L g, were sent by (he stoge b0 o thoimd party. The function of the thind party vas
to complete the addresses whore Recessary in order to improve the targeting of {ollow.-ap
mailings,

Post comles were normally. supplied to the third party by the store with o tolal of six
dipits, Where the fimt part of the code consisted of four digits this meant thn the Lost
peurt wanttled be mcomplete. The thind party wss guested o complete i amd did this by
tonking for the [t valid oocumence of the six digit number' on the Post (ffice Addrcis
File. Unfortumutely for the vicar, in his aren this wis his addness, Since his hotse wis
identificd by a niome but had no wreet name of hike number the compaier softwane
compeched the ofher purts of the sddress, Tound an spparently perfoet maich and dietmed
the match between the fwo addresses w be good enough to assuime thit they were the
same, As a result of the compliaini the ebectrical shop changed the address tformition
prowidiad by the third purty (o fnelude provision Do a seventh dilt in the post code.

Case 22

The complainant was moving house. He had tiken the usisal steps regartding the
otilities mcluding cuncelling direct debits and having metend reod, He duly paid the final
aecint o ofie ol the wlitithes,



Six weeks Later he recetved o lemer warning himthial 4 sumiony for an amount
outstmnding woulkid be {eswed 17 thie was it pald within seven days. The complisioant
wis uprel about this oind also wished for confinmation that his records were accurale,

It runspired that althoagh o dinect deblt payment was credited 1o his iccount at the
beginning of the month he moved, this was subsequenily reclmmed by his bank as 2
result of the earfler cangellation of its mandate. 11 i oot normil prisctios of the utlity o
inform a customer that the account has heen redebited where (he custommer insdigutied the
concellation of the payinent. '

It was possible w expluin to the complainant the chain of evonts which led up to o
dermand for an ameunt whick he-bid pot realised wias outstanding and to reassure him
it the datn held regarding the acoouni wen? securmte

Case 23

The complainant’s 13 year old doughier reciived @ catudogue From g mall order
company. 10 order 10 check what nformation hed generated the despatch of the
cutalogue the complainant submitted a subject access reauest 1o the company with the
full knowledge amd signed authorkty of the daughter. No response 10 this reguest wa
recesvied withiin S0 doys,

‘The mail order company expluned thal ot had been onishlo to trace neceipt of the
eonmplainant™s request, However, as o result of the complaint the company immediately
prowided the complainant with the mlormation reguested,

Case 24

The camplatnant was a disabled worman who woulid bave greatly benefited Trom the
convenience of mail onder shoppmg. However, she wan denied the necessary credit
lncilities due 10 the close similirity of her nime and dddress 1o that of o couple with an
adverse credit history, Although the complalnant Tived in o different villoge amd bisd 8
different post code, she shaved the same surnamse, hiuse number, strtet niime and postal
towr ok the thind party mvalved

The credit reference apency was able o establish o disassocation betwesn the (Wo
parties on the basis of the complainant’s first name and post code. This action bad the
result of removing the sdverse account information from the compliinanl’s eredil file,

Case 25

In 1989, whilst living with her parents, the compiainant hud her hundbag, which
contrined gredit cards aned s lentification, stoden. The thely was reported 10 the police.
The stelen ilems were ussd 10 make o froudulent apphicstion for cradit in b shop and
several hundred poutids worth of goods were purchased. Upon receiving a bill for these
poods, the complatnant contacted the finunce company and the frood was revealed. After
writing a number of letary b the Gnamee company the complainant received mo farber
demands for-paymeént abd as<umed that the situation bl been resolved.

n 1993, the comjrlainant’s mother hed o crodit application refused. She checked her
credit reference file and found that the froudulent aocoul opoed n 1989 uppeared as
a defanl pgainst her dwighter s name, snd thus on ber own credit neference file. Ad this
point, both mother and daughier complained o the Registm

I wos revealed that, whilst the fimnce company's records showed the account as a
43



frand, eutnblished procedures had not been follorwed with regard to notifying the credit
referonce agencigs. The information was removed from the files immediotely and
assuminces were given that such o sptuation should ot arise again,



Enforcing the Act

It may be helpful to remind readers that enforcemient actions cin be of two kinds:

e prosecutions for offences Aowing, for cxample. from controventions of the Act’'s
registrathon requirements. Most of these cases are tnnble in either the Magistrtes”
o Crown Corm, or their equivalent in Scottand and Nothers Irelond, They have
usunily been heard im the Magismates' Cours.

—  supervisory: potices, which are designed 1o set nght controventions of the Data
Protection Principles, The Principles set out the good practices. with which dutn
psers must comphy, There are three tvpes of superyisory notice — Enforcement,
De-popisiration and Transfer Prohibition Notices. The Registrar muy also relase o
reglstration applicotion, These notices may be appealed to the Duta Pritection
Tritwunal.

(a) Prosecutions

Charges have been himnight this year under the following sections of the Act:

Sectwm 51k Holding personal data without being regimersd or without
huving bpplied lor registeation. (Dat users who fail o renew
their reglster entries are also charged wnder this section, )

Seotidn 3(2)bi: Holding or osing personal data for o purpose other than e
prurpsree. ir purpeoses described o e register enry,

Secuoen M 2Hd) Dhecloming personnl dus o & peon not desonbed nothe
register entry.
Eection 51 Failure hy a registersd person to motafy (he Registrr of &

chiinie in e registered nddress,
Schedule 4 Pam 1 May  Intemtiomally obstricting a person in Lhe execution of & warmant,

Prosogutions have been brought agminst 32 dat ssers for coomimal ofenees i) o
Further 3 are awniting hearing, The concluded cases ane hated-m Table 1.

An will be seen Troim Table 1, this year has seen further prosecutions umder Section:
S(2Hb) and S02)0d) oF the Act, These prosecutions sre where datil wsers have scied
outhide the torms of their register cniries. These cases highlight the need for dota users
o review thelr register entries regularty, In thal way, they can ensore that their cament
il processing sctivities ore adequately covered by their registrations.

Offimces under Section 501 ) mre stric) ishitity offences where it s only nocessamy o
prowve to the Cour that the oifence ovcurmed. However, as far i Sectloms $(20 ) ol
542 e concomed. | am required o prove 1o the Count, beyond reasonable dout,
thai the dnbi dser commiled the odlenee *Koowieegly or fecklessly”, i the cases dpninst
Ammesty Intemationa] British Section and Coars Vivella ple the Courr coneluded thar
Phigs iliitii wsers bl i peied regklessly,

1 s esmentil to clarify how “reckiessly™ shauld be interpreted i the context of the
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Bt Protectson Act. For thiv regson, | have wsked the Stipendiary Magistmale in the
Amnesty netion 1o state g case for the opinion of the High Court. This is the procodure
which | used in the Griffin case, reported fully In my last Annual Report. Whatever the
ogtcomi, 1 am not seeking 1o change e verdion in the Amnesty case, | aim merely 1o
clanify a point of Taw, Tt is likely o be somie tinse befire the case i dealt with anid & more
detailed analysis will be incladed in o subsequent Annual Repon,

Table 1: Prosecutions in the Year to 31 May 1994
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(b} Supervisory Actions

An Enforcement Notwe his been served apamst Linguaphone Institule Limited
relating to ohtaining information. This notice has been appealed (0 the Data Protection
Tritunul. '

A Preliminary Enforcement Notice his been served on Dixons Stores Group Limited.
This relates to compluints which | lve received from individuals who hive informisd
the company that they do not wish o receive marketing [iteriture, but who hueve been
sent such literture despite their requests. A Preliminary Notice wiarns the data user that
| intend to use my enforcement powers and the dats user has @ chance 1 respomd 1o this.
| m currently awaiting representutions from Dixons Stores Groap Limited in reply o
the Motice.

(¢) Appeals to the Data Protection Tribunal

Last veur | repored i four appeals were awmting hearing before the Dista
Protection Tribumal. The dotn wsers concemed  were: Consumerdink  Limited;
Innovations { Madl Ordery Limited: Trent Mail Order Company ple and Tntemationul
Correspondence Schools Limited. All four of these appeals reluted to the fiir abtaining
requirement of the First Data Protection Principle in the context of direct marketig. All
forar of the appeals have now been resolved.

The appeal by Consumertink Limited was resolved by aprecment aml there was no
formal hearing before the Tribunal. The case had arisen following concerms aboul the
yse of product registration cands w obein information which wiss subsequantly wsed for
e purprses of direct marketing. O the enrly versions of thisse cards the use of dati for
this purpose wis fot made clear o respondents. Although the cards had been
re-designed w ensure thut the uses of the information were clearly explained, i number
of curly carts continued o be retumed. This was because such cards were packed with
consumer goods and would be retumed as the goods were sold. In adidition there
remained the question of the information already obfained.
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My stal¥ bl bl lengthy discussions with Consumerfink Limiled about the e of
data from the carly cards, The company had onginally agreed to expunge the da
obfained on the cands by the beginning of 1992 However it had subsequently been
unwilling to comply with thiv agroement and argucd that 1t should be abl to rotin the
dustn mdefinitely, | took the view that thiv wais sid acoeptable amd [0 1992 servied an
Enforcermiont Matice o the dabi weer restricting the use of the dispated data. Before the
Trbsinsl beserlng wok place, agreement was reached for sech o restriction. That
apreement wins placesd before the Trbunal, Consomerlink Limited has récently
corfirmied that none of the mformation obtiined from the early versions of the conds is
now uned (o mailing purposes.

The case of Tnnovathons { Mall Order) Lintdted was heend by the Tribunal (0 September
1993, The Tribunal raling supported my view thal these obtsning miovrmation from
individunls should exploir oy uses of dats which are not obwioos before the infommation
s obtained. A Tall report of the case i in Section 4.

The other two pending appeals which also related 1o the same subjeet matier were
sertled without hearing following the decision in the Inniovation cise.

As noler] above, an appeal 10 the Tribunal hils been lisdged agalnsg an Enforcement
Notice served on Lingusphone Institute imired, This sppesl s curmenily awaiting
hearing. This appeal may be dealt with by way af written submissions as i denls with
imilor issues o thie o the lrmovations case,

() Refusal of Applications to Register

During this year seven applications for reglstration have been relused. In eavh cave.
the refusal was carried out under Section T2 Wb of the Act, This Sectiom concerms the
situation where the particilors proposed for registmetin would not give safficiens
tiformiation as lo the maters (oo which they relae.

Section 19 of the Act gives o right of appeal 1o the Data Protection Tribunal agoinm)
a nefusal by the Reglstrr of an application by that person for registration. Such ppeils
whould be served on the Trbumal within 28 days of the date of service of the adtice.
Thene have been no sppeils lodged with the Tobumn] within the specified time fimit in
my of these cases,

(e Momitoring Compliance with the Act

This waork, which myolves the Investigations Department. hae been undermaken in
ithree specific circuimstinces,

(1) Failure to Renew Regivter Entries

A pew system his been established po Tollow up those dats wsers wha Lail o
reiew thedr regisier enires, A [ misssase 16 sent s selecton of soch asees wiio
serm lkely W0 pesd 1o re-reginter, Over all of those fargeted ) this way have
responded sither by re-registering or explaining why ro-registration wis pot
mequined,

Those wha do et respond 1o the (e, or who do not respond sutisfactonly ae
visitedd by investigation sl Where such i visit is made then i1 s normal proctice,
givien evidence (o show that the organisation s nol registered anad should be, for s
proseculion bo be mounted. Several such-cases mre currently being conssdered for
proseculion. A recent prosecution which uruse in this way bed oo fine of £1.500
Thin does pun the £75 fee for o three vear registration iso some perspectivi,



(i)

(i}

(F)

“Ciome Aways”

i shivw's Lhat o fiombser of falluies o renew arfise beciuse datg esers
fail to notify chimges of address. This ks offemee bnder the Act

Same trals have been cilrried out ik locsting mew sddresses and following-up
iHese e users, Resuli s Tar show that over gne-third of these dain gsers are no
longer trmling. On thie other hand & ronghly equal number huve renewed their
repibler entries and ihe remainder are still awaiting finel checking

Trawling for Unvegistered Data wsers

Apain a new rltiative b been tred. This involves investigutions sl
telephoning potentinl dot aseni in sélocted oreas. This sctivity has generiled
apin-ofT Jocal media coverage which bas helped 1 inform those who Lick
knowledge of the Act On avernge, aboot 1390 of those comtncted so far slould
havie registered, bt had failed 1o do s,

Use of a Warrant

The conduct of mvestlgations has reqiired the oblitning oF two search warrants
during the loat year. The it seoich warrant was obtained nod executed after o demansd
for access [ailed and other pre-requisiie wisrmant comdithons bed been met. A prosecuthon
lor obstruction of the execution of this warrant s in hand. In the case of the second
warrmnt. no prior demand for seeess win made, however it did nol prove necessry m
execule e wrrant.
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An

7 The Data Protection Register

Last year | commented oo o “disturbing backlog” which had built up in registeation
wuirh. This proomari |y ocowred becmee F992-93 was the peak registration venr (in o three
year cyele) and this had coinrided with a real vedoction in grant-in-aid. The hacklog has
now been sipnificantly reduced. largely i a result of mproved working prmctives. Tie
reduction hies beon achieved despiie o busier thin onbicipated yewr. In particular, the
number of pes applicathons Tor registration: wis higher thim expected. Diffioulies
remnain, hiowever, in bringing registration amendment reguests op o date oo moee <taff
s having fo be put on bo this work,

I om reviewing the legal and prociical arrangements for the rdgisiration of
partnarsiips, This may Jesd 10 some alteration in the way these registmtions are dealt
with, To daie | have been prepared o accopt registrations in the imme of ihe parnership,
Whilst thiv hes considerable advantages adminisiratively it has also given dse o
problems where partnembips have been dissalved ol partners have splil up, 1| any
aitorations am proposed as o resull of e roview | will niodify. those affected in due
corlrsEg,

More than 23000 new spplications (o register have been recelved jogether with a
similar nurher of reqeeses for smendment of register entries and afmost 28000 renewal
reguests. In addition over 6,000 spplications were musde 10 nevive entries on the register
which had fopseid, Owerthe yiear, the nomber of entries on the register has grown from
1pt. 337 1o IR, 766,

| vernmin concerned sbout the mumber of eniries which are nol reseswed ot thetr expiry
date. Adno, unurmber of dato avers are failing o inform the CfMco of o change i business
bddress. A miore avid pursoin of those organisations Tailing to meet thelr regisimilion
obligations was recommmendad i thee National Audit office Repom referred win Section
11, Soine actions belng mken nee described in Sectlon el



Informing People About the Act

(a) Strategy

The sirategy remuins i concentrate on pro-active public nelationg work: the provision
of information, advice and educational materials: dnd more segular contace with and
support for tade and other representative bodies, Hbrartes, citizens wivice busesus,
sctoals und colleges. When the buslget allows lor any alfvenising compaigns this ranks
ms & homos,

As ever, Thene 15 a problem s to how 1o direst effor s befvween individuals and data
wsers. The television advertising campoign last vear was directed st individuals. T
resulied i oan initial massive increase in complaints and a longer terny [ifting of
camplaints numbers, The balance of effort this year has heen more towands informing
smal] daty users, In Tine with this, o mew apgrroach s Being mde o complier suppliers
seeking their co-operation m distrabolmg information ahout the Act

Towards the end of the yeat, an educational publisher was contracted 10 peodoc
formal teaching marerials for mse in secondary sohools st these are scheduled w be
aviilable Tor the new acadensic vear in September 1994, The long term objective is 1o
s 4 mew generation knowledgenble about data prowection conerging o adulthood in 3
few yoar time.

(b) Media Relations

Interest in datn protection remains high bn all sections of the media. The interest may
be general and cxpress itself jn requests for nformation or for articles on the Act. Or i
may he more specific, ansing lrom some wider pews story, for exaomple. cohceming
jdentity cards or the security of personal financiol data.

The Oifice pursues a very open pelicy and journalists are encouraged to talk with i
stalf mest concerned with s particular fasue. Relovant information and commenl is given
wherever poasiblo,

The Oifice isswed 20 news relesses during the year and recorded 1362 press
menthons, Staff carried out 3% muio and 4 wlevision interviews.

(¢) Publications and Educational Materials

Demamd for publications and educational material reactied un all-time high In the
past year, the Office has disminled over 105,000 copies of the miroductory leafled
“What is Data Protection?, 31,256 setx of the eight Guidelines booklets and 483615
copies of the individuals” nghts leaflet “IT there’s a mistake on compuier aboat you™,
Also, 48,173 registration pucks have heen provided i addition 10 6,049 special
regrstration packs for sehoels. The mformation pack for studenis hay also proved very
pipruliar with 30,3593 coples being sent oul,
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The ssnual “Update™ newsletter was sent to registered data wsers in December, As i
the previous year, this oontained o year plunnerfposter reminding dats users of the Duin
Protection Principles, Some | TR0 copies of (his newsletier were mailed o contagis
on (e register with o further 7,700 copies being distriboted in fesponse o specific
equests,

Interest m the 15 munute introductory video on dut protacion continued, Mote than
B.SIM coples: were distributed including those sent in response to the aivestising
campaign refemed to below,

N matiling 1o all pobhe fibranes ensored thot they now heve o mnge of up-to-dae
prubalicitions, indluding in muny cases the disty profection video, A bookmark prodiced
specifically for distribation through libranies, reminding dats subjects of their dghts
indber the Act, was enthustautically recedved and more than 130000 were distribaped
throughoun the year,

(d) The Enquiry Service

This serviee is seiting new records each yenr both in the number of enguiries handled
und in the productivity of the staff invelved, Last veus stall handled 52010 telephone
culls and 19,747 |etters. In the last few months of the yeor, ielephone eally 1o the Engeiry
Service have been running wt o rate of srownd 00 per amum.

() Conferences and Seminars

Policy stafl wre heavily involved in giving prescmations al the reguest of confersnce
orgrnizetions wd data users, They aléo provide the speakers for the Offce’s ova series
of semirars which were bepun op un experimental baiks L year

The demand for speakers from (he Office cantiniies W norease, Whstever paossible
these requesis ure met. Ax poresuly, 160 presentation: were given o a wide varicty of
sudiences  throughout the United Kingdom, This compured with sroond 100
presentations in the previous year,

Three separaie senes of the Office’s own mirodoctory seminas oo the Dati
Protection Act wene held for it uaers in both the private amd poblic sectorm, The
semminmrs wiere held ot various locatioms sround the coontry in June, November sl
March., They were enthusinaacnlly received, with nesrly all venues baing heavily
oversubscribed. There 3 a considerable witing list of thse wisfing to mrend Nilune
REC N HTTT

(N Advertising

An sdvertising compunign wis cncred ol thermigbost the month of March, This was
e @t encourkging small businesses to fid vut whether or oot they needed to register,
The campaign way primarily fousded on small sdveriserients in selested nitional and
regional duily newspapers, Spisce was alio tken in particular tmde poblications, sech
a8 Caterer and Hotelkeeper, Extiwles Garette and Motor Trader, and in- i selection of
coamputer magnzines gimad ol perronnl compuier ownery o purchssers.

The advertisements meorpomied o coupon 1o enable respondents o spply Tor i free
copy af the data protectivn video and the information pack for small bosinesses. Over
1,000} respomses were received, and analysis ol the results in presently being undertaken
o rebiste this pesponse (o geographical drens andior porricular business sectors. This
informution should then provide useful guidance on where beat 1o direct promotionn
activities of this tvpe in Dltre.



(g) Exhibitions

Less effort was dinected this veor to exhibitions, Stamnds were taken at only 3 events.
There was a good level of interest at cach of these,
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9 Research into Attitudes and

Awareness

Once mpmin reselrch has been camied oul amonggst the genernl poblic ond amongst
both large and smull dota weers: More detailed nesolts from this yeor's survey o
intluded in Appendix 5. wogether with comparative figores friom the provious two yoam.
Thiwe surveys, which test pablic antitudes ps well os awnreness of dots protection issees,
hove been carmed oul on i regular biszs wince 9SG

(u) Public Attitudes and Awareness

“Proteiting people s fizhis o pemsomnal privacy™ remns in (fiourth position in the tahble
of issues which people consider as very mportant and has the same proportion of
suppart {665 ) o last year. It follows “preventing coime am the streeds™ (86%),
“mmproving standands of educaion”™ (T9%) and “ooemployment™ (T35 Tt lesds
“protecting freedom of speech™ (57%), “milation™ (53% ), “eyual righis for womm™
{5390 and “protecting the rugiin of mumority groape” TG

Awarcness nmongst the public of the Botn Protoction Act and the Datg Progection
Repistrur his ioereased significantly. Totsl swareness of the Act inereased from 38% in
19493 to 4T i 19594 Semi-prompied awareness of the Registrar incremied from 3559
by 455 In all, tokal swaroness of the Act smbfor the Regmtmr mose from 337% in 1993 o
645 m [,

Some comfirmation of this lost Ggure con be drown from o “Direct Mail Trendy
Survey” prepared for the hect Mail Infoimation Service by BMB Intemstional
Limted. This survey found &0% of responidents awore of the Dabe Prostection Act in
1993, Thin compated with fguees of $9% in 1991 a) 276 n 1957

(h) Do Ulser Awareness

The datn user research distinguishes small users (organisatons with fewer tun 50
emprlavees )| from large mnem (thise with 30 emplovess of mone),

The proporthon of smsll organisstions sing b computer or compuler burean has
remained virtually the same in 19594 (54%) as in 1993 (53%), Similorly the proportion
af small organisations holding peronal records on comipuier has aldo remalned steady
(30455 in 19904, 519 in 1993

Avwareness of the Data Profection Act rematn high (86%: of smull orgenisstions and
UT% of large) and o similsr levels to last viear, However, there has been a full o
semi-prompred awareness of the Diata Protection Reguitess amongat both small {545 w
A6% ) and Lirge (T5% to 615 ) organiations between 1993 and 1993,

I generul, the figures seem W indicate some general falling off in awareness of 1he
more detailed obligutions of the Act und the nghts it confers on individoals. Mainly there
is wiill o considerable wsk ihwad in nlormtne and educiting dots users.



10 International Activities Outside

The European Union

(a) The XVih International Conference ol Data Protection
and Privacy Commissioners

It was my pleasure this year to host the Annual Conference of Data Frolectiot sl
Privacy Commissioners, This event — the fifteenth- wak beld in Manchestet from (he
Juth o Ah Seprember 1993,

Her Roval Highness, The Princess Roval, kindly honoured us by opering the
Conference, Her Royal Highness's opening address. which embraced bath the
intermationl dimension of the event und the complex nature of many data protection
amad privacy isspes, gave the Conference o thoughtful und stimulating start. | am graiefl
also to Mr Peter Lioyd, Minister of State of the Home Otfice who spoke at the farewell
dinner. Mr Llovd expressed the Guovernment s support Tor dita prolection legislation
andl ouatlimedd ity policien in respect of dovelopments in the European Union,

I should nivo Tike to thunk e Citkew of Manchester and Chester andd in particular the
Lord Mayors of those citbes for thetr hompitality and support.

The developments in this Confereice mirmor the mdvince Of concemis ithant daia
profection and privecy Lisses scross the world, The first conferesve | anended, in 1984,
cumpeised a smal] growp of people from a handful of countries. Wi mel aroand 4 single
wmble in 8 room over the subles of the Spanish Riding School of Vierna bn 1994, aver
vee hupdred delegales from tweniy-six countries: filled the  Council Chamber of
Manchester Town Hall 1 was pleased 1o welcome so many delegates, fiviuding tot only
tdtn pretection and privocy commissiooers mnd thele sUff. but observers fram
imternutional crgamisations and others with & professhonal fhienesd In duts protection dod
pravacy.

The Conference provides Commissioners with i viluable opportunily for the
exchange of experiences and ideoes and belps 1o prosmcte onderstanding and closer
co-operution on an international scale. AN cotnputing systems e devielopen] which
stresich bevond nafional boendaries, such undersunding aml co-Operation hecome
Increasingly important. For observers too the Conlerence prvides o pselul opporturity
1o meet the regulators and discuss data pratection ard privagy issues with them,

The theme of the Conference wis “All abeot people”. Among the isswes conaiilened
wiere: Treedom of the préss and privicy protection; dentification of individuats through
the use of persomal identificution mrmbers: the privaey inplications of genetic lesting,
the use af publicly available information: and survedllance by technologicsl moans

The Conference was desigived to stimulsie theughit by presonting Opposig views on
the various subjects. Thins, speakers sith dite peotection amd privacy hackprounds aid
commitments were challenged by those whose views ond interests pulled in other
directinns, Speakers weng drawn from s number of diffierent commiries and cime from
huth the public wid private sectoms.
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Thie diverse hockgrounds wwd inerests of spiepkers were reilected in their
presentations, These offered fresh insights into carment issues-and challenged delegutes
0 rdappraise scoepitd  data prolection and  privacy approdebiss,  These  fosmal
presentafions stimulalad Tively dehiale both miside pnd ouiside the conference chamber,
1 thank all of the speakers for the thoughlprovoking contributions they mude 1 fhe
Conference. From the many fevourable commenis made by defegates, the conforence
learty provided a valuable and cducative exchange of views, It is my intention o
pubinh the proceedings of the Canliérence.

Many people, both msede jaod outade my Chfoe. contnbuted o the Conference
throujsh orpanisational work or providing [avilisies and bospitality, | am grdeful ti them
andd delighted w have been assoctated with this significant event in my fmal year in
office, 1 wish our Dutch colleagies i very stigcessfol gvent lier this veur in The Hapue

(b) The Council of Europe

The Deputy Regisvar atiends the Council of Europe Project Group on Deis
Protection, This group is instrumental |0’ prepering recommemdations for the Committes
ol Minisers fo approve. The recommendations ane desiged (i assis the mplemantithon
of the Counctl of Eumpe Convention on Datn Protection,

Early in the year consilemble effon wis expended in preparing comments for the
Home Office on the drafl Recommendstions on Ststistics and Medien! Dide sod slao on
o propondl o oreview  The Police Secior Recommendation. The texi of  jhe
Recommendation on Medical Data has vel 0 be finplised. The Working Party on
Insurance met for the (st tbne thin vear ond begen comsidemiion of o daf
Recrmurendation on which comments have been submdtied o the Home Office,
Approval of the Telecommunications Recommendation by e Commines of Ministen
= awailed,

(¢} Other International Contacts

Twoof my stafl attended the OFECD Ad Hoo Meeting on the Pratection of Personal
Dt und Privacy beld in Parks.

Two meetings of the Britsh Datd Protection Authorilies { Guemsey, Jervey. the Iale
ol Mlain g the Unitid Kingdom ) ook plisce, one i Landon amid one in the tsle of Man.

One of my Assistant Reghinis presemled o paper ol e Liternatsonal Medieal
Informatics Association Working Confereoce in Amsterdam and aoother Adsistnt
Registrar presemted @ paper al the Conference of the Universal Felerition of Trivel
Apenis Association held i San Juan, Puerto Rico,

This year my office b roceived visitors from Albanis, Belgivm, Finland, Treland,
Israel, e Netherbands, South Africs and Spain, A Comnikssioner snd members of sufl
from the Commission Nativnale de 1 Informanigue ot des Libengs (CNIL, the French
dlatn protection mithority, joined members of my staff o visis o eseanch Bbomtviries
b Cambridge, Subssquently, the Deputy Registar and Senior Asskitnnl Registmur spen
Pecis s ol the offices ol the CNIL in Parts. Twe membess of stdT also visited il
headguurteni of Interpol in Lyon, Prance,

I showld like once jignin o recoend my crattude 0 the Dt Protection Auatharities of
ofhercouniries for el comtinuing oo-operation amd issistimes durng the cotmse ol e

finst yoar,
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Organisation and Finance

(a) The House of Commons Committee of Public Accounts

| mave evidence to the Commities of Public Accounts.on 24 November 1993, The
Commitiee wits considering a report on my Office prepared by the Complroller wd
Auditor General™

This Nutioral Audit Dfffee (NAO) Report constidered the setivitles of my CfTice dnd
reached a number of conclmions. These conclnsions an: in Appendix 6, The Repon did
not critiviss the efficiency of my Cffioe. ot ruther recammended thet additional work
shoufd be undemaken The NAOQ recogmised thut sction o iix recommiendations wis
subjert o conttrinints both in the resources avisifiabde (o the O md in the powers of
the Registrar,

The dmcossion with the Committes of Public Accoumy ranged soness the pohices |
have sel for the Office. my powens anil the resouiees available. | have provided the
Commitlee with a costamg ol some possihbe responses o the N ACH recommmerdarions and
i heedkdown of bow grant-meaid @ currently allotied W meeting my variows statutony
iluitie.

The Commuttes has published the mimules of evidence of the meoting of 24
November™ but has not ot the time of writing (mid-Jung 1994) pubtished its conelusions
om etther the NAC report or the meeting,

(b) Grant-in-Aid

I have hod ocoasion over the last two yean 0 drivw atiention o real redictions in the
grinibif-aid which were cmisma  consnderable difTiculies. The difficulies  wene
corfipovindiad by ihe generl development o dabk prowdction setivity, by oa peak
regismition vear amd by a surge in the dumbser of complabms receivedd. The resull has
been i rundown in s detivities and enforced imansder of s1alT Trom others.

I ami pleased o neport that e Home COfMce his iesponded (o my cancermns. The
grani-in-ail allocatsd for 199405 s O R lnghar i real jerms thien tha for 1593-94, Iy
tho curtent public spending climaste, this is very welcome, The increamed ront-in-aid
shold give a much firmer financial basis for the new Registrar for (he coming venr's
work, However, the new grom-in-aid is sxill less than that reguested. It will wderpin
curren riorisles anil work programimes, bt ks unfikely 1o allow any signifleant chanpes
of enhancemens o these, for example 10 meed the NAD recommmidations. reforred 1o
above,

(¢) “Open Government™ and Office Resources
In July 1993 the Government pablished s White Paper on Open Governmeni (uee

* The Mmiomed Aade Office. Bopon by the Campamolbir ot Asdlie Ceeeeml. Ut Protscnem ©onirnds mmsi
Sufppguerii Lanijos) BBERCL 20 Augas 1790

52 M of Commone Soviom RS0 Crommimoe of Pubiic Acoonmme “Dhain Peoeecvion Crestimde sl
Nafepearh™ Mijeve il Evaieiicr 24 Mobvenher 1001 Lousbond NSO 1S0R L )03 Skkli
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Secilom 31, This nmkes o move wardy gresdr apenness i respieet of publie sechist
information. Il eavisuges that the Regintrar’s Office will fuke on responsibality for
admimsterimg a new subject access nght to mfommation in mandal reconds;

There will be resonrce ymphcations i tking on this extended role, | undenitand tha
the meiources beme made avallable (o0 the Parfismentary Commissioner  fior
Administration will permat him 0 employ up to 50 staff, i nocessary, in epsuning
complionee with the Opent Government Cisde of Proctice. He hos sssvomed (hot o
muipority of the new complainis he receives will mise subject aovess issues, AT presant,
all figures mist of pecessity be tentadive, Tt remutins o be seen what experience will be
in adminsseneg the new subwesn seeess rightn, bur clearly thene will seed 10 be some
mikilitiog 1o the Regisirns resolroes

() Results for the Year

Expenditure for the vear wes £3.448, 778, Receipts from negiutmtion fees smounted
by £4 415407, In addition, o forther £78,450 was received from o varety of sources
including interest camaed on funds wmpormrily investod donng the vear,

The Sutement of Account for the yeor emfed 31 Murch 199 g cerified by the
Cremptroller wel Auditor General 16 m Appendiz 7. 1am grateful o b Natbonal At
Office for processing the oudit rupidly so that the fingd pecount could be included with
ihis Repai.

(e} Recovery of Expenditure

The Diata Prosection Act 1984 lays down in Section 4007 ) thar registratbon fees are se
by the Secretiory of Stile who "shall have reind to the desimtility of securing that thime
leed e snflicient 1w offset the expenses incurred by the Registrar amd the Tribunil in
discharging their fumctions under this Actand any expenses of the Secretary of Swse in
respoct of the Tribunal™ Fees pavable shall be prescribed by regulations made mfier
“wonsultistion with the Registrar and with the approvid of the Treosury", The Secnetary
of Stafie his the power (o ecover pasl deficits,

Uirider the Act, the Registrar hos o duty o pay all receipts into the Connolidated Fumd.
Under a direction containgd th o Treasury Minute of 27 October 1986 mder powers
conferred under Section 2(3) of the Poblic Accounts and Charges Act 1981, | am
requined to muike those payments o the Home Office as appropaations- in-aid. No
incame from registration fees is avallable to my Office. The fonding of the Office s by
gromi-in-aid as referred 1o above,

To nsmist the Secretary of Stsie in securing that fees are sufficient i offset expepses
| planned i recover all the relevint expenses (including sel-up cokts) bn cash lerms by
31 March 1956, Thar s, by that dace. ool receiprs woldd recover gotual expenditurs.
| publisbed this plan in my Sixih Anmial Repon o Parbizment (June 190} as par of 8
carporale planning stalement seiting it corporate objectives and stmtegics. The plan
foresaw the need for moremses in thie registreition fee beyond the £75 lovel now
pertaining, In the event, in the torms of this plin, those increases have nob <o for, been
Hpeasary.

The following table ghves the adiual receipts and expendifures of my Office since s
inception. I shows that, in cash terms, the objective | sct has been achzeved two years
ahesd of sehedule and without oy further increase mothe regisiration fee. Schoals
rogistrationd have been dignificant m this achievernent. Forecasts for future veary hossd
on projectsd income and grant-in-aid suggest that the Office wall now make substmtind

oV Br-TECOYeEries i cash ferms.



Since publishing the financial plin, | kave been asked by the Home Office o provide
Infurmation s o the effect on fees if the Office were required 1o opersde an accrls
based accouniing sysiem, Discussians on this matter are currently ih progress.

Financial Position 1o 31 March 1994
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Conclusions

In these conclusions, | lurgely repest the views 1 gave ol the opening of the XVih
Intermmtimal Conference of Dhata Protection and Privacy Commissioners. For | believe
thiem still o be redevanl, Now, as then, | am fempled 1o look backwands as well as
firrwisrds. For the rapid developments in techmology, lechnigues amd (e uses of persanal
data evident in this Report busd their origins some fime ago.

| am mitided 1o st in 1960, 1 s convenient becanse computing was ot ohe of s
miany wittersheds and becanse it was when | first epered the computing indostry. Things
complting were beginning to ke off. | d my progrmming taining on DEUCE, 4
machine whiose data siorage comprised pulies of sound passing through columns of
migrcury, || wis progrommed i birary snd you could do black magde with B = bt very
slowly. Fortunately, for anyone wishing to do serious commercil compiiing, mogmetic
core storuge machines had recently arrived and were progressively iking aver from
punebisd card syatems,

We were all new into computing bal we were weaveny of divams, Our dreami weie
of 8 wirld of aulomalic processing of milormaticn where mechine would commutibisile
with muchine, system with syslem, compater aser with computer user, Not only were
we new i the pame, we were also noive, for of course we were far from hisving the
capacity 1o make owr divams reality,

But that capiwity has morebsingly become available, Persaps o good illusteation of
this s the storage of information, In the earfy sixties we were looking at o cost of £0,.5
for a charncter of stormgo with stores of 64,000 chanscters being considered large, In o
smnll office fike oum, we recently bought a stomge device with o capacity of
3,000,000, 00 chutucters ul o prce of £00KR per chamcler.

By ihe mid sinties, our deeams, (hmsy as they wene, were becoming alhers
mghtmares. They looked abead with trepidation 1o thin automated world where they,
foresaw that meuch of the information being sutomatically processed snd exchanged
winihd be aboul individuals, They saw a threst 1 the privicy of mdividusls,

It wan not only ¢ivil rights protagoninias who saw this tireal. 11 was quickly recognised
by compuiting professionils, On a number of occasions before becoming Registrar, | jed
computing indusiry discossions of (his problem. Thowe divcussions wers nol negative,
Thise were many compliting professionals, porhops a majpovity, who expressod their
varcern and their support (or dats protection egistation through profiessbonal amd other
bodics such as the British Computer Society, the Institute of Data Processing
Marujterment and the Nattomol Computing Centre.

A resuly ol all these concerna, dunng the seventios and cightios we lnve seen data
protection ook onto the politicul and fegislotive agetdn in an incremsing numbet of
comniries. Those respomable for insplementing the resultiant duta protection legislationg
have mude some progress. Many problems have been solved for many indivicugsls,
Legislabors have been cons inced by argaoment that they shosbid introduce dets pbuitectbin
fucets im0 other legisdution, Comparler users in the public and private soctors, hove been
e, persuded and, whene appropriate, coeroed, (ke sétlimg up good practices in
their zse of information about individuili.



But we have far o zo. New technologics and new uses of personal duta flow steadily
il 0 the ereative and imaglaative minds of mankind, Only o few yoars ago we would
rol have forecist thot we might be Jiscussing muny of the issues outlined in ths Report

Sa, whither the dream amd whither the nightmare? The dream s racing lowanls
reality. A glance W this Report amd it the present world of computing - with {im
sophisticated data eollection devives, s massive date hanks und its borgeoning
cormmunicatbons Lagilithes — shows the dream tuking shape ull mroumd ws, The ol ghtmane
ingreasingly disturby oar sheep,

We are Beavily into the problem of balaneing confficting public pobicies. Fow does
privacy bulanoe against freedatn of speech, or the health of e nation, of the prevention
of crime, or ecopomic henefit?

10 seqting appropriate halunces @ s possible o see the need for care i the handling
of feefurmation abowt people in different wayvs, At one end of the spectrum thens in the
rurfurit | Hurnan instinct for same spage of one's own. At the other there is the issue of the
power which knowledpe wnd control of information aboul people mipht place in the
husttids o o totalitarian state, This baer considenstion seemy alien 1o s comniry with the
history of the Linited Kingdom, But we do not need to travel far from these shores or go
bock fay in fime to see that iotalianan states con occur, Indeed, the history of the warld
s litiered with tialitarian sttes, Justice, freedom and democrucy are Fragile Mowers.

We therelore teed 1o eviluate e benefits which can come (rom the use and exchange
of pervomal dat ind weigh these carofilly against the rigk of loss of privacy. Will the
reghmentition and memitoring of fyets — and sometimes fancies — lead o the
regimentation and moniioring of people’? Will indsviduals lose the ability o say this
my speces this ks my information; and this is none of vour business?

The iiswers to these questions will be determined by the devisions of politdcians and
prarliaments. They will nor be easy decasions. Those who have responsihilities far data
prrotection and priviecy matiers mist moke theirown thoughtful, measured. but poworful
contribsution to the discussions and decisions which will take place. | hope that my Offiee
hius heen able 10 make o useful caninbution 1o this necessany debale. -

EL HOWE

DATA PROTECTION REGISTRAR
JUNE 19494
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Appendix 1

Personal Data held within The Finance Industry: Some
Implications of The First Data Protection Principle with regard
1o confidentiality

“The information fo be pontained (o pevyonal ditg shall b eftained, angd
perxonal data shill be provesyed, fuivly and fewfudly ™
{ Ist Dt Prostestion Principle) L

“in determining wihether informutipn way abained fairly regard shall s
s oo e amethoicd by wiliioh ot wa obvaimed, imelading in particifer whieefer
amy perapn fram whom H was shiained was decelved or misled s e the
pirpise or porposex for wilich o be beld, wed o diseloved

L Statutory interpretation of the
Ist [hitn Protectiom Principle) (i

INTRODUCTION

Pk
1

Thuin paper relanes o the o and bvwful obtimng and processing of personal datm
withini the finance tdustry, | primocly sddiesses the confidentiality of
inddividuals” detady and aoconnt data and the disclosure aml use of such data e
eredit referencing amd murketing.

In the Ninth Report of the Dutm Protectiog Registrar 1o Pastinment o June 1993,
the Reglstrar published hip views on the requirements of the First and Second Dati
Proection Principles 1o obtain, hold and process penional datg lewfndly, The
Registrur considers nlaw il 10 mean;

. moamredifeng WRACT LY comerary i somne o o eaacreiir o 18 diose withomr
Ferwfiad froseification ar gicuse.”

This 18 a brosd delfimition ond includes not onty breaches of the criminal Llaw, buj
hio breaches of civil law. Thus it may be thar if personal dats are used for example,
ti beeach ol copyright, @ breach ol comtrict or in breach of & duty ol
confidentinlity that the procewsing of such information will be sedawnl,

In circumstances where sn obligaton of confidence srises between o di weer and
o duti subgéct in the finence mdustry, i1 b the Registrr's view that i s wilosgia
for a data user o wse-duin for & porpose other than that for which the information
was provided except in certaln circumstances permined by law, such as with the
consent of the dota subject, Whene such a nse involves the procewung of personal
dhivtae, Usert this may entail unfowfiel processing within the metnmi of the First Data
Protection Principle.

U1 Dk Py jesiie A Lo Sabesinle |



AN OBLIGATION OF CONFIDENCE

5

The Registrir's view is that financlal mstifitbons are subject (o an oblipation 1o
nutintain detaily of relutionships and financial mansactions between themselves
and those individuals with whom they deal as confidemial. Confidentinlity
policies and procedural tnstructions should be made svalable 1o, md practised by,
memibers of stafl. The following test may be applicd in considering whether a duty
of eonfidence: oxists:

in)  The mformation pravidod by the confider must in feof be confidéntial

{b) The nformation has been obtmmed w circumsiances which impose an
obligation on the confidant 10 respect the confidentiality of the information
(for eximple: An application ferm iy indicate that the information
supplied will e kept conlidentinl by the recipient, or, an individual
supplying informution may do w0 on the understanding, or with the
legitimule expectatian, that i will be kept confidential ).

The Registrar considers that this duty of confidence applies, gmongst others, to
harks, building socicties. the isswers of credin or chasge cards, Ninanee houses {uind
lesssing companics ) and insurance compunies. This fist s not exhaustive, the st
in paragraph 5 above may apply to @ wide mnge of arganisations.

QUALIFICATIONS TO THE DUTY OF CONFIDENCE

Stne. aspeets of the goneral liw of coaflence as applicd o bank were
considered in the case of Toupnier v National Provincial awd Umion Bank of
England m 1924, Althobgh & lapdmark case. the judgmesis did not defiee the
comumeon Lvw duty of confidentinlity but reflected the geneml liw and sel out Tour
exveptians under which the hank could leginmately disclose mformution abou (s
CustomaT:

(@) Where disclosune s under compulsem by law,

by  Where there s a duty (o the public o disclose

el Where the interesti of the bank require disclosure,

(dy  Where disclosure s mubde by the express or inmplied consent of the custometr,
The Tansmier exceptions are largely o marter of the wausl law of confidentiality.
The only exceptinon which is perhaps not fully reflected in the geneml law of

comfidence i wihien disclosure is In the interestyof tie bank. It i Usé view of the

Reguitrar that the wasal liw of confidence applies 1o argonisations in the finance
industry bl thit they imiay be sbhe th rely on the Foireier exceptions fo justify
cermin disclomrss of information abosid mdividuails on ek diliboses

COMSENT

9

[

The most usunl bawis for the disclosure of personil duts by (nancul institetions
tor thind parties {inchiding companies b the same commescial groupng) is that the
imdividuul has sonsented to such diselosores: -the {ourth of the Fonrnier
exceptione, 1T an individual has consented o the disclogere of personal data
reliting 10 him or her then such disclosures ane favgfid. Proper records of consen
miist be mainiained. However, where suich comsent hiss not beéen given, o (s
possible thal tee disclosures are ualowfil uniess ot faw Mol season Tor disg losare
can e derinstraied.

An individua]’s consent must be given voluniarily, and she mustnot be coetveld
it giving it In addition i/fhe must be fully aware of what $he is consenting o
for it w constitut proper consent. Ih geseml, i a fincial instinion gives an

0



mdividual notice- of whal it intends o dowith persone! data about that person; and
a'he does not respond., the (inmncial nstitution would nod be entitled o gssome
that s/ had impliedly consented 1o the wse of the mformation: In other wonds 1
i tmpoasible to infer assenl from silence alone,

CONSENT AS A CONDITION OF BUSINESS

.

>

Jic.¥
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15

It has beem argued that it is possible for o finnncial matitution to neguine the consent
of an individunl to the disclosare of personil dotn to thind parties. either (o other
rganisalbms for murketing purposes or [or the disclosure of financind mformition
aboul particdlo accountd o credii reference afencies, o o candition of the
contniciual amngement between the finnncid institition and the ndividial,
Under current legishition, In particalir the Unfaor Contmel Tenma Act 1977, 01
wistiled mod B unlivw Tul 1o g such o cotdition.  Any disclosores made m
relinnue on such o consent wolld nod. therefore, entail the el prodessing of
s dagi,

However. thin position may change o o result of the EC Directive on Linfair Terms
i Consumer Contcts. Article 3.1 of the Directive stmes:

A comtractwal term which hoa wod hees individuoily negoioied shall b
regarded ax unfair i, conrrary fo the requinement of good faith, I cawses o
sigmificant imbalionce in the partiey’ rights amd obfgations arixing wider the
cemlrait, b the detrmment of the consumer”

A conmiltetion docwment, fmplenvendation of the EC eevive on Unfaie Teemyon
Conracts,; published in Oclober 1993 by the Department of Tride and Industry
proposes that the UK Government complies with the Birective through the
mroduction of regulitions which will lie alongside the existing Linfair Contract
Terms Act 1977, 1t is stated in the introdiction to the consultation docament that:
“The muin effect of the Divective will be to introdiee for che fivst time o géneral
camcept of fairmess in the 8K law of conract” . The Rogismar welcomes this
development ondd betieves that the view of [mimess einbodied in the Dirderive and
consuliation document s supportive of ond consistént with the ohligation of
fuirneds as it applies to the First Bata Protection Principle.

The proposed regulations follow the Directive quite clasely. For instance. it s
proposed that Article 3.1 be implemented as follows:

= "Unfair term’ means any erm o widich comrary to the reguirement of good
frudih catuies o vigntficant bmbalance In the parties” vights and oldigations
under the pontract i the desriment of the corsamer, Wking inte aocotmt the
mrttide of Bhie ool il vervices for wlicd the oostract was coscTidken il

by referring, ar the fme of the concligion of the coatract, fo alf
cirrumytances anterding the conrludion of the contractand s all othay fermy

af the contract or of amother contract on which i is dependent

Schedule 2 of the proposed new negulations seis oul the multens o be constdered
in determimng whether o o satisfios the requirement of “pood faith”, os
follorws

“let making an cxseqvment of googd faith, parncular regerd shall be had
— the wirength of the bargarmiay positons af the pariey,
— whesher the conyumer hadl an indwcemenn 1o agree 1o the term,

= wilrrher the gooxle or gerviovs were sofd or sipmiied 1o the specimd
peeler of the prmypehier, umid

—  dhe exient i which the seller or sepdier b doal fuirly and equiratdy
with the otfer parey whose legicimte iteresty he fas foodake i
gy,
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It is planned tha the new regulanons are fimilised by the middle of 1994 and will
become effective by 31 December 1994, Althouzh the Registrir accepis thist this
Drirectivie does oot yel farm pant of the UK Liw, the scope for amendment 1o the
proposed repulutions is evidently somewhol restricted, not least by the central
purpose of the Birective which ik 1o “approsimate the linvs, regulationy wd
admimisrasive provisigng” of the diffenent EC member states.

Unider the proposed regulations an individial will be able wo apply 1o o court 1o
havialerm of o contrict declared infawifal ond stneck out of the contrac becaiss
i Fails for sadisty thee test of good Gith, Sucha o s described oy vofdabie

It seems o the Repisimar that to regoire individisaly o sgree 10 the wee and
disclosure of confidentisl informaton could cause b “sigadfoame imbalance”™ in
the rights and obtigntions of patics tothe “detriment of the convmer™ , and such
a lermi is potentially voidable by the courts, In the event thial o duith user processed
personnl dita in reliance o6 3 wrm which had been declared void the processing
winld be unlawful. However, evén before i term were deciared unlawlul by the
coarets, i it failed o satisfy the test of good faith the Registrar coubd consider

processing in reliande on it as wnfiir processing (veo parngraphs 28 < 29 helow),

THE USE OF PERSONAL DATA FOR MARKETING

1%

The December 1591 edition of the Good Bading Code of Practice forbids the
diseloanre of perssonal data by banks_ buslding societies and credin card issoers o
uther companied, including companies in the sume commercial growprng, (o ihe
purpose of marketing in the sbsence of express consent. The Reglstenr considers
that the protection given by paragraph 6. | and paragraph 8.1 of the Good Bunking
Code of Pmctice (which forbid the disclosure of customer details generally other
than within the Fournier exceprinm: amd which require express customer consén
for disclosures of mformation Tor marketing murposes ) has boen undermined by
the fnct that many institutions emply “host mailing™ technlyues. By this
lechmque, they mail selections of individuals on their own databisiy with of fers
of goods und services from other companies In their groups. The customer
information s not disciossd o the other companies, although they may uimately
come into possession of il A simple example of this might be where s {rstitution
mutle a financial service offor on behalf of another company in the group. I does
sy only ko those customers with a deposit decount balasce of ut beast £5,000, The
other company will know (hal anyone responding 0 it s & customer of the
inatitution concemied who has o deposit account with sech o balinee. This
infermation will effectively have been passed 10 the other company without tie
customer’s knowledge, lel alone consent

Whether of mol a disclosure bs involvedd, the duty of eomfidence also restricts the
e of dato. T is the view of the Registmr that costomer information cannot
lawfully be either discloved, or wed, for murketing purposes by thind parties,
inchuding companies 1n {he same commenciil grouping, withom the consent (sée
paragraph 10) of the customet. He considers thl this is equally troe for finance
houdes, store and charge card issuers and Insurance companics as i is for banks,
building pocigties und credit cand fssiers.

DISCLOSURE OF INFORMATION TO CREDIT REFERENCE AGENCIES

RLACK DATA

.

In 1988 n Minwte of Unidersianding wis agreed besween the Data Protection
Repistrar and the Commmittee of Loandon and Scodiih' Bankers, the forenmners of
the Brrish Bankeni® Associntian. The Minute of Understanding was Intended 1o
appily during the period while the Jack Comnine Repeort was being awmted. This
apregment Jed to the disclosure of cerain black information by bunks o credin
reference igenciss.

3
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The system sel up by the hanks fn the lght of the Minute of Enderstanding was
that information about bank logns would be made aviilable 1o credit reference
agencies where an individisl sl Billen three months o amears and hoil a1 that
time recoived & cormimunication Trom the hank warning that 17 no messumes wene
takirn by dheal wiith the sifumtbon within a furtber 28 (kivs, detiils of the delinguent
peanl woLihd e pagaed 10 evadit reference-ngencies, Tn effect, anyone whio fell
four commeutive mpnths in smears o 8 loan with o bank wooll have this
information passed o a credit reference agency.

The Minite of Undderatanding s no lobager relovint, However, the svstem sed ip
try the hunks contimees, It conbd be argued that making disclosures 1n sucl
cirrumstanees, subject o approprive checks and sefeguards. could Tl within the
third Tineraer exception, ss belng within the intereis of the k. The argumieid
wionkd be that in circumstances where the bank hiss given the costomer sdeguate
oprportunlly to resslve the sitmtion or relch some spisfectory agroemen st hns
provveded the customer with clear waming of the consequences of a failere 1o deal
with u situwtion, then if the customer fuils to respod. the bank is entided to tresi
Hs 0w inlerest as overriding that of the particular customer, and make the
iy ltbinnre,

Thetet (s, howesier, a strong atgument 0 the contrry, The thind Tarrmier exception
has been parowdy consieoed by the Cous In e past. Moreover these are
circumstantes where |1 winld have best passible 10 seek the comment of the
individunl fo e dischosure, ICisuncerinin whether the Courtd would consider thal
such & disclosure wounld fall within the exoeption, The erest of Tinancial
institutions would bove @ be weighed agminst the confidentiolity of the
relitionship. I disclosures of individunds” detnibs sod accoum dus o credi
reference agencies cinnot be mode under the tind Tomrnier exceprion the oonsent
of the mdividosl will have 1o be obtuined in onder 1o full within the fourth
exception, As explained in paragraph |1 above, disclivéures and oses of datn oan
alwisys be madde lawfinl by obtaimng individusl consent as o comdition of contmer.

WHITE DATA
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The disclosure of white dati W oredit reference agencies i widespread, The
Regristrar dise=s not consider (hat wiiite ditd can be disclosed inrelianee onthe thind
Teonerier exception anmad the eomsent of the imdividunt will need o be obtained in
ol toy coumply with the fonrth exeeplion. Consenl obtained ps s comtition of tmde
wisihd nor be unlpwiul under cocrent legizlivion.

The effest of the BC [rectve om Lo Terms 0 Consurmer Contracts on 6 2rm
ol u contnict which requindd consent 1o the disclosure of dats bo credit refermnoe
agencies wintld hove i be comsidered as described in parigropin 17 md 15 above,
It appears 1o e Registrar thut the disclosure of wiile data could mise different
guestions of balance o the disclosere of black daw, A commet 1erm h:qumn'g
cafsent 1o the disclosure oF Bl datiy might pot be in beeach of the requiremest
of good faith, A coniract 1erm requinng consent 1o the disclosore of white duls
woildld i the Regiamar’s view, be voldable by thie cpuns,

libs the Regintrar's wiew that the madividual should be able 1o decide whether or
ot hite datn gbent oy or her accounts are made availohle o oredil reflenmoe
apenched. Credll grisntors are at liberty 1o paint out to individuals the whvantiges
ol allrwing wite dota to be disclosed 10 credit relerence pgencies i that the
iridiviclual will limd o1 exsier 1o pblaln credi in futare I a good bormowing histisry
ts estahlishied. Nevertheless, some mdiviidunls may prefer not (o hove their degails
passed to credit reference apeniies and will secept thin phiaining fuiture ered|i miy
b e loborious, '

FAIRNESS
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The Data Protection At requires that personal data shall be processed fairfy as



will os fovdflly, This paper has so far dealt with issoes of lowfubness: and the
yueston of fairmess kas only been ralsed i the contest of Taitheoming legishition.
However, the current practices fufse questions as 1o the fairness of the processing
of Tinzeneial diate,

29, Witheut: reference to the propised, pew regulations. the Registrar has also
considered the implications of consent as a condition of business i the bght of the
obligation under the First Data Protestion Princaple W process peesonal dists fairdy.
In thib context he tsombndiul of the imbelanee in power that exists hetween
financial jmtitutions and imdivilusl consumers anid the Tact that in 8 moden
socioty individuals are effectively constrainéd to mike use of the prodocts and
services which those institutions provide, The Regisinr s cosverned that o
customer muay hove no chodce but o give such consent ad more and mone
ingtitutsons seck to impose the same comditions of mmde. It may be unlatr bo process
imformation o be wsed (or third party marketing purposes or in order that that
information may be exchanged with ather imstitutions, via a credit reference
agency, without the froelv given commeit of costemers. In considermg whether o
breach of the fair processing requirement of the First Principle anscs in particuiar
ciies, the Reglstrar will consider, dnter affir, the degree ol choice generally
aviilabe jo the fndividael god the notare of the peodoct o service which he or she
seeks.

IMPROVED STANDARDS FOR THE CONFIDENTIALITY OF PERSONAL DATA

N, In order to ensure thot hanks, building societies, credit md charge cond 1ssioors,
finance houses, inrurance companies knd others n the finance seotor do ot bresch
the fuir and fwfiel requirements of the First Data Protection Principle, the
Regtstrar rocomimends that the following standards be adoped:

i Individunts be wid ench time information to be contained in personnl dita is
requented Trom them all the nos-obyious wses to which dats about them and
their pecounts may be put, This includes whal datn may be disclosed o
whionm, anad 1wl circumstiomees:

thi Pemonal dota should not be madie nyailable w third parties; either by direc
dincionsures or by the use of “fo meifing™ wechilques, without consent,
This consens phowbd e o the weemn of paragragph 10 aboe.

(e} Itmay be made s condition of an sgreement thit fack dets be made svailabie
to credit reforence apencies in the tefms get oul in parmgraph 22 shave.
Individuals would not generally have the apportunity to object to this or for
ihe wse of thietr personal data for the prevention o detectien of fradel,

(i Individusls may be mvined 1o cansen o thedr gocoint details beimg prased
o credil relerence pgencies whin poch InTomation does fol consiaiube, sl
datta i detntled in permgraph 12 above, The disclosure of winee data and
defuult dath that does not yet meet the Sfock di sstwition should only be
s lomed 10 credit relernee ageneies with comsint, This consemt should mol
be-maide g canditicn of an-agreement bat shoold be the froe choace of the
madividunl, alihough financial orgunisstions ore = liberty o point out the
advantages of allowing white dain to be disclosed 1o credit reference
ageniies advid the disadvantagiss of nof so doing,

{€)  The disclosure of dau ta credil reference agencies, and the netention of dita
by huch agencies. in the course of 4 credit reference check when an
apptication for a service 18 mode, muost be notified 1o the mdvidual @ the
time of the applichtion. No details of the type of service applied for. the
mmount of @ lomn or the repayment penod: showld be recorded by credi
reference agencies, althaugh the fact of the search and the Grpenisstion that
mnlertnok it may be recorded.

67



i

A1, This paper deals primarily with duty of confidence — there sre other matiers on
lewfulness which are not covered by il Ii s not an authoritative statement of the
Law as only the Data Prodection Tribunal and the Higher Comris can pravide this,
The paper is designed o advise and inform. It cannot apply o @l siuntions, nor
‘will the exnmiples given be valid jn every circumstance. Where onganisations need
additionul sdvice o help them comply wiih the provisions of the Data Progection
Act 1984, the Registrar's staff will always endegvour to assiss
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Appendix 2

Disclosure of Criminal Records for Employment Velting
Purposes — Consultation by The Home Office

Comments of the Data Protection Registrar

1 welcame the oppermity to comment on the Home Otfice consultation paper on
discliosure of criminal records for employment vetting purposes. | have commented
previously on the Naponsl Criminal Reconds Svsiem in evidence 0 the House of
Commens Sedect Comrmites on Fome Aol i 19400 aod 10 the Efficiency Scrutiny of
the National Colbection of Criminel Reconds in 199,

The disclorare of criminal reconds for vetting purposes mises some difficalt questions
of public policy, in particular how to achieve the right balince between the rebubititntion
of offenders and the protection of vulnerable persons and property, In explaining the
existing grrangements and how they have developed, the paper roveals inconsistencies
and probiems both of policy and practice.

Adthouph the consultmtion teals only weich employmene veming, disclosure (or vening
in ather areas | for example mmigration ) shoubl not be ipnored. Similar considemtions

appiy,

It i pdoabtedly troe that, over e last few yean, pressure has increased 10 make
availabie details of an mdlividesl's coimumil record i wide vanely of circumsiano
From my position as Dom Protoction Registrar | see particulady the csonlnting use of
“enlorced subject access™ whierehy ndividusls gre obliged o ose their right o aceeds
under the Datd Prodection Act 19ED 16 abtain a copy of their criminal record Feom the

police and pass it on o the prospective employer. | hiave argued frequently thit this is
in atvsso of ndividuals® rights and should be pravenied by oriminal sanctions.

The growth of |he use of enforced subject secess hiphlights the need 10 review the
current arrungements for disclosare. 1 is smportunt to note St i not ondy the crminal
record which is & terget for enforced subject access, National Insurance recards oo we
being lsed tcreasingly as o source of information which can reveal & period spent in
prrson, Prdentially, coutt regislers could becoimg 4 target &s they become computerived,

I wider access @8 1o be pormitied, it s tmportant that o proper fimework s
established within which such access can juke. plece nnd thint sccess outside thi
Iramework e eiMectively restronsd, The consultation provides an oppoonity o
cainblish sound and iong lasting wreinsements for U (ke

My detniled responses 1o the (uestions posad in the paper follow:

Question 13 Is it accepted that secess 1o official collections of criminal records.
including reconds solely of convictions, should in principle be restnicred?

Respomse: There |5 strong argument thar, on dam protecnion. grounds aione. scoess (o
04
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critinal rocorts thould be restricted. Article 6 of the Couneil of Europe Conventhon on
[ata Protection deals with special categories of dam.

"Pemsonal data vevealing racial otigin, political opkiddany or religioos ar ogher beliefs,
e will @ personil data conceming health or scxosl life, moy nol be processed
apfomatically unless domestic law provides appropriaie safegoards. The same shall
apply to persunal dots relating to criminal convictions.™

The Explanatory Mensorsndun, in relation to Artizle 6, says that “while the risk thal
data processing s harmiful (o persons generally depends not on the contents of the dats
bast i the contest in which they are ussil, there me exceptions) crees where the
processing of conuin categories of duim is-as such Tikely to lead © encroschments on
individum| rights. and isterests, Cutegories of dota which in ol member staness o
comsidered tir be especinlly sensitive ore listed in this armicle "

The Dt Protection Act 1984 refers 1o such semsitive dain In Section 2(3). “The
Secretary of Stele may by Oeder modify o supplemenl (e dah profection) principles
fior the purpose of providing additlona] sufoguards in velation  personol dom consisting
of Enformistion s 1o

ta the racid origin of the datd subject,

(b} hid political opinians <r religlows or other belicls;
e} his phyvsiol or memal health i his sexuad lifes o
() his crimingl comvictions,”

Whilst no Order has been miwde by the Secretnry. of Siate, the Dot Protzction A
(984 recopnives 0 Article 2030 that there is something special aboul criminal
convictions, 1t is not unreasonable 1o suggest thir the sefeguards envisaged in bath the
Act and the Corverition should inclede restrictions on discloswre. MYy view s reliloreed
by Aricle B ool the Dhiaft BC Dot Pratection Directive which also lncludes simibliar
TEsITCTichTs,

Questihon 2 Should sy non-conviciion infommation contiame o be dischmed for the
protection ol children? Should It he diaclosed Inany cther coneiia’?

Question 3: Should non-comviction information nclude cenain coegotion of aoguitials
af eames il proveedid with, o well s other (acnmal "elligence"”

Qoestion 4 Shoulil mitor comvictions and cautions continie to be disclosed?

Hmmst’lhmqum‘jmi are related in thot they all deal with what informafion should
be diselosed in whl circumstances. | can accept that there I an argument for disclosure
of non-comviction information. which might include acqulttals, in certain coses, and the
protection of children clearly mnks highly. A thormegh annlysis needs 1o be done of all
the circumstinces in which mfomation could be drse losed and o mechanism estabfished
by legislntion by which decisions could be made 1 i consisient manner o precisely
what information wiuld be discloned in each of those circumsiances.

Chrestiion 5: Whal should be the brond crtenia for un:rhun:r.ng criminal recond checks
iind whad level of check would be appropriate in esch cifcamstimes?

Response: Parapraph 6di2) of the consultation paper refem to disclosure o subjecty
within the terms of dita protection principles”™. This leaves open the issoe of forcing dato
sbjettn lo use their right of subject actess which | referred 1o in my intmdoctory
mamgraphs. It conmot have boen envisnged that such o procedure shoold be sanctioned,
yul the way pamgraph 6002 is expressed might give the false impression thal “dote
profection principles” would prevent i,

Apart from that, the general principles set out in pagagraph 60 do seem to provide o
good basis for disclosure policy. Equally, | would nid question the (hree exising critesia



by, which it s established when the public mnterest outweighs the general principles af
confidentiality,

Deecithing what sre proper extensions to those oriteria is. however, more difficult. For
example, the “fil and proper person” requirement appears 1o be vsed in o pumber of
different contests, Without doing o detsiled analysss of all thoso cases. it wauld be
difficult 1o agree that disclosure of the criminul recond would be justified in every case,

‘This underiines the argument for 3 demiled examinution of all the circumstances
under which criminal record informatlon might be discloscd, which was tiuchesd on in
my response to goestions 2, 3 and 4, 1 would agree with the conclusion in paragraph 62,

that | the mlepretation would need 1o be done outside Tegislation but wirold
sugpest thut is @ strosg argument for the independence of the body which is to do the
interpretition.

Queestion 6 Shoulil users be charped the Tl cost of verting checks, and iF so how shold
checks in the voluntory secior e linenced !

Response: | have notiung agamst charging in principle provided that the charge is nof
bome by the individul. Itis move o question of whether sdiwsrence o the principle of
self-financing would be damaging to other public policy, for example, wopld a charge
b a deterrent do propet checky beirg made? On thit basis, the churge would need to be
set o o reasonable Jevel. This 1o alko imponant from the poant of view of deteming
enforced subject sccess, 1 ihe charge for verting were w be significantly hihes than the
£10,00 subject access e, there might be a tendency (o make greater use of enforced
stibject soress than at present, This is another argument in lavour of providing an
effective sanchon agiinst enforced subjoct access,

Ax regards the volumary seotor, | im wod persaaded thar special arrangementy need
1o be masde, There s a practical difficulty of deciding which orgonisotions would be
entitlod o lower cost veltinge

Question 7: Should individual sppheaton become the basis of a new system pf vetting !

Response: 1 m not in favour of mdividual application being the busis of vetting checks.
11 coubd create a burden an Insdividuals nd lead o 4 confusion with subject secess_ 1t s
betier to lave a procedure for vetting checks whivh is quite distinet from subject sccess
s0 that enfoveed subjest dccess requests can be recognised for what they are. The
individual puest, however, ave the safeguard of seeing the record disclosed und having
thie right to challempe It (as, for example, exists under the Aceess o Medical Reports Act
19BR),

I wiould like 10 see n procedure along the following lines:

=

A verting reguest would be made direct by the employer 10 the voring sgency;

[

A copy of the roquest woikd be sent to the individunl concemned, whose writlen
comseil would be sought befrrchand;

1, The number of vering checks mode woull be the minimim necesaury - only tse
person to be offered an appointment shoald be vetied,

4. The respanse to the employer would be made only i & named person;

8. The employer would be reguired 1o have o writien procedure whech regulates the
ase of the informmation ence received and ensures that it is only seen by the peiple
who need 10 know, that it b only retwined for ga Jong ax ik necessary to make the
chscimiin whenat the appointment and 1t i ks ot farhir disclosed,

6 A capy ofihi information v be disclosed would be sent o the individial concemned
Tl



prbier b dlisklosune fo the emnployer. thereby giving the individual the opportunity tio
identify any probbems with the Informaition

T, The individoal copncerned would hive the right to challenge the informaton emfwr
direct with the erplovier or througth the agency

Whilst | have referred to “emplovers™ in the sugeested procedure it shoulil, of course,
apply toany Organisations undertaking authorised votting checks in other capocitics e
ficenwing authorities

Qruesthon 8: (a) Who should handle vetting enguiries? (h) Is there a mle for a vetiing
agpenoy anid. if so, what should its functions be () Should the vetting function be
privatised ™

Respomae: | am in favour of a vetting agency independent of the police. Indeed, this is
(he position which 1 ook in my evidence to the Home Affain Commitioe and fo the

Efficiency Scrutiny.

Soch an agency would be in the position of having to make quas: public policy
decisions oral leant dectsiona on imterpretation of putlic policy. For this reason it sholdd
be open to public scratiny and its governing boand should be reprosentative and not be
dominated by any particular intenest.

Question % Would the exclhimion of looat record information from sy and all citegories
of employment vetting significanily reduce the value of checks?

Response: | have no view mn whether the exclusion of Tocal recornd information swould
reduce the value of cheoks: This is perhaps something which could be answered in the
light of the detailed examination referved to earlier. It would certainly be simpler from
the adminzstrative point of view to be able to confine the search 1o one source.

11 it were estzblished that Tor cortain categories of checks focal Information would be
valunble, it wonld be sensible for the veming agency o act ps @ clearing hoose
Employers would make o regeest to the ajency wha would then direct the teguest (o the
:rpq:!q:rd:di_l.‘_ local force and channe! the response to the emplover (end 1o the individual
concerned).

Question W Is fegistation desirable: (a) lo et out thone areas in which criminal redord
checks would be appropriste; (b to define what criminal recond information might be
released in vimious contexis™

Response: Tn oy view, legislation is desirabile to achieve bolh the oljectives sel out in
Cuestion 1) 1 accepr however that it may not be possible to get all the detm! into pramary
legislaticon. Some wonld need to be left for subsequent regulutions and some left for
intevpretation | under goidefines ostablished in Tegislation) by the veitng apency.

I mise again the isioe of enforced sobject sccess and repest my view that this shoutd
be deah with by legislation, making it o criminal offence for unyone to reguine an
individual to exercise his right of sccess for that other’s benefi. Reference has beep
made in the paper to the Drafi EC Data Protection Disective which wobld pgive
individuals the nght ta refuse to exercise their subject socess mghts under compulsion
by third party. This is 4 welcome step forward. but i (s ot chest how this would be
imprlemented in practice and whether this wnuidgntlir encugh; T would be concerned if
thid were relied on ws the means of dealing with the enforced sobject aocess problem.

Statutonry restrictions on odher sources of an individual s criminol history may also be
Tlecessary,

Question 11: Is the corment range of exceptions fo the Rebubilitation of ffenders Act
80 wide is to undermine the Act’s effoctiveness? Should the exceptions be the saome &



thiose wreas of employment ele, which would also be subject to onmmiml record checks”
O shawild they be nareowier and inclisde only the most sensitive employment calegories”

Response: | do not think i approprisie for me to express a view on the exceplions 10 the
Rehobilitation of Offenders Aot

Question 12: Shoold s natona! vempg body, if ane were to be establishied. be prepared
1o sequise information on the practice in some other countries with regurd to oriminal
record checks. and investigate the possibility of reciprocal arrangements with some of
thewse countries”

Response: It would be sensible for o national vetting agency (o examine the practice id
other countries and 1o mvestigate the possibility of reciprocol armngements. 1t s
important though that any such armngements should preserve the safeguards for
individuals which are mentioned in my response to Question 7.

The vieting agency could plso examine the usclfulness of certificates of gond conduct
in vetting people from overseds,

E | Howe
Diate Protectron Registrar
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Appendix 3

Culling Line ldentification (CLI).
Caller Display — Use of Captured Data

il

Nie: This paper gives the Registrar's preliminary view,

iy Caller Display we mean the facility for users of the selephone network which
provides for the display and possible capture of the coller™s number by the called
party. Such & facility §s currently under trial by British Telecom and s expected
Iﬂﬁﬂ\'ﬂjlﬂmt to st wrers of the telephone network in the LK belore the end of
| .

Caller Display mises o sumber of duts protection ssies, some of which wene
adddrersed by the Datn Protection Registrar in an Appendix 10 his Eighth Annial
Report, June 1902 under the heading “Calling Line ldentificstion”. The Registrar
concivded that the itraduction of Caller Displiy without appropoate safceuands
lor the caller would be likely 1o contravine the First Dita Protection Principle.
This requires {inter alia) that permonal don must be processed fmiry. The
stleguarids must include a simple, free o use method of suppressing the display
ol the caller's number ul his choice.

Caricernil about prodecting the privacy of the caller have been recognised by the
network operators, amd. when Coller Display is introduced notiosally in the UK.
the calker will be able to suppresd the display of his number oo o call-by -cull busis
by dialling the prefix 141. Suppression will ilso be possble for all calls made from
I particidar murmber

Thus, the Datn Protection Registrur is content that the dats pretection concerns
which he raised i bis Eyghth Report are being addressed by the network operatcrs,
Diiscussions ure continuing between the operators, OFTEL und (he Reglstrar on
the detmis of implementation.

However, the use ol Caller Display once the service becomes avaitable mines new
it prolection concemms which are outside the control of thee network operiton
The essence of the matter is that Caller Dispiay allows not only the display bul the
eaplure of the caller's telephone momber by the called purty. I thal pumber 15
subwequently held as personul dota by (he callod parly, the (uestion aries: b it
besmn obitained lairy!

1 ds & reyuirenient of the First Duta Protettion Principle (hal mformation o be
contmingd in personal datn i obtained foirdy. The Reglstrar's view 4 tha this
trriues thel the souree of the infiormation should Know who is 4 use thi data dnd
Top whisl purpose dr pucpoeses thie dota e to be nsed of disclosad. 17 these matiers
ane nisl obvios besouse of the miture of e mamiciim, thiey must be explathed to
the source before the information is given, Thik view has heen supporied by the
llill_lun"i.l'mi:l:tum Tribaemal i fts receny dedision regariding Innovatioms { Madl Cnder)
sed

There are a number of reisioms why (he calling number migin bo remitied by the
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called party. These mnge from ose by p privise subseriber simply fo retim the call,
by cornisbereial wsie sneh as entincing an existing customer datahase of cstablishing
a new database,

The Registrar woald acceps i use of the: captured sumber in direct conmection
with the otiginal call by the called pary §s a use which the caller woltld reasemably
expect. Such ose could include the example sbave of retuming a call iff the called
prarty had been unable to take the origing call mmmediately. (In any event. in this
case 11 iy arguable that the information retsined 1s nop pessonal data.) Anather stch
use, in a commetcial context, would be to reference un existing customer databise
il the mumber were-aleady beld on i

However, the Registrar considers that pening the number and holding it as
personal data o 3 were npt alresdy held as such s something wirich would noe be
obvious 1o the caller. Tn those circumstunces, 11 is |ikely thar the fair obtaining
requirement of the First Principle would hove beéen contravened by the culied party
il no explamation hisd been given to the caller.

In ie, it s difficult 1 see bow (he caller can be given such an explanation
are he provides his mumber to the called party. By the time the call has been
pxtablished, It i 100 laic; the called party already has his number.

The only solution then is that the called parry must seek the express consent of the
caller to thi retention of his number, i that consent is declined. (he caller’s numbser
muest oot be beld as personal dote

It v emsy 1 envisspe circumstanees in which the caliing number witild b retaine
for prerpuwes which are unconnectied with the origiml call. An example wonld be
to enthance p marketing database which is intended 1o be repibed 1o oflier compinkes
for skt marketing purposes. The Repistrar considers that w retain the mumbser foc
such purposes without the oxpress consent of the callor, wonkd be lkely o
contravene the First Duta Protection Principle.

However, the Reglsiror accepts that there mity be wses arising from the onginal
call {other than the obviows one of merely returning the call) for which it caukd be
argued that retention without consent would not be unfair, As Caller Diaplay is
such a novel fucitity, no dosbt novel and innovitive uses of the captuned number,
which can not be foreseen at this stage, will be develuped. The Registrar will be
veeking discussions with appropriste representative bodies with i view 10 lssuing
more specific guidance

In sumimary, the essence of the matter Is thal the caller’s number may oaly be
captured and held as personal dita by the ealled urty for purposes direcily
cannecied with the original call, unless the culler gives express congal 1o its
subsequent use. for other purposes, The Regivimar = preparsd 10 diseusg wiath
potentinl sers of ciptured data whether the uses which they envisag fnfl into the
calegory of nof requinng consanl.

Data Protection Registror
274494
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Appendix 4

Smart Cards — Report of the Information and Privacy
Commissioner, Ontario, Canada!

| ism grateful o Tom Wright, the Crtano Information snd Privecy Commissioner, fur
his sgreement (o produce the follpwing extract from his report an smart cands, The
eatrit outlines his proposed privacy protection requitements in respect of sman curds.

“Due o the niture of the lechnology. there |s & need 10 go beyvond statutory
requirements to establish the following Fundamental privacy profection requiremessts for

all

ammart cand jpplications;

Sore card systems shoukd be open and transparent to dats subjects, They should
know their inherent righis when using the cand, what information the eard contiing,
i it will be wsed, snd what risks thal wse implies™

Datn subjects should have the rght o participate in the determination of what
personel informion the card contains amd who has access to it

Diata subjocs should ave the-right of acoess 1o and comechion of informaticn held
about them on the card, 1s well as in aov related doatabeses,

All uses and disclosures of informuthon on the card should be subject 1o the prios
und informed consent of the daty subject

Where possible. individuals should be free to refuse the card withoot jeopardjzing
thieir sccess to the service involved, Similarly, holding o smart cand should no
confer benefits {other than perhiapy enhunced service) unavattable to those who
chisoke not o utiliee o smm oord.

The full measure ol secusnty ivailable through the lechnology shiuld be wied 1o
prevent misgse or mudvertent socese, This should includs the use of PINS,
authentication prolscols, encryption, and the segregation of muld-use spplications
o prevent possible menging or matching of various dutabases. The use ol smart
cards to conduct compuier matches or linkages stowld be restricted,

Smart card wechnology should only be wsed by govermment organkzations
enhance acceds 1o governmen! infommation mnd services and not as an nstrmer
ol social conmol (e a8 & method of condecting surveillance of o means of creating

compaiter profiless,
In addition, the stundords or goidelines should reguire the preparation of a privacy

impict staferrient prior to the approval of a pew, or revishon to an existing: smut card
application. Approval should be contingent upon o demonstration that privacy will be
mdequately protected. Such a step should be requined prios to the miroduction of any
patentilly privivcy -introsive technology

| Uifice of ilie nfommoisii wod Privedy Camembejmen T, Spnl g



Pravacy tmpaet stiremenis shotld eocTude, ma mdmmin, 1he following:

adesemptson of the proposed smad cand ppplcaton:
a dhscussion of how the progossd applcaton s complisnee with the Acs,

an evalistion of the probable or porential effects thut the proposed smuort card
application wiuld kave on the privacy of the data subjects and users:

a discussion of what methods will be introduced o restore any lost degree of
privacy should the introduction of a smarn cand application comprimise existing
tevels of privacy afforded the data subjects;

a description of all the personal nformation 10 be collected for the entire
application, the manner of collection. the method of notification, and the reasons
wiyy that information is necessary and refevant:

o description of the pemsonnd information (0 be beld on e cerd and why:

a listing of the proposed authormeed users ad whot levels andior types of aceess
they would be provided;

& dexcription of the proposed procedure for data suhjects o gain access to, and o
currest their personal information, including a mechantum for dppealing denlal of
BCOESS OF COFTeChon;

o description of the procedares o be wsed 1o ensure, a5 much as possible; the
securscy and timeliness of all permsonial information;

i description of all the security measures to be used o ensure the protection of
personal informarion and 1o restnct the possibility of onauthorized compuater

matches of linkiges;

0 description of what previously unavailablefavailable personal information the
proposed application would reveal or protect, make avallable or anavallable to any

party

identification of the individualis) responsible for the on-going sssurance of
security and privacy protection;

Smart cards can be used either to subven infrmational privacy, or to preserve it The
chotee s not driven by the nature of the technology, but mther by the priorities of the
tesuer — in this case, the govermnment. To ensure that smirt ¢and rechnology does ot
negatively tmpact gpon the mformation society. protection of prvacy Is not only @
pricwaty — itis a necessily.”

7



Appendix 5

Research Results

I omder to mosdtor attindes and knowledge about data prosection aml related lssies,
amongst the pulbilic af lurge and amongst business asmablishments, research is undertken
from time to time, The work i3 camied om by professional resepnch organisatons ander
the direction of the Central Office of Information (CO1), The COF malyses the results
of the research apd prepares tables and commentaries, Extracts fromm the tables and
commentaries are reproduced in this Appendix, They fall into two classes — thoee resolts
relating to members of the publio and those relating 0 business establishments,

() Membersof the Publie (Tables 1 109)

The mwhles show the main results of the research underaken over the last throe years,
However, rescarch his token pluce pnnonily since 1986. The full nesearch resuls for the
curmomt and past years are jvailablo for siudy by interested partics.

The research method wos to conduct face to fece inlernews with @ representative
sample of the populstion selected by o mixture of random and quots methiods. The
pample size ot each stego win around 1,000

(b} Buviness Exrablishments (Tables 10 1o 13)

The tobles show the main results of the research undertoken in the last three vears.
Hivwever, rescarch has taken place in the fint balf of the year since 1986, The full
rescatich resulls for the current and past veani are avallable Tor study by interested
prarties

The surveys wene conducted by t@lephone. There were 200 interviews with o
representifive sample of business eaablishiments with less than 30 employees omd 4400
tnterviews with a represeritadive simple of business establishmedits with 50 employees

of more, The sample of husiness csablishments wis deawn Trom British Telecom”s
husiness database,

The sumpies are representutive of respective dniverses and welghiled 1o reflect the
profile of business cstmblishmients in terms of niwmber of emplovees amd type of industry.

(e} Sraristical Significance

In the tahles, ** denotes o difference between two pefcentisges which s stististically
sigmificant ot the 455 lovel. The probability of @ marked difference anising simply from
satmiplinge varmstion is 1 in 20 or less,

In caleulnting significance 2 design fachor of |2 b beont applied in recognition of
the cluntered mature of the sampie m which sampling error will have been greator thon
for a puse vindom sample of the popalation. in which each individual bad an equal
oppomunity of being seleced.



Table 1

Menthers of the public were asked 10 choose, from o list of {ssues, thise which they

comsiilered o be very imporiont,

1992 1993 | el
W % %
Proporiion seying the:
following are very fporanl:
Proventing crime on (He streels by - s B
Improving standunds of education B2 = W ™
Protecting peoples rights to
peruonal privacy TH s iy £l
Urnemplovmen it 7R - Ta
Inflation fify - 4h ¥ 51
Pratecting freedom of speech 6T ** 53 57
Muikimg sure wiorhien have equal rights £l 5 51
Protecting the rghts of minority
ETOIIpS 40 W} 16
** = gtutistically sgnificant.
Table 2:

Members of thi public were usked 1o naine the five privacy issves which were of most

goncern to them. They wenegiven a list ol ssoes from which o chionas,

Proportion sayiegl the fllowing de
of most concern:

Keeping personal dnformition/
detnils prvale

Protecting the privacy aof viwr awn
home/property.

Being abbe 10 do whit | want in my
own o

People telling me what o dof
interfening with my life
Chrgnmiaations building up files

of information ahout me

Maintuining Mreedom of moverment/speechs
religiim

Stoppmg unwarted maileiephone
calls/velling

Individunly prying into my bugmness

Lt

%

EL]

T8

52
0

51
52

1993 11904
& E
73 71
M e 7%
62
58 56
A4 T,
LT Ay
49 47
53 a3

&8 gratisneally significant

T



Table 3:

Members of the public werne psked to sny how concerned they were sboal the amamt
of information that is kept about them by varous ofganisations

1992 1993 o9
o % %
Very conceriied . e 33 i
Qe coneemisd M 33 36
Neither/Nor 8 1 9
Mot very comerned 12 15 13
Not ot ol conoerned 5 5 3

** = lutiatically significant

Tahle 4:

Members of the public were given a list of different types of informuation and asked 1o
indicate their level of conceen abaud arganisstions keeping this information without their

Koo eddge.

19g2 1943 19044
F . i = ; '1_ x
Proportion saying very of quite
concemed:
Yoiif sivings T 3 4
How much yoi eam = m i
Courl judgements 67 ar. = 62
Credin ratings 63 Gs 63
Your visifors il 59 59
Medical hisiory fil B2 4
Education and job history 43 £ 38
What you bay v == M H}
Membenihip of cluby . w X 25
Your TV viewing ¥2 2 13
What papers you read |4 15 I
Your age 15 i5 13

*= = yiatisically significant



Table 5

Members of the public were nsked fo say how satisfied they were that vasious
crsanisanions can be trusted 10 keep and use information in a responsible way.

1oy K furh
o a L)
Poctirs and the NHS
Sanalted L g1 b EH
Mol sitiulhed | 3 4
Banks and boilding societies
Satisfied 7% 75 T4
Mot satisfied 12 It %
Employers
Sutisdied Td 72 (Y
Mo sntisfled i1 11 13
Prnlicw
Satisied a2 . TH ey T
Mot sutisfied I5 2 [
Inlund Rovenue
Satisfizd i it nT
Mot satisficd 17 I3 1%
Schools and oolleges
Satished i1 L i 63
Moz satizficd 12 7 10
DHSS
Saripfied fd (4] Al
M séitlsfied Lfi 15 bl 20
Shops and sores
Botisfied W 32 i5
Ml wiitialied a1 A I
Credii reference agencies
‘Sansfied 25 A 29
Mot sptisfied 44 41 45
Mail order companies
Satisfled 3 23 X2
Mot saralied &4 Al

=% = qratistically significant:

Bl



Table 6

Membeni of the public were asked to say what importance they atteched 1o varion
rights.

2 1991 | Sy

% 5 %
Proporton saving the following
rights ire very importont:
Tir coarredt érrors in informmtion
about yoursell g3 B4 %3
T ki what the information shaou
youl b being used for &l &0 Bl
To be i wiso the informution
abuout yoms W being pussed 1o M3 E3 Bl
To be mld where the mformotiom
ubout you came from (i 40 m
To e what tnformotion i held
ahout yau 7 ™ T
To have yourself removed [rom lists
or Tiles 78 75 71

T ackd things 1o the mformation
abwt yuurself o 6% ]




Table 7

Members of the public were asked guestions to sscertain whether they were wware of
the Data Protection Act, whether they had used the Act and how useful they considered

the Actto be,
1952 1993
% %

Avware that there i a law comeerming
rights about informmtion kepr o
individuals »n il
Spontaneooy awnreness of the Duta
Protection Act i B
Promipied awareness of the Dain
Protection Act:

Diefinitely heord of X 19

Think s 9 11
TOTAL AWARENESS OF THE DATA
PROTECTION ACT 38 an s
Mule uve of the Drita Protection Aol 3 4
Think the Dala Protecnon At 15
very useful &7 = 6l
Semi-promped awareness of the
Dain Protection Bemsteioi ) i i3 L
TOTAL AWARENESS OF DATA
PROTECTIOMN® 51 53 =

It
&

24

23
13

47

37

43

#= Chosen from i list of Hikely soumding titles, eg. Home Secnelary, Privacy

Crmimissiones, e,

* = Anyone who has elther definitely heard or thinks he or she hos heand of the Pata

Protection Act andior heard of the Dam Prdection Hegistrar.

9 = gimtsticilly 5i.gn.’|ﬁnum

£ ewrrrrenet

Siemificant inorenses in pwareness of the Act; the Registror and ol awareness of

Wit prisecing,

B3



Table B

Without prompeing, members of the public were ssdoed 1o sxy what they knew about the
Pata Protection Act.

o i} I!{?ﬁ | G
Base; all aware of the Data Protection 3K g 470
Act

% & -

Hight 1o find out what informaton is
held about vou I 15 13
Prosecting vour ights ahaut whort
informution ks kept on you 21 1o 23
Firms need to register f 7 H
Hiwe 10 pay 1 2 i
Able 1o correst wiminz miormation 7 3 f
Chily sée compuler records 2 I 3

Table 9

Members of the public were osked to indicate which functions they thought the Dats
Profection Act performedl.

1992 [94a3 1994
Base: all aware of the Dato Protection 384 38 470
At

&% % %

Proportion saying the Data Protection
At performs the following functions:
Enforcing vour right to see informalion
kept about you e 62 65
Enfrrcing vour right W oorrect
informustion kept abiust yo fi2 fal it
Controlling information ths can be
kept on you 56 AR LT,
Mioninming all persomal information
on paper s well ib on compuler 33 40 M
Stopping orghnisatioms pussing
information about vou to others 43 44 a4
Miuking people who misuse informestion
lable to imprisonment 40 35 4l

Providing caompensation if vou ane
harrmed by this misnse of informastion M i a




Table 10

Businesses were asked about their use of compiners and computer records,

1og2 1993
Ulse computer/computer burean
Srall Companies 0 a3
(fewer than 30 employees)
Large Conmpranies 141 143
(M- emoyees)
Personal records on computer®
Snmall Comparies 4f 31
{fzwer than S0 employess)
Large Companies 1K 10
{5 employees)

LY

Al

L

* = Bune: all who use cormpiters

Table 11

Those husinesses which holil personal records on computer were kekedd abour their

awnreness of the Data Protecton At aomd the Dawn Protection Registrar

199

1993

1994

Prompred Awnreness of the Dats
Prisection Act:

Sl Companies bt
ifewer thun 30 emplovess)

Lirpe Companies ar
{304 emplovees)

Semi-prompled awareness of the Dhala

Prodecnon Begintmar®
Smull Companes b
(fewer than 50 emploves )
Lurge Companios T2
{50+ employees)

87

o7

34

45

-

B

9F

tl

*= Respondents wore askod 10 select from o bist of likely sounding titfes for the
person rexponsible for lopking after the public’s inferest with regard 1o personal

reoords held on compuier.
=% = atatisticully siznifican

Ceammmienis

Significant decline in awarengss of (he Dota Protection Registrar amonkg both smud]

and large autablishments,



Table: 12

All businesses holding persongl records on computer were sxked questinmns I gEcernin
their awammness of the need o repister wnder the Duta Protection. Act and that the Aot

mposes other obligations ( for example compliance with the Data Prolection Principles).

jye2 19493 15954

Avwenre of need jo register

Semall Companbes [ b

(Tewer ihan 50 employess)

Liarge Compaies B3

{30+ employees)
Aware of data users" obligations

Small Companies 24 2% 24

{fewer thien 30 employees)

Large Companies 45 5 o 45

{50+ employees)

% w studistioally significiml

Cehmantitagt,
Sigmifican| fall of swisreness of data users obligstions among loge compani|es,

Table 13

All busipesses holding perional records on coniputer were teked questions o ascertain
thioir awareness that the Act conferned nghts on individaals.

1912 | 593 [ s
Aware of individuals” rights
Smull Companies 50 46 43
(fewer than 50 employees)
Large Compuanics 75 5 T
L0+ emnlovees)
Einrisristriin

Funtier questions axked about understanding of individuls" mglis in detil revealed a
significumt drop in small G psers” awareness of un individosd s rieht W see
information (BT 1o 645 ), Amongst large dot isers, thene wi p significont drop m
wwareness of an individont s right w cormect information (299 10 |R% ) However,
wmongst baoth small snd luege duta usors there were significant increases (plbein from
lowe bases | in mentions of the right to confidentiatity. This lade change may be due 1o
the Registrur's publishing of a view on the law of copfidentiality in respoct of
Fimancial imformatio,



Appendix 6

Extract from the Summary and Conclusions of “Data Protection
Controls and Safeguards”, Report by the Comptroller and
Auditor General, 20 August 1993,

o the light of these findings the Nuronal Awdis CHTice consider thal, to improve and
strengthen the protection of the piblic, the Data Protection Registrar should:

—  Renew ind redimeet elfors (o fnenspse the number of data psers regisleted under
ihie Act

— - sirengthen controls over those applying 1o regisier, with sumple checks 1o ensurne
they ure folliwing good proctice,

— revigw the mature and curtent bevel of (the risks o the public by [aileres by data
psers o follow reguiced cotrals and good praciice;

— produce and mplement o sirtegy for the direct momionng of compliance with
goid prictice;

— check in all cases w endure thit formol supervisory motices e complied with:

—  fake steps W omprove significantly what people know about the Dhata Prodection
Act, and their rights under it, and how any complaints should be parased:

maoke the Dats Protection Register more readily available to the public-

The Nattonal Audii Office believes thal actioning thisse recommendations: could
materially assist the Registrar in carrying out his task, Bul thare are constraints lmiting
the implementation of the recomumendations, First, there are Umitations on the
Registrar's powers und functions under the Dot Protection Act. But although thene may
be difficuliics in securing any necessary changes in the shart-term, prepaning for revised
legistation that would follow the adoption of the Data Protectinn Directive: would
provide g good opportunily o review the present provisions and identify. necessary
chunges. Second. this report by concerned primanly with what the Registrur is doing and
might di to meel stanotory and other requinements. 16is for the Registrar fr assess any
exira resoures roguieed, laking inlo sceapnt whether difforent use of existing resources
might be possible; gnd ultimately for the Home Office to defermine the level of grant in
md which s made nvaikable, having regord 1o wider competing demnnds,”

87
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Appendix 7

Data Protechion Registrar

Stutement OF Account For The Year Ended 31 March 1994

Data Protection Act 1984
FOREWORD

[

The Registrar was appointed on 20 Seplember 1984 andier Section 3(2) of the Dats
Pratection Act [ 944,

Under paragraph 7{1 Wb} ef Schedule 2 to the Duta Protection Act 1984 (he
Registrar is required to prepare & stement of account for eich financlal vear in
the form-and oo the basis directed hy the Secremuy of Smee, with the consent of
the Treasury. The secosint is prepared on a cash basis and mast properly resenl
:I:j_wiw and payments for the financial year and the balances held ut the vear

As the sentor full time oificial, the Registrar curries the responsibilities of an
Accounting Officer. His relevant responsitafities as Acoounting Chficer; inchading
his responyibifity for the propriety and regalarity of the public fimances for which
he is gnswernble and for the keeping of proper records, are sef out in the
M- Deparimental Public Bodies® Accounting Officer Memaorandem.

The purposies of the Al are (o]

— make the natuee smd wse of personal data in computing systems open o public
scrutiny (through o public regster and by enabling individoals 10 oblain
details of information sboul themselvies )

— enaure good proctice in the use, processing snd protection of persosal diita in
compuling systems {through promaoting snd enforcing the Data Proléction
Principles); and

—  llow mdividuals 10 eladm compenantion lor damage end any associaed
distress arisdng from lack of secorty surrmindimg . persomil datn which
poincer heim of from insccuracies inosuek dii.

Activities in respect of the European Union continge (o extend. These cover the
Lrafi Directive on Diita Protection ond activitkes in respect of costoms and police
collaboration. There 5 a0 merepsing necessity for discusshon gl sereement with
ather D Prosection Comimissioness

The requiremems for lewfulness in the Do Proecoon Prasciples have led o



consideration of the effect of the law of confidence in regard to the wse umd
disclosire of fivancial and medicil information,

The Data Protection Trikimal confirmed the views of the Registrir in an
enforcement aciion ghout the {gir obtaming of mftrmuten for directh marketing,

The lisest resesrch suggests that the number of individuals aware of the Dan
Prolection Act or the Data Protection Reirtrar his increased sipnificantly from
530 in 1993 o 645 in 19,

Events since The Tenth Annunl Report of the Date Protection: Regnstror will be lnd before
the end ol the Parfiament om 5 Jolv 1994, This gives fuller detnils of activities,
Financiol Year
EJ HOWECBE E3 Jupe 1904
Duta Prolection Registrr

B



i
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The Certificate of the Comptroller
and Auditor General to the
Houses of Parliament

| have aodited the Anancial stitements on pages 90 10 92 which bave been prepamd
in & form directed by the Secretary of Suste for the Home Department and approved by
Treasury,

Respective responsibilities of the Registrar and the Auditors

As described on page H8 the Registrar 3¢ responsible for the prepamtion of the
financial staiements, I is my responsibility 1o form mn independent opinion, based an
oy audit, on those statements and t0 repor my opinion fo voud,

Basis of Opimion

I cerify that | huve examined the financial ssntemyents relermed toabove in accondinice
with the Duita Protection Act 1984 amd the Natiomd Awdit Office suditing standirds,
which include relevant Auditing Standards issoed by the Auditing Peactices Board. An
audin inchades an examdbation, oo et basiz. of evidence relevant o (e amounts and
disclosures in the financial stafements. It pkso inclodes an assessment of the significan
Judgemenis made by the Beglstrar in the preparation of the financiil siatemens, did of
whether (he acooumting policies e approprisle o the circumstances of the Dati
Protection Registrar, consistently apeplicd aml sdeguately disclosed.

I plansied and performed my audis so a5 o obtidn all the information and explanations
which | conuidered pecessary in order o provide me with sufficient evidence to give
rensonable assurance thot the finoncial stavemients ire free from material mis-statemen,
whether caused by frund or other rregularity or error, In forming my opinion | alyo
evilumed the evernll adequacy of the presentution of infomuition in the financial
saiements.

Opinion

In my opinion the financial statements properly present the recefpis and payments of
the Data Protection Registrar for the year ended 31 Mirch | 994 and have been properly
prepared in sccordance with the Dati Prodection Act 1984, as directed by the Secretary
of State with the approval of Treasury,

[ have nis ob=ervitions 1 make on these financial catesments

Jehw Bonrn Mational Audil Cifice

Comptraller pnd Audinor Generil 157197 Buckingham Palace Rood
Victizria

Digie 22 June W Londan 5W W a5p
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