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. Before submitting the request to the organisation 
(and the copy to the customer), only files that have been scanned and 
passed will be attached; otherwise they will be removed. When a file is 
removed, the recipient emails will contain a message ‘This file was 
removed for security reasons’ alongside the name of the file and the 
form question it related to. 
 
Updated 11/10/23: 
 
The service requires customer to enter the email address of the 
organisation they are making their request to. Despite pattern 
validation of this address, analysis shows that entered addresses can 
remain invalid resulting in some requests not being received and the 
ICO needing to contact the customer. An instant email validation 
service, supplied by Data-8, will be integrated which will check: 
• the supplied domain exists and is set up to receive email; 
• at least one of the mail servers advertised for the domain is 
actually live; and 
• that the mail server accepts mail for the full email address. 
This is designed to further reduce the likelihood of an incorrect 
organisation email address being entered. 
 
The only data processed for this element of the service is the email 
address typed by the customer. 
 
Updated 3/11/23: 
 
If requests (sent by email) are not able to be delivered to the 
organisation (despite the checks described above), there is currently a 
manual process to contact customers to alert them and give advice 
about what to do.  
 
A new process will be created to do this automatically.  
 
This will not collect any new data, and will use existing technologies (MS 
Azure, Sendgrid) that are already used within the service. 
 
Updated 17/01/2023: 
 
Users of the service have always been able to use the service to make 
requests on behalf of other people – however we have never explicitly 
said that was the case. Following feedback from users that it is difficult 
to use the service when they are making 3rd party requests and 
feedback from organisations that they are not receiving all the 
information they need to action SARs that come through the service – 
we are making changes to the form that will make it easier for users to 
make 3rd party requests. 
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This will involve adding a new section to the form that asks for 
information about the 3rd party and the ability to upload a letter of 
consent or PoA document. None of this information is mandatory. This 
change does not mean we have authenticated that the 3rd party has 
consent to make the request – this responsibility still lies with the 
organisation, which is stated in the email they receive.  
 
This iteration to the service uses no new technology. 
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located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

The ICO will hold the SAR 
request for 14 days, so it 
can recover and resend the 
request in event of service 
loss or failure.  

Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days. 

 

Optional – Data subjects Date 
of birth or other identifier 
(such as NHS patient number, 
customer reference number 
etc) so that an organisation 
can easier identify the 
individual making the request. 

Members of the public 
requesting access to the 
data an ornaisation holds 
on them. 

Organisations 
data subject 
submits request 
to 
Customer 
Data processors 
as listed above. 

 
Yes 
  

If yes, list the countries the 
data will be transferred to: 

Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

 
Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:  

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure.  
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loss or failure 

Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days. 

Optional – Data subjects 
contact telephone number (in 
the event the organisation has 
to call the requester for further 
information to help them 
satisfy the SAR request). 

Members of the public 
requesting access to the 
data an organisation 
holds on them. 

Organisations 
data subject 
submits request 
to 
Customer (copy 
of their request) 
Data processors 
as listed above. 

 
Yes 
  

If yes, list the countries the 
data will be transferred to: 

Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

 
Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:   

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure 

 

 
Optional – Data subject 
Address (this is to assist the 
receiving organisation in 
identifying the individual, 
satisfying the SAR request and 
in verifying identity) 

Members of the public 
requesting access to the 
data an organisation 
holds on them. 

Organisations 
data subject 
submits request 
to 
Customer (copy 
of their request) 

Yes 
  

If yes, list the countries the 
data will be transferred to: 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
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Data processors 
as listed above. 

 
Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

personal data will be 
retained:   

 
 
The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure. 
 
Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days. 

Optional – Data subject proof 
of ID and proof of address 
documents 

Members of the public 
requesting access to the 
data an organisation 
holds on them. 

Organisations 
data subject 
submits request 
to 
Customer (copy 
of their request) 
Data processors 
as listed above. 

Yes 
  

If yes, list the countries the 
data will be transferred to: 

 
Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:   

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure. 
 
Data may be retained by 
Twilio for quality control 
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purposes, for no more than 
61 days. 

Name and email address Any third party 
submitting a request on 
behalf of a data subject.  

Organisations 
who receive the 
request,  
3rd party 
requesters,  
Data processors 
as listed above. 

Yes 
  

If yes, list the countries the 
data will be transferred to: 

 
Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:   

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure. 
 
Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days. 

Optional – evidence that 
someone has permission to 
make 3rd party request, this 
could be a letter of consent, 
power of attorney, birth 
certificate or adoption 
certificate 

Any third party 
submitting a request on 
behalf of a data subject 
and the data subject.  

Organisations 
who receive the 
request,  
3rd party 
requesters,  
Data processors 
as listed above. 

Yes 
  

If yes, list the countries the 
data will be transferred to: 

 
Data may be processed by 
Twilio and its sub-processor 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
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Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

personal data will be 
retained:   

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure. 
 
Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days. 

Email address of the receiving 
organisation, which could be 
an identifiable individual 

Named individuals at 
recipient organisation, 
identifiable by e-mail 
address  

Organisations 
data subject 
submits request 
to 
Customer (copy 
of their request) 
Data processors 
as listed above. 

 
Yes 
  

If yes, list the countries the 
data will be transferred to: 

Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:   

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure.  

Data may be retained by 
Twilio for quality control 
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purposes, for no more than 
61 days. 

(Email validation requests 
are not stored.) 

 

An individual making a request 
could provide personal data 
which forms part of Special 
Category or Criminal Offence 
data 

Members of the public 
requesting access to the 
data an organisation 
holds on them. 

Organisations 
data subject 
submits request 
to 
Customer (copy 
of their request) 
Data processors 
as listed above. 

 
Yes 
  
If yes, list the countries the 
data will be transferred to: 

 
Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:   

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure.  

Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days 
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Personal data could be 
included in the “details of the 
personal information being 
requested” – although this is 
not requested 

Members of the public 
requesting access to the 
data an organisation 
holds on them. 

Organisations 
data subject 
submits request 
to 
Customer (copy 
of their request) 
Data processors 
as listed above. 

 
Yes 
  

If yes, list the countries the 
data will be transferred to: 

Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 
worldwide as may be 
necessary. 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:  

The ICO will hold the SAR 
request for 14 days,  so it 
can recover and resend the 
request in event of service 
loss or failure.  

Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days. 

Individuals in providing a date 
range for their enquiry could 
enter personal data i.e. dates 
of a prison sentence 

Members of the public 
requesting access to the 
data an organisation 
holds on them. 

Organisations 
data subject 
submits request 
to 
Customer (copy 
of their request) 
Data processors 
as listed above. 

Yes 
  

If yes, list the countries the 
data will be transferred to: 

 
Data may be processed by 
Twilio and its sub-processor 
Amazon Web Services, 
located in the US, for routing 
and transmission of emails 

Other (please specify time 
period below) 
 

If selecting other, please 
specify the length of time 
personal data will be 
retained:   

The ICO will hold the SAR 
request for 14 days,  so it 
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worldwide as may be 
necessary. 

can recover and resend the 
request in event of service 
loss or failure. 

Data may be retained by 
Twilio for quality control 
purposes, for no more than 
61 days. 
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Q20. Can we stop our processing of the personal data on receipt of a request 
from a data subject? 

Yes 

Q21. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes 

Q22. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes 
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data is accessible to an 
unauthorised party. 

set access permissions for 
different users.  
 
Expected mitigation: We will 
appoint and train a system 
administrator who will be 
responsible for implementing 
access controls and 
monitoring access. The 
system administrator will also 
audit the system periodically 
to review access permissions.  
  

1.  
Risk 20: A customer entering 
their own e-mail address 
incorrectly could lead to an 
organisation sending the 
response back to an 
unintended recipient 
(information breach) 

Tolerate: this risk 
is being accepted  

This requires an incorrect e-
mail address being entered 
twice by the customer, and 
the incorrect address being  
valid in its own right. We use 
‘check your details’ and tell 
organisations that they are  
obliged to validate the 
requestor as part of the 
process – both of these 
should catch incorrect e-mail 
addresses 

1 3 3 - low 

2. Risk 21: Cyber threat, ICO e-
mails could be copied and 
used for phishing or as spoof 
e-mails by bad actors. 

Tolerate: this risk 
is being accepted  

We have accepted that this 
could happen today. We 
stress to orgnaisations that 
they must validate the 
requestor. We will refer to 
cyber for further advise 

1 4 4- low 

3. Choose an item. 
 

 Existing mitigation: 3 1 3 - low 
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A customer could enter the 
organisation email address 
incorrectly, resulting in non-
delivery of a request or a 
request going to a third party 

Treat: this risk is 
being reduced by 
management 
action such as 
implementing 
controls or 
tackling the cause 
 
Tolerate: the 
remaining residual 
risk (addresses 
where validity 
cannot be 
determined) is 
accepted. 
 

A pattern validation control 
exists in the service, to 
ensure that email addresses 
conform to a known pattern, 
eg organisation@domain.com 
 
Expected mitigation: 
An ‘instant email validation’ 
service provided by Data-8 
will help ensure that emails 
are additionally addressed to 
an address of a live mail 
server that accepts email to 
the full email address, and 
where responses are ‘invalid’ 
the customer will be unable 
to send their request. 
 
Residual risk (low likelihood): 
Where it’s not possible to 
determine the validity of an 
email address, a requester 
will be able to submit their 
request. Email bounces will 
be monitored and an 
automated service will alert 
and advise customers. 

4. A 3rd party could try and access 
a data subjects information 
unlawfully by making a 
inauthentic 3rd party request. 
 

Transfer: this risk 
is being passed on 
to someone else 

Existing mitigation: 
 
We have made it clear in the 
correspondence with 
organisations that we have 
not validated that the 3rd 

3 1 3 - low 
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party has the right to make a 
request on behalf of the data 
subject and they must follow 
their own procedures for 
validating this.  
 
We have provided the 
functionality for people to 
provide evidence of their 
right to act on someone 
else’s behalf. 
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Service and Project Team meet on 
17/7/23.  

2. There appears to be additional 
categories of personal data being 
processed that aren’t included in 
your data inventory at 1.3. You 
should also include: 
 

• Name and contact details of 
the controller. Names can be 
expected as part of the email 
address input by requester 
and/or within the body of the 
request. E.g. My medical 
record held by Dr C” 
 

• You also need to include the 
personal data individuals will 
include within the body of the 
request. For example I’ve 
been receiving treatment for 
cancer by Doctor C and want 
to request a copy of my 
medical record. Or I was a 
prisoner at HMP serving 5 
years for robbery and want a 
copy of my file. You should 
expect to receive both special 
catgegory data and criminal 
offence data via this tool. You 
need to identify additional 

07/07/2023 Accept 
 
Any comments: 
 
 
 
Data of receiving individual at the organisation has been 
added to section 1.3. 
 
 
Section 1.4 Lawful basis has been updated and updated 
privacy policy need made in section 6. 
 
If rejecting DPO recommendations explain why: 
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lawful basis’ for processing 
these data categories, and 
consider any risks resulting 
from this processing. Suggest 
discussing when IM&C 
Service and Project Team 
meet on 17/7/23.  

3. As far as we’re aware there isn’t 
any intention to have age 
verification on the ICO website to 
restrict access the SAR generator. 
We recommend you work on the 
assumption that the SAR tool could 
therefore be used by children to 
make access requests, and the ICO 
may therefore process childrens 
data as a result. Consideration 
should be given to ICO guidance on 
processing the data of children and 
you need to factor this into your 
plans. Suggest discussing when 
IM&C Service and Project Team 
meet on 17/7/23. 

07/07/2023 Accept 
 
Any comments: 
 
Children have a right to submit a SAR on their own behalf 
and therefore we would not prevent a child from using 
this service - however, we think it is unlikely it will be 
used by many children. Our lawful basis for processing 
children's data remains the same - public task - as it is 
related to our need to support people (incl. children) to 
exercise their rights. Our style guide (which the tool is 
following) ensures we use language that is plain and 
accessible and should be readable by someone with a key 
stage 2 reading age. This is the same for our privacy 
notice - it should be accessible and readable by anyone 
so we shouldn't need a special "children's" PN. The 
processing is unlikely to result in high risk to children's 
rights and freedoms. We are not covered by the age 
appropriate design code.  We will not be testing the 
product with children the level of data processing we 
would have to do to recruit children for testing and then 
test with them is disproportionate to the risks to children 
using the service. However, all our online services are 
designed to accessible and usable by anyone with access 
to a computer or mobile device.  
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If rejecting DPO recommendations explain why: 
 
 

4. We recommend removing the 
sentence “Organisation receiving 
the request, who already hold the 
data subjects data” from your data 
inventory as this isn’t always going 
to be true and shouldn’t be 
assumed. Individuals will often 
make speculative access requests 
to organisations who they suspect 
might hold data about them, but 
they don’t. It is also possible the 
requester will include additional 
personal data previously not 
processed by the organisation 
within their access request. You 
should consider if removing this 
assumption presents any new risks 
to your data subjects.   

07/07/2023 Accept 
 
Any comments: 
 
Updated section 1.3 to reflect that an organisation 
approached may not actually hold individuals data, and 
included data processors as a recipient. 
 
We do not think that this presents any new risk. 
 
 
If rejecting DPO recommendations explain why: 
 
 

5. Section 1.5 – This is currently very 
limited and some further 
justification is required here to 
support the public task basis for 
processing this data, and satisfy 
necessity and proportionality 
requirements. Some of what you’ve 
mentioned in 1.2 can be expanded 
upon. For example consider 
justifications such as reducing 
volume of complaints to ICO, 

07/07/2023 Accept 
 
Any comments: 
Sections 1.3 and 1.5 have been updated. 
 
If rejecting DPO recommendations explain why: 
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promoting individuals rights and 
helping them to exercise these, 
educating controllers on their 
responsibilities and reducing 
burdens on business’ from poorly 
formulated SARs.  

You should also link back to the 
categories of data being processed 
and consider opportunities, if any, 
to minimise the data processed and 
still achieve your purpose.  
 
It was also noted that the 
statement “the only mandatory 
fields are name and e-mail 
address….all other information on 
the web service is optional” might 
not be accurate, as a number of 
other elements of the tool currently 
indicate via * they are mandatory. 
Please double check this and update 
the DPIA accordingly. 
 
Suggest discussing when IM&C 
Service and Project Team meet on 
17/7/23. 

6. If you haven’t already, we’d 
recommend you consider the 
scenario where an individual uses 
the tool to submit an access request 
on behalf of somebody else. It 
needs to be made clear to the 

07/07/2023 Accept 
 
Any comments: 
 
The online solution accommodates ‘on behalf of’ requests 
and the guidance sent to an organisation makes clear 
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controller receiving the request that 
the ICO has taken no steps to verify 
authorisation to act, and they 
should do so.  

Similarly this will presumably be the 
case for regular requests, we’ll be 
asking the controller to take steps 
to verify the requesters identity?  

There needs to generally be more 
explanation in this DPIA about what 
information will be provided to both 
data subjects using the tool and 
controllers receiving the request as 
a means of mitigating risks. 
Suggest discussing when IM&C 
Service and Project Team meet on 
17/7/23. 

that the ICO has not validated the request in any way, 
and that they are required to carry out their normal 
validation checks. In the email issued to the Organisation 
it clearly states, “You must be satisfied that you 
know the identity of the requestor, and that the 
data you hold relates to them. You may need to 
contact the requestor to check their identity." 
 
@Steve We are actually updating the wording to include 
something along the lines of “The ICO has forwarded 
this request on behalf of the requester and has not 
taken steps to validate their identity” but want to get 
Hannah’s input on that when she returns to work on 
24/07. 
 
If rejecting DPO recommendations explain why: 
 

7. Personal data lifecycle / Response 
to Q9 in section 3 -  it’s not 
completely clear where personal 
data will be stored and there is 
indication copies may be held in 
multiple locations. It’s important 
there is developed understanding of 
all places this data might be 
duplicated so the same retention 
rules can be applied. Without this 
there is a risk we retain data longer 
than required (14 days) and risk 
misinforming data subjects.  

07/07/2023 Accept 
 
Any comments: 
Section 3 Q9 has been updated, as there are no new web 
services being introduced we are utilising exisiting time-
served retention practices.    
 
@Steve I have clarified that Sendgrid will store minimal 
random content samples for 61 days, as is the case with 
our other online web form services – such as making a 
complaint or data protection fee. The following extract is 
taken from our current website privacy notice, so am 
proposing to include it in S3. Q9: 
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“We use Twilio Sendgrid to support our email 
infrastructure and the operation of these services. 
Any personal information you share with us may be 
shared with Twilio and this can include the transfer 
of data to the USA. We have in place Standard 
Contractual Clauses to safeguard this transfer and 
data is retained by Twilio for no more than 61 
days”. 
 
If rejecting DPO recommendations explain why: 
 

8. Access Controls –  

Access is described as limited to 
authorised users: website editors in 
comms, Tony Francis, Greer Schick 
and Hannah Smith in DDat. Please 
expand on how these accounts are 
managed. As per recommendation 
7 if data is being held in multiple 
locations you should consider 
whether access to this data is 
actually wider than this pool of 
individuals and consider any risks. 

07/07/2023 Accept 
 
Any comments: 
We are not introducing any new technologies and will 
continue with existing access practices used elsewhere, 
and approved, in the the business. 
 
If rejecting DPO recommendations explain why: 
 

9. Section 3 

Q2. -  We’re unable to identify any 
data processing that relies on an 
individuals consent. Your response 
here should be N/A so it has been 
changed.  

07/07/2023 Accept 
 
Any comments: 
 
 
If rejecting DPO recommendations explain why: 
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Q8. – an update to the retention 
schedule will be required and 
response should be Yes so this has 
been changed. Action added to 
section 6. 

Q15. - An update to the ROPA will 
be needed. Response changed to 
Yes and added as an action in 
section 6. 

Q16. - See recommendation 1, 
clarification required on data 
processors.  

Q18, 19 & 20. – clarification 
required as to why these questions 
have been answered no as these 
are fundamental GDPR rights. 
Suggest discussing when IM&C 
Service and Project Team meet on 
17/7/23. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The part that the ICO plays in the process is to forward 
the SAR request to external organisations. These 
questions have been answered on the basis that once we 
have delivered the mail we cannot then retirieve it, or 
amend it with the organisation is question. We should 
review these q’s and our understanding of whats being 
asked. 
 
SJ 18/07/2023 – explanation for no response added to 
Q18. Q19 and Q20 reviewed and response changed to 
Yes.  
 
 

10. Risk Assessment – generally the 
risk assessment is very limited and 
will need to be reconsidered once 
the above recommendations have 
been addressed.  

07/07/2023 Reject 
 
Any comments: 
 
If rejecting DPO recommendations explain why: 
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A few additional risks (not exclusive 
list) we suggest you consider are: 
 

• 1. the risk of the SAR tool 
failing, and an individual 
being unable to exercise 
rights. E.g. they think they’ve 
made a SAR but it’s not been 
submitted correctly. Consider 
what controls are in place to 
alert us to send failures, 
bounce backs etc. and how 
do we intend to alert 
individuals if an email fails. 
 

• 2. Security controls are 
inadequate for protecting 
personal data resulting in a 
loss of confidentiality, 
integrity, availability.  
 

• 3. Risk of an individual 
sending their SAR request to 
wrong org – what validation 
measures / warnings are in 
place to prevent this.  
 

• 4. Individuals are unable to 
exercise their rights in 
relation to our processing 
(unless responses to Q18, 19 
& 20 change).  

 
The project has a formal Risk register which is fluid and 
will be signed off by the project sponsor, and any caveats 
completed before Go live.  
 
All the risks mentioned opposite are listed on the 
register, with the exception of: 
 
4. See above comments in point 9 ref these q’s 
 
5. This has been addressed in point 3 above 
 
6. Addressed in point 7 above 
 
Key DPIA risks in project risk register include: 
 
7. In creating a tool, with contact data  provided by the 
ICO, with an inferred responsibility for accuracy and 
delivery to an organisation, we risk legal challenge in the 
event of an error.  
If we direct a request to an inaccurate address, this could 
lead to the disclosure of personal data to a 3rd party. 
 
15. Due to the generator tool capturing data from 
requestors completing a SAR request, we are processing 
(potentially sensitive) person information, which could 
run risks to individuals if redirected or used incorrectly. 
 
16. The MMP solution tool hosts the routing of SAR 
requests via e-mail to the intended recipient. The ICO 
could become responsible for any delay in delivering the 
SAR request, as any 'bounce back' failure messages, from 
organisations,  are not sent back to the orginator - in the 
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• 5. Lack of age verification 

and risks associated with 
processing childrens data.  
 

• 6. Data retained for longer 
than is necessary 

 

event of an incorrect  e-mail being entered by the 
customer. 
 
19. The organisation receiving the request via the tool 
doesn't recognise it as a SAR or doesn't trust that it's 
legitimate, leading to the customer not receiving a 
response. 
 
20. The customer entering an incorrect email address as 
their own email address may lead to the organisation 
sending the response to an email address that doesn't 
exist, or sending it to the wrong recipient (information 
breach). 
 
21. Cyber Threat, partially linked to Risk 20. In sending 
ICO branded e-mails to requestors and organisations, as 
part of our intermediary role for SAR requests, There is a 
risk that these will be copied by bad actors and issued as 
part of phishing campaigns, spoof e-mails or other 
purposes to illegally capture or intercept personal data. 
Does an ICO branded SAR request being received by an 
organisation give the impression that the ICO have 
validated the requestor? Could this assumption lead to 
some organisations releasing personal data without 
carrying out security validations when receiving these 
requests? 
 
23. An individual could add personal special category 
data or criminal record data to the online solution. This 
could be a risk to individuals if redirected or used 
incorrectly (related to 15) 
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Attached is a link to project risk register with risk scores 
and mitigations in place for each of these risks –  

Project%20RAID%20l
og%20-%20SAR%20T 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 














