










































 
JOB DESCRIPTION AND PERSON SPECIFICATION 
 
JOB TITLE:  Lawyer – Legal Services (Litigation) Directorate 
 
REPORTS TO:  Head of Legal (Litigation) or Principal Lawyer 
(Litigation)  
 
SALARY:   Level F 
 
 
PURPOSE OF POST  
 
Litigation Lawyers will operate in one of the five Legal Directorates: the 
Legal Services (Litigation) Directorate, which conducts regulatory and civil 
litigation on behalf of the Commissioner in the First Tier and Upper Tier 
Tribunals, High Court, Court of Appeal, Supreme Court and in other courts 
as required, in respect to challenges to the ICO’s decisions under the Data 
Protection Act, Privacy and Electronic Communications Regulations and 
other decisions subject to Judicial Review.  
 
Litigation Lawyers  are responsible for conducting and managing litigated 
cases, with the main focus being appeals of decisions under the Data 
Protection Act and Privacy and Electronic Communications Regulations, 
public law cases and interventions.   
 
Litigation lawyers will advise as to the appropriate legal lines to take, 
including providing  advice on litigation strategy and procedure, mitigation 
of litigation risk,  and managing and supervising complex and high profile 
litigation on behalf of the Commissioner, including in the Tribunals and 
Higher Courts.   
 
They will work with their legal colleagues to ensure that learning and 
development across the Legal Directorates in these complex areas is 
shared and developed collectively. 
 
 
 
KEY RESPONSIBILITIES 
 

• Manage a caseload of ICO litigation casework, including taking 
responsibility for the preparation of pleadings/statements of case 
(with counsel); drafting pre-action correspondence and 
correspondence with litigating parties and the courts; preparing and 
drafting witness evidence (where appropriate); instructing counsel; 
attending Court and dealing with onward appeals.   





 
appropriate equivalent professional qualification and 
may be required to undertake the Qualified Lawyers 
Transfer Scheme within a defined period. 
 
 

 
Work 
Experience  
 

Experience of conducting and managing complex 
litigation and/or enforcement cases (in the UK or 
other common law jurisdictions).  
 
Experience relevant to the role, including experience 
of advising on information rights law, public law and 
managing and/or supervising other lawyers. 
  
Experience of managing own caseload effectively, 
particularly in a pressurised environment. 
  
Experience of liaising with external lawyers and other 
organisations. 
 

 
Knowledge, 
skills and 
ability 
 

 
Excellent legal analytical skills to provide strategic 
and risk based litigation advice 
 
Knowledge of the regulatory environment and the 
public sector generally, including the democratic, 
political and organisational framework. 
 
Excellent written and verbal communication and 
presentation skills. 
  
Personally Effective – excellent organisational skills, 
ability to prioritise and delegate. 
  
Ability to seek out, manage and influence 
opportunities for continuous improvement and 
change. 
 
 

 

Insert if applicable: Please note that post holders for this role will be required to 
receive security clearance to SC level. This requires the disclosure of spent and 
unspent convictions. Although convictions will be taken into account, any such 
information will not necessarily prevent you from obtaining a security clearance.  

 



 
 
 
JOB DESCRIPTION & PERSON SPECIFICATION 
 
JOB TITLE: IT Service Manager 
 
DEPARTMENT: Digital & IT Services 

 
RESPONSIBLE TO: IT Service Delivery Group Manager 
  
SALARY: Level E 
 
Hours : 37 per week * 
 
 
MAIN PURPOSE OF THE ROLE 
To support the Digital and IT Services department by taking responsibility 
for all Major Incident and Problem Management issues.  Whilst working 
within a team, the postholder will have individual responsibility for all 
Major Incidents and Problem cases, ensuring services are restored, with 
all risk and issues mitigated. 
 
Lead on the change advisory board through validation of submitted 
requests for change, manage emergency cab changes, prepare 
information packs for board dissemination and chair the cab meetings. 
 
To fulfil the system administrator role for our ITSM (Halo) by exploiting 
the capabilities of all elements of the solution.  Develop new opportunities 
in the use of the tool, implement and train out to our users whilst also 
maximising the benefits of the knowledgebase and other self-service 
opportunities.  
 
In order to fulfil the main responsibilities of the role, the job holder will 
need to have knowledge/experience of working within the ITIL Services 
Management Framework; ability to demonstrate its principles and 
processes is essential. 
 
The postholder will also support the Head of Digital & IT Services and 
Group Managers to enable them to perform as effectively as possible.  
 
The postholder will also be responsible for leading a group of Business 
Development Officers to support hardware/software issue resolution as 
well as defining the roadmap and associated tasks for the team. 
 
As this role can largely be performed remotely requests for homeworking 
and flexible working would be considered. 



KEY OUTCOMES OF THE ROLE  
The IT Service Manager will be accountable for the lifecycle of all ICO 
system Major Incidents and associated communications; owning them 
through to resolution and following up on root cause and fix 
implementation. Communicating the status of both Major Incidents and 
Problem Records to key stakeholders within the ICO. As such the 
postholder must be comfortable, confident and effective with written and 
verbal communication. 
 
The postholder will be required to facilitate Major Incident Reviews, 
Problem Management calls and meetings with the ICO’s third party 
support partners. This role will also involve the proactive analysis of 
incidents and monitoring of trends, so the postholder must be able to 
demonstrate a good level of analytical report writing skills to ensure all 
reporting is accurate and descriptive. Supporting the Continuous Service 
Improvement of the ICO systems.  
 
These outcomes will be achieved via the following tasks (this list is not 
exhaustive): 

• Management of P1/P2 incidents  
• Applying Incident Management techniques to ensure disruption 

to operational service and outage times are minimised 
• Facilitate effective Incident Management throughout the incident 

lifecycle, in-line with agreed service definitions. 
• Host Major Incident conference calls with all relevant parties 

Produce the Major Incident Reports within agreed timeline 
• Define and maintain the Problem Management procedure. 
• Investigate the problem and engage with correct technical 

resources to investigate, identify and resolve the root cause of 
the problem 

• Update and maintain the ‘Know Error’ Database 
• Liaise with the relevant technical teams to identify solution or 

workaround 
• Continuously improve the Problem Management process 
• Report on and conduct post problem reviews 
• Promote Service Management best-practice and ITIL process 

compliance across the business 
• Pro-active monitoring of performance reports to identify areas of 

further investigation/improvement 
 
Through identification of problem management reports, you will 
proactively define documentation and other media to support our users by 
building up a knowledgebase of information through our ITSM. 
 
You will be our system administrator for our ITSM (Halo) and will identify 
opportunities to maximise the capabilities of the tool, develop and 
implement changes and train/communicate out to users, in order that 



they realise the true benefits of the solution providing relevant 
documentation and media to support this. 
 
You will lead on all change board activity by validating all requests for 
change to present to the board, manage emergency requests for change, 
manage the process of change and calendar via our ITSM and Chair our 
CAB.  
 
PERSON SPECIFICATION 
 Criteria How Assessed 
Education and  
Qualifications 

Educated to degree level or 
equivalent 
OR 
Relevant work experience 
demonstrating graduate level 
ability 
 
ITIL Foundation or higher 
Certified (or equivalent) are 
essential 

Application and 
certificates 
 
 
 
 
 
Application and 
certificates 

Work 
Experience 

Between 2-3 years’ relevant 
work experience within an IT 
ServiceDesk environment 
 
Excellent working knowledge 
of Service Management 
processes (Incident, Problem 
Management) 
 
Experience with managing 
Major Incidents through to 
resolution and resolving 
emerging problems, with an 
ability to perform root cause 
analysis  
 
Experience with liaising with 
external third-party support 
partners 
 
Ability to create analytical 
reports encompassing 
incidents, problems, trends 
and analysis and proactively 
develop documentation and 
other media to embed into 
our ITSM knowledgebase. 

Application and 
interview 
 
 
Application and 
interview 
 
 
 
Application and 
interview 
 
 
 
 
 
Application and 
interview  
 
 
Application and 
interview  
 
 
 
 
 



 
Have experience in 
managing requests for 
change, the process involved 
in seeking relevant outcomes 
and be a confident chair to 
the change advisory board. 
 
To work closely with third 
party suppliers ensuring 
SLAs are maintained  
 
A confident people manager 
/ leader  
 

 
Application and 
interview  
 
 
 
 
 
Application and 
interview 
 
 
Application and 
interview 

Knowledge, Skills 
and 
Ability 

Knowledge of the ITIL 
Services Management 
Framework; ability to 
demonstrate its principles 
and processes is essential 
 
Excellent interpersonal skills 
and the ability to form 
effective working 
relationships at all levels  
 
A demonstrable systematic, 
disciplined and analytical 
approach to work  
 
Excellent standard of literacy 
and effective written 
communication skills for 
writing reports and meeting 
notes 
 
Personally, effective and well 
organised with the ability to 
build effective working 
relationships. 
 
Good intellectual and 
analytical ability in order to 
assimilate often complex 
data or technical information 
and apply it to the 

Application and 
interview 
 
 
 
 
Application and  
Interview 
 
 
 
Application and  
interview 
 
 
Application and 
interview 
 
 
 
 
Application and 
interview 
 
 
 
Application and 
interview  
 
 
 
 



operational activities of the 
ICO. 
 
Strong time management, 
organised and delivery 
focused, good planning 
skills, and process driven 
 
Knowledge of Halo or similar 
Service Management toolsets 
 
Ability to step up when 
needed and offer support 
even when outside normal 
hours if required 
 
Strong communicator both 
verbally and written with the 
ability to Chair and conduct 
meetings 
 
Proactive approach to 
problem resolution and 
utilise software and tools 
alongside ITSM to build up a 
self-service knowledgebase 
for users 

 
 
Application and 
interview  
 
 
 
Application and 
interview  
 
Application and 
interview 
 
 
 
Application and 
interview 
 
 
 
Application and 
interview  

 
 
* N.B. There will be occasional situations during a Major Incident 
response when the role holder will need to work out of hours. Therefore 
some flexibility is required. 
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JOB DESCRIPTION AND PERSON SPECIFICATION   
  
Job Title:             Product Engineer (Developer) – Website 
  
DEPARTMENT:  Digital and IT Services  
  
REPORTS TO:       Product Owner - Website  
  
SALARY:     Job level E  
  
HOURS:  37 per week (full time)   
  
  
PURPOSE OF POST:  
 
To develop the ICO website and digital services to ensure they meet user and 
business needs, ensuring that all developments meet high standards of quality 
and maintain the performance and security of the ICO website.  
 
You’ll work as part of a multi-disciplinary agile team, getting involved with every 
part of the lifecycle of a service, from user research to deploying code to 
production. 
 
You will take the lead, making important design decisions that will ensure the 
ICO’s services meet needs in the best way possible, while being highly performant 
and appropriately secure. You will deliver high quality client- and server-side 
code, and help design and implement virtual infrastructure resources to support 
new and existing services. You’ll also seek to continuously improve the product 
and services to better meet the needs of users and the business.  
 
You will work closely with colleagues in the Product and Architecture team to 
design and implement loosely coupled, tightly integrated digital services that 
solve a problem for the ICO’s customers while reducing manual inputs for staff, 
through the best use of technologies including APIs and automation. 
 
You will work with colleagues in Cyber Security and Information Management to 
ensure that the ICO’s digital services and data remain secure.  
 
Key responsibilities 
 

• Design and develop digital services to meet user needs. 
• Make and document design decisions in line with digital service design 

standards, and performance and security best practice. 
• Write clean, accessible, secure, and well-tested code. 
• Create code that is clear and easy for others to understand and reuse. 
• Deploy your code through the ICO’s pre-production and production 

environments in line with ICO procedures. 
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• Provide second line support for the website and digital services, providing 
triage and developing fixes and improvements. 

• Engage with a wide range of users and stakeholders to continually gather 
feedback to inform future iterations and enhancements to the product. 

 

   
PERSON SPECIFICATION   
  Criteria  How Assessed   
Education and  
qualifications  
  
  

Educated to degree level or 
equivalent 
 
Or 
 
Work experience demonstrating 
graduate level ability.  
 

Application  
  
  

Work experience  Essential 
Experience with server-side 
technologies including C#, and  
ASP.NET MVC or ASP.NET Core MVC. 
 
Experience with client-side 
technologies including HTML, CSS, 
and javascript. 
 
Experience using version control 
to manage source code. 
 
Desirable 
Experience developing a Content 
Management System (CMS) (such 
as Umbraco). 
 
Experience of working in agile 
software development teams, and 
using tools (such as Azure 
DevOps). 
 
Experience of developing and 
deploying services, and using 
platforms and infrastructure, in a 
cloud environment (such as 
Microsoft Azure). 
 
Experience using automated 
testing. 

Application  
 
 
  
  
  
  

Knowledge, skills, 
and ability.  
  
  

Knowledge of the difference between 
user needs and the desires of the 
user, ability to champion the needs 

Application and 
interview 
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of the user internally, and a 
keenness to meet user needs 
through good service design. 
 
Ability to design, code, test and 
document programs or scripts of 
medium to high complexity, using 
the right standards and tools, 
including modern standards and 
accessibility standards, and to make 
them easy for others to understand 
and reuse.  
 
Understanding of common web 
security risks, eg OWASP Top 10, 
and ability to design solutions and 
services with security controls 
embedded as a core part of the 
solutions and services.  
 
Proven debugging and 
troubleshooting skills. Aware of the 
principles of web performance and 
how poor performance can 
negatively affect user experience. 
Ability to proactively and reactively 
identify and fix issues.  
 
Ability to build and test simple 
interfaces between systems, or work 
on more complex integrations as 
part of a wider team.  
 
Excellent interpersonal skills with 
people at all levels. Able to 
collaborate to achieve objectives, 
and resolve technical disputes taking 
into account all views and opinions.  
 
Ability and willingness to continually 
learn new techniques and 
technologies, seek best practice and 
share your knowledge with others 

  
  





• Experience of working in agile software development teams, and using 
tools (such as Azure DevOps). 

 
• Experience of developing and deploying services, and using platforms 

and infrastructure, in a cloud environment (such as Microsoft Azure). 
 
• Experience using automated testing.  

 
The JE request form specifies on page 4 under the heading 
Qualifications and experience - The successful candidate for this role 
will likely have at least three years’ experience in a similar or comparable 
role. 

Although it does not specifically mention 5yrs, this is consistent with other 
Level E roles such as DCU Team Manager, Early Talent and Workforce 
Planning Manager and Senior Communications Officer. 

Broad operational knowledge within the wider function or a commanding 
operational knowledge in their specialist area of service delivery or 
practice  

 
Level E match 

Commentary 
Match – As per the JD the purpose of the role is: 
 
• To develop the ICO website and digital services to ensure they meet 

user and business needs, ensuring that all developments meet high 
standards of quality and maintain the performance and security of the 
ICO website.  

 
• You’ll work as part of a multi-disciplinary agile team, getting involved 

with every part of the lifecycle of a service, from user research to 
deploying code to production. 

 
As per the person spec:  
Essential 
• Experience with server-side technologies including C#, and  ASP.NET 

MVC or ASP.NET Core MVC. 



 
• Experience with client-side technologies including HTML, CSS, and 

javascript. 
 
• Experience using version control to manage source code. 

 
Knowledge, skills, and ability. 

• Excellent interpersonal skills with people at all levels. Able to 
collaborate to achieve objectives, and resolve technical disputes taking 
into account all views and opinions.  
 

• Ability and willingness to continually learn new techniques and 
technologies, seek best practice and share your knowledge with others 

 
This is comparable to other Level E roles and meets the descriptor 
requirment.  
Experience within functional area may be more important than 
professional qualification  

 
Level E match 

Commentary 
Match – As outlined in the job description and above: 
 
Work experience - Essential 

• Experience with server-side technologies including C#, and  ASP.NET 
MVC or ASP.NET Core MVC. 

• Experience with client-side technologies including HTML, CSS, and 
javascript. 

• Experience using version control to manage source code. 
 

Education and qualifications 

Educated to degree level or equivalent Or 

Work experience demonstrating graduate level ability. 





quality client- and server-side code, and help design and implement 
virtual infrastructure resources to support new and existing services. 
You’ll also seek to continuously improve the product and services to 
better meet the needs of users and the business. 
 

Key responsibilities 

• Make and document design decisions in line with digital service design 
standards, and performance and security best practice. 

• Deploy your code through the ICO’s pre-production and production 
environments in line with ICO procedures. 
 

The JE request form specifies on page 4 under the heading Autonomy 
and decision making - The post holder will be expected to have a high 
level of autonomy and decision making in the technical aspects of their 
role. They will take the lead on making important design decisions about 
how to implement digital services of and individual components of medium 
to high complexity, designed to meet user needs.  

There does appear to be freedom to act within specialism which would be 
expected at Level E. 
Makes operational decisions based on broadly defined policies and 
procedures  

Level E match 

Commentary 
Match – Further to the comments above as per the job description the 
post holder will:  
 
• You will take the lead, making important design decisions that will 

ensure the ICO’s services meet needs in the best way possible, while 
being highly performant and appropriately secure. You will deliver high 
quality client- and server-side code, and help design and implement 
virtual infrastructure resources to support new and existing services. 
You’ll also seek to continuously improve the product and services to 
better meet the needs of users and the business. 

• You will work closely with colleagues in the Product and Architecture 
team to design and implement loosely coupled, tightly integrated 



digital services that solve a problem for the ICO’s customers while 
reducing manual inputs for staff, through the best use of technologies 
including APIs and automation. 

• You will work with colleagues in Cyber Security and Information 
Management to ensure that the ICO’s digital services and data remain 
secure. 
 

Key responsibilities 

• Make and document design decisions in line with digital service design 
standards, and performance and security best practice. 

 

Also as per the person spec: 

• Ability to design, code, test and document programs or scripts of 
medium to high complexity, using the right standards and tools, 
including modern standards and accessibility standards, and to make 
them easy for others to understand and reuse. 
 

This would appear to align with other roles at Level E and meet the 
descriptor requirement.  
A capacity to deal with complex issues and good problem solving and 
analytical skills are essential  

Level E match 

Commentary 
Match – As per the person spec the post holder will: 
 
• Ability to design, code, test and document programs or scripts of 

medium to high complexity, using the right standards and tools, 
including modern standards and accessibility standards, and to make 
them easy for others to understand and reuse.  

• Understanding of common web security risks, eg OWASP Top 10, and 
ability to design solutions and services with security controls 
embedded as a core part of the solutions and services.  

• Proven debugging and troubleshooting skills. Aware of the principles of 
web performance and how poor performance can negatively affect user 
experience. Ability to proactively and reactively identify and fix issues.  



• Ability to build and test simple interfaces between systems, or work on 
more complex integrations as part of a wider team.   
 

Key responsibilities 

• Provide second line support for the website and digital services, 
providing triage and developing fixes and improvements. 

This appears to meet the requirements of the Level E descriptor. 

Some novel or complex issues would be referred to other specialist areas 
for advice or decision  

Level E match 

Commentary 
Match – As per previous information provided the post holder will: 
 
• You will work closely with colleagues in the Product and Architecture 

team to design and implement loosely coupled, tightly integrated 
digital services that solve a problem for the ICO’s customers while 
reducing manual inputs for staff, through the best use of technologies 
including APIs and automation. 

• You will work with colleagues in Cyber Security and Information 
Management to ensure that the ICO’s digital services and data remain 
secure. 
 

Key responsibilities 

• Provide second line support for the website and digital services, 
providing triage and developing fixes and improvements. 

• Engage with a wide range of users and stakeholders to continually 
gather feedback to inform future iterations and enhancements to the 
product. 

Also as per the person spec: 

• Ability to build and test simple interfaces between systems, or work on 
more complex integrations as part of a wider team. 





• Excellent interpersonal skills with people at all levels. Able to 
collaborate to achieve objectives, and resolve technical disputes taking 
into account all views and opinions. 
 

The JE request form specifies on page 5 under the heading Internal 
and external interfaces - Project teams (across ICO) 

• They will need to be able to explain options considered, and 
communicate the rationale for those decisions to other, often 
senior members of wider project teams. 

• They will work closely with managers across the ICO to 
understand business requirements and ensure they are met 
in the development of digital services. 

 
This appears to meet the requirements of the Level E descriptor and other 
roles.  
External contact is generally routine e.g. with suppliers, contractors, and 
key stakeholders, with some high profile or at senior levels  

Level E match 

Commentary 
Match – Although the JDPS doesn’t specify external contact, I believe it is 
likely from the information provided in the JDPS that this role would need 
to deal with specialist external contractors and stakeholders due to the 
bespoke/specialist nature of this role and its wider integration/impact 
across other departments and internal and external service users.  
 
PURPOSE OF POST:  
To develop the ICO website and digital services to ensure they meet user 
and business needs, ensuring that all developments meet high standards 
of quality and maintain the performance and security of the ICO website.  
 
You’ll work as part of a multi-disciplinary agile team, getting involved with 
every part of the lifecycle of a service, from user research to deploying 
code to production. 
 









• To develop the ICO website and digital services to ensure they meet 
user and business needs, ensuring that all developments meet high 
standards of quality and maintain the performance and security of the 
ICO website.  

• You will take the lead, making important design decisions that will 
ensure the ICO’s services meet needs in the best way possible, while 
being highly performant and appropriately secure. You will deliver high 
quality client- and server-side code, and help design and implement 
virtual infrastructure resources to support new and existing services. 
You’ll also seek to continuously improve the product and services to 
better meet the needs of users and the business.  

• You will work closely with colleagues in the Product and Architecture 
team to design and implement loosely coupled, tightly integrated 
digital services that solve a problem for the ICO’s customers while 
reducing manual inputs for staff, through the best use of technologies 
including APIs and automation. 

• Design and develop digital services to meet user needs. 
• Engage with a wide range of users and stakeholders to continually 

gather feedback to inform future iterations and enhancements to the 
product. 

• Knowledge of the difference between user needs and the desires of the 
user, ability to champion the needs of the user internally, and a 
keenness to meet user needs through good service design. 

• Excellent interpersonal skills with people at all levels. Able to 
collaborate to achieve objectives, and resolve technical disputes taking 
into account all views and opinions.  

• Ability and willingness to continually learn new techniques and 
technologies, seek best practice and share your knowledge with others 
 

Also please refer to the JE request form page 6 heading Strategic 
input. 

The above duties are comparable to other Level E roles and the 
requirements of the descriptor. 
 
Applies policy and develops processes to deliver strategic goals 
 Level E match 









Level E match 

Level E match 

Autonomy & decisions Level E match 

Level E match 

Level E match 

Level E match 

Interfaces and Liaison Level E match 

Level E match 

Level E match 

Strategic Input Level E match 

Level E match 

Resource Management Level E match? 

No match to Level E  

No match to Level E 

Level E match 

 



 

JOB DESCRIPTION AND PERSON SPECIFICATION 

 
JOB TITLE:   Senior Data Analyst  

 
DEPARTMENT:   Digital, Data & Technology   
 
REPORTS TO:  Director of Data 
 
SALARY:   Level F 
 
HOURS: 37 per week (full time)  
 

PURPOSE OF POST 

 
• The role collects, organises and studies data using tools and 

techniques for data analysis and data visualisation to provide 
actionable business insights 

• The role manages, cleans, abstracts and aggregates data in order to 
perform a range of analytical studies on that data, presenting data, 
insights and conclusions in the most appropriate format for users 

• The role will provide data collation, statistical analysis, reporting, 
metrics and dashboards for a number of critical business areas, 
directly, via the role holder’s immediate team, and through 
coaching, support and upskilling of others in the ICO 

• The role will enable ICO business units to trend, forecast, translate 
and communicate data into actionable insights for internal and 
external stakeholders, in a way that allows for clear execution of 
ICO strategy using data to inform decision making, and support the 
exchange of information with stakeholders e.g. recognised Trade 
Unions 

• The role will also be responsible for compiling information to 
complete statistical returns to the government and other bodies, 
and work with colleagues to ensure that mandatory reporting is 
completed accurately and on time. 

• The role will support the delivery of value from data for the ICO and 
for its stakeholders such as individuals, businesses, public and third 
sector organisations 

• The role will develop a data analysis centre of enablement, growing 
data analysis as an organisational competency, and influencing the 
wider position of the ICO in the public sector as an analytics leader 

 
 
KEY RESPONSIBILITIES 



• Leading a team of one or more data analysts to create a data 
analysis centre of enablement 

• Creating insights from ICO and third party data to drive business 
decision making, using a range of analysis and visualisation tools, 
on a regular and one-off basis as required 

• Ensuring that data is checked for sufficient quality on which to base 
business insights, feeding issues with data quality back to the 
appropriate teams 

• Prototyping reports and developing productionised solutions 
• Ensuring that data insights are following best practices for statistical 

accuracy, ethics and accessibility  
• Ensuring that the appropriate Data Privacy Impact Assessments 

(DPIAs) are completed prior to the execution of new data analytics 
use cases 

• Providing appropriate technical support for data analysis products 
and services for incident and problem resolution 

• Ensuring insights are gathered from various data sources and 
effectively translated and presented into actionable insights that 
drive decision making. 

• On-going maintenance and continuous improvement of existing 
reports. 

• Completion of mandatory statistical returns to government and 
other bodies. 

• Working closely with stakeholders to identify business challenges, 
help develop hypothesis and business cases for potential advanced 
analytic / deep mining projects. 

• Working closely with colleagues to provide data which supports 
Trade Union relationships, consultations and negotiations 

• Working to establish greater use of self-service for data and 
reporting delivery in areas such as People Services and Finance, and 
support the transition from existing database reporting to new 
systems 

• Identifying opportunities to automate / standardise and replicate 
regular data and reporting requirements. 

• Ensuring that all data privacy processes and procedures are in place 
and adhered for work undertaken in the team. 

• Delivering work with strong attention to detail and the utmost 
judgment and discretion dealing with data e.g with highly-sensitive 
people data. 

• Contributing toward the capability growth and performance of 
teams by collaborating effectively while helping to cultivate an 
inclusive work environment. 
 

 
PERSON SPECIFICATION  

 



 Criteria 

Education and Qualification 
 

Substantial experience relevant to the role 
requirements, as described in the role 
responsibilities and person specification, 
and accumulated through any combination 
of academic or vocational qualifications or 
experience 
 
AND 
 
Desirable: relevant mathematics, statistics, 
data science and / or data analytics 
qualifications and certifications.  
 

Experience Experience of developing data analytics 
centre of enablement / excellence in a 
medium-sized organisation (1,000+ 
people). 
 
Experience of creating data analytics 
reports, dashboards and visualisations in 
support of a wide range of contexts and 
use cases. 
 
Experience of using data analytics 
technologies both on-premise and cloud-
based.  
 
Experience of applying data governance 
and data protection principles to analytics. 
 
Preference for experience of the Microsoft 
stack for data warehousing and analytics 
including SQL Server, Power BI, SSRS and 
Azure; or equivalent technologies.    

Knowledge, skills and ability 
 
 

Able to build and motivate data analytics 
teams.  
 
Extensive knowledge of data and data 
analytics technologies on-premise and in 
the cloud, and ability to apply this to the 
role. 
 
Knowledge of statistical methodologies and 
data analysis techniques. Able to select the 
right approach to creating meaningful  and 
actionable insights.   



 
Actively keeps informed of industry 
developments to make cost-effective use of 
new and emerging tools and technologies. 
 
Knowledge of the public sector and 
regulatory environment, or clear 
appreciation of specifics and complexities 
and how they would influence the role.  
 
Knowledge of the data protection and 
privacy landscape, regulations and 
obligations for data practitioners.  
 
Ability to deal with complexity and 
ambiguity, creative problem solving and 
developing innovative solutions.  
 
Understanding of wider DDaT profession 
and practices and their relationship with 
Data. Experience of delivering using 
adaptive methodologies such as Agile. 
 
Communicating effectively across 
organisational boundaries, understanding 
the context.  

 

 



   
 

DDaT – Application Operations Manager – April 2023 

JOB DESCRIPTION & PERSON SPECIFICATION 
 
JOB TITLE:   Application Operations Manager 
 
DEPARTMENT:  Digital, Data & Technology  
 
REPORTS TO:  Senior IT Operations Manager 
 
SALARY:   Job Level E ( Proposed)  
 
Hours:   37 per week (full time)  
 
PURPOSE OF POST: 
As a member of a multi-skilled DDaT (Digital, Data and Technology) function it is 
essential that the postholder works closely and collaboratively with colleagues across 
the team, within the Design and Delivery team, Product, Infrastructure, Data and IT 
Operations as well as the wider ICO.  
 
You will manage the Application Support teams workloads daily, whilst being hands-
on ensuring there is a focus on the ownership, prioritisation and urgency of issues 
between the direct reports.  Co-ordinate and manage escalations to Application leads 
or other areas of the function.  
 
As Application Support Manager you will be converse in using modern business 
applications to support business critical processes and services.  
 
 
KEY RESPONSIBILITIES  

• Lead the 2nd line Application Support team on a daily basis including regular 
1:1s and PDR.  Overall responsibility for the teams workloads in line with the 
DDaT workplan and resourcing profile ensuring there is a clear focus on 
ownership, prioritisation, urgency of issues and be an escalation point for all 
direct reports 

• Conduct weekly review meets with the team on backlogs, prioritisation and 
delegation of incidents and requests  

• Lead a develop a culture of resilience, simplification and continuous 
improvement which also embraces the DDaT Culture and Values  

• Lead on application support elements at departmental meetings such as CAB, 
TDA  

• Ensure the completion and ongoing maintenance of application support 
documentation, technical specifications and user guides 

• Identify and apply appropriate service and process metrics.  Monitor, reporting 
and perform analysis of agreed department KPIs and liaise with the IT 
Operations Manager and Service Desk Manager to implement  

• Ensure procedures are followed and SLAs for all services supported by the 
team are met  

• Act as operational SME for application products while also gaining a strong 
understanding of the underlying infrastructure and operations toolset through 
close working with the Product team  

• Oversee the investigation and resolution of incidents, supporting Major 
incidents as required by the MiM  
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• Source and deliver the components of requested standard services (eg 
licences and software media) in conjunction with the Client Services team 

• Ensures that appropriate action is taken to anticipate, investigate and resolve 
problems in systems and services  

• Ensures problems are fully documented within the relevant reporting system.  
Enables development of problem solutions 

• Attend monthly supplier reviews when required  
• Develop, embed and champion the Accessibility Guidelines WCAG2.1 to 

support effective end user support 
 
 

 
 
PERSON SPECIFICATION 
 
 Criteria How Assessed 
Education and  
Qualifications 

Substantial experience 
relevant to the role 
requirements, as described in 
the role responsibilities and 
person specification, and 
accumulated through any 
combination of academic or 
vocational qualifications or 
experience  
 
IT service management 
/Application Support 
(Desirable criteria) 
 

Application 

Work 
Experience 

>3 years experience of application 
support experience of working 
within a multi-disciplined IT 
function 
 
 

Application and 
interview 
 
 
Application and 
interview 

Knowledge, Skills and 
Ability 

Managing/working with third party 
suppliers  
 
Release/deployment management 
experience 
 
Manage the resolution of all user 
requests to a minimum of the 
agree service level agreement 
 
Working knowledge and 
experience of the following 
service management processes; 

- Change management 
- Incident management 

Application and 
interview 
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- Problem management  
 
Experience of producing relevant 
reports in a standard format in an 
agreed timeline working with key 
stakeholders to discuss any 
changes in reporting processes 
 
Procurement experience 
 
Asset management – tracks, logs 
and corrects information to protect 
assets and components  
 
ITIL Certification  

 
Please note that post holders for this role will be required to receive security 
clearance to SC level. This requires the disclosure of spent and unspent 
convictions. Although convictions will be taken into account, any such 
information will not necessarily prevent you from obtaining a security 
clearance. 
 



 
 
 
 
JOB DESCRIPTION AND PERSON SPECIFICATION  
 
JOB TITLE: People Services Business Manager  
 
REPORTS TO: Policy and Performance Business Partner  
 
SALARY: Level D/E  
 
HOURS: Full time OR Part time  
 
PURPOSE OF POST:  
 
We are looking for a proactive and motivated individual who can 
support the People Services Directorate with workstream delivery, 
risk management, and business planning activity, as well as 
business planning activities to help the Director of People Services 
and their Senior Management Team operate effectively. 
 
This is an exciting, challenging role in a supportive team. The role 
will offer you the opportunity to build an understanding of a wide 
range of ICO’s policies and processes, and work with a wide range 
of colleague's across the regulatory sector, in particular the Digital 
Regulatory Committee Forum (DRCF) and UK Regulators Network 
(UKRN). 
 
This is a fast-paced role which will require you to manage and 
deliver against several different priorities while managing other 
competing interests and commitments. Collaboration is key, so 
you’ll be a talented communicator who can build effective 
relationships with a broad range of colleagues and stakeholders. 
 
KEY RESPONSIBILITIES  
 

• Lead on the development of the People Services workstream 
delivery plan, ensuring activity is managed and delivered 
against deadlines and measures.  
 

• Providing support to the Director of People Services in their 
preparation for Board and Committee papers and actions, 
delivery of the People Business Plans, risk management 
activity, employment casework management and ongoing 
People initiatives.  

 



• Maintain and support the production of documentation to 
allow for effective reporting of decision making of the Director 
of People Services for transparency and audit purposes.  

 
• Develop the programmatic approach of the People Services 

directorate, working closely with the ICO Programme Office to 
ensure all business planned activity is tracked, monitored and 
progress reports are developed for the Governance scorecard.  

 
• Manage and lead the Risk Review process within People 

Services, establishing cross functional teams to ensure future 
planned actions are planned, delivered, and current actions 
are evaluated and monitored. 

 
• Maintain the People Services risks and issues registers, 

contributing to the identification of risks and issues, 
developing response recommendations.  

 
• Manage the information request workload of the Trade Union, 

ensuring the effective allocation of tasks are managed by 
regularly assessing incoming requests, and supporting the 
Director of People Services to meet service level agreements.  

 
 

• Effectively manage the process when requests for review, 
approval, and sign off are required of the Director of People 
Services, ensuring that the appropriate People Services Senior 
Management Team members are involved, and that the 
reviews are carried out in a timely and consistent manner with 
outcomes communicated effectively to stakeholders. 

 
• Support the Director of People Services to ensure the ICO has 

effective relationships with external stakeholders, such as the 
DRCF and UKRN, effectively managing key activity and 
ensuring assigned actions are completed and delivered in a 
timely manner.  

 
• Work with the Finance directorate to ensure the People 

Services budget and database is effectively managed to 
reduce the risk of underspend against planned activity.  

 
• Procure services from external providers where necessary, 

and ensure they are appropriately managed, monitored, and 
comply with confidentiality agreements with the ICO. 

 
• Support the Policy and Performance Business Partner by 

contributing to the production of reports on key performance 



indicators and using the information to continually improve 
standards and effectiveness. 

 
• Deputise for the Policy and Performance business partner 

when required. 
 

• Ensure the People Services Directors Admin is managed 
effectively and understands the expected standards of 
performance.  
 

• To provide any additional support as required for the Director 
of People Services. 

 
 
PERSON SPECIFICATION  
 
 Criteria  

 
How  
Assessed  

Education and  
Qualification  

Educated to degree 
level or  
substantial work 
experience  
demonstrating 
graduate level ability.  

Application  
form  

Work  
Experience  

Experience 
coordinating  
workstreams and 
supporting  
the delivery of 
business plans.  
 
Experience of dealing 
with and sensitive 
learning issues in a 
diplomatic and 
professional manner 
 
 

Application  
form & Interview  

Knowledge, skills, 
and ability  
 

Excellent intellectual 
and analytical ability, 
including the ability 
to analyse and 
quality  
check complex 
information. 
  
Ability to focus on 

Application form & 
Interview  
 
 
 
 
 
 
Application form & 



the delivery of 
outcomes and work 
under pressure to 
respond quickly to 
changing 
circumstances and  
tight deadlines. 
  
Excellent 
communication skills 
with the ability to 
provide clear  
advice and influence 
at all levels. 
  
Strong organisational 
skills and adept in 
providing secretariat 
support for senior 
meetings.  

Interview  
 
 
 
 
 
 
 
Application form & 
Interview  
 
 
 
 
 
Application form & 
Interview  

 Ability to deal with 
complex or sensitive 
situations in a  
diplomatic and 
sensitive manner. 
  
Experience preparing 
and presenting 
agendas, papers, and 
reports. statistics, 
charts etc.  
 
Excellent knowledge 
and demonstrable 
ability of Microsoft 
365 applications.  
 
Demonstrates a high 
degree of  
personal integrity 
and  
discretion.  

Application form & 
Interview  
 
 
 
 
Application form & 
Interview  
 
 
 
 
Application form & 
Interview  
 
 
 
Application  
form &  
interview  

 



 
JOB DESCRIPTION AND PERSON SPECIFICATION 
 
JOB TITLE:  PMO Manager 
 
REPORTS TO:  Head of PMO  
 
SALARY:   F 
 
PURPOSE OF POST  
 
The PMO is part of the Executive Directorate that is responsible for an 
ambitious agenda of transformation. It is a ‘Centre of Excellence’ that 
helps achieve better quality, consistency and oversight of ICO projects by 
developing and maintaining project management methodologies, 
standards and tools. 
 
You will play a vital role in developing and embedding key PMO functions.  
A current priority is our value realisation framework, to ensure we enable 
value-led decisions and optimise return on investment. To support you in 
this you will be responsible for the line management of a small team of 
PMO analysts. 
  
You will also manage our Assurance and Control processes to 
demonstrate that our Portfolio, Programme and Project delivery is aligned 
to relevant Government standards and frameworks.  

You will be an advocate for change, working with the PMO team to 
develop and support the ICO in using a programme mindset, results and 
value led approach to embed our shifts of approach into our culture.  
 
You will ensure proportionate and effective monitoring, challenge and 
reporting on the portfolios is in place, using this information it to facilitate 
continuous improvement, and to drive ICO leaders’ decisions about 
priorities and resources to achieve our strategic enduring objectives.  

 
KEY RESPONSIBILITIES 
 

• Effectively develop, shape and coordinate the benefits and value 
framework. Embed a benefit led approach to all projects and 
initiatives, providing governance and assurance to senior 
management boards.  
 

• Effectively develop and manage PMO Assurance framework against 
Government Functional Standards.  



 
 

• As part of the PMO leadership team, develop the PMO as a centre of 
excellence and mature the service as the ICO evolves. 
 

• Influence and support Project Professionals and Senior Leaders in 
understanding and using tools to ensure that we are successfully 
planning, delivering and embedding transformational change. 

• Provide effective leadership to PMO team, line managing, coaching, 
and developing a team of PMO Analysts and Co-ordinators, ensuring 
the best use is made of their skills. 
 

• Supporting the Head of the PMO to develop and implement a 
programme mindset.  
 

• Ensure processes are put in place to collect and record information 
throughout the lifecycle of a programme/project, providing the 
rationale for investment, demonstrating the value at each review 
point and reporting on benefits realisation.  

• Horizon scan for changes to standards, in the internal or external 
environment which may impact on guidance and frameworks.  
 

• Accountable for tracking and ensuring the implementation of  
actions that arise from assurance reviews, and lessons learnt 
ensuring that PMO are providing the best practice advice and 
guidance to Project Professionals within a fast-paced environment. 
 

• Work alongside colleagues in the ICO’s Strategy and Planning teams 
to co-ordinate planning activities and reporting on strategic 
delivery.  
 

• Ensure systems are in place to identify, manage and escalates risks 
against project delivery standards, in a way that facilitates lessons 
learnt and continuous improvement. 
 

• Represent the Head of PMO in their absence. 
 
 
 
 
 
 





 
with supporting 
management information. 
 

 

 
Knowledge, 
skills and 
ability 
 

Understanding of P3O best 
practice and standards,  
with the ability to interpret 
and apply these to the 
needs of the organisation.  
Ability to track and deliver 
varied tasks at pace to 
tight deadlines and have 
excellent organisation 
skills and the ability to 
prioritise and delegate   
 
Excellent judgement and 
the ability to deal with a 
changing environment 
both on a day to day 
and long-term basis    
 
 
Personally effective and 
achievement driven to 
ensure that risks to 
success are identified and 
mitigated at the earliest 
opportunity.  
 
 
Excellent written and 
verbal communication, 
negotiation and 
presentation skills 
 
 
Ability to seek out, 
manage and influence 
opportunities for 
continuous improvement 
and change  
 
Strong stakeholder 
management skills with a 
proven ability to work 

Interview/Presentation  
 
 
 
 
Interview 
 
 
 
 
 
 
Interview 
 
 
 
 
 
 
Application form / 
Interview  
 
 
 
 
 
 
Application form/ 
Interview  
 
 
 
 
Application form / 
Interview  
 
 
 
Interview 
 



 
closely with a range of 
people at all levels and 
foster collaboration to 
secure successful 
outcomes. 
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JOB DESCRIPTION & PERSON SPECIFICATION 
 
JOB TITLE: Finance Business Partner 

REPORTS TO: Head of Finance 

SALARY: Level F 

HOURS: 37 per week 

DIRECT REPORTS: OPTION 2 ONLY: Assistant Finance 
Business Partners 
 
PURPOSE OF POST 
 
The Finance Business Partnering team is responsible for ensuring that 
the ICO budget holders are provided with appropriate financial advice 
and support to enable them to make the best use of resources 
devolved to them.  
 
Being the first point of contact within the Finance Directorate for 
specified departments across the wider organisation to ensure that the 
organisation is provided with a joined-up finance view.  
 
The Finance Business Partnering team is a collaborative team focussed 
on providing the organisation with guidance and challenge around 
efficiencies, ensuring spending aligns with organisational priorities, 
cost avoidance, benefits realisation and financial analysis. 
 
The key collaborations, aside from the wider Finance department, are 
with People Services and directors across the organisation. 
 
 
KEY RESPONSIBILITIES 
 

• Work in conjunction with the other Finance Business Partners to: 
o OPTION 1: coordinate and consolidate a whole of 

organisation view of the finance business partnering 
function including the business areas supported by the 
other Finance Business Partners and Assistants;  

o OPTION 2: contribute to a coordinated and consolidated 
view of the Finance Business Partnering Function across 
the whole organisation in conjunction with the other 
Finance Business Partners and their Assistants. Build 
trusted working relationships with internal and external 
stakeholders. 
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• Lead the delivery of timely and robust financial information to 
enable you to influence business decision making for your area 
of responsibility. 

• Work with budget holders to develop robust budget plans and 
monitor those plans, with the support of the Assistant Finance 
Business Partners, and working with the other areas of the 
Finance team. 

• Influence the affordability and prioritisation of business plans 
and seek to maintain spend within departments' 
respective  financial boundaries. 

• Working with the People Services Business Partners to monitor 
headcount plans and limits, look at resource mix issues and the 
cost of resources to deliver business priorities. 

• Provide advice on spending types, accounting treatments and 
adherence to spending controls to budget holders. 

• Play an active part in developing the capability of the finance 
directorate, aiding and contributing to the vision and objectives.  

• Supporting the development of individuals in the team in line 
with ICO policies. 

• As a leader within the finance directorate, taking an active role 
in leading and developing a team of finance professionals, 
contributing to joint team and corporate objectives. 

• Develop financial modelling within business cases, engaging with 
finance and stakeholders as business cases progress. 

• Understand and advise on governance routes for change 
according to financial tolerances. 

• Providing advice and insight to support data driven decision 
making and working collaboratively with colleagues at all levels 
to deliver shared objectives.  

• Deputise for the Head of Finance as appropriate. in areas of 
delegated responsibility.  
 

 
 
 
PERSON SPECIFICATION 

 Criteria How assessed 
Education 
and 
Qualifications 

Fully qualified accountant 
(CCAB professional 
accountancy body or 
equivalent with up to date 
CPD 

Application and 
certificates of 
professional 
membership 

Work 
Experience  
 
 
 

Significant previous 
experience working in a 
similar role (ideally within 
the public sector) 
 

Application and 
interview 
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Experience of identifying 
and implementing 
improvement by designing, 
implementing and 
managing finance 
processes and policies  
 
Experience of supporting 
non-financial personnel to 
deliver accurate financial 
performance reporting, 
both short and medium 
term   
 
Experience leading, 
managing and developing 
teams to maximise their 
individual contributions 
and achievement of goals. 
 
Experience in The ability to 
analysinge financial and 
non-financial data to 
ensure effective reporting 
of efficiencies and benefits 
realisation 
 
 

Knowledge, 
skills and 
ability. 
 
 

Strong interpersonal skills, 
able to manage conflict 
and maintain good 
relationships with team 
and key stakeholders 
 
Ability to deal with a 
demanding workload which 
will include conflicting 
demands on time  
 
Strong analytical and  
numerical skills 
demonstrating an ability to 
identify and react to 
emerging issues 
 
Up to date knowledge of 
current trends and 

Application and 
interview. 
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practices relating to public 
sector finance and good 
knowledge of double entry 
book-keeping 
 
Excellent standard of 
literacy and effective 
written communication 
skills for preparing 
financial reports 
 
 

 









































Summary of Grade Matches 
 

 Grade matches 

Qualifications and experience F 

F 

F 

F 

Autonomy & decisions F 

F 

F 

F 

Interfaces and Liaison F 

F 

F 

F 

Strategic Input F 

F 

F 

Resource Management F 

F 

 



JOB DESCRIPTION AND PERSON SPECIFICATION  
 
Job Title: Workday Product Owner  
 
DEPARTMENT: Digital and IT Services  
 
REPORTS TO: Head of Digital & IT Architecture  
 
SALARY: Job level F 
 
LOCATION: Wilmslow (Flexible)  
 
HOURS: 37 per week (full time)  
 
PURPOSE OF POST:  
You will be responsible for leading the Workday Support team in the embedding, 
development and people change management of the Workday system across the 
ICO along with supplier account management of Workday and a third party 
Workday Partner.  
 
You will be accountable for the strategy, roadmaps and leadership of the 
Workday product, ensuring that the product is developed and delivered in line 
with the external Workday methodology and internally to the Technical, 
Architectural, Security and PMO standards of the organisation, along with 
requirements of stakeholders within ICO.  
 
You will form part of the Products and Architecture leadership team, using your 
technical and change management knowledge to help shape the ICO’s overall 
technical strategy and roadmap while ensuring that Workday is aligned to the 
needs of the ICO and offers value for money.  
 
As part of the day-to-day management of your product, you will work closely 
with stakeholders in People Services and Finance/Procurement teams to ensure 
that your product is delivering to their requirements and that any backlog is 
actively managed and delivered in line with the delivery plan for Workday.  You 
will lead your team to deliver efficiently and effectively manage support tickets 
raised by the People Services or Finance/Procurement teams.  
 
You will be responsible for developing and leading on the testing strategy for the 
twice yearly Workday releases, coordinating completion across business 
stakeholder teams. You will be responsible for scheduling any non-automatic 
items as part of the Workday delivery plan.  
 
You will work with business area teams to ensure that Workday releases and 
wider changes are documented and change governance framework maintained. 
You will be accountable for managing the security structure of Workday and for 
developing an auditing framework of the whole system which covers areas such 
as security, data, retention, accessibility and change control.   
 
You will be the lead for ensuring business communication of Workday 
developments and new items that affect the whole of ICO are communicated and 



any change management requirements are planned and executed in 
collaboration with stakeholders. 
 
This role will include the line management and appraisal of members of your 
product team and you will take on a leadership and mentoring role for more 
junior members of staff from across Digital & IT, helping them to develop their 
skills and learn from your experience.  
 
KEY RESPONSIBILITIES  

• Product Ownership of: Workday – current areas are Finance, Procurement, 
Estates, HR, Recruitment, Talent, Learning, Time Tracking, Payroll, 
Benefits, Absence and Reporting 

• Ownership of the strategy and roadmaps for Workday in ICO 
• Leadership and management of the Workday support team  
• Change management for new functionality including communication and 

implementation planning and execution 
• Project Management of the delivery plan, known and future 
• Account management of Workday and third party partner 
• Data and security management in Workday 
• Auditing strategy and execution 
• Development and management of test cycles and reconciliation 
• Management of data retention compliance in the Workday system 
• Identification and development of solutions as required by stakeholders 
• Ensuring Workday is accessible for all 

 
PERSON SPECIFICATION  
 

 

 CRITERIA How Assessed 
Education and 
Qualification 
 

Degree or similar 
qualification 
 
Related qualification to 
either ERP, HR or 
Finance. 
 
Workday user based 
training in Business 
process and Security 
Admin. 

Application/Certificates 
 
 
 
Application/Certificates 
 
 
Application/Certificates 

Work Experience 
 

Experience of ERP 
systems. 
 
Knowledge and 
experience of Workday 
methodology and usage.  
 
Knowledge and 
experience of providing 
technical support of Core 
back-office systems. 

Application / interview 
 
 
Application / interview 
 
 
 
Application / interview 
 
 
 
Application / interview 



Experience of training 
colleagues in the use of 
a core system.  
 
Experience of working in 
either a HCM or Finance 
role with knowledge of 
business processes. 
 
Experience of 
collaborative working 
with various 
stakeholders and 
external suppliers.  
 
Experience of assessing 
the impact of change 
and implementation. 
 
Experience in handling 
and managing sensitive, 
confidential data.  

 
 
 
Application / interview 
 
 
 
 
Application / interview  
 
 
 
 
 
Application / interview 
 
 
 
Application / interview 

Knowledge, skills and 
ability 
 

Strong interpersonal 
skills, including the 
ability to negotiate and 
maintain good 
relationships with both 
internal and external 
stakeholders. 
 
Ability to work under 
pressure, and to 
deadlines. 
 
Prioritise large 
workloads, project 
manage delivery plans. 
 
Ability to interpret 
requirements from non-
technical users for 
successful delivery 
outcomes. 
 
Excellent attention to 
detail. 
 

Interview 
 
 
 
 
 
 
 
 
Interview 
 
 
 
Interview 
 
 
 
 
Interview 
 
 
 
 
 
Interview 
 
 
 



Excellent written and 
verbal communication 
skills. 

Interview 

 

























Summary of Grade Matches 
 Grade matches 

Qualifications and Experience E 

E 

E 

E 

Autonomy & Decisions E 

E 

E 

E 

Interfaces and Liaison E 

E 

E 

E 

Strategic Input E 

E 

E 

Resource Management D 

D 

D 

E 

 



JOB DESCRIPTION & PERSON SPECIFICATON 

 

JOB TITLE:  Workday Support Officer (People Services) 

DEPARTMENT:   Digital and IT Services  
 

REPORTS TO:   Product Owner - Workday 

SALARY:    LEVEL E 

HOURS:    37 per week 

 

PURPOSE OF THE POST: 

This role will form part of the Workday Support team and will require full 
end to end HR process, controls and systems knowledge.  The role will 
support colleagues in the day to day use of Workday ensuring it is utilised 
fully and remains fit for purpose. 

The role will predominantly support the People Services team (HR, 
Recruitment, Learning, Payroll) in trouble shooting or developing Workday 
business processes, you will also support other business users from the 
Finance and Procurement team as required. Through having HR and 
possibly Payroll knowledge you will be able to interpret process 
improvement requirements requested by colleagues and deliver a solution 
within Workday.  

You will be involved in driving continued improvements in the day to day 
use of Workday through process review and design, as well as testing and 
implementing enhancements and new functionality either for the twice 
yearly Workday release or through continuous improvements to the 
system from the delivery plan.   

The Workday Support Team will support People Services and 
Finance/Procurement Directorate employees in relation to Workday. You 
will use your HR systems, process and controls expertise to maintain the 
core Workday configuration and security administration. You will be 
required to work with a third party Workday Partner, as necessary, on the 
development and testing of new configuration as detailed on the delivery 
plan or from Workday releases.  

You will maintain security roles in Workday for the relevant team 
members and conduct audits as required. You will follow a change 
management governance framework to ensure all changes are 
documented.  



You will be provided with Workday systems training as necessary, along 
with the user based support roles of Business Process Administrator, 
Security Administrator and other roles defined by the Product Owner.  

 

KEY RESPONSIBILITIES 

• Supporting predominantly People Services (HR, Recruitment, 
Learning, Payroll) with the Workday System. 
 

• Delivering appropriate training to People Services team on new 
configuration delivered in Workday, leading and supporting with 
testing requirements. 
 

• As directed by the Workday Product Owner from the delivery plan, 
design, test and implement further functionality. 
 

• Maintain relationships, conducting high standards of customer service 
with internal stakeholders and third parties to ensure system 
integrity, compliance and auditability.  
 

• Maintain relationships with the external third party Workday 
Partner, ensuring seamless support provision to functional areas 
within the business including business as usual support and change. 
 

• Through close working relationships with the relevant teams identify 
opportunities for business process improvements, accessibility, 
changes and enhancements, data management and retention, 
utilising HR knowledge.   
 

• Assist in identifying and mitigating against any potential business 
change impacts across the organisation.  

• Support People Services in evaluating changes and enhancements, 
perform appropriate regression/UAT testing, ensuring integrity and 
controls are fully maintained following upgrade/changes. 

• Act as a Workday System Administrator (Named Support Contact) 
for escalation of items to Workday and system updates from 
Workday. 
 
 
 
 



PERSON SPECIFICATION 

 CRITERIA How Assessed 
Education and 
Qualification 
 

CIPD Professional 
qualification (desirable). 
 
Workday user based 
training in Business 
process and Security 
Admin. 

Application / certificates 
 

Work Experience 
 

Experience of working in 
HR role with experience 
of business process 
reviews, redesign and 
implementation. 
 
Experience of working 
within a HR Team 
delivering transactional 
employee lifecycle 
processes for internal 
stakeholders and 
External Audit, ensuring 
accurate payroll 
processing. 
 
 
Experience of supporting 
HR and Payroll teams  
with HR and Payroll 
systems. 
 
Experience and 
knowledge of payroll 
process input and 
support. 
 
Experience of training 
colleagues in the use of 
a core back office 
systems.  
 
Experience of Business 
Partnering and 
collaborative working 
with various 
stakeholders.  
 
Experience of 
implementing change. 
 

Application / interview 
 
 
 
 
 
Application / interview 
 
 
 
 
 
 
 
 
 
 
Application / interview 
 
 
 
 
Application / interview 
 
 
 
 
Application / interview 
 
 
 
Application / interview 
 
 
 
 
 
 
Application / interview 
 
 
 



Experience in handling 
and managing sensitive, 
confidential data.  

Application / interview 
 
 
 

Knowledge, skills and 
ability 
 

Strong interpersonal 
skills, including the 
ability to negotiate and 
maintain good 
relationships with both 
internal and external 
stakeholders. 
 
Ability to work under 
pressure, and to 
deadlines. 
 
Ability to prioritise large 
workloads. 
 
Ability to interpret 
requirements from non-
technical users for 
successful delivery 
outcomes. 
 
Excellent attention to 
detail. 
 
Excellent written and 
verbal communication 
skills. 

Interview 
 
 
 
 
 
 
 
 
Interview 
 
 
 
Interview 
 
 
Interview 
 
 
 
 
 
 
Interview 
 
 
Interview 
 

 

 





Match  
 
Experience of Finance controls and segregation of duty 
requirements to satisfy audit. 

Experience of supporting Finance teams with Finance 
systems 
 
Experience and knowledge of payroll process input and 
support. 

Experience and knowledge of procurement processes.  

Experience training colleagues in the use of a core back 
office systems.  

Experience of implementing change. 

Ability to interpret requirements from non-technical 
users for successful delivery outcomes. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 









They will consider and advise teams on how we utilise 
Workday to continually automate more processes, 
development of the product through Workday 
configuration.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Strategic input 







Summary of Grade Matches 
 

 Grade matches 

Qualifications and experience E 

E 

E 

E 

Autonomy & decisions E 

E 

E 

E 

Interfaces and Liaison E 

E 

E 

E 

Strategic Input E 

E 

E 

Resource Management D 

D 

D/E 

E 

 



JOB DESCRIPTION & PERSON SPECIFICATON 

 

JOB TITLE:  Workday Support Officer  (Finance and 
Procurement)  

DEPARTMENT:   Digital and IT Services 
 

REPORTS TO:   Product Owner – Workday 

SALARY:    LEVEL TBC  

HOURS:    37 per week 

 

PURPOSE OF THE POST: 

This role will form part of the Workday Support team and will require full 
end to end Finance and Procurement process, controls and systems 
knowledge.  The role will support colleagues in the use of Workday 
ensuring it is utilised fully and remains fit for purpose.  

The role will predominantly support the Finance Directorate team in 
trouble shooting or developing Workday business processes, you will also 
support other business users from the People Services team as required. 
Through having finance and procurement knowledge you will be able to 
interpret process improvement requirements requested by colleagues and 
deliver a solution within Workday.  

You will be involved in driving continued improvements in the day to day 
use of Workday through process review and design, as well as testing and 
implementing enhancements and new functionality either for the twice 
yearly Workday release or through continuous improvements to the 
system from the delivery plan.   

The Workday Support Team will support People Services and 
Finance/Procurement Directorate employees in relation to Workday. You 
will use your Financial systems, process and controls expertise to 
maintain the core Workday configuration and security administration. You 
will be required to work with a third party Workday Partner, as necessary, 
on the development and testing of new configuration as detailed on the 
delivery plan or from Workday releases.  

You will maintain security roles in Workday for the relevant team 
members and conduct audits as required. You will follow a change 
management governance framework to ensure all changes are 
documented.  



You will be provided with Workday systems training as necessary, along 
with the user based support roles of Business Process Administrator, 
Security Administrator and other roles defined by the Product Owner.  

 

KEY RESPONSIBILITIES 

• Supporting predominantly Finance and Procurement teams with the 
Workday system. 
 

• Delivering appropriate training to Finance and Procurement teams 
on new configurations delivered in Workday, leading and supporting 
with testing requirements. 
 

• As directed by the Workday Product Owner from the delivery plan, 
design, test and implement further functionality. 
 

• Maintain relationships, conducting high standards of customer 
service with internal stakeholders and third parties to ensure 
system integrity, compliance and auditability.  
 

• Maintain relationships with the external third party Workday 
Partner, ensuring seamless support provision to functional areas 
within the business including business as usual support and change. 
 

• Through close working relationships with the relevant teams identify 
opportunities for business process improvements, accessibility, 
changes and enhancements, data management and retention, 
utilising finance knowledge.   
 

• Assist in identifying and mitigating against any potential business 
change impacts across the organisation.  

• Support Finance and Procurement in evaluating changes and 
enhancements, performing appropriate regression/UAT testing, 
ensuring process integrity and controls are fully maintained 
following upgrade/changes. 

• Act as a Workday System Administrator (Named Support Contact) 
for escalation of items to Workday and system updates from 
Workday. 
 
 
 



PERSON SPECIFICATION 

 CRITERIA How Assessed 
Education and 
Qualification 
 

CCAB Professional 
qualification (desirable). 
 
Workday user based 
training in Business 
process and Security 
Admin. 

Application/certificates 
 

Work Experience 
 

Experience of working in 
Finance role with 
experience of business 
process reviews, 
redesign and 
implementation. 
 
Experience of Finance 
controls and segregation 
of duty requirements to 
satisfy audit. 
 
Experience of supporting 
Finance teams with 
Finance systems. 
 
Broad experience and 
knowledge of the full 
end to end Finance 
processes, including 
Management 
Accounting, Financial 
Accounting, Banking and 
Reconciliations, and 
Cashflow monitoring. 
 
 
Experience and 
knowledge of payroll 
process input and 
support. 
 
Experience and 
knowledge of 
procurement processes.  
 
Experience training 
colleagues in the use of 
a core back office 
systems.  
 

Application / interview 
 
 
 
 
 
 
Application / interview 
 
 
 
 
Application / interview 
 
 
 
Application / interview 
 
 
 
 
 
 
 
 
 
 
Application / interview 
 
 
 
 
Application / interview 
 
 
 
 
Application / interview 
 
 
 
 



Experience of Business 
Partnering and 
collaborative working 
with various 
stakeholders.  
 
Experience of 
implementing change. 
 
Experience in handling 
and managing sensitive, 
confidential data.  

Application / interview 
 
 
 
 
 
Application / interview 
 
 
Application / interview 
 
 
 

Knowledge, skills and 
ability 
 

Strong interpersonal 
skills, including the 
ability to negotiate and 
maintain good 
relationships with both 
internal and external 
stakeholders. 
 
Ability to work under 
pressure, and to 
deadlines. 
 
Ability to prioritise large 
workloads. 
 
Ability to interpret 
requirements from non-
technical users for 
successful delivery 
outcomes. 
 
Excellent attention to 
detail. 
 
Excellent written and 
verbal communication 
skills. 

Interview 
 
 
 
 
 
 
 
 
Interview 
 
 
 
Interview 
 
 
Interview 
 
 
 
 
 
Interview 
 
 
 
Interview 
 

 




