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Executive summary

Executive summary

Box1: Key findings

B A lack of understanding about the provisions in the EC's proposed general data protection
Regulation persists across business. Uncertainty is pervasive across the provisions of the
proposed regulation, and affects more abstract and unsettled aspects, such as the obligations
of data controllers under the so-called right to be forgotten, as well as seemingly
straightforward changes such as those regarding administrative fines and the appointment of
Data Protection Officers.

B The majority of businesses are unable to quantify their current spending in relation to data
protection responsibilities under existing law — and this persists in relation to estimates for
expected future spending under the new proposals. This uncertainty indicates that existing
evidence on the financial impact of the regulation is difficult to corroborate. Further research is
required to clarify some important issues, such as the role of privacy and data protection in
determining the level and intensity of consumer participation in online markets.

B The lack of understanding that the research reveals strongly indicates that there is a key role
for the ICO to play in educating and supporting businesses to increase their awareness and
understanding of the forthcoming changes. The ICO’s priorities for supporting business in
implementing the new Regulation should focus on providing guidance on the areas of the new
provisions which are shown to be misunderstood — for example the ‘right to be forgotten’, but
also the new rules on fines, the appointment of Data Protection Officers, Subject Access
Requests and data portability.

B While uncertainty affects all industries, the ICO should focus its liaison work on organisations
involved in data-intensive activities, who face economic risks from breaches of data protection
rules — which map onto the risks for data subjects; and organisations who are active in sectors
where knowledge of the rules seems to be particularly low. The study finds evidence that the
service sector in general, and specifically health, finance and insurance and public
administration” should be prioritised.

Objectives of the study

On 25 January 2012, the Directorate General for Justice at the European Commission announced
its legislative proposal for the protection of individuals with regard to the processing and use of
personal data.

The Information Commissioner’s Office (ICO) appointed London Economics to undertake a study to
objectively evaluate the potential implications of the draft proposals for a new EU data protection
legislative framework for business. Within this context, three areas are of special interest to the
ICO:

' Our survey (reproduced in Annex Al.2, p. 66) was directed at staff with data protection responsibilities in UK businesses. No additional
screening for private sector employment was undertaken, which resulted in a number of respondents whose profile information
indicates ‘public sector’ status. In the sector “public administration and defence’ this includes of 85% respondents. However, some
ambiguity remains, as the classification “public administration” is not restricted to government bodies: private units performing
typical ‘public administration activities’ are also classified here (Office of National Statistics, UK Standard Industrial Classification of
Economic Activities 2007, Structure and explanatory notes).

London Economics
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Executive summary

1) The overall net objective cost to UK business to comply with the relevant provisions in
the proposed new data protection regulation, including one-off and recurring costs.

2) The articles in the proposed regulation that will cause the greatest challenges — and/or
benefits —for business in terms of compliance.

3) The types of practical support and guidance the ICO could provide to businesses in the
implementation of the proposed measures.

London Economics’ approach

The study is not intended as a comprehensive analysis of the costs and benefits of the proposed
regulation and its application in practice. The purpose of the study is to provide independent and
objective research to further the ICO’s understanding of the potential implications of the
Commission’s new data protection proposals for business.

Objective evidence will enable the ICO to better assess some of the more questionable costs
estimates for implementation of the new proposals that have been put forward by business and
others. London Economics evidence comes from two sources:

[ | Primary evidence: a unique survey of 506 individuals with data protection responsibilities
in their place of work, taken at random from the UK business population. The survey was
conducted in February 2013.

[ ] Secondary evidence: the study draws on the ICO’s initial response to the draft proposals
and a background paper that has been published alongside the specifications of the study
exploring the practical implications of specific provisions in the proposed regulation for
business. Other important sources are the responses to the Ministry of Justice’s call for
evidence and the European Commission’s own impact assessment of the proposals.

The study adds to the evidence base by shedding light on the level of uncertainty that exists within
the UK business population regarding the scope of the Regulation and its cost impact.
Furthermore, the study investigates the influence of business characteristics on cost expectations.

Overall costs

Uncertainty

Uncertainty persists about the scope of some provisions of the proposed Regulation and the
interpretation that will guide the enforcement of the new rules. Different estimates of the impact
vary widely, underlining the uncertainty surrounding the effects of the proposed Regulation:

[ | The European Commission estimated that the new legislative framework would bring net
savings for economic operators of €2.3 billion.

[ ] The Ministry of Justice estimated a net cost to UK business of between £80 million and
£320 million per year.

A large majority of respondents to the London Economics survey are unable to quantify current
spending on data protection (82%). When asked about expectations of future spending (once the
new Regulation comes into force) an even larger proportion of respondents (87%) are unable to

London Economics
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Executive summary

provide any estimates (both for one-off adjustment costs and additional yearly compliance costs).
Of the remaining 13%, 8% expect zero additional costs.

Two further results emerge:

m Current and expected additional spending on data protection increases substantially for
firms holding more than 100,000 records of personal data.

m Average costs (current and expected) are driven by a small number of large observations.

This suggests that the evidence put forward by stakeholders needs to be judged in relation to the
fact that firms who a) are able to put a figure on their data protection expenditure and b) possess
large volumes of personal data, are not representative of the UK business population as a whole.

On the specific issue of the proposal to appoint a Data Protection Officer (DPO), the London
Economics survey reveals three important facts:

[ ] the vast majority of companies with over 250 employees already employ staff with a job
role focused on data protection compliance;

[ ] the vast majority of companies who keep more than 100,000 records already employ staff
with a job role focused on data protection compliance; and

[ ] companies that perceive greater risk for their business from breaches of data security or
concerns about data security are more likely to have employees with a job role focused on
data protection compliance.

These facts suggest that the majority of firms to which this provision applies are already satisfying
the requirement and need not expend significant additional resources to comply.

Implications for the overall cost assessment

Average costs (current and expected) are driven by a small number of large observations. The
skewness of expected costs means that average figures on expected costs are not informative
about the incidence and the distributional aspects of the costs and benefits to be expected from
the proposals.

Firms who derive large benefits from holding personal data and firms who perceive they risk
considerable damage from breaches of security or concerns over data security expect higher costs.
This suggests that the ICO should focus its support efforts on these firms. Consultations have
shown that certain types of data-intensive businesses, for example in the financial services, online
services and marketing sectors, face specific challenges in this regard and thus deserve special
attention. Survey evidence assembled in this study also confirms that perceived risk increases with
company size (measured by number of employees) and the number of records of personal data a
company holds (the two are also positively correlated).

At the same time, it should be recognised that firms who are able to put a figure on their data
protection expenditure, and who possess large volumes of personal data, are not representative of
the UK business population as a whole.

For a number of provisions, companies that do not have accurate knowledge of the proposed
Regulation report systematically higher additional costs relative to the base (status quo). This

London Economics
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provides support for the claim that poorer knowledge of the new provisions is associated with
higher-than-average cost expectations.

Existing estimates of the costs of the proposed measures that do not take knowledge of the
provisions — and the inherent uncertainty associated with some of the provisions — into account
are likely to be misleading. Increasing awareness about the forthcoming changes to data
protection obligations among firms, especially firms facing high risk from data breaches and firms
with low level of knowledge of the planned provisions is as important a task for the ICO as
ensuring clarity of the measures to be enacted. Our survey confirms that organisations in the
service sector in general, and specifically in health and social work, financial and insurance services
and public administration? warrant special attention by the ICO.

Compliance challenges

Stakeholders have identified a number of provisions of the new Regulation as potentially
burdensome to business. Concerns arise from two sources:

1) expectations of direct costs (or the risk thereof); and
2) uncertainty about the scope of the provisions and the extent to which they will affect
established business practices or close off new and emerging business areas.

In the first category, the following provisions give rise to concrete expectations of additional costs:

m subject access requests (Articles 12);

m  breach notification within 24 hours (Article 31);

m data protection impact assessments prior to risky processing operations (Article 33);
m obligation to appoint a data protection officer (Articles 35-37); and,

m imposition of large fines for failure to comply (Article 79).
Provisions in the second category, where the cost impacts are more indirect, are:

m the ‘right to be forgotten’(Article 17);

m data portability (Article 18);

m lack of clarity around some definitions (Article 4);

m higher standard of consent (Articles 4(8) and 7); and
m data minimisation (Article 5).

The reported views on the challenges arising from the changes to be introduced by the new
Regulation have to be seen in the context of low levels of knowledge about the actual content of
the provisions. As many as 40% of companies that participated in our survey have inaccurate
knowledge of all 10 provisions considered. None of the survey respondents accurately describe all
10 provisions. This suggests that a large proportion of companies in the UK do not have a clear
grasp of how data protection regulation will change once the EC proposals are enforced. This lack

? See footnote 1 above.
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of understanding persists for companies that hold over 100,000 records of personal data.
Companies in the services sector are most likely to record high levels of uncertainty.

However, this lack of understanding is not necessarily the result of ignorance on the part of firms,
but may also be driven by the complexity of the proposed Regulation and the persistent
uncertainty about the meaning and implications of some of its provisions.

There is some indication that low levels of knowledge — in particular with regards to the rules on
fines and data minimisation — contribute to higher cost expectations. This suggests that efforts by
the ICO to improve data controllers’ knowledge of the proposed Regulation could lead to more
realistic and in many cases lower cost expectations.

Priorities for the ICO

Evidence collected from stakeholders suggests that certain types of data-intensive businesses
(such as those active in digital marketing and financial services) expect significant cost increases as
a result of the proposed Regulation. Moreover, impact assessments have found that the overall
costs to business of implementing the proposals will be substantial, even if they lead to a net
benefit for the economy as a whole. The ICO should ensure that the implementation strategy takes
into account the concerns raised by the business community and minimises the implementation
cost, while at the same time achieving the EC’s objectives in terms of data protection, legal
harmonisation and consumer privacy.

Our research identifies some of the parameters that define a successful strategy to support the
implementation of the new Regulation for the benefit of UK business and data subjects. The
London Economics survey shows that:

m  21% of firms in the sample have been in contact with the ICO on a previous occasion.

m Companies that handle fewer records of personal data are more likely to have had
contact with the ICO in the past.

m  Companies who had previous contacts with the ICO are much more likely to approach the
ICO concerning the new Regulation.

As part of its wider engagement with business, the ICO should consider the evidence that the
report provides about where engagement could be reviewed and potentially expanded, and the
possibility of this having a lasting effect.

The survey provides clear insights into the types of support from the ICO businesses would see as
beneficial:

m Provision of clear and concise guidance about the scope of the new provisions (changes
from the status quo) available on the ICO’s website is unambiguously the form of ICO
support that is seen as most beneficial.

m Second to this is a contact point (telephone helpline, email, live chat, etc) to deal with
specific questions regarding the new data protection rules.

m ICO-approved accreditation or certification schemes on specific areas of compliance are
seen as the least beneficial.

London Economics
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These findings indicate the following priorities for the ICO in fulfilling its regulatory responsibility
to help organisations understand their new responsibilities whilst continuing to uphold individuals’
privacy rights:

The ICO’s approach should focus on making information available and accessible through
various channels (both on the website and through its helpline).

The ICO should focus on raising businesses’ awareness of the future ICO guidance and
advice that will be available (both on the website and through its helpline). This could
take the form of an active information campaign used in parallel with and in support of
measures to provide information on demand.

The ICO should focus on the provision of clear and concise guidance on those provisions
that are seen as the most burdensome by business, alongside its activities to alleviate
data protection risks for individuals. Survey evidence suggests that even seemingly
straightforward measures like the provisions on fines and DPO requirements are
insufficiently understood by many businesses. Consequently, all of the measures
identified as burdensome in this study merit equal attention by the ICO.

o [ roroms
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1 Background & context

Box 2: Section summary

B The purpose of the study is to provide the ICO with independent and objective evidence in
three areas:

o the net objective cost to UK business of complying with the proposed data
protection Regulation;

o the provisions that are seen as the most challenging for business; and
o the areas in which the ICO should focus its support/education efforts.

B Existing evidence reveals considerable uncertainty regarding the impact of the proposed
European data protection Regulation on business.

1.1 TheICO’s brief

The Information Commissioner’s Office (ICO)* appointed London Economics to undertake a study
that objectively evaluates the potential implications of the draft proposals for a new EU data
protection legislative framework for business. Within this context, three areas are of special
interest to the ICO:

1) The overall net* objective cost to UK business to comply with the relevant provisions
in the proposed new data protection regulation, including one-off and recurring costs.

2) The articles in the proposed regulation that will cause the greatest challenges — and/or
benefits —for business in terms of compliance.

3) The types of practical support and guidance the ICO could provide to businesses in the
implementation of the proposed measures.

The study is not intended as a comprehensive analysis of the costs and benefits of the proposed
regulation and its application in practice. Rather, the purpose of the study is to provide
independent and objective research to further the ICO’s understanding of the potential
implications of the Commission’s new data protection proposals for business. Objective evidence
will enable the ICO to better assess some of the more questionable costs estimates for
implementation of the new proposals that have been put forward by business and others.

Furthermore, the research is aimed at strengthening the ICO’s efforts to assist business with the
implementation of and ongoing compliance with the new Regulation in order to achieve maximum
benefits at the least cost to business, while ensuring individuals’ privacy rights are upheld.

The study draws on the ICO’s initial response to the draft proposals and a background paper that
was published alongside the specifications of the study exploring the practical implications of

® The ICO (http://www.ico.org.uk/) is the UK's independent public body set up to promote access to official information and to protect
personal information. The ICO regulates and enforces the Data Protection Act, the Freedom of Information Act, the Privacy and
Electronic Communications Regulations and the Environmental Information Regulations.

“That is, beyond the existing obligations of the current data protection directive (Directive 95/46/EC), other current statutory
obligations or standard business practices.

London Economics
Implications of the European Commission’s proposal for a general data protection regulation for !
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1 | Background & context

specific provisions in the proposed regulation for business. Other important sources are the
responses to the Ministry of Justice’s call for evidence and the European Commission’s own impact
assessment of the proposals.

1.2 The European Commission’s proposal for a general data protection
Regulation

1.2.1 State of play

On 25 January 2012, the Directorate General for Justice at the European Commission announced
its legislative proposals for the protection of individuals with regard to the processing and use of
personal data. The proposed framework consists of two EU documents: a draft Regulation
legislating for general data protection that is “binding in its entirety and directly applicable in all
Member States”’; and, a draft Directive (binding as to the result to be achieved but leaving
discretion in the choice of form and method to national authorities) with the aim of protecting
personal data processed for the purpose of prevention, detection, investigation or prosecution of

criminal offences®.

The Regulation is expected to come into force in 2015, replacing the 1995 Data Protection
Directive (95/46/EC), which is implemented into UK law by the current Data Protection Act 1998
(DPA). The Directive would repeal and replace the existing Data Protection Framework Decision,
which was negotiated in 2008, and implemented in the UK through the issuing of an administrative
circular.

1.2.2 Uncertain impact

Alongside the publication of the proposals, the European Commission published an Impact
Assessment of the overall costs and benefits the proposals would have in the EU. The Commission
estimated that the new legislative framework would bring net savings for economic operators of
€2.3 billion, from the elimination of legal fragmentation and the ensuing reduction in
administrative burdens’.

Others, including business organisations such as the Confederation of British Industry (CBI) have
expressed the view that the European Commission overestimates the net benefits to business
from reduced administrative burdens and fails to accurately quantify the cost of implementing
processes and procedures that will be necessary to meet the new obligations. Concern has been
expressed that the new Regulation could put European businesses at a competitive disadvantage.

The Information Commissioner’s initial analysis of the proposed Regulation suggested that there is
a risk that the “implementation of rules perceived as onerous or disproportionate may lead to

® EC COM (2012) 11 final, Article 91
® EC COM (2012) 10 final
7 EC SEC (2012) 10 final
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2 | Provisions of the proposed Regulation

more variable standards of compliance by reluctant data controllers.”® This could actually hinder
harmonisation within the EU and fail to enhance protection of individuals.

The aim of this study is to assess the impact of the Commission’s proposals on UK businesses. In
the next chapters, we:

m summarise the provisions of the proposed Regulation;
m assess the nature and magnitude of such implications based on existing evidence;

m analyse the relationship between businesses’ cost expectations and their knowledge of
the provisions and the data-intensity of their business; and

m make recommendations on the type of support that the ICO could provide to businesses
to help with the implementation of the Regulation.

The evaluation takes place against a background of persistent uncertainty about the scope of some
provisions of the proposed Regulation and the interpretation that will guide the enforcement of
the new rules. Uncertainty is pervasive across the provisions of the proposed regulation, and
affects more abstract and unsettled aspects, such as the obligations of data controllers under the
so-called right to be forgotten, as well as seemingly straightforward changes such as those
regarding administrative fines and the appointment of Data Protection Officers.

2 Provisions of the proposed Regulation

Box3: Section summary

B The research focused on the most relevant changes for business - it does not consider all the
provisions in the draft Regulation. This section analyses the following specific areas of the
Regulation that are likely to have the greatest implications for business:

o definitions;

o consent requirement;

o protection for children;

o rights of data subjects;

o obligations on data controllers and processors;

o data protection officers;

o international transfer of personal data;

o cooperation and consistency of supervisory authorities;

o administrative sanctions.

The draft Regulation specifies:

[ ] principles relating to personal data processing;

[ | rights of data subjects to access their personal data, have it rectified or erased, object to
its processing and not be subject to profiling;

#1co (2012), p.3
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2 | Provisions of the proposed Regulation

[ | obligations of data controllers and data processors to provide information to individuals,
report breaches of data security and put in place technical and organisational measures;

[ ] rules on transfer of personal data to countries outside the European Economic Area (EEA)
and to international organisations;

[ ] rules relating to national “independent supervisory authorities” and how they should
cooperate with each other and the European Commission; and

[ ] remedies available to data subjects and administrative sanctions available to supervisory
authorities.

The main changes from current data protection law that the proposed Regulation introduces are
summarised below.

New and updated definitions

Under Article 4, definitions of key terms such as data subject, data controller and personal data
are augmented to account for possible “online identifiers” (e.g. IP addresses, cookie identifiers,
etc.), in addition to the “traditional identifiers”. Moreover, the draft proposal introduces new

terms such as “location data,” “genetic data” and “biometric data”’.

n u

A higher standard for obtaining consent

The 1995 Directive required consent to be given “unambiguously” . In the new definition of “data
subject’s consent,” the criterion “explicit”*" is added and consent is to be given “in the context of a
written declaration”*2. This is intended to eliminate any confusion as to whether consent has or
has not been given, and whether it can be implied by a particular action (or inaction).

Greater levels of protection for children

Article 8 of the draft proposal sets out further conditions for the lawfulness of the processing of
personal data of children below the age of 13, in relation to consent for online services offered
directly to them.

New and strengthened rights for data subjects

The 1995 Directive established the right to access personal data “without constraint at reasonable
intervals and without excessive delay or expense”**. The new proposed Regulation expands the
set of information that must be provided to individuals™* and removes the ability to charge a fee
for subject access requests (SARs)™.

° EC COM (2012) 11 final, Article 4

'° Directive 95/46/EC Article 7(a)

"' EC COM (2012) 11 final, Article 4(8)

2 EC COM (2012) 11 final, Article 7(2)

3 Directive 95/46/EC Article 12(a)

" EC COM (2012) 11 final, Article 14 and Article 15
'3 EC COM (2012) 11 final, Article 12
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2 | Provisions of the proposed Regulation

It further elaborates and specifies the right of erasure provided for in Article 12(b) of the 1995
Directive and provides the conditions for the right to be forgotten (Article 17). This includes the
obligation of a controller, who has made the personal data public, to inform third parties on the
data subject's request to erase any links to or copies of that personal data.

Article 18 of the proposed Regulation introduces the data subject's right to data portability, i.e. the
right to transfer one’s personal data from one organisation to another through a “commonly used”
electronic format. As a precondition, it provides the right to obtain such data from the controller
both in a structured format or raw data form.

New obligations on data controllers and processors

Under current law, data controllers are required to notify the supervisory authority (the ICO in the
case of the UK) of their data processing activities and pay a notification fee to the authority'®. The
proposed Regulation removes this general notification requirement (and fee) but introduces the
obligation for data controllers and processors to maintain documentation of all the processing
operations under their responsibility (Article 28)"’.

Data controllers, or processors on their behalf, are required to carry out a data protection impact
assessment (DPIA) prior to processing operations that “present specific risks to the rights and
freedoms of data subjects” (Article 33). This includes profiling, processing of sensitive types of
personal data, monitoring of publicly accessible areas and the use of large-scale filing systems with
children’s data, genetic data or biometric data.

The Commission proposes a general obligation on data controllers not only to comply with but to
demonstrate compliance with the data protection legislation (Article 22). Proof of compliance
comes in various forms, including maintaining documentation of processing activities and of data
protection impact assessments.

Article 30 obliges the controller to implement appropriate technical and organisational measures
for the security of processing, as in the 1995 Directive'®. However, it extends this obligation also to
processors, irrespective of the contract with the controller.

Article 31 of the proposed Regulation requires that all personal data breaches must be reported to
the supervisory authority without undue delay, and where feasible within 24 hours. Currently
there is no general obligation on data controllers to report breaches of security which result in
loss, release or corruption of personal data, although such a requirement has been introduced for
Communication Service Providers under the revised e-Privacy Directive'®. Moreover, under the
proposed Regulation, “the notification shall be accompanied by a reasoned justification in cases
where it is not made within 24 hours”.

' Directive 95/46/EC Articles 18(1) and 19

7 Article 28 excludes companies that employ fewer than 250 people and process personal data only as an ancillary activity.
' Directive 95/46/EC Article 17(1)

*° Directive 2002/58/EC Article 4(2)
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Mandatory appointment of a data protection officer (DPO)

Both public organisations and private companies (of over 250 employees or whose core activities
involve systematic monitoring of data subjects) are required to appoint an in-house data
protection officer (Article 35). This builds on Article 18(2) of the 1995 Directive, which provided the
possibility for Member States to introduce such a requirement as an alternative to the general
notification requirement.

Updated rules on the international transfer of personal data

The proposed Regulation sets out new rules on the transfer of data outside the EEA or to
international organisations, requiring in some instances prior approval from the supervisory
authority (Article 42).

Mandatory cooperation and enhanced consistency across supervisory authorities

The 1995 Directive loosely states that “supervisory authorities shall cooperate with one another to
the extent necessary for the performance of their duties®®.” The draft Regulation, on the other
hand, introduces explicit rules on mandatory mutual assistance, including the obligation to reply to
a request of another supervisory authority within a month and prescribed consequences for non-
compliance (Article 55).

A new independent supervisory body, the European Data Protection Board (EDPB), is to replace
the current Article 29 Working Party (WP29). Under the proposed Regulation, a supervisory
authority is required to inform the EDPB whenever it takes any action against a company that
operates in multiple Member States (Article 58).

Punitive administrative sanctions in the event of non-compliance

Under current law, the ICO can issue a maximum penalty of up to £500,000 for the most serious
breaches of the DPA; moreover the ICO can decide to apply fines or not at its own discretion based
on the severity of the consequences of such breaches. The draft proposal introduces a
requirement for supervisory authorities to impose prescribed fines of up to €1 million (£0.9
million) or 2% of a firm’s annual global turnover in the event of a violation of the Regulation
(Article 79), regardless of the harm caused.

3 Impact on business

Box 4: Section summary

B To obtain new insights into the relationship between businesses’ data-intensity, knowledge of
current and proposed data protection rules and cost expectations, London Economics
conducted a survey of 506 data protection professionals working in UK companies.

B Findings on cost estimates:

o A large majority (>80%) of respondents are unable to quantify either current or

 Directive 95/46/EC Article 28(6) sub-paragraph 2
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expected future spending on data protection.

o Current and expected additional spending on data protection increases substantially
for firms holding more than 100,000 records of personal data.

o Average costs (current and expected) are driven by a small number of large
observations.

o Firms who a) derive large benefits from holding personal and firms b) risk
considerable damage from breaches of security or concerns over data security
expect higher costs.

o Firms who a) are able to put a figure on their data protection expenditure and b)
possess large volumes of personal data, are not representative of the UK business
population as a whole.

B Findings on knowledge of the proposed Regulation:

o 40% of respondents have inaccurate knowledge of all 10 provisions considered;
none accurately describe all 10 provisions; the lack of understanding persists for
companies that hold over 100,000 records of personal data.

o The lack of understanding is not necessarily the result of ignorance on the part of
respondents, but may be a consequence of the complexity of the proposed
Regulation and the persistent uncertainty about the meaning and implications of
some of the provisions.

o There is some support for the claim that poorer knowledge of the new provisions is
associated with higher-than-average cost expectations.
B Findings on staff in data protection compliance roles:

o The vast majority of companies with over 250 employees already employ staff with
a job role focused on data protection compliance;

o The vast majority of companies who keep more than 100,000 records already
employ staff with a job role focused on data protection compliance.

o Companies that perceive greater risk for their business from breaches of data
security or concerns about data security are more likely to have employees with a
job role focused on data protection compliance.

In this section, we gather and review the existing evidence on the implications of the proposed
Regulation, drawing on stakeholder consultations, preliminary impact assessments, commentaries
and briefs. We thereby identify the provisions in the proposed Regulation that have proven most
controversial and are likely to cause the greatest challenges for business in terms of
implementation and compliance. Where available, we present evidence that attempts to quantify
the additional cost to business of these provisions, differentiating between one-off transitional
costs and ongoing compliance costs. At the same time, we draw attention to any articles that
might benefit business, and report estimates of these benefits where possible.

In light of the wide range of cost figures that stakeholders have put forward thus far, we integrate
the existing evidence with new information gathered through a survey of 506 UK businesses. The
dataset is to our knowledge unique in using only data from respondents who whose job function
includes data protection.?! The survey data is used both to gauge the level of understanding of the

! For details on sampling, a copy of the questionnaire and a summary of the business characteristics of respondents, see Annex 1.
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new provisions amongst respondents, and how it relates to their cost expectations. By
consolidating all pieces of evidence we then assess the robustness of the different figures
advanced by stakeholders.

Finally, in Section 4, we use responses to our survey to determine which policy tools available to
the ICO would be most useful in assisting businesses to implement the proposed Regulation.

3.1 Overall expected costs and benefits

The European Commission’s Impact Assessment estimates that the proposals will lead to a net
reduction in administrative burdens for business in the EU of €2.3 billion (£2.0 billion) per year.
This entails a saving of €2.9 billion (£2.5 billion) from the harmonisation of data protection laws
across EU Member States, less a cost of €580 million (£496 million) for businesses to demonstrate
compliance to the new laws, and a cost of €20 million (£17 million) from notifying authorities of
personal data breaches. The Impact Assessment does recognise that there will be additional
compliance costs arising from the DPO and DPIA requirements, but does not attempt to quantify
these costs and excludes them from its overall net benefit figure.

Following the Commission’s publication of the new data protection legislative proposals and
ensuing Impact Assessment, the Ministry of Justice (MolJ) launched a ‘Call for Evidence’ that ran
from 7 February to 6 March 2012. This consultation sought information on the expected impact of
the draft Regulation and Directive directly from affected stakeholders in the UK. In light of the
responses received, the Mol carried out its own Impact Assessment with the aim of presenting a
“fuller summary of the costs and benefits of the proposals and their wide-ranging impacts on
affected sectors of society in the UK.”** The Mol study draws specific cost figures from a variety of
sources (including the EC impact assessment, the Call for Evidence, surveys and other studies) and
weights them to reflect the UK business demography, so as to deliver overall cost and benefit
ranges. According to the Mol study, the Regulation is expected to lead to a net cost to business of
between £80 million and £320 million per year. The expected net present value of the Regulation
to the UK over the next fourteen years is -£2.1billion (including costs and benefits to individuals
and the public sector as well as to businesses).

According to responses to our own business survey, a large majority of companies are unable to
quantify current spending on data protection (82%). When asked about expectations of future
spending (once the new Regulation comes into force) an even larger proportion of respondents
(87%) are unable to provide any estimates (both for one-off adjustment costs and additional yearly
compliance costs). Of the remaining 13%, 8% expect zero additional costs.

In contrast, one company expects to spend an extra £5 million to adjust to the proposed
Regulation and, on top of that, £1 million per year to comply. Figure 1 and Figure 2 below illustrate
current and expected future spending on data protection in relation to the volume of records held
by the company. The connected solid points reflect mean spending for the whole sample, while
the hollow shapes represent spending of individual firms.

* Mol (2012), Impact Assessment, p.5
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Figure 1: Current yearly spending and expected additional one-off costs, by number of customer

records held
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circles and blue triangles represent the corresponding individual data points. We restrict these observations to positive spending under
£1 million to aid visibility.

Source: London Economics
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Figure 2: Current yearly spending and expected additional ongoing costs, by number of customer

records held
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Source: London Economics

Aside from the clearly large variability in cost expectations among businesses, two points emerge
from these figures:

m current and expected additional spending on data protection increases substantially for
firms holding more than 100,000 records of personal data; and

m average costs (current and expected) are driven by a small number of large
observations.

This suggests that the evidence put forward by stakeholders needs to be judged in relation to the
fact that firms who a) are able to put a figure on their data protection expenditure and b) possess
large volumes of personal data are not representative of the UK business population as a whole.
Therefore studies that derive aggregate cost estimates for the UK under the assumption that
figures reported by such firms reflect the average cost to business may be misleading. We will
explore this possibility in more detail in the following subsections.

3.2 Costs and benefits of key provisions

Responses to Mol’s Call for Evidence and insights from its Impact Assessment, combined with
commentaries by the Confederation of British Industry (CBI) and evidence collected by the Direct
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Marketing Association (DMA) have informed us of which articles in the new Regulation are likely to
have the most significant impact on UK business. These include:

m lack of clarity around some definitions (Article 4);

m higher standard of consent (Articles 4(8) and 7);

m data minimisation (Article 5);

m new and strengthened rights for data subjects (Articles 12, 17 and 18);

m breach notification within 24 hours (Article 31);

m data protection impact assessments prior to risky processing operations (Article 33);

m obligation to appoint a data protection officer (Articles 35-37); and,

m imposition of large fines for failure to comply (Article 79).

In the following subsections, we examine each of these provisions in detail, and review the existing
evidence provided by stakeholders on its associated costs and benefits to business. A summary of
the mechanisms through which these provisions are expected to affect businesses in the UK is
provided below (Figure 3 and Figure 4).

Figure 3: Summary of costs

Removed New Legislation
access fee
[ (12)
Data Right to be Data Explicit Punitive
minimisation forgotten [ | portability consent sanctions
(5) (17) — (18) (4) (79)
| | —
Breach [ Limits on operations ]
— | notification 1 )
(31) Direct
—— Limits on benefits
L effects
of personalisation
[ DPIAs &
DPOs Reductionin
\ﬂd investment
v v v Vv ‘L Jl v
Update Admin Extra Reduced Reduced Losses
System . .
legacy costs & staff sales & innovation & from
development . .
data red-tape costs revenue dynamism fines
4 4 { J {
L g .
. . Decreased competitive advantage
Transitory costs Ongoing costs

Source: London Economics

22

London Economics
Implications of the European Commission’s proposal for a general data protection regulation for -

business S



3 | Impact on business

Figure 4: Summary of benefits ‘
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The drivers of cost expectations

What emerges from our review of the evidence is that many UK businesses expect the
repercussions of the new Regulation to be large. One approach to evaluating the validity of these
claims is to determine what drives companies’ conjectures of future costs associated with data
protection regulation. On these grounds, we investigate which business characteristics are
associated with systematically higher cost expectations, and whether this differs for companies
with different levels of knowledge of the proposed Regulation.

In our business survey, for each of the key provisions listed above, we ask respondents to select
one of three possible definitions: one of these responses reflects the current legislation (status
quo); one the new Regulation (correct); and one a more restrictive but fictitious definition
(incorrect).”® Figure 5 illustrates the distribution of correct answers across firms. As shown below,
40% of companies that participated in our survey have inaccurate knowledge of all 10 provisions
considered. None accurately describe all 10 provisions.

* For the full list of questions and answers, see Annex A1.2.
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Figure 5: Number of correct answers on knowledge of provisions
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A comparison between the proportion of survey respondents who gave a wrong answer to the
questions about the content of the provisions (i.e., they either named the status quo instead of
the proposed measure or a fictitious stricter measure) or recorded a ‘don’t know’, shows the scale
of the uncertainty: at least 48% (consent requirements) and up to 71% (administrative fines) of
respondents report they don’t know the scope of the provision in the EC proposals, while between
9% (DPO) and 37% (SARs) get the content of the proposals wrong.

London Economics
Implications of the European Commission’s proposal for a general data protection regulation for
24 business

Lneion [roeomics



3 | Impact on business

Figure 6: Uncertainty about the proposed measures (% don’t know vs % wrong)
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Note: “wrong” answers are answers where respondents identified either the status quo or a fictitious (stricter) provision as the
proposed measure.
Source: London Economics

In summary, the survey evidence suggests that a majority of companies in the UK do not have a
clear grasp of how data protection regulation will change once the EC proposals are enforced.
Moreover, this lack of understanding persists for companies that hold over 100,000 records of
personal data, and presumably dedicate a significant amount of resources to data collection,
processing and storage.*

It is important to note, however, that this lack of understanding is not necessarily the result of
ignorance on the part of firms, but may also be driven by the complexity of the proposed
Regulation and the persistent uncertainty about the meaning and implications of some of its
provisions.

We use the total number of correct answers per firm described above to construct a measure of
the firm’s ‘knowledge’ of the provisions and incorporate this variable into a model that relates a
number of firm-specific variables with cost expectations.” Due to the inability of most firms to

** The distribution of correct answers remains unchanged when we distinguish between companies holding less than 100,000 records of
customer or third party data and those that hold 100,000 and above. See Annex A1.3.3.

» We develop the model described here in an iterative procedure, progressively refining it by eliminating insignificant variables. For
instance, once one accounts for the level of risk of harm from data security concerns, size of firm, number of records held and
types of records held become superfluous and are excluded to improve precision of the model.
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quantify expected costs numerically, we use a categorical measure of expected costs, on a scale
from 1 (no additional costs) to 5 (substantial additional costs). Of the factors considered as
potential drivers of cost expectations®®, two stand out:

[ ] the extent to which firms derive large benefits from holding personal data; and

[ ] the extent to which firms risk considerable damage from breaches of security or concerns
over data security.

This is to be expected — companies that derive the greatest benefit from holding data will typically
process and store data as a core part of their business, and as a result, incur higher costs from
updating legacy data, developing new IT systems and ensuring compliance.

Interestingly, the combined effect of high benefits from holding data and greater knowledge of the
proposed Regulation is to lower expected additional cost. This means that amongst companies
that derive value from holding personal data, those that have a better understanding of what the
new Regulation will entail report systematically lower expected costs than those who do not. This
suggests that, to some extent, fear of excessive burdens from complying with the new legislation
may be a result of misunderstanding or misinterpretation of the provisions, and the degree to
which they differ from current law.

In the following subsections we replicate a similar analysis for each individual provision.
3.2.1 Definitions (Article 4)

The vast majority of respondents to the Mol’s Call for Evidence on the Proposed EU Data
Protection Legislative Framework are concerned over the lack of clarity in some definitions used in
the proposed Regulation. In particular, stakeholders are still unclear about the status of indirect
identifiers (e.g. IP addresses, cookies), which, rather than being linked to a person, identify a
device.

Respondents from the IT industry find that broadening the definition of personal data to include
indirect identifiers such as IP addresses may inhibit businesses from providing certain services.

The Federation of Small Businesses (FSB) are concerned that the new definitions of “personal
data”, “processing” and “controller” will increase the remit of data protection, capturing more
businesses and scenarios within the legislation and, as a result, increasing burdens on their
business process and procedures. Moreover, the new legislation would affect even firms that do
not handle data as an important part of their business.

As is apparent in the figure below, over half of the businesses that took part in our survey are
unsure of how the proposed Regulation extends the definition of personal data. This corroborates
the sense of vagueness of the provision that is expressed in the MoJ’s Call for Evidence. A third of
respondents, nonetheless, correctly understand this provision. This is the second highest
proportion of correct answers out of all the provisions we consider. As we will see in the following

%% A full description of the variables considered and the regression output is available in Annex 0.

London Economics
Implications of the European Commission’s proposal for a general data protection regulation for
26 business F=SS



3 | Impact on business

subsections, this provision is also characterised by a larger than average proportion of ‘no
additional cost’ responses.

Figure 7: Distribution of respondents’ answers to the question on the definition of personal data

(left); and distribution of related cost expectations (right)
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As before, we performed an econometric analysis of the predictors of expected additional cost
related to the extended definition of personal data. Unlike our model of overall cost expectations,
where ‘knowledge’ captures the firm’s breadth of knowledge of all relevant provisions, here we
focus on knowledge of this particular provision alone?’. We find that the most significant predictor
of cost expectations is, again, the firm’s risk of damage from data security issues.

Interestingly, firms that employ staff with data protection responsibilities and have accurate
knowledge of this provision tend to report higher expected costs. One explanation for this is that
companies that already employ staff, whose core responsibilities relate to data protection, handle
larger amounts (and potentially more sensitive types) of data. It is for these companies that the
extension of the definition of personal data may pose restrictions on business activity. Because
they have an accurate understanding of the new provision (as opposed to the general lack of
clarity described by most stakeholders), they will recognise how the extension of the definition of
personal data will affect their activities — i.e. more than the average firm.

3.2.2 Consent and conditions for consent (Articles 4(8) and 7)
Responses to the MolJ’s Call for Evidence indicate a number of concerns amongst businesses about

the higher standard of consent, defined as “explicit,” and about the conditions for consent, which
place the burden of proving consent on the data controller. More than half of the respondents felt

%7 Again the model for individual provisions was developed by iteration, progressively eliminating insignificant factors. As such, the total
number of correct answers is excluded from the model.
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that this would require data controllers to give data subjects an “opt-in” for their personal data to
be collected.

In a digital environment, explicit consent requirements impose practical difficulties. Requiring data
controllers to provide data subjects with an opt-in to the processing of their personal data (where
this processing is based on their consent) is particularly onerous when data controllers must also
gain consent for placing cookies on users’ equipment (Privacy and Electronic Communications
Regulation 2003). The Internet Advertising Bureau (IAB) is concerned that making the online
experience more cumbersome will generate “consent-fatigue”?®. This may actually undermine
data protection concerns by leading them to opt-in as a matter of routine rather than encouraging
informed consent.

Moreover, according to evidence submitted to the MoJ?’, the implementation costs involved in
complying with Article 7 (on the burden of proof) — namely, printing, storing and producing a
physical copy of the data subject’s acceptance to a statement of consent — would be a
considerable burden, especially for SMEs.

Consent requirements are particularly sensitive for direct marketing and e-commerce firms. The
FSB notes that a significant cost for e-commerce businesses will be to adapt their websites to ask
for consent to gather data. Case study evidence gathered by the Direct Marketing Association
(DMA) reveals how the formulation of the legislation which is currently in place would lead to cuts
in profitability, increased costs and even staff losses. The DMA estimate that in 2011, £14.2 billion
was spent on direct marketing, which generated, directly or indirectly, 530,000 UK jobs.*
Restrictions in this market are thus likely to be costly to the UK economy. The Internet Advertising
Bureau (IAB) estimates that the new Regulation may cost UK businesses up to £633 million per
year in lost advertising revenues as firms reduce spending on online advertising. Using survey
evidence from a sample of 600 UK companies, the DMA estimates the overall cost to business of
stricter consent requirements to be £47 billion, due to the inability to target consumers directly.

There may also be costs in terms of reduced investment in internet start-ups, which would
particularly harm the ICT sector. Booz & Co. carried out a survey of 189 angel investors and 24
venture capitalists in the US to investigate the impact of changes in privacy regulation on the
decision to invest in advertising technology companies.®’ They find that introducing an opt-in
requirement for the collection of personal data reduces the number of investors in advertising
technology by 65%.%* Moreover, by restricting the ability to generate sales revenues or develop
new digital media applications through direct marketing, the provision would constrain innovation
and dynamism in the industry.*

1B (2012)
** Mol (2012), Summary of Responses, p. 14.
** DMA (2012), pp. 5,9

*' Though the study uses a survey of investors in the US, a significant amount of their investments were directed to high-tech
companies in the EU.

32 Le Merle et al (2012)
* DMA (2012), p.12
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Preliminary findings on the cost of higher consent standards to business are summarised in the

table below.

Table 1: Estimated costs of provisions on consent by business activity

Business activity Transitional costs

On-going costs

Financial services Reformulating existing customer
databases could cost anywhere
between £100,000 and £500,000.
[DMA - Financial service
organisation]

Reviewing and updating legacy data
to comply with the Regulation would
cost approximately £6 million. [DMA

- Global data company]

Data services

Direct Marketing
& Digital
Advertisement

E-commerce
Retailers
ICT

Adaptation of websites. [FSB]

Membership
Organisations

Other Business
Services

Total UK
businesses

The requirement for explicit consent could lead
to an inability to market to existing customers
thereby losing revenue of approximately £6
million. [DMA - Financial service organisation]

Explicit requirements for consent would lead to
annual losses in revenue of £1 million. [DMA -
Global data company]

Additional costs generated by administration
from the right to be forgotten, explicit consent
for data processing and the training of a data
protection officer would lead to estimated
extra costs of £50,000 - £75,000 per year.
[DMA - Global marketing service provider]
The explicit consent requirement could lead to
a 50% drop in turnover and a loss of 26 jobs.
[DMA - List broking company]

The proposals as drafted may cost UK
businesses up to £633 million in lost
advertising revenue. [IAB]

Requiring data subjects to opt-in before any
data is collected reduces the pool of investors
in advertising technology start-ups by 65%.
[Booz&Co]

The requirement for explicit consent would
make fundraising via marketing impossible. An
extra £90,000 would have to be found to cover
increased telemarketing staff numbers. [DMA
— Charity membership organisation]

The explicit consent requirement would lead to
a 50% drop in business. [DMA — Bureau
cleaning service]

Average cost of £76,000 per year per SME
which translates to £47billion per year to all
UK businesses [DMA — Putting price on direct
marketing]

Source: London Economics

While the implementation of explicit consent will no doubt pose difficulties to direct marketers
and online advertisers, the cost figures illustrated above may be misleading. In particular, the
DMA'’s prediction of a £47 billion loss in revenue per year reflects a loss in the total value of direct
marketing to the UK economy — i.e. it assumes that this provision will wipe out the direct
marketing business entirely.
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It's hard to believe that enforcing the explicit consent requirement will eradicate this market
completely, no matter how burdensome for businesses. This being said, there is a legitimate need
for greater clarity as to what exactly constitutes explicit consent. Our survey analysis, in fact,
reveals that 48% of companies are unsure of what the higher standard of consent entails.
Moreover, even though a good proportion of companies give the right answer (38%), this does not
prove that these companies understand the substance of the new definition — i.e. how/if the term
“explicit” differs from the term “unambiguous”.

Figure 8: Distribution of respondents’ answers to the question on consent requirements (/eft);

and distribution of related cost expectations (right)
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Benefits and risks associated with holding data are again among the strongest predictors of
expected additional cost of the explicit consent requirement (see Annex Al.4). Interestingly, for
this particular provision, the factor that has the largest positive impact on expected costs is the
presence of staff whose core responsibilities involve data protection. As before, this could reflect
the greater dependence on large quantities of personal data by firms that employ data protection
staff.

Business benefits

Business may derive certain indirect benefits from the implementation of higher consent
standards. Specifically, shifting the burden of proof of consent on businesses is likely to reduce the
risk of data loss or misuse. The result is that there will be an overall reduction in costs arising from
litigation and fines. Additionally, enhanced consumer trust in data controllers may spur increased
usage of the online channel.

The business benefits engendered by greater consumer trust (more users, more data, more
accurate information) are potentially very large. However, to our knowledge, no conclusive
evidence exists to show that the growth of e-commerce can be further accelerated by
strengthening consent requirements. The evidence that portrays consumers as reluctant

London Economics
Implications of the European Commission’s proposal for a general data protection regulation for -
30 business e



3 | Impact on business

participants in an online market that offers insufficient levels of control over personal information
is difficult to judge when seen against the background of strong growth in e-commerce in both EU
and non-EU jurisdictions. Moreover, some evidence suggests that consumers that feel more in
control of their personal data disclose more of it (“paradox of control”?*), thereby potentially
leading to overall greater risk of harm through data loss, as well as potential adverse effects on
market structure (reduced competition due to the trust advantage of incumbents/big brands). The
guestion of business benefits clearly warrants more research.

3.2.3 Data minimisation (Article 5)

The requirement that personal data be “limited to the minimum necessary” was welcomed by
data protection advocates, who find that it will reassure consumers that only the minimum
indispensable amount of their personal data will be used by data controllers to provide a service.
Increased trust in service providers clearly benefits business.

However, data controllers who responded to the Mol’s Call for Evidence indicated that the
financial impact of ensuring compliance of their existing databases with the proposed regulation is
potentially very large (up to £10-15 million for a media sector company alone).

Unlike the preceding two provisions, in the case of data minimisation the second largest category
of answers is status quo, meaning a large proportion of firms believe the new provision to require
what is actually already prescribed by current law. In fact, the new provision does not diverge
considerably from the current requirement whereby personal data must be “adequate, relevant
and not excessive in relation to the purposes for which they are collected”. Here, large adaptation
costs may be exaggerated by companies that overestimate the additional requirement of this
provision relative to the current legislation.

** See e.g. Tucker (2010); Brandimarte et al. (2010).
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Figure 9: Distribution of respondents’ answers to the question on data minimisation (/eft); and

distribution of related cost expectations (right)
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The most interesting result from our estimation of the drivers of cost expectations related to data
minimisation is that companies that are unsure of the provision’s meaning (don’t know) report
systematically higher additional costs relative to the base (status quo). This provides additional
support for the claim that poorer knowledge of the new provisions is associated with higher-than-
average cost expectations.

3.2.4 Rights of the data subject (Articles 12, 17 and 18)

The practical and financial challenges that have sparked the most discussion by stakeholders are
those that relate to provisions that strengthen the rights of data subjects. Notably,

[ | Art. 12: abolishment of the fee for subject access requests (SARs);
[ | Art. 17: the right to be forgotten and to erasure; and,
[ ] Art. 18: the right to data portability.

Some stakeholders are concerned that these measures may have the unintended effect of
distorting consumer behaviour. In the case of fee abolishment, there is the concern that this will
lead to an increase in frivolous and/or vexatious requests, putting strain on resources and budgets.
Similarly, business respondents feel that the provision on data portability may induce consumers
to swamp companies with requests to have their personal data made available to them in an
agreed format for reuse, putting severe strain on their resources (particularly in the case of SMEs).
The right to be forgotten is widely considered over-ambitious and impractical; moreover, in an
environment where data can be replicated and divulged in seconds it is found to be misleading
and place “unrealistic expectations” on data controllers.

Table 2 below summarises predictions of costs and benefits that are associated with the
prescribed articles, as expressed by a variety of stakeholders.
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Table 2: Costs and benefits of provisions strengthening data subject rights for business

Business Transitional costs On-going costs Business benefits
activity
Data Articles 12 & 17: Article 18
Services A one-off cost of £500,000 Benefits to data service
for system development to providers if portability
meet right to be forgotten, encourages the rise of new
privacy by design and information services. [MoJ —
removal of subject access Call for Evidence]
fees. [DMA - Data service
provider for retailer]
Articles 17 & 18:
Data portability and right to
be forgotten could require a
one-off system development
at a cost of £100,000. A cost
of up to £5 million for data
already collected but could
not be used if the Regulation
is retrospective. [DMA -
Global data company]
Marketing  Article 17: Articles 4, 17 & 35:
The cost of updating the Additional costs generated by
CRM system would run into administration from the right
the thousands of pounds. to be forgotten, explicit
[DMA - B2B telemarketing consent for data processing
and digital marketing and the training of a data
company] protection officer would lead
to estimated extra costs of
£50,000 - £75,000 per year.
[DMA - Global marketing
service provider]
Financial Article 17 & 18: Article 12: Article 12:
Services Cost of changes to IT systems  Increased volume of SARs + If people are encouraged to
and services. [MoJ - Call for  no fees to help pay for costs correct their personal data,
Evidence] of SARs, estimated at £100- better credit decisions will be
£500 per SAR. made about individuals. [MoJ
Cost of providing extra — Call for Evidence]
information (e.g. how long
data will be stored for), more
quickly.
Article 17:
Additional costs of dedicating
staff to this task; difficulty in
tracking deletion and
rectification; and, obligation
to demonstrate. [MoJ - Call
for Evidence]
ICT Article 18 Article 12

“Mandating a single format
for data transfer will require
technology providers to

73% of individuals surveyed
by Populus said ‘the ability to
withdraw my data’ would
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change other aspects of their  make them more comfortable
products and services, which  with sharing information.

may result in less [MolJ — Impact Assessment]
functionality, less diversity Article 18

and worse overall user Benefits may arise if
experience.” [Microsoft] portability encourages the

rise of new information
services. [MolJ - Call for
Evidence]
Total UK Article 12
businesses £12-37 million
[MoJ — Impact Assessment]

Source: London Economics
Subject Access Requests (SARs)

According to the MoJ’s Impact Assessment, the additional cost to business of removing fees for
data subjects to access their data depends solely on the cost of responding to a SAR and on the
increase in number of SARs. The loss in income from the fee itself is more than offset by the
removed cost of administering the fee. The Mol estimates that removing the £10 fee will increase
the number of SARs by 25-40%.%* The estimated cost of responding to a SAR ranges £50-£100 per
request (though respondents to the MolJ’s Call for Evidence from the financial services sector
reported costs of £550-£650 per request). Using the loss estimates of £50-£100, the MolJ estimates
that the cost to business of Article 12 will range from £12 million to £37million, depending on the
extent of the increase in SARs.

As with data minimisation, a sizeable portion of respondents to our business survey fail to identify
the subtle difference between the current legislation and what is intended by the new provision
(see Figure 10). Specifically, about a quarter of companies do not recognise the abolishment of the
fee for SARs (as opposed to current law which allows fees that are not “excessive”). Nearly half the
companies in the sample cannot predict how this provision will affect their business.

* These figures are based on studies in which fees were introduced In Ireland and Ontario, leading to a reduction in FOI requests (Office
of Information Commissioner, 2005; and Frontier Economics, 2006).
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Figure 10: Distribution of respondents’ answers to the question on subject access requests (/eft);

and distribution of related cost expectations (right)
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The econometric analysis relating knowledge of the provisions and other firm characteristics to
cost expectations shows a consistent pattern for the provisions on subject access requests, right to
be forgotten, data portability, breach notifications and data protection impact assessments: the
predictor that has the largest effect on cost expectations is the presence of staff with data
protection responsibilities®.

Right to be forgotten

It is the European Commission’s political aim to give internet users a greater degree of control
over the availability and use of their personal data. The right to be forgotten fits into this agenda.
Under current law, individuals are granted the right to demand “rectification, erasure or blocking
of data”®” that is inaccurate, incomplete or unlawfully processed. Moreover, personal data can be
retained “for no longer than is necessary for the purposes for which the data were collected or for
which they are further processed”*®.

In a society based on increasingly personalised services, where every piece of information can be
argued to be relevant, this limitation is rather flexible. Data controllers have an ample margin of
appreciation in determining for how long retaining personal data serves a legitimate purpose.
Once consent is granted, the current legal framework does not provide individuals with
substantial, real-time control over their personal data. The proposed right aims to address this by
shifting the balance of power from data controllers to data subjects.

% All regression results are shown in Annex 1.
% Directive 95/46/EC, Article 12(a).
* Directive 95/46/EC, Article 6(e).
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More controversially, the proposed Regulation would make data controllers responsible for the
publication of personal data by third parties. This combined with the imposition of high sanctions
in the event of non-compliance, may incentivise companies to “opt for deletion in ambiguous
cases, producing a serious chilling effect.” There is widespread concern that this “may encourage
pre-emptive censorship and curb innovation”* in digital services. Though difficult to quantify,
such an impediment to innovation may pose a significant burden on businesses, particularly on
internet-based start-ups.

Another concern is that an increased perception of control over publication of personal
information encourages consumers to disclose more sensitive information (the so-called “privacy
paradox”). Behavioural research** shows that, even if people have no control over who accesses or
uses their personal information, having control over its publication increases their willingness to
reveal private information. Moreover, individuals are more likely to answer intrusive questions
and reveal sensitive information if they are in control of whether it is published or not. Thus,
granting consumers the right to be forgotten, which strengthens this feeling of control, may result
in a “revelation of ‘too much’ private information”*?, with the assurance that it can at any future
date be erased and “forgotten”. It may not be technologically feasible to erase all copies made by
third parties and divulged on the web, or prohibitively costly for data controllers to do. If failing to
abide by the obligation results in punitive fines then this could entail significant added burdens to
business.

The right to be forgotten is associated with one of the lowest proportions of correct answers
(7.5%) and a relatively even distribution of expected additional costs across the 1-5 scale.

* Rosen (2012), p.91

“ Graux et al. (2012), p.16
4 Acquisti et al. (2010)
“bid., p.29.
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Figure 11: Distribution of respondents’ answers to the question on the right to be forgotten

(left); and distribution of related cost expectations (right)
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Data Portability

Article 18 of the proposed Regulation grants the data subject the right to obtain the following from
the data controller:

m a copy of any personal data undergoing processing in an electronic format that is
specified by the EC and that allows for further re-use; and

m theright to share that data with another controller.

In the UK, the Department for Business, Innovation and Skills (BIS) has already proposed
introducing a similar scheme through its midata initiative. At the moment, midata (or analogous
schemes) are adopted by organisations on a voluntary basis. However, BIS is exploring the
possibility of making portability — the transfer of personal data from one firm to another upon the
data subject’s request — legally enforceable for firms in the same industry.** Hence, as noted in the
MolJ’s Impact Assessment, the additional costs and benefits to UK businesses of data portability as
set out in the new Regulation will depend on (a) the extent to which the midata initiative is legally
enforced; (b) the extent to which organisations already proactively offer such services; and, (c) the
extent to which consumers will make use of this new right once the Regulation comes into force.

For instance, in the telecommunications industry, data portability allows consumers to seek the
lowest price for a service by accessing all their information. Billmonitor found that switching to the
most suitable phone contract would have saved consumers £5.98 billion in 2011.* By incentivising

“BIS (2012)
“ Billmonitor (2012)
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firms to compete on price, data portability leads to a number of indirect benefits including the
development of new products and the emergence of new intermediary firms that help consumers
use their data to find the most suitable tariff. The realisation of these benefits, however, requires
consumers to actually exercise this right. Thus, the gain from introducing this data portability
depends critically on the extent to which consumers will use their data.

In terms of our survey analysis, similar conclusions hold as with subject access requests and the
right to be forgotten:

m there is widespread uncertainty amongst businesses in relation to the meaning of the
provision; and,

m firms that process more data and are at greater risk of damage from security concerns
expect above average implementation and compliance costs.

Figure 12: Distribution of respondents’ answers to the question on data portability (/eft); and

distribution of related cost expectations (right)
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3.2.5 Breaches, sanctions, DPIAs and DPOs (Articles 31, 79, 33 and 35-37)
Other provisions which may pose an excessive financial burden on business activity include:

m Art. 31: notification of personal data breaches to supervisory authorities within 24 hours;
m  Art. 33: performance of Data Protection Impact Assessments (DPIAs);

m  Art. 35-37: mandatory employment of a data protection officer (DPO); and,

m  Art. 79: administrative sanctions of up to 2% of annual turnover.

Though these provisions all share the benefit of deterring negligent or wilful misuse of data,
thereby reducing overall ICO enforcement costs, they may impose very high costs on the business
activity, particularly for small hi-tech data-intensive companies.
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These costs are mildly attenuated by the removal of the general notification requirement,
whereby data controllers must notify the supervisory authority of their processing activities. The
ICO estimates its general notification fee income to be £15.5 million per year (54% of which is from
the private sector)®. Data controllers will also save the administrative burden of completing the
annual notification form (though they will still be required to maintain documentation as
prescribed by Article 28) which was estimated to cost £12.6 per data controller by PwC in 2005.
This implies an additional cost saving to UK businesses of £2.4 million.

A summary of estimated costs and benefits is provided in Table 3.

* However, assuming that different sources of funding will be used to maintain the ICO’s activities, money no longer spent on
notification fees does not necessarily represent net savings for businesses.
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Table 3: Costs and benefits of provisions on breach notifications, administrative sanctions and

DPIA/DPO requirements

Business Transitional On-going costs Business benefits

activity costs

Marketing Articles 35-37: Article 31
Additional staff training would cost Mandatory notification may
£7,600 per year. [DMA — B2B encourage data controllers to
telemarketing and digital marketing  implement more robust security
company] measures, thus avoiding further
Articles 35-37: enforcement action and reducing the
DPO requirements for a large cost of breaches. [MoJ - Call for
research organisation they could Evidence]
easily add over £5 million annually to  Article 35-37
the cost of doing business. The Employing DPOs may aid compliance,
additional process steps and delays reduce infringements and lead to
that would take a toll on business fewer data breaches, increasing
performance are not included in this consumer confidence and reducing
figure. [Market Research Society] the risk of ICO sanctions/enforcement

actions. [MolJ - Call for Evidence]

Financial Articles 35-37: Article 31

Services Small businesses that have to Mandatory notification may
designate a DPO, as their core encourage data controllers to
activities are based on processing implement more robust security
personal data (e.g. financial and measures, thus avoiding further
insurance companies) would be hard  enforcement action and reducing the
hit. The appointment of such an cost of breaches. [MoJ - Call for
officer could costs around £30,000— Evidence]
£75,000 annually. [FSB] Article 35-37
Article 79: Employing DPOs may aid compliance,
HSBC had global revenues of around reduce infringements and lead to
£63 billion in 2010, thus a 2% fine, if fewer data breaches, increasing
applied in full, could cost the consumer confidence and reducing
company in the order of £1.2bn. [CBI]  the risk of ICO sanctions/enforcement

actions. [MoJ - Call for Evidence]
Business Article 31: Article 31
Services Estimated average notification cost of Mandatory notification may

£172,000 per breach in the UK.
[Symantec/Ponemon]

Taking 2010/2011 figures for
breaches reported to ICO as base, if
the number of minor unreported
breaches is similar, mandatory
notification will increase costs by
£104 million (603 x £172,000). [MoJ —
Call for Evidence]

Articles 35-37

Estimated cost of £50,000 per year to
employ a DPO per company. If 50% of
large data controllers (5,900 in the
UK) already have a member of staff
fulfilling this role, the additional cost

encourage data controllers to
implement more robust security
measures, thus avoiding further
enforcement action and reducing the
cost of breaches. [MoJ - Call for
Evidence]

Article 35-37

Employing DPOs may aid compliance,
reduce infringements and lead to
fewer data breaches, increasing
consumer confidence and reducing
the risk of ICO sanctions/enforcement
actions. [MoJ - Call for Evidence]
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ICT/

Research

Total UK
businesses

will be £147m per year. [MoJ - Call
for Evidence]

Article 35-37

Costs of employing a DPO are likely to
be higher for small firms who
undertake large amounts of data
processing such as hi-tech start-ups
and medical research organisations.
[MoJ - Call for Evidence]

Article 31 Articles 31, 33, 35-37 and 79

Total annual cost of reporting Total annual savings from reduced
security breaches personal data breaches as a result of
= SMEs: £20-£55 million breach notification, sanctions, DPOs
= large firms: £11-£76 million and DPIAs

=  Total: £31-£131 million - SMEs: £34-£68 million

Articles 33 - lLarge firms: £25-£56 million
Total annual cost of carrying out - Total: £58-£124 million

DPIAs Removal of general notification

= Micro: £14 million requirement

= SMEs: £54 million £2.4 million

= large firms: £14 million [MoJ — Impact Assessment]

= Total: £81 million

Articles 35-37

Total annual cost of employing DPOs
=  SMEs: £182 million

= Large firms: £47 million

= Total private: £229 million

[MoJ — Impact Assessment]

Source: London Economics

Notification of breaches

What emerges from our survey analysis is that more than a quarter of respondents believe the
proposed breach notification requirement to be more restrictive than it actually is. In other words,
companies mistakenly assume that all interested parties (i.e. including data subjects) must be
notified of a breach of personal data without undue delay, when in fact the new Regulation will
require only the supervisory authority to be notified. Again, half of our sample is unsure of how
this will affect their costs of doing business. No additional insight is yielded by our econometric
analysis™.

* See Figure 40, Annex 1.
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Figure 13: Distribution of respondents’ answers to the question on breach notification (/eft); and

distribution of related cost expectations (right)
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Data protection impact assessments

Almost two thirds of the companies that participated in our survey are unsure of what the
provision on data protection impact assessments prescribes. Expected additional costs are fairly
evenly distributed, with a small majority selecting an intermediate cost level on a scale from 1 to 5.

Figure 14: Distribution of respondents’ answers to the question on DPIAs (left); and distribution

of related cost expectations (right)
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The only factor that has a significant and positive impact on cost expectations (see Annex 1) is risk
of harm to business from breaches in security or other data security concerns.

Data Protection officers

Our survey reveals three important facts that relate to the employment of staff whose core
activities involve data protection compliance:

[ | the vast majority of companies with over 250 employees already employ staff with a job
role focused on data protection compliance (Figure 15);

[ | the vast majority of companies who keep more than 100,000 records already employ staff
with a job role focused on data protection compliance (Figure 16); and

[ | companies that perceive greater risk for their business from breaches of data security or
concerns about data security are more likely to have employees with a job role focused on
data protection compliance (Figure 17).

These facts suggest that the majority of firms to which this provision applies are already satisfying
the requirement and need not expend significant additional resources to comply with the new
Regulation. This is in stark contrast with some of the cost estimates displayed in Table 3. One
market research company, for instance, reports an added £5 million annually to the cost of doing
business.

This discrepancy is consistent with another finding that emerges from our survey, namely that
already employing staff with a job role focused on data protection compliance is not associated
with lower expectations of costs from the requirement to employ a DPO (Figure 18). Moreover,
almost half of the respondents are not sure about the costs associated with the requirement to
employ a DPO.

Figure 15: Likelihood of employing staff with data protection responsibilities given firm size
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Source: London Economics
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Figure 16: Likelihood of employing staff with data protection responsibilities given number of

customer records held
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Figure 17: Likelihood of employing staff with data protection responsibilities given risk of harm

to business fromr data security concerns
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London Economics
Implications of the European Commission’s proposal for a general data protection regulation for
44 business

Loneion [roeomics



3 | Impact on business

Figure 18: Proportion of firms that employ staff with data protection responsibilities and

expectations of costs from DPO provision
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Figure 19: Distribution of respondents’ answers to the question on DPOs (/eft); and distribution

of related cost expectations (right)
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The arbitrary incorrect answer that we introduced as one of the possible descriptions of this
provision is that companies in excess of 250 employees or whose core activities involve data
processing must hire a new employee to cover the role of DPO. This was done precisely to verify
whether much of the controversy around this provision is in effect driven by this overly onerous
interpretation of the provision. In reality, companies need only appoint a DPO. As most companies
for which this will become mandatory are already employing staff whose main concern is data
protection, this provision should require at most limited retraining of such staff. In our model,
while the confidence intervals are very wide, the estimated impact of misinterpreting the
proposed Regulation as described above (i.e. the coefficient on incorrect) is positive and large in
magnitude.

Administrative sanctions

Article 79 proposes the administrative fines for failure to comply with the Regulation, based on a
three-tier fine system:

Tier 1: up to €250,000 or 0.5% of annual global turnover (e.g. failure to comply with SAR);
Tier 2: up to €500,000 or 1% of annual global turnover (e.g. failure to maintain correct
documentation); and

m Tier 3: up to €1 million or 2% of annual global turnover (e.g. failure to designate a DPO).

Currently, the maximum fine that can be applied by the ICO is of £500,000 for the most serious
breaches of the Data Protection Act. Under the new Regulation, the maximum penalties are not
only considerably higher, but also relatively higher penalties can be applied to less serious
breaches of security. As noted by the MoJ’s Impact Assessment, sanctions are imposed “regardless
of the harm caused” and the ICO is not given the discretion to withhold from imposing a sanction
in the event of a breach of the Regulation: “If the fine regime set out in the Regulation were
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imposed in all cases where data controllers are found to be non-compliant, then the cost to
business and the public sector would be considerable.”*’

Setting fines that are too high induces firms to misallocate resources by spending more than is
necessary on data protection rather than other areas. In the extreme case, this can drive the
marginal firm out of business. The difficulty in quantifying these indirect costs is reflected in the
lack of estimates of monetised costs for this particular provision in the existing evidence.

Our survey analysis shows that, of all the provisions considered, the one on administrative fines
receives the largest share of unsure answers relating to the description of the provision in the
survey. This is also the provision that receives the largest proportion of expected substantial
additional costs (8.5%).

Our regression analysis shows that incorrect interpretation of the provision (whereby punitive
fines of 2% of annual turnover must be applied in all instances of infringement of the Regulation) is
associated with a significantly higher cost expectation relative to companies that expect the new
provision to maintain the status quo.

Figure 20: Distribution of respondents’ answers to the question on administrative sanctions

(left); and distribution of related cost expectations (right)
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Enhanced protection of personal data

The 2012 edition of Infosecurity’s series of Information Security Breaches Surveys (of UK firms)
finds that the incidence of breaches is at an all-time high, with almost half of all large firms and a
tenth of small companies reporting a “breach of data protection laws or regulation”*® over 2011-

* Mol (2012) Impact Assessment, p.29
“® Infosecurity and PwC (2012), p.10
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2012. By implementing the provisions described in this subsection, data controllers should see a
reduction in the amount of personal data that is lost or misused. In turn, this is expected to
positively impact firms by reducing business disruptions, financial losses (from investigation,
compensation and possibly revenue leakage), and reputational damage. Based on evidence from
the same survey, the MoJ Impact Assessment estimates the reduction in breaches to save UK
businesses £58 million to £124 million per year (see Table 3).

Focusing on reputation losses only, a study conducted by Acquisti, Friedman and Telang (2006)
estimated the market reaction to the following types of privacy incidents:

m poor security practices;

m hacker attacks;

m insider attacks;

m computer or data thefts;

m loss of data or equipment; and

m other incidents such as the illegal sale or handling of individual data.

The study found a moderately negative, statistically significant cumulative drop in share prices per
privacy incident of close to -0.6% on the day following the event, which equates to an average loss
of approximately €7.4 million (£6.4million) in market value (based on US data). In general, this
market reaction is of the same order of magnitude of reactions to similar announcements
involving reputational damage (or gain). These (Jarrell and Peltzman, 1985; Chatterjee et al., 2001;
Im et al., 2001; Dos Santos et al., 1993; Hendricks and Singhal, 1997) are also shown in Table 4
overleaf.

There is some evidence that security breaches involving personal data are more damaging to
companies than other security breaches: Campbell et al. (2003) find that security breaches in
which personal data was accessed had a significant impact on a company’s stock market valuation,
while the effect of incidents that did not involve personal data was insignificant. Among privacy
breaches, those that involve financial data tend to result in larger share price reactions as might be
expected, given the value of the information and including the effect of liabilities arising from legal
claims in the future.
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Table 4: Summary of studies on market reaction to security breaches

Classification of Authors Time period  Number of Compound share-
study events price reaction (%)
Impact of data Acquisti, A., Friedman, A., and 2000-2005 79 -0.58

breaches on share  Telang, R. (2006)

price

Impact of Telang, R. and Wattal, S. (2004) 1999-2004 146 -0.65
vulnerability

disclosures

Impact of security Campbell, K., Gordon, L.A., Loeb, 1995-2000 11 -5.4

breaches on firms M. P. and Zhou, L. (2003)

(personal data

accessed)

Impact of security Campbell, K., Gordon, L.A,, Loeb, 1995-2000 43 -1.9*

breaches on firms M. P. and Zhou, L. (2003)

(all security

breaches)

Impact of security Cavusoglu, H., Mishra, B. and 1998-2000 66 2.1

breaches on firms Raghunathan, S. (2004)

Impact of security Hovav, A. and D’Arcy, J. (2003) 1998-2002 23 Not significant

breaches on firms

Comparison results: impact on share price of other types of announcements that affect reputation

Impact of auto
recall
announcements

Impact of auto
recall
announcements

Impact of IT
investment
announcements

Impact of IT
investment
announcements

Impact of IT
investment
announcements

Impact of winning
a quality award

Jarrell, G. and Peltzman, S.
(1985)

Davidson, W. L. lll and Worrell,
D. L. (1992)

Chatterjee, D., Richardson, V. J.
and Zmud, R. W. (2001)

Im, K. S., Dow, K. E. and Grover,
V. (2001)

Dos Santos, B. L., Peffers, K. and
Mauer, D. C. (1993)

Hendricks, K. B. and Singhal, V.R.
(1997)

1967-1981

1968-1987

1987-1998

1981-1996

1981-1988

1985-1991

116

133

96

238

97

-0.81

-0.68

1.16

Not significant

Not significant

0.59

Note: *not significant at the 10% level.
Source: Acquisti et al. (2006); reviewed in London Economics (2010)
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In addition to these direct consequences of reduced data breaches, there may be an indirect
benefit to businesses if these provisions reduce fraudulent use of personal data.

A survey by YouGov and commissioned by internet infrastructure company VeriSign Inc. estimates
that, in 2009, 12% of UK citizens were victims of online identity theft, resulting in a financial loss of
£463 per victim.* Reducing personal data breaches should lessen the extent to which data is
fraudulently obtained and used. The Mol argues® that this will generate additional benefits to
business if it encourages consumers to purchase goods and services that require them to share
their personal information online. While it is hard to quantify this added benefit, survey evidence
gathered by Populus reveals that, “losing control of personal information is the most significant
concern for the public” in the UK.>! For the MoJ??, this indicates that there is scope for enhancing
online privacy and thereby increasing consumer confidence in the digital market.

3.3 Second-order effects

The proposed data protection regulation will affect businesses by (a) creating a harmonised legal
framework throughout all the Member States of the European Union; and (b) introducing
administrative changes (reporting requirements etc.) that affect the way businesses operate.

3.3.1 Reduced legal fragmentation

Currently, data controllers that operate in more than one Member State incur the cost of
complying with the laws of each Member State they operate in. One of the two key aims of the
Regulation is to harmonise laws on data protection within the EU, thereby removing some of these
costs and strengthening the Internal Market.

The European Commission estimates these costs to be €5,000 (£4,000) for every additional
Member State a data controller operates in, incurred every five years (€1000 annually).”® A
Eurobarometer survey provides evidence on the number of firms in a country that operate in
other EU Member States, and how many Member States each operates in. Using these figures and
applying the same methodology as in the EC Impact Assessment, the MoJ estimate that the cost of
legal fragmentation to UK business is £66 million per year. If one accounts for the fact that only
27% of businesses operating cross-border had paid for legal advice on data protection issues in
other countries, then this estimate drops to £42 million.

Thus, while the new Regulation as drafted does not provide for full harmonisation, it does provide
businesses with significant savings in terms of translation costs, legal validation work and other
administrative costs that arise from legal fragmentation in the area of data protection.

Moreover, our survey analysis provides evidence of a clear positive relationship between the
extent of benefits from holding personal data on customers and whether or not a company

* VeriSign (2009)

%% MoJ (2012), Impact Assessment, p. 25.
* Bartlett (2012)

*2 Mo (2012), Impact Assessment, p. 26.
>3 EC SEC (2012) 72 final
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transfers data across borders (Figure 21). This suggests that reducing legal fragmentation in the EU
and facilitating the cross-border flow of personal information will be particularly advantageous to
those same companies that expect to incur the highest costs of implementation and compliance.

While, thus far, we have ignored the implications of the provisions on international (i.e. extra-EU)
transfers of personal data, it is worth noting that the reverse is true relative to within-EU transfers:
by making international transfers of data more cumbersome and costly, the proposed Regulation
is reducing the benefit these companies derive from holding personal data.

Figure 21: Benefit of holding customer data by firms that regularly transfer personal data
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Source: London Economics

In order to get a better sense of how data controllers that operate in multiple countries expect
their costs of business to change with the new Regulation, we extend the baseline model
described at the beginning of the chapter to account for the regular cross-border transfer of
personal data — within the EU, outside the EU and both.

Companies that regularly transfer personal data outside the EU as part of their core operations
expect significantly higher overall costs, on average (Figure 35, Al1.4).

3.3.2 Increased red-tape
One of the main criticisms of the EC’s draft proposal is that it places too much emphasis on

compliance paperwork, rather than results. Under Article 28, organisations are required to
maintain documentation to prove that they are compliant, and provide it to their regulator upon

London Economics
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request. This paperwork, which is not a guarantee that the actual procedures in place in the
organisation are up to standard, could impact significantly on SMEs that already employ good
information handling practices.

Another obligation designed to demonstrate compliance requires organisations to obtain prior
authorisation from the supervisory authority for processing (Article 34). This is viewed as
disproportionate for companies seeking approval of outsourcing contracts, and at the same time
could swamp the regulator with approval requests.

The new obligations will force organisations to change corporate policies and procedures, and
implement new systems. Once the procedural changes are implemented, the added paperwork
from communicating these changes to customers can also be very costly. The CBI presented
estimates by a large financial services provider that the total cost of drafting, administering and
sending out letters about policy changes amounts to £15 per customer, which adds up to millions
of pounds for its total customer base. Additional costs for customer service to be able to deal with
new queries arising from the policy changes could amount to another £100,000. It is clear that the
cost of conveying information about policy changes to consumers rises with the number of
consumers (although likely in a less than linear fashion, as larger organisations can be expected to
be more efficient and experienced in administering such changes). The magnitude of the
additional costs for business overall cannot be inferred from the example of a large financial
services company, whose costs in relation to customer information requirements are likely to be
affected by expansive sectoral regulation in addition to any additional general data protection.

The EC Impact Assessment estimates that the need to demonstrate compliance costs €200 (£160)
per organisation, based on four hours of administrative work over a three year time span (or £53
per year per company). This figure is intended to capture all of the abovementioned administrative
obligations on the data controller. Based on the EC methodology and the number of controllers
registered in the UK, the Mol estimates a total cost to business of £10 million per year. However,
this figure is likely to be much higher if documentation needs to be updated more frequently than
every three years. The Mol give an upper bound estimate of the cost to UK business of £38 million
per year (that assumes quarterly updating activity).

4 Priorities for the ICO

Box 5: Section summary

B 21% of firms in our sample have been in contact with the ICO on a previous occasion.

B Companies that handle fewer records of personal data are more likely to have had contact
with the ICO in the past.

B Companies who had previous contacts with the ICO are much more likely to approach the ICO
concerning the new Regulation.

B Overall, clear and concise guidance about the scope of the new provisions (changes from the
status quo) available on the ICO’s website is unambiguously the form of ICO support that is
seen as most beneficial.

B [CO approved accreditation or certification schemes on specific areas of compliance are seen as
the least beneficial.

B Implications for the ICO’s business engagement strategy:
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o The ICO should make information available and accessible through various channels
(both on the website and through a manned contact point).

o An active information campaign should be used in parallel with and in support of
measures to provide information on demand.

o Organisations in the areas of health and social work, financial and insurance
services, public administration54, as well as businesses in the broader services sector
appear to suffer most from a combination of lack of knowledge of data protection
rules and potential risk from data protection breaches.

Part of the ICO’s brief was to provide recommendations about practical support and guidance the
ICO could provide to businesses in the implementation of the most challenging articles, that will
also deliver practical benefits for citizens. To address this research aim, we concluded our business
survey with a number of questions relating to the company’s history of contact with the ICO and
the types of assistance it would find most useful to adjust to the new Regulation in the future. The
evidence from the survey gives indications as to which types of businesses may be fruitfully
targeted by ICO support and what type of support may be needed by different types of
businesses.

4.1 Evidence on businesses’ relationship with the ICO

With respect to businesses’ relationship with the ICO, three interesting facts stand out from the
analysis of the responses to the questions (Figure 22 and Table 5):

m A fairly small proportion of firms in our sample have been in contact with the ICO (at most
30% for different levels of data intensity and 21% overall);

m Companies that are smaller and handle relatively fewer records of personal data are more
likely to have had contact with the ICO in the pastss; and,

m  Companies who had previous contacts with the ICO are much more likely to approach the
ICO concerning the new Regulation.

> See footnote 1 above.

*> Note that our sample does not provide enough observations to make meaningful comparisons across individual sectors (SIC); see the
breakdown of the sample by sector in Table 6, Annex A1.3.1.

*® Note that this may also reflect the fact that smaller companies are likely to have less in-house expertise. In addition, the ICO may
spend a lot of time on a single contact with large company and small amounts of time on multiple contacts with smaller ones.
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Figure 22: Likelihood of having prior contact with the ICO given the number of customer records
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Table 5: Likelihood of approaching the ICO in the future

Had previous contact with Will approach the ICO in the future

the ICO Unlikely (%) Likely (%) Total
No 76.4 23.7 241
Yes 28.8 71.3 80
Total 64.5 35.5 321

Source: London Economics

4.2 Practical support and guidance the ICO could provide to businesses

Companies were asked to rank different types of support that the ICO may offer to assist in the
transition to the new data protection Regulation. Provision of clear and concise guidance about
the scope of the new provisions (changes from the status quo) available on the ICO’s website is
unambiguously the form of ICO support that is seen as most beneficial. Second to this is a contact
point (phone hotline, email, live chat, etc.) to deal with specific questions regarding the new data
protection rules. On the other hand, ICO approved accreditation or certification schemes on
specific areas of compliance are seen as the least beneficial in relation to the transition to the new
Regulation. However, average ranks for all options are positive, which suggests that each form of
support might have a role, either on its own or in combination with others, in providing effective
assistance to businesses. The issue of support options, including the interaction between different
types of engagement, warrants further investigation.
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Figure 23: Average ranking per support option ‘
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Figure 24: Distribution of rankings for each support option
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These key findings are very robust and are confirmed by analysis by firm size (number of
employees, Figure 25 below), sector®’, data intensity®®, knowledge of the provisions> and
previous contact with the ICO%. Public information campaigns are seen to be slightly more useful
on average by larger companies (50+ employees) and do not rank significantly lower than an ICO
contact point. Interactive guidance is seen slightly more positively by businesses in the service
sector (“other services”), which may reflect the fact that certain engagement channels are more
effective with specific types of businesses.

Figure 25:Average ranking of support options by firm size
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Overall, the analysis suggests that the ICO should focus its business support activities on making
information available and accessible through various channels (both on the website and through a
manned contact point). A parallel information campaign should be used alongside measures to
provide information to businesses on demand.

In terms of a potential focus on individual sectors, the ICO’s priorities should naturally include
those sectors which store and use significant amounts of personal information, or data of a
particularly sensitive nature, notably financial services, public administration, health, online

> Figure 32, A1.3.4.
*® Figure 33, A1.3.4.

> Figure 28, A1.3.4.

&0 Figure 29, A1.3.4.
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services and marketing. Naturally, businesses holding more information face potentially greater
risks, and should therefore be prioritised by the ICO.®

Our survey provides some evidence as to the sectors in which ICO support is needed most, either
because they face particular risks from breaches of data protection or because knowledge of the
proposed Regulation is low (Figure 26). In the former category, our survey confirms that
organisations in health and social work, financial and insurance services and public administration
warrant the ICO’s attention. These sectors combine high perceived risk with relatively low levels of
knowledge about the proposed Regulation. Knowledge also is limited in the services sector, even
though risks are seen as lower. Low sample sizes in individual sectors (small circles in Figure 26)
prevent us from analysing this issue in greater detail.

In practical terms Figure 6 above (p. 25) showed that even seemingly straightforward measures
like the provisions on fines and DPO requirements are insufficiently understood by many
businesses. Therefore, while the ICO should focus on those measures that have been identified as
the most burdensome by business, there is no reason for the ICO to limit its focus further or
concentrate on specific measures.

® There often is a positive association between the number of records of personal data held by a company and its size. In our survey
sample, the correlation coefficient between categorical measures of no. of records held and no. of employees is > 0.4). However,
the correspondence is imperfect; in the digital economy, small businesses (e.g. in online services) may hold and process vast
amounts of personal information (for example, in our sample, 10% of the companies in the “other services” sector with less than 50
employees report holding more than 100,000 data records on their customers or third-party individuals).
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Figure 26:Knowledge gaps and business risk by sector
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4.3 Summary

Box 6: Key findings

B A lack of understanding about the provisions in the EC's proposed general data protection
Regulation persists across business. Uncertainty is pervasive across the provisions of the
proposed regulation, and affects more abstract and unsettled aspects, such as the obligations
of data controllers under the so-called right to be forgotten, as well as seemingly
straightforward changes such as those regarding administrative fines and the appointment of
Data Protection Officers.

B The majority of businesses are unable to quantify their current spending in relation to data
protection responsibilities under existing law — and this persists in relation to estimates for
expected future spending under the new proposals. This uncertainty indicates that existing
evidence on the financial impact of the regulation are difficult to corroborate. Further research
is required to clarify some important issues, such as the role of privacy and data protection in
determining the level and intensity of consumer participation in online markets.

B The lack of understanding that the research reveals strongly indicates that there is a key role
for the ICO to play in educating and supporting businesses to increase their awareness and
understanding of the forthcoming changes. The ICQO’s priorities for supporting business in
implementing the new Regulation should focus on providing guidance on the areas of the new
provisions which are shown to be misunderstood — for example the ‘right to be forgotten, but
also the new rules on fines, the appointment of Data Protection Officers, Subject Access
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Requests and data portability.

B While uncertainty affects all industries, the ICO should focus its liaison work on organisations
involved in data-intensive activities, who face economic risks from breaches of data protection
rules, and who are active in sectors where knowledge of the rules seems to be particularly low.
The study finds evidence that the service sector in general, and specifically health, finance and
insurance and public administration® should be prioritised.

On 25 January 2012, The European Commission published new legislative proposals for data
protection, with the aim of enhancing online privacy rights of individuals and reducing legal
fragmentation in the EU. The idea behind the proposed Regulation is to increase consumer
confidence in the online channel, and at the same time facilitate the free flow of information
within the European Union, so as to “foster economic growth, innovation and job creation”.

Reactions to the proposal are mixed. Stakeholders welcome its contribution towards updating EU
data protection law to reflect the digitalisation of how information is gathered, stored and shared.
However, there are concerns that the proposal puts too much emphasis on demonstrating
compliance, and too little on achieving results. Feedback from stakeholders in the UK suggests that
the benefits from increased consumer protection, improved access to data and enhanced control
of its use may be offset by the costs of implementation and compliance to business. These costs
may be so high as to put European businesses at a competitive disadvantage, globally.

In its Impact Assessment, the European Commission estimated an overall net benefit of £2 billion
arising from the reduced administrative burden of complying with a unified EU law, rather than a
multiplicity of national rules. The MoJ’s call for Evidence, on the other hand, shows a variety of
different appraisals from stakeholders in the UK that report much higher costs of compliance than
those laid out by the EC. The MoJ’s own Impact Assessment expects the Regulation to cost UK
businesses alone somewhere between £80 and £320 million per year.

We find that considerable uncertainty surrounds these cost estimates. This is based on very strong
evidence from a unique new survey of individuals with data protection responsibilities in UK
companies. In particular, the survey demonstrates widespread and pervasive uncertainty about
actual data protection costs, as well as the content and implications of the proposed reforms to
the European data protection framework.

What emerges from the survey is that 82% of firms (that are, to varying degrees, affected by data
protection concerns) are unable to quantify how much they currently spend on data protection;
and 87% are unable to quantify the expected additional impact of the new Regulation. This lack of
knowledge of the cost of data protection, even by individuals whose job entails data protection
responsibilities, along with the apparent lack of awareness or understanding of the most sensitive
provisions, casts doubts on some of the more extreme cost estimates voiced by stakeholders.
Moreover, the highly skewed distributions of both current and future expected spending on data
protection suggest that many of these figures are applicable to only a very small minority of UK
companies.

% see footnote 1 above.
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Based on evidence from stakeholders, provisions that are likely to have the most significant impact
on UK businesses include (i) the higher standard for obtaining consent from data subjects; (ii) the
strengthened rights of data subjects to access their personal data, transfer it to other
organisations, and demand its removal of from third party records; (iii) the stricter obligations of
data controllers to provide information to individuals, notify breaches of security to authorities
and actively demonstrate compliance with the Regulation; and (iv) the punitive administrative
sanctions that authorities are required to impose in the event of non-compliance with the
Regulation.

However, in a number of instances, our survey analysis reveals evidence of a positive correlation
between lack of knowledge of the provisions and its expected additional cost to business. This
correlation appears to reflect, on the one hand, an overly onerous perception of certain provisions
on the part of firms, and on the other, a general sense of complexity and lack of clarity in the
provisions themselves.

Business activities that are likely to be negatively affected by these new provisions involve direct
marketing, e-commerce and digital advertising, particularly in relation to the new consent
requirements. However, the ICT sector is also expected to be affected by reductions in investment
and limitations on the ability to develop new digital media applications. This outcome is
particularly costly both to business and to society as it constrains innovation and dynamism in an
industry that contributes heavily to large-scale economic growth.

Despite the notable costs that many sources have reported in relation to the abovementioned
provisions, there are also some key benefits to business, particularly from imposing stricter
obligations on controllers. In fact, more stringent checks on how data controllers make use of
personal information, combined with a shift in the burden of proof of compliance, will likely
reduce negligent misuse of data and as result reduce the occurrence of personal data breaches.
The Mol estimates that this will save UK businesses £58 to £124 milion per year on the whole. This
may also serve to attain the EC’s primary goal of enhancing consumer confidence in the digital
market, which will indirectly also benefit business. The same caveats as above regarding the
reliability of these estimates apply, given the uncertainty about the scope and impact of the
Regulation.

Finally, the Regulation is expected to achieve (to some extent) the Commission’s other key
objective — reducing legal fragmentation in the EU. Based on the Commission’s Impact
Assessment, the Mol estimate that this will reduce administrative burdens born by UK businesses
somewhere in the range of £42 million to £66 million®.

Based on the findings of uncertainty associated with even qualitative cost estimates in the London
Economics survey, we consider the existing evidence on the net impact of the proposed Regulation
as weak. More research is needed to clarify a number of important issues, not least the role of
privacy and data protection in determining the level and intensity of consumer participations in
online markets.

 However, Kuner (2012) warns that “the commendable reduction of bureaucracy in some areas is at least partially offset by the
introduction of other procedural requirements”.
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In the meantime, we are on firmer ground with our recommendations on the ICO’s role in
supporting businesses in the phase of transition to the new European data protection framework.

Provision by the ICO of clear and concise guidance about the scope of the new provisions (changes
from the status quo) available on the ICO’s website is unambiguously the form of ICO support that
is seen as most beneficial by respondents to our survey, followed by more intensive support
through an interactive a contact point (phone hotline, email, live chat, etc) to deal with specific
guestions regarding the new data protection rules.

In contrast, ICO-approved accreditation or certification schemes on specific areas of compliance
are seen as the least beneficial. These findings are robust along a number of dimensions, including
business size, data-intensity and previous contact with the ICO.

However, note that these findings too have to be judged in the context of uncertainty about the
scope of the provisions. It is possible that greater clarity will increase the demand for certification
schemes, for example, while the preference for pure information provision we find among
respondents might itself be evidence of the prevailing lack of clarity. This does not affect the
implications for the ICO’s business engagement strategy in the near term, which itself has to
operate in an environment of incomplete information about the eventual shape of the Regulation.
The evidence suggests that the ICO should make information available and accessible through
various channels (both on the website and through a manned contact point). The ICO should focus
on raising businesses’ awareness of the future ICO guidance and advice that will be available (both
on the website and through its helpline). This could take the form of an active information
campaign. Finally, the ICO should ensure that it reaches the organisations that suffer most from a
combination of lack of knowledge of data protection rules and risk from data protection breaches.
Examples of possible priority areas include health and social work, financial and insurance services,
public administration®, as well as businesses in the broader services sector.

% see footnote 1 above.
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Annex 1 Survey of businesses

Al.1 Sampling

The sampling process began with a screening exercise to identify people with responsibility for
data protection issues where they worked. In a regular screening survey of the entire YouGov
panel of 400,000 UK adults we asked those in full or part time employment to pick out their areas
of responsibility. Data protection was one of 11 areas of responsibility listed; others included office
supplies, marketing, IT support, customer services, finance, etc. This generated a pool of around
1,700 people with responsibility for data protection. The final screening criterion was to exclude
the self-employed or single person business through a question about the number of employees
working for their organisation. Invitations to participate were issued at random using the pool of
1,700 until 506 responses were received.

Al.2 The questionnaire

YOU What the world thinks A0 Ty 5%

8 - gl ﬁ«m’a_h o2.aate A.8h
1 I

Which of the following best describes your employment status?

2 working full-time (20 hours a week or more)
© working part-time (8-29 hours a week)

© Working part-time (less than 8 hours a week)
© Unemployed and looking for wark

O Retired

© Looking after family or home

© Full time student / in school

© Other
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00 o sl S50
I

10%

YOUGOV What the world thinks

How many employees work in your organisation?

© Just me
©1-9

© 10-49

© 50-249

© 250-999

© 1,000-9,999

© 10,000 and over

W SONLRY .

15%

YOUGOV What the world thinks

In a recent survey you indicated that you have responsibility for Data Protection issues where you work..

This survey is about how data protection affects organisations in terms of the handling of the personal details of customers,
suppliers or employees for example.

Please indicate if you are able to answer questions about data protection.

@ Yes | can answer questions about Data Protection

@ No, | can't answer questions about Data Protection

9eh _o. o.0a00_ A.L080

0%

o

YOUGOV What the world thinks o84 :

Welcome to this survey which is about data protection issues. Please answer based on your role and
responsibilities for data protection where you work. Your YouGov account will be credited with 50
points for completing the survey. We have tested the survey and found that, on average it takes
around 10 minutes to complete. This time may vary depending on factors such as your internet
connection speed and the answers you give.
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) g o at.odlie. &2U1ER
-

5%

YOUGOV What the world thinks

In which of these sectors does your business or organisation primarily operate?

[=]

In how many EU countries (excluding the UK) does your company regularly operate?

[Cloon't Know

Does your organisation have a member of staff with a job role focused on data protection compliance, for example a data
protection officer?

© ves
© No

© Not sure

How many staff in your company have roles related to data protection and information security?

[Foon't Know

9h o, 2.0l A0

30%

YOUGOV What the world thinks A 5

In the question below, by ‘personal information’ we mean any information that can be linked to a
specific individual with reasonable accuracy, that is, any data that is referenced with an individual’s
name, address, telephone number, email etc.

Please specify which personal information (e.g. contact details, salaries, past purchases, etc.) your company keeps ...

None Contact details only c;mﬂ::::::::: Don't know
Customers @] @] @] @]
Staff © © © ©
Suppliers @] © @] @]

Third-parties (e.g. commercial marketing
databases)
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35%

gh o, 280 ALER
YOUGOV What the world thinks A3 ; tl

Can you estimate how many records are kept?

1,001-  10,001- | 100,000
None 1-50 51-1,000 10,000 100,000 plus
Customers ] 8] ] @ @] @] ®

Staff © © © e

Suppliers @ @)

Don’t know

Third-parties (e.g. commercial marketing & & P A & & &
databases) © © © © ) ©

o o, oadtie. S50
[

40%

YOUGOV What the world thinks. 2

On what scale, if any, does your organisation derive economic benefits from helding personal information of the following types?
This might be through increased sales through more targeted marketing, better management of supplier relationships ete.

1- No Benefits 2 3 4 3 b‘:’:ﬁl::ge
Customers ] ] @] ] ]
Staff © © @ © ©
Suppliers @] @] @ @] @]
Third-parties (e.g. commercial marketing ® ® ® ® ®
databases) - - - - -
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45%

e . aSuadite. B.LED
YOUGOV What the world thinks A Mtl

Breaches of data security or customer’s and business partners’ concerns about data protection could harm your business (e.g. legal
claims, official fines or other sanctions, loss of trust). How do you judge the risk for your business?

@1 - Mo risk

© 5 - Great risk

Does your pany regularly transfer personal data outside the UK?

© Yes, within the EU

© Yes, outside the EU

© Yes, both within and outside the EU
© No

© Not sure
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You GUV Vit the world thinks

The European Commission has proposed a comprehensive reform of the EU's 1995 data protection rules
to strengthen online privacy rights and boost Europe’s digital economy. The Commission’s proposals
update and modernise the principles enshrined in the 1%%5 Data Protection Directive to guarantee
privacy rights in the future.

We now have a set of questions about different aspects of the reforms.

Definition of personal data

Please select the statement that best describe the new rules proposed by the European Commissicn

':::' P addresses and cookie identifiers always constitute personal data

':' The definition of perzonal data makes no mention of online identifiers, cookies or IP addresses

'::' If online identifiers provided by an individual's device leave traces that combined with other information can be used to
identify the person in guestion, this constitutes personal data

& ot sure

Consent requirements

Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

) personal data may only be processed if the data subject has given explicit consent to having their personal data processad

) when perzonal data is being collected online, users must not be able to use the service for which their personal data iz

being collected while their consent is verified
) personal data may be processed if the data subject has not explicitly opted out of the processing of their personal data

) mot sure
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Data minimisation

Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

\_) personal data must be adequate, relevant and not excessive in relation to the purposes for which they are collected andsor
further processed

! The data controller is reguired to agree upon the maximum time for which personal data can be kept before collecting or

processing any personal data
) personal data must be limited to the minimum necessary in relation to the purposes for which they are processed

) Mot sure

Please estimate how costly you expect these to be to implement in your business?

5 -
1-Ho . Notsures
. Substantial
additional ] 3 4 '
additicnal .
costs applicable
costs
pefinition of perscnal data ()] & & & o o
Consent requirements & & & & & &
Data minimization & & & )] o o
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Y‘D‘u GDV What the world thinks

Subject Access Requests

Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

'E' The data subject has the right to obtain from the controller access to his or her data without constraint at reasonable
intervals and without excessive delay or expense

'E' The data subject has the right to obtain from the controller access to his or her data free of charge under all
circumstances

'E' That data subject has the right to obtain from the controller access to his or her data free of charge, unless the data
controfler can prove that such reguests are manifestly excessive

lE:-:I Mot sure

Right to be forgotten
Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

'E::' If the data subject reguests erasure of personal data relating to him or her, the controller must ensure that all links to, or
copies and replications of such personal data be erased

'E' A controller that has made personal data public must inform third parties of the data subject’s reguest to erase any links
to, or copy or replication of that personal data

'E' If the data subject reguests rectification or erasure of his or her personal data, the controller must notify any third
parties to whom this data was disdosed of this reguest, unless disproportionately costly

lE:-:I Mot sure
Data portability

Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

'E' The data subject has the right to obtain his or her personal data in a commonty used format and transfer it to other
organizations

'E' The data controller must provide access to the data subject's personal data, but the Regulation makes o mention of which
format thiz data must be presented in

'E' Upon reguest, the data controller must issue a copy of a subject's personal data in a format mandated by the European
Comimission

lE:-:I Mot sure
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Please estimate how costly you expect these to be to implement in your business?

5 -
1 - Ho - tial Hot sure S
additicnal 2 3 4 ¢ . =
additicnal \
costs applicable
costs

subject Access Requests & & & )] & &
Right to be forgotten (@] (@] (@] (] (@] (@]
Data portability s s s s s s

fgh.e. Saile. A58
Y'Du Gﬂv What the world thinks : [JLE

|bb‘ﬁ

Data protecton officer

Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

2} companies with 250+ employess or whose core activities involbve the processing of personal must appaoint (an existing or
new employes) as data protection officer

2} a0 companies with 250+ employess or whaose core activities involve data processing must hire a new employes to cover
the role of data protection officer

) companies that appoint a data protection officer are not required to notify the supervisory authority of their data
processing activities

20 ot sure

Breach notification
Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

IZ) There iz no obligation on controllers to report breaches of security that result in boss, release or corruption of personal
data

Z) a0 personal data breaches must be notified to all interested parties without undus delay
{Z) a0 personal data breaches must be notified to the supervisory authority within 24 hours
) Mot sure

Administrative fines

Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

I & fine of 2% of annual turnover must be applisd in all instances of infringement of the Regulation
() The oo must impoze a fine of up to 2% of a firm's global annual turnover for the most serious breaches of the Regulation
2 The 1CO can issue a penalty of up to £500,000 for the most serious breaches of the Regulation

20 ot sure
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Data protecton impact assessments

Please select the statement that best describe the new rules proposed by the Eurcpean Commissicn

\_) pata controllers are required to notify supervisory authorities of their processing activities and provide a general
description of the measures taken to ensure data ssourity

) pata controllers are required to carry out a data protection impact assessment prior to processing operations that
present specific risks to the rights of data subjects

) pata controllers are required to carry out a data protection impact assessment prior to any processing operations

. Mot sure
Please estimate how costly you expect these to be to implement in your business?

5 -

1-Ho . Notsures
. Substantial
additional 2 3 4 Cr
additicnal \
costs applicable
costs

Data protection officer & & & & o o
Breach notification & & & & & &
administrative fines & & & & o o
Data protection impact assessments (] (] & & & &
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Y'Du GDV Wihat the world thinks

Please can you estimate how much (E) your crganisaticn currently spends on data protecticn and infor mation security
per year? Please type in

D:-r.'t Ko

Hawe concerns about complying with data protection law prevented you from developing new business activities or
processes?

2 ves

) no

) Don't know ¢ not sure

How much (E) do you expect to spend additicnally as a one-off cost to comply with the new data protecticn rules?

D:-r.'t Ko

How much (E) do you expect to spend additicnally each vear to comply with the new data protecticon rules?

D:-r.'t Ko

Do you expect the proposed new data protection rules to prevent you from developing new business activities?

2 ves

) no

) Don't know ¢ not sure

Y'Du GDV Wihat the world thinks

Have you had any previous contactis) with the Information Commissioner’s Office (1CO)?

2 ves
) no

) Mot sure

]
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You GDV Withat the word Ehinks

. aloniie. AaiER
|

T3%

How likely would you be to approach the IC0 for assistance with implementing the new data protection rules?

D Likety
D unlikety

) Mot sure

Ynu GDV What the world thinks

what type of assistance by the 1CO would you regard as beneficial? Please rank in order of impertance with 41 being the
maost important and & the least important.

Drag your choices onto the numbered boxes on the right to rank sach of the characteristics below.

Provision of clear and concise guidance RANKINGS

about the scope of the new provisions
{changes from the status quo) available on 1
the IC0°s website

- -

Active dissemination of clear and concize

information about the scope of the new

provisions (changes from the status quo)
through public infermation campaign (mail
shots, posters, broadcasts, etc_) 4

- i

Contact point (phone hotline, email, live- 5
chat etc.) to deal with specific questions
regarding the new data protection rules

il

Prowvision of interactive guidance such as
online training, seminars, toolkits,
customizable materials

- -

E:neea‘u:ﬁfsuradvisuryvﬁfshyrﬂﬂexperg

ICO approved accreditation / certification
schemes on specific areas of compliance.
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Yﬂ'u GDV Wihat the world thinks

To date have you received guidance on data protection rules from a trade association or industry body for your
sector?

) ves

) o

2 mat sure

Y'Du GDV ‘What the world thinks

would you be interested in receiving such guidance from a trade association or industry body for your sector?

) ves
2 o

Z) pon't know
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Al1.3 Summary statistics of survey respondents

Al1.3.1 Business demography

Table 6: Sectoral distribution of survey participants

Sector of activity Frequency %
Agriculture, forestry or fishing 3 0.59
Mining and quarrying 1 0.2
Manufacturing 13 2.57
Electricity and gas supply 5 0.99
Water supply, sewerage and waste management 3 0.59
Construction 8 1.58
Wholesale and retail trade, motor vehicles 11 2.17
Transportation and storage 5 0.99
Hotels, accommodation and food services 11 2.17
Information and communications 34 6.72
Financial and insurance services 49 9.68
Real estate 6 1.19
Professional, scientific and technical 29 5.73
Public administration and defence 61 12.06
Education 79 15.61
Health and social work 76 15.02
Arts, entertainment and recreation 22 4.35
Other services 90 17.79
Total 506 100

Source: London Economics

Al1.3.2 Characteristics of firms that employ staff with data protection
responsibilities

Table 7: Size of firms that employ staff with data protection responsibilities

Number of employees Employs staff with DP responsibilities

No (%) Yes (%) Total
1-9 74.67 25.33 75
10-49 70.83 29.17 72
50-249 49.06 50.94 53
250-999 24.07 75.93 54
1,000-9,999 2.65 97.35 113
10,000 and over 3.61 96.39 83
Total 33.78 66.22 450

Source: London Economics
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Table 8: Data intensity of firms that employ staff with data protection responsibilities: number

of customer records

Employs staff with DP responsibilities
Number of customer records ploy Wi ponsIbiit

No (%) Yes (%) Total
1-50 45.83 54.17 24
51-1,000 70.00 30.00 90
1,001-10,000 46.77 53.23 62
10,001-100,000 27.42 72.58 62
100,000 plus 6.09 93.91 115
Total 35.98 64.02 353

Source: London Economics

Figure 27: Likelihood of employing staff with data protection responsibilities given number of

third party records

S B Yes No %
@ 100
Q2
£ 100
g
[%]
o
o
o
g 75
o
A=)
=
(]
o
© 50
o
8
[
o
£ 25
2
T
<
%]
g o
=% one 480 00 00 o S
IS A\ 5&"&‘ ‘&X 400 000‘5
0 ,"‘()Q &0‘ o0y 400,
Number of third party records held

Source: London Economics

Table 9: Data intensity of firms that employ staff with data protection responsibilities: number

of third party records

Empl taff with DP ibiliti
Number of third party records mploys statt wi responsifiities

No (%) Yes (%) Total

None 66.67 33.33 3

1-50 43.48 56.52 69
51-1,000 26.83 73.17 41
1,001-10,000 18.75 81.25 16
10,001-100,000 0.00 100.00 11
100,000 plus 13.33 86.67 15
Total 30.97 69.03 155

Source: London Economics
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Table 10: Risk of harm to business from data security concerns by firms that employ staff with

data protection responsibilities

Employs staff with DP responsibilities
Risk to business ploy wi ponsibiliti

No (%) Yes (%) Total
1- No risk 59.18 40.82 49
2 55.26 44.74 114
3 26.55 73.45 113
4 25.97 74.03 77
5 - Great risk 10.31 89.69 97
Total 33.78 66.22 450

Source: London Economics

Table 11: Expected additional cost of provision on DPOs by firms that employ staff with data

protection responsibilities

Expected additional cost of DPO Employs staff with DP responsibilities
provision No (%) Yes (%) Total
1 - No additional cost 37.5 62.5 104
2 16.67 83.33 30
3 26.42 73.58 53
4 31.82 68.18 22
5 - Substantial additional cost 39.39 60.61 33
Not sure 35.58 64.42 208
Total 33.78 66.22 450

Source: London Economics

Table 12: Restrictions on the development of new business activities or processes

Employs staff with DP responsibilities

No (%) Yes (%)
. No 39.49 60.51
Current Regulation
Yes 25.00 75.00
No 35.61 64.39
New Regulation
Yes 33.33 66.67

Source: London Economics
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Al1.3.3 Knowledge of provisions

Figure 28: Knowledge of provisions by volume of data (on customers and third parties) held by

companies

(2] .. ..
£ Knowledge of provisions Knowledge of provisions
= <100,000 records +100,000 records
o
Q40
g
c
()
o
&’

30-

20

10-

O_

0 1L 2 3 4 5 6 7 8 9 10 0 1 2 3 4 5 6 7 8 9 10
Number of correct answers

Source: London Economics

Al1.3.4 ICO assistance

Table 13: Data intensity of firms that had previous contact with the ICO: number of customer

records

Had previous contact with the ICO
Number of customer records

No (%) Yes (%) Total
1-50 70.83 29.17 24
51-1,000 71.74 28.26 92
1,001-10,000 73.13 26.87 67
10,001-100,000 78.46 21.54 65
100,000 plus 80.33 19.67 122
Total 75.95 24.05 370

Source: London Economics
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Figure 29: Likelihood of having prior contact with the ICO given the number of third party

records

B Yes No
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Source: London Economics

Table 14: Data intensity of firms that had previous contact with the ICO: number of third party

records

H i ith the |
Number of third party records ad previous contact with the ICO

No (%) Yes (%) Total

None 75 25 4

1-50 65.75 34.25 73
51-1,000 76.74 23.26 43
1,001-10,000 62.5 37.5 16
10,001-100,000 70.00 30.00 10
100,000 plus 64.71 35.29 17
Total 68.71 31.29 163

Source: London Economics
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Annex 1 | Survey of businesses

Table 15: Frequency of ranking score for policy tools available to the ICO ‘

Policy tool 1% 2 3¢ 4" 5th 6™

Explanation of new DP rules on ICO website 252 113 64 39 22 16
Dissemination through public information campaign 93 97 95 75 81 65
Contact point for specific questions on new DP rules 79 155 90 90 52 40

Interactive guidance online 29 81 143 138 84 31
Free audits or advisory visits by ICO experts 39 31 51 83 141 161
ICO-approved accreditation schemes 14 29 63 81 126 193

Source: London Economics

Figure 30:Average ranking of support options by knowledge of provisions

S 0-4 answers correct 5-9 answers correct
5 1
£
o
©
x 2
c
s
]
[=))
S 34
[
>
<

4-

5

6

. Explanation of new DP rules on ICO website . Dissemination through public information campaign

Contact point for specific questions on new DP rules . Interactive guidance online
Free audits or advisory visits by ICO experts . ICO-approved accreditation schemes
Graphs by more_correct

Source: London Economics

London Economics
Implications of the European Commission’s proposal for a general data protection regulation for
ey, DUSINESS .



Annex 1| Survey of businesses

Figure 31:Average ranking of support options by previous contact with the ICO
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Annex 1 | Survey of businesses

Figure 32:Average ranking of support options by sector ‘
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Annex 1| Survey of businesses

Figure 33:Average ranking of support options by data intensity (no. of records held)
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Annex 1| Survey of businesses

Al.4 Econometric analysis

Al1.4.1 Regression for overall costs

Table 16: Regression output: expected additional cost of new Regulation

(1= no additional costs; 5 = substantial additional costs)

Explanatory factors cost
derives large benefit from holding personal data 0.565***
(0.201)
knowledge of provisions 0.143
(0.322)
(derives large benefit from holding personal data)*(knowledge of provisions) -0.355*
(0.188)
Staff with DP responsibilities 0.280
(0.220)
(Staff with DP responsibilities)* (knowledge of provisions) 0.0727
(0.264)
Risk of harm to business 0.219***
(0.0757)
(Risk of harm to business)*(knowledge of provisions) 0.125
(0.362)
Constant 1.554%**
(0.238)
Observations 294
R-squared 0.177

Standard errors in parentheses

#5% 50,01, ** p<0.05, * p<0.1

London Economics
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Annex 1| Survey of businesses

Table 17: Regression output: expected additional cost of new Regulation

(1= no additional costs; 5 = substantial additional costs)

Explanatory factors cost
derives large benefit from holding personal data 0.459**
(0.197)
knowledge of provisions 0.195
(0.304)
(derives large benefit from holding personal data)*(knowledge of provisions) -0.385**
(0.182)
Risk of harm to business 0.193***
(0.0685)
(Risk of harm to business)*(knowledge of provisions) 0.170
(0.338)
Regular transfer of personal data within the EU 0.265**
(0.113)
Regular transfer of personal data outside the EU 0.302%**
(0.0978)
Regular cross-border transfer of personal data (EU & extra-EU) 0.185
(0.119)
Constant 1.717%**
(0.222)
Observations 289
R-squared 0.175

Standard errors in parentheses

*#% 00,01, ** p<0.05, * p<0.1

London Economics
Implications of the European Commission’s proposal for a general data protection regulation for -
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Figure 34: Predictors of overall expected additional cost ‘

Variable name

high benefit

knowledge of provisions

(high benefit)*knowledge

data protection staff|

(DP staff)*knowledge|

risk to business

(risk to business)*knowledge

5 1

Parameter estimate

Note: All input variables used in this estimation are standardised so as to make the parameter estimates comparable across variables.
Source: London Economics

Figure 35: Predictors of overall expected additional cost of Regulation, accounting for regular

Variable name

cross-border transfer of data

high benefit
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(high benefit)*knowledge
data protection staff
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(EU transfers)* knowledge
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Parameter estimate

Source: London Economics
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Annex 1 | Survey of businesses

Al1.4.2 Cost regressions by provision

Figure 36: Predictors of additional cost related to the definition of personal data
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Source: London Economics

Figure 37: Predictors of additional cost related to consent requirements
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Figure 38: Predictors of additional cost related to data minimisation
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Figure 39: Predictors of additional cost related to the subject access requests
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Figure 40:Predictors of additional cost related to the right to be forgotten
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Source: London Economics

Figure 41: Predictors of additional cost related to data portability
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Figure 42: Predictors of additional cost related to breach notification

high benefit

risk to business

(]
£
I
=
2
o
8
=
I
>

data protection staff

correct definition

incorrect definition

don't know|

(DP staff)*(correct definition)

(high benefit)(incorrect definition)

risk*(incorrect definition)

0 .5 1

Parameter estimate

Source: London Economics

Figure 43: Predictors of additional cost related to data protection impact assessments
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Figure 44: Predictors of additional cost related to data protection officers
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Figure 45: Predictors of additional cost related to administrative sanctions
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Annex 1 | Survey of businesses

Al1.4.3 Regressions by provision

Table 18: Regression output: expected additional cost of provision (1 = no additional costs; 5 = substantial additional costs)

Definition of

Data

Right to be

Data

Breach

Explanatory factors personal data Consent minimization SARs forgotten portability DPOs notification sanctions DPIAs
High benefit 0.0631 0.387** 0.450*** 0.0148 0.378* 0.0951 0.0932 -0.00896 0.0513 0.0597
(0.164) (0.158) (0.162) (0.169) (0.211) (0.187) (0.184) (0.205) (0.180) (0.170)
Risk to business 0.218*** 0.168*** 0.132** 0.272*** 0.284%** 0.288*** 0.300*** 0.299*** 0.508*** 0.355***
(0.0652) (0.0629) (0.0641) (0.0661) (0.0792) (0.0704) (0.0781) (0.0840) (0.0751) (0.0738)
DP staff 0.264 0.643*** 0.630*** 0.539*** 0.374** 0.359* -0.0830 -0.0988 -0.0613 0.172
(0.219) (0.229) (0.196) (0.183) (0.185) (0.192) (0.267) (0.210) (0.214) (0.206)
Correct definition -0.392 -0.156 0.199 0.0298 -0.181 -0.287 -0.286 -0.247 -0.266 0.137
(0.364) (0.311) (0.221) (0.243) (0.310) (0.253) (0.390) (0.389) (0.329) (0.267)
Incorrect definition -0.0512 0.437 0.262 0.326 -0.231 0.216 0.510 -0.150 0.949** 0.0415
(0.369) (0.458) (0.349) (0.382) (0.420) (0.427) (0.518) (0.533) (0.449) (0.364)
Don't know 0.0730 -0.342 0.343* -0.171 -0.339 -0.255 -0.635** -0.283 -0.115 -0.194
(0.319) (0.252) (0.188) (0.188) (0.225) (0.206) (0.319) (0.418) (0.191) (0.220)
(DP staff)*Correct 0.555%* -0.324 -0.0808 -0.108 0.246 0.166 -0.354 0.292 0.354 0.105
(0.262) (0.277) (0.220) (0.255) (0.304) (0.245) (0.331) (0.267) (0.339) (0.248)
(High benefit)*Incorrect -0.0358 -0.170 -0.106 0.251 -0.177 0.170 -0.162 0.161 0.0525 0.0546
(0.171) (0.127) (0.129) (0.166) (0.198) (0.181) (0.193) (0.187) (0.176) (0.155)
Risk*Incorrect 0.109 -0.432 -0.0546 -0.345 -0.0556 -0.180 -0.332 0.141 -1.096** -0.176
(0.333) (0.444) (0.347) (0.380) (0.416) (0.418) (0.453) (0.413) (0.488) (0.357)
Constant 1.446%** 1.458%** 1.552%%* 1.272%%* 1.443%** 1.389%** 1.416%** 1.498%*** 1.188%*** 1.379%**
(0.228) (0.226) (0.219) (0.228) (0.256) (0.239) (0.281) (0.276) (0.248) (0.240)
Observations 259 263 253 246 233 231 242 236 228 232
R-squared 0.149 0.136 0.149 0.171 0.193 0.185 0.107 0.129 0.203 0.180
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