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Background 
 

The Information Commissioner’s Office (ICO) is the regulator responsible 

for ensuring that organisations comply with the Data Protection Act 1998 
(the Act) and also has a remit for promoting good practice in information 

handling. The Act consists of eight principles of good information handling 
that all organisations processing personal data have to comply with. 

 
In 2012/13 the ICO undertook seven advisory visits at credit unions 

(CRUs) to get a better understanding of the processing they undertake 
and the circumstances that they operate in. Advisory visits are a one day 

informal visit to look at how an organisation handles personal information 
where the ICO staff provide practical advice and guidance on site and a 

short report after the visit. The visits typically focus on information 
security and records management. 

 
CRUs are member owned and overseen by elected board of directors. 

They provide financial services to those members including loans and 
savings. Members have to meet qualifying criteria, typically that they live 

or work in a certain area, belong to a particular organisation or work for a 

certain employer.  
 

The CRUs we visited varied considerably in terms of the numbers of staff 
and volunteers engaged, the resources and facilities available to them and 

the sophistication of their systems and processes. However they also had 
many common themes because of the focus of the work they do. 

 
This report highlights our experience of personal data handling by CRUs 

and is intended to help CRUs see where they can make improvements in 
how they handle their members’ information and also inform other 

organisations who are processing personal data in similar circumstances. 
 

 

Typical processing of personal data by CRUs 
 
CRUs are processing the information of their members in paper and 

electronic form. This will include membership and contact details, 

applications for credit and associated details collected from the members 
to make an assessment of credit worthiness, details of current balances 

for savings and loans and payment history.  
 

In all cases there were some paper records, including credit agreements 
and membership forms, and there was electronic information in customer 

relationship databases and networked PCs and servers, some of which 
was a duplicate of the information held in paper form.  

 



Version 1 
06/06/2013 

Areas of good practice 
 

 Most CRUs have given some thought to how they will comply 

with the requirements of the Act and documented this in high level 
data protection policies and in some cases this includes assigning 

responsibilities to key staff and board members for oversight and 
monitoring. 

 

 One CRU had six monthly refresher training on information 

security. 
 

 The cost and risk associated with managing paper records is 

being reduced at some CRUs with scanning of new and existing 
records and destroying unnecessary duplicates in a formal and 

secured manner using third parties under contract.  
 

 Access to server rooms and other areas where large amounts of 
personal data is stored is restricted to relevant staff in some cases 

using security zoning and locked doors.  
 

 Buildings are typically secured with alarms and extra security 

measures have also been taken to strengthen the perimeter 
including barred windows and secure doors. There was CCTV 

coverage of some areas which was primarily to provide some 
protection to staff. 

 

 Members are provided with detailed information about how their 

information will be processed in application forms where they 

provide that information. 
 

 There is regular and extensive review and audit of membership 
savings and loans records for data quality and accounting purposes.  

 
 

 

 



Version 1 
06/06/2013 

 
Areas for improvement 
 

 Most CRUs have not developed information security policies or 

processes that will help to ensure they properly protect members’ 

information. This should include assigning responsibility for 
oversight to a member or members of the Board and day to day 

responsibility to one or more members of staff to ensure that staff 
are complying with the policies.  

 

 Not all CRUs make staff aware of their personal responsibilities 

for securely handling information at inductions and on a regular 
basis after, eg in the form of refresher training and awareness 

materials such as posters. 
 

 A requirement for unique user accounts and complex and 

regularly changed passwords is not being enforced by managers 
or by using the available functionality of the operating systems and 

applications. Staff are sometimes sharing access. 
 

 Some CRUs provide only very basic information to members that 

explains how their personal information will be processed and 
have not yet developed more detailed fair processing notices 

that can be provided in addition to information that is provided on 
application forms, such as through the website and in written 

materials provided to prospective members. 
 

 In most cases there are no processes in place for reporting and 
acting on any possible information security breaches, such as loss 

or theft of member information, to help ensure that they are 
properly investigated, that members are informed where 

appropriate and also to implement lessons learned to help prevent 
similar incidents from occurring again in the future. 

 

 Portable devices are sometimes used to move members’ personal 
data off the network and for back up purposes. These devices are 
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not always encrypted and USB ports and DVD/CD drives on 

computers may not be locked down to prevent information being 
removed using portable media or devices and help prevent viruses 

or malware being introduced to the network. 
 

 Due to restrictions on available space there is often no policy of 
clearing desks out of hours and paper records of members are 

sometimes held in open offices or shelving and in unlocked offices 
or cabinets. In some cases servers or desktop PCs holding the 

members’ database are also unsecured in these open plan offices. 
However, in all cases there was at least one suitable barrier with an 

appropriate level of security for the building as a whole out of 
hours. 

 

 Many CRUs had not developed written retention schedules that 
state how long they will keep different categories of records in line 

with business need or legal requirements. This has resulted in some 
member data being held indefinitely in paper or electronic form.  

 

 Where retention schedules have been drawn up they are often not 

being applied. There is a particular issue with some of the 
applications that CRUs use to manage member information not 

allowing records to be deleted. 
 

 Due to the size of the CRUs they sometimes rely on third parties to 

provide information handling or consultancy services such as IT 
support and network security, scanning documents on electronic 

case handling systems and disposal/destruction of 
documents/equipment that hold member data. In some cases CRUs 

do not have written agreements in place with these third parties. 
Such agreements should include data protection clauses that ensure 

appropriate security for that data and limit its use to the 
circumstances dictated by the CRU.  

 
 

More information 
 

The ICO has produced a range of guidance for organisations that CRUs 

can use to better manage and secure their personal information:  
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 Data protection guidance 

 

Other useful guidance: 

 

 A practical guide to IT security (pdf) 

 Employment code of practice – quick guide (pdf) 

 CCTV code of practice 

 Privacy notices 

 Checklist for handling personal information (pdf) 

 

Find out more about our advisory visits and read summaries of advisory 

visits we’ve carried out. 

 

 

Further assistance 

 

The ICO also has a helpline with staff on hand to answer queries about 

data protection compliance on 0303 123 1113.  

 
 

 

http://www.ico.org.uk/for_organisations/data_protection
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Practical_application/it_security_practical_guide.pdf
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Practical_application/quick_guide_to_the_employment_practices_code.pdf
http://www.ico.org.uk/for_organisations/data_protection/topic_guides/cctv
http://www.ico.org.uk/for_organisations/data_protection/topic_guides/privacy_notices
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Practical_application/checklist_for_handling_requests_for_personal_information.pdf
http://www.ico.org.uk/for_organisations/data_protection/working_with_the_ico/advisory_visits
http://www.ico.org.uk/what_we_cover/audits_advisory_visits_and_self_assessments/advisory_visits
http://www.ico.org.uk/what_we_cover/audits_advisory_visits_and_self_assessments/advisory_visits

