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Executive Summary  
 

Background 

The Information Commissioner is responsible for enforcing and promoting 

compliance with data protection legislation, which includes the General 

Data Protection Regulations (GDPR) and the Data Protection Act 2018 

(DPA). Advisory visits are a one day informal visit to look at how an 

organisation handles personal information. ICO staff provide practical 

advice and guidance on site and a short report after the visit. The visits 

focused on information security, records management, and subject access 

requests. 

  

During 2017 and 2018, the ICO Assurance department undertook six 

voluntary data protection advisory visits and one teleconference with the 

Home-Start network and Home-Start UK. The scope of these visits and 

meetings focussed on the technical and organisational measures in place 

to address the following key issues: 

 Security of personal data 

 Records management 
 Data sharing 

 

The objective was to understand how Home-Start are processing personal 
data. This report is aimed at all Home-Start network offices and other 

charitable and non-charitable organisations that provide similar services. 
 

This report explains the areas where Home-Start organisations appear to 
be performing well, as well as highlighting the common problems and 

areas for improvement that other organisations can learn from. The 
report also includes further guidance and advice to help organisations 

improve their data protection practices. 
 

Home-Start Network 
 
Home-Start UK (HSUK) is a national office which provides oversight, 

guidelines, and support to the network of local Home-Start charities. As 
such its main responsibilities are to report nationally on the work of 

Home-Start and to provide assistance to the Home-Start network. 
 

As well as providing the home-start agreements with the network, HSUK 

operates a fundraising arm through regular donors, casual donors, and 
some one-off donors. 
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Local Home-Start network offices operate as independent, self-funded, 

family support charities. They work with children and young families. 
Some of the vulnerable families they work with will be isolated, have 

mental health issues or may be victims of domestic violence.  Each Home-
Start employs staff members and has a board of trustees as well as a 

team of volunteers who offer support to families.  
 

Each of the Home-Starts visited were eager to work with the ICO to 

improve their compliance with the GDPR. They had already considered 

their requirements and had put some measures in place. 

Typical processing of personal data 
 
Home-Starts process personal data in both paper and electronic form, 

which includes sensitive personal data such as medical conditions, alleged 

offences and ethnicity. Each Home-Start will have a number of family files 

relating to all adults and children of each family.  

The Home-Start network uses the MESH database, which is an on line 

system provided by Home-Start UK.MESH contains personal data relating 

to the different individuals whose personal information has been 
submitted to their local Home-Start. HSUK holds this data in a 

pseudonymised form and acts as a Data Processor for this information on 
behalf of the Home-Start network who are the Data Controllers. 
 
 

Summary of Findings 
 

Areas for Improvement  
 

 There was little if any formal training for data protection and 
associated issues such as security of personal data and records 

management. 
 Limited fair processing is provided to data subjects.  

 Encryption of personal data held on portable devices was often not 

implemented. 
 End point security that restricts the use of portable media to 

transfer data was rarely applied to computers. 
 Information Sharing Agreements (ISAs) are not created for the 

systematic sharing of personal data with third party agencies.  
Data Protection Impact Assessments (aka Privacy Impact 

Assessments) were not conducted prior to considering information 
sharing initiatives or new projects.  
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Good Practice 

 
 No personal data is shared with third parties without the explicit 

consent of the data subjects, unless there is a safeguarding 
concern.  

 Physical building security is generally good with access and 
movement within premises being managed through controls, such 

as manned receptions and visitor procedures.  
 Staff were required to sign that they had read and agreed to the 

terms of the policies and procedures.  
 Home-Start UK provided data protection related policies to the 

Home-Start network 
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Main recommendations, themes and observations 

 
Through working with the Home-Start network we were able to gather 

information about the challenges and areas of good practice that were in 
place. Below are the key findings from our visits. 

 
1. Roles and Responsibilities  

 
A few Home-Starts had assigned overall data protection responsibility to a 

member of the board which was delegated to either a Senior Coordinator 
or a Senior Admin Assistant. However, individuals with responsibility had 

not received any specialised training, nor were their responsibilities 
outlined in their job descriptions. It is important that there is a delegated 

process of accountability from the board down to ensure that there is 
effective oversight for data protection training.  

 

 

 

 
 

 
 

 
 

 
 

 
 

Appoint data protection and 
records management 
responsibilities to an 
appropriate person(s)

Responsibilities should be 
outlined in the job description 

of the relevant indivdual

It would be appropriate for the 
person with data protection 

responsibilities to receive 
specialised training
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2. Training  

 
Appropriate data protection training is important to ensure that staff will 

handle personal data in line with the General Data Protection Regulations 
(GDPR). If staff do not receive appropriate training, there is a risk that 

personal data will not be processed in line with the GDPR which could lead 
to regulatory action or reputational damage to the organisation.  

 
There was no data protection training in most of the Home-Starts that we 

visited. Staff were required to read the policies and procedures as part of 
their induction, and sign to confirm they are aware of their 

responsibilities.  
 

 

 
 

Ensure staff at all 
levels, including 

volunteers, are aware 
of what their roles and 

responsibilities are 
specifically in relation 

to data protection

As a priority, 
introduce 

appropriate data 
protection and 

information security 
training for all 

current staff and 
volunteers  

Introduce mandatory 
induction training 
that ideally takes 

place before allowing 
staff to access 
personal data

Ensure key roles 
receive specialised 
training, e.g. those 

dealing with 
requests for 

personal data or 
information 

security
Consider including 
an assessment to 

test staffs' 
knowledge and 

understanding of 
the training. 

Keep a record of all 
completed training. 

Put in place 
procedures to ensure 

that incomplete 
training is monitored 

and addressed. 

Put in place 
mandatory regular 
refresher training. 

Carry out regular 
reviews of data 

protection training 
content to ensure 

that it is up to date 
and relevant
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3. Fair Processing Information  
 

Under the GDPR, individuals have the right to be informed about the 
collection and use of their personal data. The GDPR has specific 

information that organisations must provide to individuals. This must be 
actively communicated to individuals in a way that is easy to access, read 

and understand. There was little to no fair processing information on the 
websites of the Home-Starts that we visited.  

 
Volunteers and staff should explain to the client that they may have to 

disclose information to social services, the police or other agencies. 
Personal data is collected and recorded on a referral form/initial visit 

form. Parents must sign to consent to share and confirm that they have 
been informed about how their information will be processed.   

 

 

 
 

4. Remote Working/Homeworking 
 

A key principle of the GDPR is that personal data must be kept secure. 
Data controllers should ensure that they have appropriate technical and 

organisational measures in place to ensure the security of the personal 
data they process. Volunteers at Home-Starts are permitted to remove 

manual/paper records from the office when attending meetings with 
various agencies and during family visits. There were no documented 

•Create a fair processing notice 
to be shared with individuals 
verbally and in writing (i.e. 
letters, leaflets, email). 

•This should also outline the 
type of data that may be 
shared and the circumstances 
when this would occur.

The ICO has 
produced a checklist
of what information 
to provide and when

•The fair processing information must 
be concise, transparent, intelligible, 
easily accessible, and it must use clear 
and plain language.

•It must be provided at the time their 
personal data is collected from them.

Information on how 
to formulate a fair 

processing notice is 
on the ICO's website •If getting consent from an 

individual, ensure that it is 
freely given, obvious and 
require a positive action

•Regularly review and update 
the fair processing 
information where necessary. 

Ensure there is a 
privacy notice on 

your website

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
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procedures setting out responsibilities and procedures in relation to how 

paper documents should be used off-site or secured while in transit. In 
some instances, volunteers were recording information on paper forms 

which were then folded and kept in their diaries until they returned to the 
office to input the information onto the system. Storing paperwork in this 

way poses the risk of information being lost.  
 

Some staff are allowed to work from home; however, no assurances were 
provided around, for example, working in a confidential space. Some staff 

members can print onto personal printers. There is a risk of information 
being printed and potentially disclosed without the organisation’s 

awareness and permission.   
 

 

 
5. Subject Access Requests 

 
Under the GDPR, individuals have the right to access their personal data 

and supplementary information. If Home-Starts receive a request, the 
GDPR requires they provide the information without delay and at the 

latest, within one month of receiving the request. In instances where the 
data may not be disclosed, due to relying on an exemption, Home-Starts 

will still need to respond to the requestor informing them of: the reasons 
why they are not supplying the information; their right to make a 

complaint to the ICO or another supervisory authority; and their ability to 

seek to enforce this right through a judicial remedy. There was no formal 

procedure or training for recognising, logging and responding to requests 
for personal data in the Home-Starts that we visited. Without an effective 

procedure to handle subject access requests, Home-Starts will find it 

difficult to comply with the GDPR.  

Create a formal 
police to address 
the risks of 
remote working 
and 
homeworking

Information 
security 
requirements for 
homeworking 
and remote 
working should 
be set out 

For homeworking 
this includes: 
appropriate 
working 
environment e.g. 
cannot be 
overlooked

For remote 
working this 
includes how the 
location of data 
should be 
tracked and how 
information 
should be 
handled outside 
the office, e.g. 
not left 
unattended. 

Ensure that staff 
read and 
acknowledge the 
policies and that 
they are 
following the 
procedures
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6. Data Sharing 

 
Data sharing is conducted on a regular basis with other agencies if there 

is a statutory requirement, legal basis or safeguarding issue. There were 
no formal data sharing agreements in place at the Home-Starts visited.   

 

 
 

 

 

Put in place data sharing 
guidance for staff 

detailing when data 
should be shared and 
ensure that they are 
sufficiently trained. 

Where regular data 
sharing takes place, 

ensure that there is a 
data sharing agreement 
in place. This should be 

approved by most 
appropriate senior 

person. 

Data sharing agreements 
should be reviewed 

regularly. 

Document information 
sharing decisions as this 

will help satisfy the 
Accountability Prinicple 
as reuired by the GDPR. 

Introduce a standard 
operating procedure (SOP) 
for handling subject access 

requests. 

The SOP should detail what 
staff should do if they receive 

a request and how to 
recognise a request as well as 
who is responsible for dealing 

with a request. 

The SOP should detail how 
the request will be dealt 

withand the timescales they 
should respond within.  

Checks of the response prior 
to release should also be 

included. 

Recording the release of 
information, any exemptions 
used to withhold data should 

be inculded in the SOP. 

Consider creating a log to 
assist with the co-ordination 
of responses and adherence 

to statutory obligations. 

Guidance on making a subject 
access request should be 

available on the website and 
should state the contact 
details and timeframes. 



 

11 
 

7. I.T. Security 

The GDPR requires organisations to put appropriate technical and 

organisational measures in place to ensure the security of personal data. 

In a few Home-Starts, USB ports were not locked down which meant that 

unencrypted pen drives/memory sticks could be used; there is, therefore, 

a risk that personal data could be uploaded or downloaded without the 

organisation’s authority. There is also the potential for the introduction of 

malware.  

Some Home-Starts did not block certain websites to prevent staff from 

accidentally or deliberately downloading malware that might compromise 

the network. 

Laptops used by staff to store and transmit personal information do not 

have encryption and are therefore not protected. Loss or corruption of 

information could cause damage or distress to individuals. Additionally, 

some staff members can print onto their personal printers. There is a risk 

that personal data could be printed without the organisation’s knowledge. 

 

 

The ICO recommends that portable and mobile devices should be 
protected using approved encryption software which is designed to 
guard against the compromise of information. 

Ensure web filtering is adequate to block staff access to 
inappropriate or high risk sites such as social media and gambling 
sites. 

USB ports and other drives that can be used for removable media 
should be locked down. Staff with legitimate reasons could be granted 
the ability to use certain ports and encrypted removable media should 
be used. Create a log of authorised media including laptops.  
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8. I.T. Support 
 

If using a third party IT provider, ensure that they are treating Home-
Start data with at least the same level of security as the Home-Start 

would. The Home-Starts visited either did not have a contract with the IT 
provider they had entered into an agreement with, or if they did, it did 

not go into specific detail on how it will comply with data protection 

legislation.  

Organisations should introduce guidance to staff, and supported by 
appropriate technical controls, to ensure reduce the risk that 
removable media does not poses a risk to the personal data 
processed. A clear IT Security policy will indicate to staff how they 
should handle personal data.

Consider the possibility of encrypting emails and documents 
containing sensitive personal data. This could be done by using 
encryption tools offered on standard software packages. Staff 
should be given guidance on when to use encryption or password 
protection.  

Each staff user must have their own username and password in order 
to maintain an effective and robust audit trail and to prevent 
fraudulent activity. Organisations should set some standard minimum 
security requirements for passwords, to include desktops, laptops 
and mobile phones. These rules should be recorded in a policy. 
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9. Information Security Incidents 
 

The GDPR obliges all data controllers to report information security 
incidents, which are likely to result in a risk to the rights and freedoms of 

individuals, to the ICO within 72 hours of becoming aware of the incident, 
and in some cases to the individuals affected. There were no incident 

reporting procedures in place at the Home-Starts we visited.  

The contract should: 

•be in writing and must 
require the contractor to act 
only on your instructions and 
comply with the GDPR; 

•include sufficient guarantees 
from the provider about its 
security measures to protect 
the personal data it is 
processing for you. 

Home Starts should 
therefore:

•ask for a security audit of the 
systems containing data. This 
may help identify 
vulnerabilities which need to 
be addressed;

•take reasonable steps to 
check that security measures 
are being put into practice

•review copies of the security 
assessments of the IT 
provider. 

A model data processing 
contract has been 
published by the 

European Committee for 
Standardization.

Establish a comprehensive incident reporting policy. This should include 
guidance on what an information security incident is and what a 'near 
miss' is and who is responsible for investigating the incident. 

The policy should set out the process for investigating incidents and 
reporting them to senior management/Board of Trustees, to allow 
appropriate mitigating steps to be taken and lessons to be learned and 
disseminated. 

https://ico.org.uk/media/for-organisations/documents/2014483/cwa15292-00-2005-may.pdf
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10. Business Continuity 

Business continuity arrangements identify how the Home-Start will 

protect and recover any personal data the Home-Start holds in the event 

of an incident or disruption. The Home-Starts we visited hold manual data 

in locked cabinets or in a lockable room. There were no business 

continuity procedures or disaster recovery plans which included how to 

maintain or recover paper and electric records in the event of a disaster.   

 

 

 

Establish business 
continuity or disaster 
recovery plans for all 

areas that store personal 
data

Plans should identify business 
critical manual and electronic 
records essential to continued 

function in the event of a 
disaster

Include mitigating controls 
to protect and recover the 

records

Periodically test the 
business continuity or 
disaster recovery plans

Risk assess the current 
security arrangements 

around he processing of 
very sensitive information 

in paper format

Back-ups of all digital 
records should be made 

regularly and deleted when 
no longer required. Ensure 

back-ups are stored securely 
in a separate location and 

tested regularly
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11. Physical Security 

As well as I.T. security; organisations need to consider the physical 
security of the personal data that is held.  Although most Home-Starts 

kept records in lockable cabinets or cupboards, the keys were not kept in 
a secure location. There was no formal clear desk/screen lock policy in 

most of the Home-Starts visited. The printers used were not secure; as 
such, there are risks that sensitive personal data could be left at the printer 

and be accessed inappropriately, or inadvertently incorporated into other 
printing and/or mailing.  

 

 

 

 

 

 

 

 

 

 

Organisations should implement secure 
printing, for example using PIN codes or 

cards. 

If this is not possible, they should create 
a secure printing procedure. 

Introduce a clear desk policy. This would 
redue the risk of manual personal data 

being inappropriately disclosed by it 
being left unattended on desks. 

If storing manual records in lockable 
cabinets consider the introduction of a 

key cabinet with PIN code access as part 
of security procedures. The PIN should 
be  changed regularly and in any case 

when a staff member leaves. 

Organisations should introduce a policy 
that staff lock their screeens when away 
from their desks as well as implementing 

automatic screen lock after a certain 
amount of time. This will minimise the 
risk of unathorised access to personal 

data. 



 

16 
 

 

Additional Guidance  

 

 

 

 

 

 

Home-Starts should review their 
registration with the ICO and 

ensure that it is adequate, up to 
date and accurately reflects their 

processing of personal data. 

The GDPR introduces a requirement 
to carry out a Data Protection 

Impact Assessment (DPIA)(also 
known as PIA) when; using new 

technologies; and if the processing 
is likely to result in a high risk to the 
rights and freedoms of individuals. 

If conducting direct marketing, 
organisations should ensure that 

they follow the ICO’s Direct 
Marketing guidance and the Privacy 

and Electronic Communications 
Regulations. 

Home-Starts should review the 
types of records containing 

personal data and define how long 
they need to keep particular 

records; dispose of them when they 
are no longer needed; and, be able 

to explain why records are no 
longer held. The justification for 

retaining data, whether based on a 
legislative requirement or simply a 

business need, should also be 
recorded in the retention schedule.
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Further Action 

While this document highlights the key issues that Home-Starts should 
consider, it is not an exhaustive list. Home-Starts must be aware of the 

risks and requirements involved in processing personal data and ensure 
they implement adequate measures to deal with these. 

 
Our useful guidance 

The ICO has produced a range of guidance that Home-Starts can use to 

better manage and secure their personal data.  

General Data Protection Regulations 

A Practical Guide to IT Security  

Data Sharing Code of Practice and checklists 

Deleting personal data 

Training checklist for small and medium sized organisations 

Employment practices code 

Right of Access 

Anonymisation code of practice 

Bring Your Own Device (BYOD) 

Direct Marketing 

Data Protection Fee 

 

Advice and assistance  

The ICO also has a helpline with staff on hand to answer queries about 

data protection compliance on 0303 123 1113. 

 

 

 

 

 

 

 

 
 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/media/for-organisations/documents/1575/it_security_practical_guide.pdf
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://ico.org.uk/media/for-organisations/documents/1067/data_sharing_checklists.pdf
https://ico.org.uk/media/for-organisations/documents/1475/deleting_personal_data.pdf
https://ico.org.uk/media/for-organisations/documents/1606/training-checklist.pdf
https://ico.org.uk/media/for-organisations/documents/1064/the_employment_practices_code.pdf
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/
https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf
https://ico.org.uk/media/for-organisations/documents/1563/ico_bring_your_own_device_byod_guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1555/direct-marketing-guidance.pdf
https://ico.org.uk/for-organisations/data-protection-fee/

