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Background 
 

The Information Commissioner’s Office (ICO) is the regulator responsible 

for ensuring organisations comply with the Data Protection Act 1998 (the 
Act) and also has a remit for promoting good practice in information 

handling. The Act consists of eight principles of good information handling 
that all organisations processing personal data have to comply with. 

 
Advisory visits are one way in which the ICO promotes good practice in 

handling personal data. They comprise a one-day informal visit to look at 
how an organisation handles personal information. The ICO provides 

practical advice and guidance on site and produces a short report after 
the visit. The visits typically focus on information security and records 

management. 
 

In 2012/13 the ICO undertook advisory visits at the constituency offices 
of Assembly Members (AMs) who had volunteered to participate in the 

first such visits involving elected representatives. The ICO appreciated the 
co-operation of the AMs and their support staff and found the visits 

helpful in gaining an understanding of the type and volume of personal 

data handled in constituency offices. 
 

The ICO was pleased that AMs adopted such a proactive approach to data 
protection and information security and we were also grateful for the 

support and help of the Assembly Commission in arranging the visits.  
 

There was some variation in both the size and layout of the offices visited 
and also in the procedures and practices around the handling of personal 

data but the ICO was able to identify some common areas of good 
practice, together with areas for development. The themes identified are 

likely to be of relevance to the constituency offices of AMs and other 
elected representatives. 

 
The data controller/data processor relationship is unique, with the AMs 

having the status of data controllers (and therefore overall responsibility) 

for the personal data handled by their offices but with decisions taken in 
practice (for example, regarding IT security measures) by the Assembly 

Commission – the organisation that provides central services and funding 
for constituency offices. The ICO was able to provide some suggestions on 

how such arrangements could be considered.  
 

This report highlights our experience of the handling of personal data by 
the constituency offices we visited and is intended to help similar offices 

identify where they can make improvements in their policies and 
procedures. It also reflects upon arrangements implemented by other 

types of organisations where we feel these are relevant and pragmatic.   
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Typical processing of personal data by Assembly 
Member constituency offices 
 
Constituency offices process the information of constituents who ask AMs 

to raise or pursue issues on their behalf. The range of issues raised can 
be very broad and can require the processing of sensitive information. 

This includes the names and addresses of constituents, together with (for 

example) information on the state of individuals’ physical or mental health 
or their financial position. 

 
While the AMs and their staff have direct control over the way in which 

manual casework records are used and held – including the ability to set 
retention policies and implement retention schedules – they have less 

control over electronic records stored on casework management systems. 
These systems are operated by third parties – either the Assembly 

Commission or political parties – and it is more difficult for AMs to directly 
control matters such as retention periods and access controls.  

 
Constituency offices also process the personal data of office staff, some of 

which can be sensitive.     
 

 
Good practice observed 

 The offices we visited took steps to inform constituents how the 

personal data they provided – for example, information supplied as 
part of the constituency casework process – would be used. The format 

of the explanations varied from office to office; specific paragraphs in 
acknowledgement letters, verbal explanations and information on 

consent forms were commonly used.  

 Those offices with an element of shared tenancy between the 

Assembly Member and, for example, a Member of Parliament, took 

steps to segregate the manual records they held. They also ensured 
that the personal data of constituents was not shared between the AM 

and MP without consulting the individual concerned.  

 There was an awareness of the need to securely destroy personal data 

that was no longer needed. This was generally carried out using an 

onsite shredder. 

 The offices we visited used dedicated electronic casework systems to 

facilitate the management and retrieval of information. These systems 
allowed role-based access permissions and individual user names and 

passwords were required to gain access. 
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 The technical enforcement of complex password and regular password 

changes for network access is ensured through the use of equipment 
and operating systems supported by the Assembly Commission. 

 Similarly, internet access is appropriately restricted by the Assembly 

Commission network. 

 There were clear processes in place to vet new members of staff and 

set them up on the IT network. The process is managed by the 
Assembly Commission and requires the authority of the Assembly 

Member, which ensures a level of control. 

 
 
Good practice recommendations 

 The Assembly Commission provides some generic policies regarding 

information management and security. Constituency offices should 
consider developing their own specific data protection or information 

security policies or guidelines setting out the responsibilities of staff 
and the steps that will be taken to comply with the eight principles of 

good information handling. Most value will be gained from those 
policies that take into account the specific working practices of 

individual offices – these could be developed into ‘dos and don’ts’ for 
staff members. These policies could include sections to address some 

of the specific issues highlighted below. 

 Whilst there were means of creating reasonable expectations for 

constituents about how their information will be processed (as detailed 

previously in this report), constituency offices should consider 
developing a written fair processing notice/statement as a standalone 

document or as a standard paragraph in acknowledgement letters. The 
notice should explain who the data controller is, the purposes for which 

the data will be processed and details of any third parties to whom the 
data may be disclosed. The ICO code of practice on fair processing 

notices may be helpful in developing a statement. 

 Retention periods for manual records containing personal data had 
been considered in most offices and it is important that these are 

enforced. Offices should consider setting out a retention schedule 
detailing the various records they hold and how long they will be kept. 

Schedules should record the destruction date of records.  

 Consideration should be given to how electronic records containing 

personal data can be weeded and destroyed when they are no longer 

needed. Electronic casework management systems tend to be provided 
by third parties – either the Assembly Commission or (for older 

http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/PRIVACY_NOTICES_COP_FINAL.ashx


V1.0 30/09/13 

records) political parties. Assembly Members are the data controllers 

for the records they keep on those systems and we recommend 
making enquiries with the relevant parties to determine how a 

retention policy could be implemented for records on these systems. 
Constituency offices should also consider other electronic records they 

hold – for example, personal data held in files on shared network 
drives or personal drives – and include them in any retention policy. 

 If third party companies are used to provide services that involve 

access to personal data – for example the disposal of paper records or 
IT maintenance/asset disposal – a written contract should be in place. 

The contract should require the third parties to act only on the AM’s 
instructions and to have appropriate technical and organisational 

security in place, including staff training. A record of 
destruction/disposal should be provided by the third party and retained 

by constituency offices.  

 Constituency offices should consider the physical measures they have 

in place to keep personal data secure. Many of these are cost neutral 

or likely to be relatively inexpensive. For example, where personal data 
is held in lockable cabinets those cabinets should be locked overnight 

and whenever the office is left unattended. Key safes are an 
inexpensive way of securing keys for cabinets and draws. Office doors 

should also be locked when the office is left unattended. This is 
particularly important for offices with shared tenancy.  

 Where the secure disposal of manual records containing personal data 

is the responsibility of individual members of staff, there is a risk that 
confidential waste could be accidentally mixed up with general waste. 

While it is impossible to rule out human error, there are some practical 
steps that could be considered to mitigate the risks: 

 
 Office policy could be for waste containing personal data to be 

shredded immediately – rather than waiting until the end of the 
working day. We would suggest that if such policy is 

implemented general waste bins should be removed from the 
office area – for example, from under desks – and moved to 

common areas, such as kitchen areas. This reduces the risk of 

waste being incorrectly disposed of.  
 A confidential waste bin or bins could be provided and paper 

could be shredded at the end of each working day (NB if not 
shredded at the end of the day, confidential waste should be 

secured overnight). 
 An external provider could be used to collect and destroy 

confidential waste on a regular basis (note the previous point 
about ensuring proper contracts are in place).   
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 USB ports and CD/DVD drives should be ‘locked down’ or limited to a 

specific computer and encryption should be considered for such 
devices. This reduces the risk of personal data being downloaded to 

portable devices and lost or stolen. This could have a negative impact 
on data subjects, impact on the reputation of the AM and his or her 

office and/or lead to enforcement action from the ICO. It would also 
help to protect the office/Assembly Commission IT network from the 

introduction of malicious code.  

 Specific data protection training for constituency office staff should be 
considered to ensure employees are aware of any data protection 

policy in force and their individual responsibilities. The ICO has short 
training videos available on its website that could be used to raise 

awareness of the provisions of the data protection act. The ‘Think 

Privacy toolkit’ could be used to highlight the importance of 
information security in offices.  

 Consideration should be given to producing office specific guidelines for 
the handling of personal data gathered at constituency surgeries. For 

example, such information has to be transported between surgeries, 
the office and sometimes the AM’s or staff members’ homes. Staff 

should be made aware that such information should be kept securely 

and not left unattended. Minimising the amount of personal data 
recorded at surgeries – ie restricting it to only the information that is 

absolutely necessary – is one way to mitigate the risks of information 
being lost or stolen. Consideration should also be given to the 

retention period of notes taken at surgeries and the secure disposal of 
any such information. Guidelines could be incorporated into an office 

data protection or information security policy (as referred to above). 

 Where fax machines are used in constituency offices, consideration 

should be given to developing guidelines on their use to help prevent 

unwanted disclosure of personal data. The guidelines could include 
measures such as: 

 Only sending the minimum amount of personal data required. 
 Double checking fax numbers before sending. 

 Using pre-programmed and verified fax numbers. 
 If sensitive information is being faxed, ring ahead to check fax 

numbers and ensure the other party is ready to receive it and 
that the information is being sent to an office / site with 

appropriate security. 
 Switch the fax machine off at night so it cannot receive 

messages – this reduces the risk of faxes containing sensitive 

information being left unattended after offices hours. 

 Requests to constituency offices for personal data from constituents or 

third parties appear to be infrequent. Guidelines for staff on how to 

http://www.ico.org.uk/for_organisations/training/think-privacy-toolkit
http://www.ico.org.uk/for_organisations/training/think-privacy-toolkit
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handle such requests – including measures such as how to record 

them and who has responsibility for dealing with them – would help 
staff to deal with them effectively when they are received. The ICO 

subject access handling checklist is a useful reference document.  
 

 

Sources of information 
 
The ICO has produced a range of guidance for organisations to use to 

better manage and secure their personal information.  

 

The full range of guidance is available on the ICO website here: 

http://www.ico.org.uk/for_organisations/data_protection 

 

Some publications that may be relevant and useful include: 

 

A practical guide to IT security 

http://www.ico.org.uk/for_organisations/guidance_index/~/media/docum

ents/library/Data_Protection/Practical_application/it_security_practical_gu

ide.ashx 

 

A quick guide to the ICO’s code of practice for employers  

http://www.ico.org.uk/for_organisations/guidance_index/~/media/docum

ents/library/Data_Protection/Practical_application/quick_guide_to_the_e

mployment_practices_code.ashx 

 

A code of practice on the use of CCTV cameras 

http://www.ico.org.uk/for_organisations/guidance_index/~/media/docum

ents/library/Data_Protection/Detailed_specialist_guides/ICO_CCTVFINAL_

2301.ashx 

 

A code of practice on the collection of personal information and the notice 

that needs to be given to the individual 

http://www.ico.org.uk/for_organisations/guidance_index/~/media/docum

ents/library/Data_Protection/Detailed_specialist_guides/PRIVACY_NOTICE

S_COP_FINAL.ashx 

 

A checklist for handling requests from individuals to see copies of the 

information about them 

http://www.ico.org.uk/for_organisations/guidance_index/~/media/docum

ents/library/Data_Protection/Practical_application/checklist_for_handling_

requests_for_personal_information.pdf 

http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/checklist_for_handling_requests_for_personal_information.ashx
http://www.ico.org.uk/for_organisations/data_protection
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/it_security_practical_guide.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/it_security_practical_guide.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/it_security_practical_guide.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/quick_guide_to_the_employment_practices_code.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/quick_guide_to_the_employment_practices_code.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/quick_guide_to_the_employment_practices_code.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/ICO_CCTVFINAL_2301.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/ICO_CCTVFINAL_2301.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/ICO_CCTVFINAL_2301.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/PRIVACY_NOTICES_COP_FINAL.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/PRIVACY_NOTICES_COP_FINAL.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/PRIVACY_NOTICES_COP_FINAL.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/checklist_for_handling_requests_for_personal_information.pdf
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/checklist_for_handling_requests_for_personal_information.pdf
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/checklist_for_handling_requests_for_personal_information.pdf


V1.0 30/09/13 

 

Further assistance 

 

The ICO has an office in Wales, which can be contacted on 029 2067 8400 

or by email at wales@ico.org.uk. Staff are on hand to answer queries 

about data protection compliance. 

 

 
 

 


