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Background 
 

The Information Commissioner’s Office (ICO) is the regulator responsible 

for ensuring that organisations comply with the Data Protection Act 1998 
(the Act) and also has a remit for promoting good practice in information 

handling. The Act consists of eight principles of good information handling 
that all organisations processing personal data have to comply with. 

 
In 2012/13 the ICO undertook 33 advisory visits at community services 

organisations (CSOs) to gain a better understanding of the processing 
they undertake and the circumstances in which they operate.  

 
Advisory visits are a one day informal visits to look at how an 

organisation handles personal information where the ICO staff provide 
practical advice and guidance on site and a short report after the visit. 

The visits typically focus on information security and records 
management. 

 
CSOs are generally small to medium sized charities aimed at providing 

services to individuals within their local community rather than at a 

national level. These services are aimed at addressing a wide variety of 
social issues including supporting vulnerable individuals struggling with 

unemployment, alcohol and drug dependence, mental health, domestic 
violence, old age or housing issues. 

 
The CSOs visited varied considerably in terms of the numbers of staff and 

volunteers engaged, the resources and facilities available to them and the 
sophistication of their systems and processes.  

 
This report highlights our experience of personal data handling by these 

organisations and is intended to help them see where they can make 
improvements in how they handle their service users’ information and 

also inform other organisations who are processing personal data in 
similar circumstances. 

 

 

Typical processing of personal data by CSOs 
 
As a sector the work carried out under the umbrella of Community 

Services is quite diverse in nature and it is therefore hard to identify 
general trends in relation to the types of data processed by such 

organisations. 
 

However, in most cases CSOs will hold a database of clients or service 
users within their community in both paper and electronic form. As well 

as including general information such as contact details, in many cases 
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this will also contain sensitive personal data as defined in section 2 of the 

Act. For example, where a service user is receiving counselling, treatment 
for their mental or physical health or support for drug dependency, large 

volumes of sensitive personal data can be held.  
 

It is therefore clear that operating within this sector holds significant 
challenges and risks for such organisations. 

 

 
Areas of good practice 
 

 We found that just under half of the CSOs we visited had adequate 
physical and building security. This included the use of controls 

such as CCTV, a manned reception, visitor sign in/out procedures, 
staff ID cards or zoned access controls. This is particularly 

important given the fact that many such organisations are located 

in premises shared with other businesses. 
 

 We noted that a significant proportion of organisations were 
providing appropriate “fair processing information” to individuals 

who use their services. This would include the provision of 
information relating to the way the organisation uses their personal 

data and who it shares that information with. Such explanation may 

have been provided within application forms or other physical 
literature as well as through online privacy notices. 

 

 Approximately a fifth of organisations we visited limited access to 

personal data according to job role. Such “needs based access” 
restricts access to IT systems, and in some cases manual data, to 

only those who require it to perform their job role. 
 

 A small proportion of CSOs had developed Information Asset 

Registers in order to identify and manage the personal data they 
hold. 

 

 A formal policy setting out data protection procedures and 

associated roles and responsibilities had been created and 

implemented in a small number of CSOs. 

 

 We found that a small number of organisations had a clear data 
protection structure with assigned roles such as Data Protection 
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Officer. Some larger CSOs had gone as far as creating information 

governance working groups to facilitate the implementation of good 
data protection practice.  

 
 

Areas for improvement 

 Most CSOs we visited needed to introduce regular training on data 

protection. Such training ensures that staff are aware of their 
responsibilities in relation to processing personal data and therefore 

reduces the risk of a data breach. 

 Approximately half of organisations did not have appropriate 
controls in relation to password complexity and enforced password 

change. This leaves IT systems vulnerable to intrusion and personal 
data exposed to inappropriate access. 

 A significant number of CSOs visited did not have a clear desk 

policy or appropriate checks in place; for example regular after 
hours desk sweeps were not carried out to ensure personal data 

was being stored securely. 

 Over a third of organisations lacked appropriate storage for 

manual records held on their premises. This included the 

absence/shortage of lockable filing cabinets, failure to lock those 
cabinets when not in use and no safe for the keys to that storage. 

 A high proportion of organisations visited failed to encrypt devices 

such as laptops and USB sticks used to store personal data, allowing 
easy access to the data held on such devices in the event of loss or 

theft. 

 Over a third of the CSOs visited did not have formal retention 

schedules in place to ensure that different categories of personal 

data had been identified and were not being held for longer than 
necessary. This is particularly important in a sector where 

significant volumes of sensitive personal data are being processed 
as it facilitates data minimisation which in turn reduces the impact 

and/or likelihood of any personal data breach. 

 A similar proportion of organisations had failed to disable USB ports 

and DVD/CD drives on computers in order to prevent 

unauthorised removal of personal data using portable media or 
the upload of malicious code to the network. 
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More information 
 

The ICO has produced a range of guidance for organisations that CSOs 

can use to better manage and secure their personal information.  

 

The full range of guidance is available on the ICO website here: 

www.ico.gov.uk/for_organisations/data_protection.aspx 

 

Some publications that CSOs may find relevant and useful include: 

 

 Charity sector guidance 

 Data protection guidance 

 

Other useful guidance: 

 

 A practical guide to IT security (pdf) 

 Employment code of practice – quick guide (pdf) 

 CCTV code of practice 

 Privacy notices 

 Checklist for handling personal information (pdf) 

 

Find out more about our advisory visits and read summaries of advisory 

visits we’ve carried out. 

 

 

Further assistance 

 

The ICO also has a helpline with staff on hand to answer queries about 

data protection compliance on 0303 123 1113.  

http://www.ico.gov.uk/for_organisations/data_protection.aspx
http://www.ico.org.uk/for_organisations/sector_guides/charity
http://www.ico.org.uk/for_organisations/data_protection
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Practical_application/it_security_practical_guide.pdf
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Practical_application/quick_guide_to_the_employment_practices_code.pdf
http://www.ico.org.uk/for_organisations/data_protection/topic_guides/cctv
http://www.ico.org.uk/for_organisations/data_protection/topic_guides/privacy_notices
http://www.ico.org.uk/~/media/documents/library/Data_Protection/Practical_application/checklist_for_handling_requests_for_personal_information.pdf
http://www.ico.org.uk/what_we_cover/audits_advisory_visits_and_self_assessments/advisory_visits
http://www.ico.org.uk/what_we_cover/audits_advisory_visits_and_self_assessments/advisory_visits

