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Executive summary 

Audit Methodology 

The Information Commissioner is responsible for enforcing and promoting compliance with the General Data Protection 
Regulation (GDPR), the Data Protection Act 2018 (DPA18) and other data protection legislation. Section 146 of the DPA18 

provides the Information Commissioner’s Office (ICO) with the power to conduct compulsory audits through the issue of 
assessment notices. Section 129 of the DPA18 allows the ICO to carry out consensual audits. The ICO sees auditing as a 
constructive process with real benefits for controllers and so aims to establish a participative approach. 

 
The purpose of the audit is to provide the Information Commissioner and North West Ambulance Service NHS Trust (the 

Trust) with an independent assurance of the extent to the Trust within the scope of this agreed audit, is complying with data 
protection legislation. 
 

It was agreed that the audit would focus on several key areas of data protection compliance which included aspects relating 
to management structure, policies and procedures, information governance training, rights of access and transfer of records. 

 
The audit was conducted following the Information Commissioner’s data protection audit methodology. The key elements of 

this are a desk-based review of selected policies and procedures, on-site visits including interviews with selected staff, and 
an inspection of selected records.  

 
Where weaknesses were identified recommendations have been made, primarily around enhancing existing processes to 
facilitate compliance with data protection legislation. In order to assist the Trust in implementing the recommendations each 

has been assigned a priority rating based upon the risks that they are intended to address. The ratings are assigned based 
upon the ICO’s assessment of the risks involved. The Trust’s priorities and risk appetite may vary and, therefore, they should 

undertake their own assessments of the risks identified. 
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Audit Summary 

 

Assurance Rating Opinion 

Reasonable 

There is a reasonable level of assurance that processes and 

procedures are in place and are delivering data protection 

compliance. The audit has identified some scope for improvement 

in existing arrangements to reduce the risk of non-compliance 

with data protection legislation. 
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Areas for Improvement 

 Management Structures:  

 

The Trust should conclude in a timely manner tasks which are already underway in order to provide 

additional assurance of data protection compliance within its management structures.  This includes the 

appointment of an Information Security Manager and measures to improve attendance at the Information 

Management Group (IMG). 

 

 Policies and Procedures: 

 

The Data Protection and Security Policy (DPSP) is a high level document which refers to other supporting 

documents but does not link to those documents under the relevant headings.  The Trust should consider 

whether this is the most effective way for staff to access guidance on data protection and information 

security issues. 

 

 Information Governance Training: 

 

The training provided to staff requires updating and needs more information around how to recognise and 

progress a subject access request.  The Trust should also provide itself with more assurance that all staff, 

including volunteer drivers, are completing the required training. 

 

 Right of access: 

 

The Trust do not currently maintain a centralised log of subject access requests. A detailed log which 
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documents all requests received (including staff requests) and the details of how these are processed, 

should be created and maintained.  

 

The location of the link to the Trust’s Privacy Policy could be improved and the Trust should ensure that the 

policy contains sufficient detail on the process of submitting subject access requests. 

 

 

 Transfer of Records: 

 

Formal transfer policies would help to clarify the controls required to protect the transfer of information by 

electronic and manual means. 

 

 

Good Practice  

The effectiveness of the IMG has been assessed by the Trust’s Corporate Governance department which 

undertakes regular reviews of this kind of the Trust committees to assess how well they are carrying out their 

function. 

 

 


