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Executive summary 

 

Audit Methodology 

The Information Commissioner is responsible for enforcing and promoting compliance with the General Data 

Protection Regulation (GDPR), the Data Protection Act 2018 (DPA18) and other data protection legislation. Section 
146 of the DPA18 provides the Information Commissioner’s Office (ICO) with the power to conduct compulsory 

audits through the issue of assessment notices. Section 129 of the DPA18 allows the ICO to carry out consensual 
audits. The ICO sees auditing as a constructive process with real benefits for controllers and so aims to establish a 

participative approach. 
 

The ICO has undertaken audits with a number of health care providers, and approached Bupa to be part of our 
audit programme. Bupa agreed to the audit taking place. 

 
The purpose of the audit is to provide the Information Commissioner and Bupa with an independent assurance of 

the extent to which Bupa, within the scope of this audit, is complying with data protection legislation. 

 
It was decided that the audit would focus on Individual Rights. This area was chosen as several new individual 

rights have been introduced into the legislation through the GDPR and it was considered that Bupa would benefit 
from a review of their work to ensure that these rights can be appropriately exercised by all those whose personal 

data Bupa process. 
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Scope Area Description 

Individual rights, training and 

awareness.  

The processes, training and awareness in place to ensure that the rights conferred 

to individuals by the current data protection legislation, in respect of their personal 
data, are understood and adhered to.  

 
 

The audit was conducted using the Information Commissioner’s data protection audit methodology.  The key 

elements of this are a desk-based review of selected policies and procedures and on-site visits including interviews 

with selected staff. Due to the structure of Bupa’s Care Home Business, it was decided that an auditor would visit 

Bupa care homes head office as well nine, geographically diverse, care homes to ascertain whether Individual 

Rights under the current legislation were understood and implemented at the points where most individuals 

interacted with Bupa’s service 

Where weaknesses were identified recommendations have been made, primarily around enhancing existing 

processes to facilitate compliance with data protection legislation. In order to assist Bupa in implementing the 

recommendations each has been assigned a priority rating based upon the risks that they are intended to address. 

The ratings are assigned based upon the ICO’s assessment of the risks involved. Bupa’s priorities and risk appetite 

may vary and, therefore, they should undertake their own assessments of the risks identified. 
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Audit Summary 

Individual Rights, Training and 
Awareness 

Reasonable 

There is a reasonable level of assurance that processes 
and procedures are in place and are delivering data 

protection compliance. The audit has identified some scope 
for improvement in existing arrangements to reduce the 

risk of non-compliance with data protection legislation  

 

This assurance rating is based on findings from the visit to the Head Office and the document review. This 

approach was chosen due to the limited amount of processing undertaken by care homes in regard to individual 

rights under GDPR.  

 

Areas for Improvement 

Individual Rights: 

A number of staff interviewed in the care homes were not clear on the meaning of the term ‘fair processing’. We 
would recommend that further guidance be given in this area to ensure that staff understand the Principles in 

Bupa’s privacy policy. 
 

The Privacy Notices (the in-brief notice and the one located on the website) should be reviewed as they do not 
make it clear how information collected specifically for the care home services is handled.  

 
Some staff interviewed did not realise that a request for access to their personal data, also known as a Subject 

Access Request (SAR), could be submitted verbally. In order to ensure that no valid SAR is missed, all staff should 
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be aware of how SARs can be submitted, and the correct information should be available in all guidance and 

procedures. 
 

The central SAR tracker used to log the receipt and progress of requests is not configured to record reasons for 
refusals. The care home requests log and the clinics request log both have features that would benefit each other 

and should be reviewed in order to enhance the audit trail. 
 

Training: 

A formal training needs analysis (TNA) for care home staff needs to be undertaken, together with an annual 
review of training material to ensure that the training needs of staff with access to, or handling, personal data are 

adequately met. This could incorporate the feedback which staff provide at the end of online learning modules, 
and should be used to inform both induction and mandatory training materials. 

 
The e-learning training that is used for both induction and refresher training does not cover individual rights under 

GDPR, and care homes tend to receive few of these requests which are generally passed to the privacy team. To 

ensure that staff remain aware of the rights to rectification and erasure of data and that valid requests are 
recognised and dealt with as required by legislation, these topics should be covered in induction and mandatory 

training. The e-learning should also cover key areas of data protection and information governance such as data 
sharing and records management in detail. 

 
Bupa should undertake a review of the process for engaging agency staff to ensure that care home managers 

always have sufficient information to assess whether agency staff have completed information governance 
training. Bupa should also ensure that the standard of training provided by agencies to their staff is similar to that 

which Bupa required of its own staff. 
 

 

 


