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Executive summary 

Audit Methodology 

The Information Commissioner is responsible for enforcing and promoting compliance with the General Data 
Protection Regulation (GDPR), the Data Protection Act 2018 (DPA18) and other data protection legislation. Section 

146 of the DPA18 provides the Information Commissioner’s Office (ICO) with the power to conduct compulsory 
audits through the issue of assessment notices. Section 129 of the DPA18 allows the ICO to carry out consensual 

audits. The ICO sees auditing as a constructive process with real benefits for controllers and so aims to establish a 
participative approach. 

 

South Wales Police (SWP) agreed to a consensual audit by the ICO of its processing of personal data. The on-site 
audit was undertaken at SWP Headquarters, Cowbridge Road, Bridgend CF31 3SU and at Bridgend Bridewell 

(Custody Suite), Queens Road, Bridgend CF31 3TQ. The ICO Engagement Lead Auditor also attended and 
observed a Masterclass training session at SWP Headquarters on 27 June 2019.  

 
The purpose of the audit is to provide the Information Commissioner and SWP with an independent assurance of 

the extent to which SWP, within the scope of this agreed audit, is complying with data protection legislation. 
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It was agreed that the audit would focus on the following area(s): 

 

Scope Area Description 

Governance & Accountability The extent to which information governance accountability, policies and 

procedures, performance measurement controls, and reporting mechanisms to 
monitor data protection compliance to both the GDPR and national data protection 

legislation are in place and in operation throughout the organisation. 
 

Training & Awareness The provision and monitoring of staff data protection, records management and 

information security training and the awareness of data protection regulation 
requirements relating to their roles and responsibilities. 

 

Requests for Personal Data There are appropriate procedures in operation for recognising and responding to 

individuals’ requests for access to their personal data. 

 

 

The audit was conducted following the Information Commissioner’s data protection audit methodology. The key 
elements of this are a desk-based review of selected policies and procedures, on-site visits including interviews 

with selected staff, and an inspection of selected records.  
 

Where weaknesses were identified recommendations have been made, primarily around enhancing existing 
processes to facilitate compliance with data protection legislation. In order to assist SWP in implementing the 

recommendations each has been assigned a priority rating based upon the risks that they are intended to address. 
The ratings are assigned based upon the ICO’s assessment of the risks involved. SWP’s priorities and risk appetite 

may vary and, therefore, they should undertake their own assessments of the risks identified. 
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Audit Summary 

Audit Scope Area Assurance Rating Overall opinion 

Governance & Accountability Limited 

There is a limited level of assurance that processes and 

procedures are in place and are delivering data protection 

compliance. The audit has identified considerable scope for 

improvement in existing arrangements to reduce the risk of non-

compliance with data protection legislation.  

Training & Awareness Reasonable 

There is a reasonable level of assurance that processes and 

procedures are in place and are delivering data protection 

compliance. The audit has identified some scope for improvement 

in existing arrangements to reduce the risk of non-compliance 

with data protection legislation. 

Requests for personal data Limited 

There is a limited level of assurance that processes and 

procedures are in place and are delivering data protection 

compliance. The audit has identified considerable scope for 

improvement in existing arrangements to reduce the risk of non-

compliance with data protection legislation.  
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Priority Recommendations 
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Graphs and Charts 
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Areas for Improvement 

SWP are currently undergoing a digitisation project converting paper records into electronic records and destroying 

records held beyond Management of Police Information (MOPI) retention periods. Boxes storing paper records in 
the Business Command Units (BCUs) are labelled by year and there is no oversight of how many records have 

exceeded their retention dates. 
 

The requirement to undertake Data Protection Impact Assessment (DPIA) screening and completion where 

appropriate  needs to be incorporated into SWP’s local project management and procurement procedures, 
including the implementation of any changes or replacements to existing systems that involve the processing of 

personal data. SWP should ensure that new processing activities do not commence until the DPIA has been 
appropriately completed, including consultation with the Data Protection Officer (DPO). 

 
An overarching Information Risk Register (IRR) needs to be developed to provide assurance that information risks 

from all departments across the force are being managed appropriately. 
 

The Information Asset Register (IAR) does not document all of the processing activities undertaken by SWP as 
required by Article 30 of the GDPR and s.61 DPA 18. 

 
Consent mechanisms being used across the force have not been reviewed to ensure that they meet GDPR 

requirements. In addition, data subjects should be informed of their right to withdraw consent whenever this is 
used as a lawful basis for processing. 

 

An overall training programme and delivery plan for information governance is required that captures both 
national provision from the College of Policing and additional needs based training identified for all staff. Steps 

should be taken to ensure the training is effective with a mixture of face-to-face classes and online learning. 

Training completion rates should be monitored for all information governance training packages using agreed key 

performance indicators (KPIs) so that compliance can be reliably monitored by senior management 
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The Data Protection Procedural Guidance only provides a general overview of how requests for personal data are 

managed. Detailed procedures are also required that set out how requests should be managed by the different 
departments that respond to requests for personal data. Due to an increase in volume of Subject Access Requests 

(SARs) and limited resource there is a backlog of SARs, which has resulted in quality reviews of responses to 
requests for personal data  not taking place. SWP have adopted a new way of working to try and reduce the 

backlog. 
 

 
 

Good Practice  

SWP use software that contains various short videos (2-3 minutes long) covering Data Protection(DP)/Information 

Governance (IG) matters including; What is Personal Data, Special Category data, SARs, and Data Management. 
The Force Information Security Officers (FISOs) control the software and upload it to the intranet site (BOB) to 

remind staff of their responsibilities. The short subject focused videos allow staff to see in a digestible format their 
basic responsibilities under GDPR. This will help to reduce the risk of data breaches. 

 
 

 Disclaimer 
The matters arising in this report are only those that came to our attention during the course of the audit and are not necessarily a comprehensive statement of all the 
areas requiring improvement.  The responsibility for ensuring that there are adequate risk management, governance and internal control arrangements in place rest with 
the management of SWP. 
 

We take all reasonable care to ensure that our audit report is fair and accurate but cannot accept any liability to any person or organisation, including any third party, for 
any loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of this report, however such loss or damage is caused.  We cannot accept 
liability for loss occasioned to any person or organisation, including any third party, acting or refraining from acting as a result of any information contained in this report. 
 
This report is an exception report and is solely for the use of SWP. The scope areas and controls covered by the audit have been tailored to SWP and, as a result, the audit 
report is not intended to be used in comparison with other ICO audit reports.   

 


