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Executive summary 

Audit Methodology 

The Information Commissioner is responsible for enforcing and promoting compliance with the General Data Protection 
Regulation (GDPR), the Data Protection Act 2018 (DPA18) and other data protection legislation. Section 146 of the DPA18 

provides the Information Commissioner’s Office (ICO) with the power to conduct compulsory audits through the issue of 
assessment notices. Section 129 of the DPA18 allows the ICO to carry out consensual audits. The ICO sees auditing as a 
constructive process with real benefits for controllers and so aims to establish a participative approach. 

 
The purpose of the audit is to provide the Information Commissioner and Greater Manchester Mental Health NHS Foundation 

Trust (the Trust) with an independent assurance of the extent to which the Trust, within the scope of this agreed audit, is 
complying with data protection legislation. 
 

The Trust agreed to a consensual audit in July 2019. It was agreed that the audit would focus on the following area(s): 

 

Scope Area Description 
Security of Personal Data & 
Training and Awareness 

There are appropriate technical and organisational measures in place to ensure the 
confidentiality, integrity and availability of manually and electronically processed personal 

data.  
 

The provision and monitoring of staff data protection, records management and 
information security training and the awareness of data protection regulation 

requirements relating to their roles and responsibilities. 
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The audit was conducted following the Information Commissioner’s data protection audit methodology. The key elements of 
this are a desk-based review of selected policies and procedures, on-site visits including interviews with selected staff, and 
an inspection of selected records.  

 
Where weaknesses were identified recommendations have been made, primarily around enhancing existing processes to 

facilitate compliance with data protection legislation. In order to assist the Trust in implementing the recommendations each 
has been assigned a priority rating based upon the risks that they are intended to address. The ratings are assigned based 
upon the ICO’s assessment of the risks involved. The Trust’s priorities and risk appetite may vary and, therefore, they should 

undertake their own assessments of the risks identified. 
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Audit Summary 

Audit Scope Area Assurance Rating Overall Opinion 

Security of Personal Data & Training 

and Awareness 

 

High 

 

There is a high level of assurance that processes and 

procedures are in place and are delivering data 

protection compliance. The audit has identified only 

limited scope for improvement in existing 

arrangements and as such it is not anticipated that 

significant further action is required to reduce the risk 

of non-compliance with data protection legislation. 
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Priority Recommendations 
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Graphs and Charts 
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Areas for Improvement 

 

• The Open Access Systems Policy allows all staff blanket access to Paris. The Trust must consider whether the level of 

access granted to certain roles is necessary in order to carry out their job role. Any justifications need to be documented 

with the role based access profiles and should be reviewed at regular intervals.  

 

• The Trust does not currently record the risks associated with mobile working on a risk register. They need to ensure 

that they are doing this to increase assurance that these risks are being managed adequately.  

 

• The Trust should ensure that user access rights are documented and reviewed at regular intervals especially as the Trust 

frequently uses locum and agency staff for temporary periods of time. This will increase assurance that staff members 

are being granted the correct level of access to personal information. Such temporary staff should also be made aware 

of their key information security responsibilities.   

 

 

Good Practice 

• The auditors acknowledge that the IG training programme, which is mandatory for all staff across the Trust, is well-

rounded and comprehensive. It is a good tool in raising data protection awareness across the organisation and 

contains sufficient information on all key areas that the ICO would expect.  

 


