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Introduction  
The Information Commissioner’s Office (ICO) is the regulator for data 

protection and works with Health and Social Care Trusts and other bodies 

to help ensure that the confidentiality of patient identifiable data /personal 

data is respected in line with legal requirements and Health and Social 

Care Northern Ireland (HSCNI) guidelines. 

 

If staff do not receive appropriate Information Governance (IG) /data 

protection training, in accordance with their role, there is a risk that 

patient identifiable/personal data will not be processed in accordance with 

the General Data Protection Regulation (GDPR) and the Data Protection 

Act 2018, resulting in regulatory action and/or reputational damage to the 

organisation. 

 

The loss or disclosure of personal information should be an important 

consideration for all staff on a day to day basis as it can seriously damage 

an organisation’s reputation, undermine patient trust and lead to 

substantial fines. Under GDPR lesser incidents could be subject to a 

maximum fine of 2 per cent of an organisation’s global turnover, and the 

most serious violations could result in fines of 4 per cent of turnover. 

 

As part of a Northern Ireland wide piece of work, Northern Ireland Health 

and Social Care Trusts agreed to work with the ICO in 2017 to raise 

awareness of the importance of IG training. We have now undertaken a 

follow up to this piece of work.  

 

 

Methodology  

 

The purpose of this follow up is to look at the progress which the Trusts 

had made in the areas discussed in the original report and particularly in 

regard to the recommendations made. 

 

We ran online surveys in each of the Trusts from 27 June 2019 to 2 August 

2019, and received a total of 3584 responses. As in the original review, 

numbers of staff responses in each Trust varied. 

 

We also contacted all of the five Northern Ireland Health and Social Care 

Trusts to obtain further details on the steps taken to meet our original 

recommendations. Specific findings and our good practice 

recommendations from these reviews have already been issued to each of 

the Trusts. 
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Summary: Key Recommendations - update 
 

All the Trusts have engaged positively following the original review, and 

have made progress with the individual recommendations made. The 

original summary report in December 2017 made a number of key 

recommendations and in this report we have summarised the progress 

made against them. (The original recommendations are in italics.) 

 

(The original summary report can be found as an appendix at the 

end of this document) 

 

1. Monitoring IG training compliance:  

Trusts need to find a way monitor their IG training compliance in a 

more robust way, in order for the figures to be correct for the rolling 

three years.   

 

All the Trusts have either made improvements in this area or are in 

the process of doing so. This is welcomed as it improves the ability 

of the Trusts to demonstrate accountability as required by GDPR. 

 

 

2. Compliance figures:  

 

Compliance figures for all the Trusts remain below target, although 

figures have improved in recent years. This improvement must be 

continued in order to ensure that all staff are trained in IG/DP by the 

end of 2018, this again will be key in order to demonstrate 

accountability.  

 

In general, compliance figures have improved, although the figures 

vary across the Trusts, and there is still room for improvement. 

Trusts must continue work to improve training compliance. Ideally, 

training compliance should be refreshed more frequently than every 

three years, but we acknowledge the mitigation of this by the work 

undertaken by Trusts to raise awareness by other means. 

 

 

3. Non-completion of IG training: 
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From the reviews, the ICO found that the Trusts generally did not 

have any consequences in place for the non-completion of IG 

training. 

 

This is still the case, with Trusts indicating that they would rather 

encourage completion through methods such as reminders and the 

PDR process than through a disciplinary process. It may be helpful 

for Trusts to monitor the non-completion of the IG training to 

identify barriers to completion. 

 

4. Accessibility to computers:  

 

From the surveys completed by staff at the Trusts it was found that 

staff feel that they require more access to computers and more time 

available to complete their IG training.  

 

Some Trusts have reported improvements in provision of resources 

or accessibility for computers. However, some comments made by 

staff in the online survey do refer to a lack of computer access, so 

Trusts should continue to consider the availability of equipment 

required to undertake required training. 

 

5. Temporary and Bank Staff:  

 

It was found that temporary and bank staff at the Trusts are not 

covered by the IG training programme and consequently no 

compliance figures are collated for this group of staff.  

 

While this situation has improved in some Trusts, this is not the case 

in all, and we hope that improvements will be made in all Trusts so 

that training of all staff can be monitored. 

 

Summary: Good Practice 
 

The ICO found that there is a comprehensive and engaging approach to 

communications and awareness raising at the Trusts. All Trusts are 

utilising a variety of methods to increase staff understanding of IG. 
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ICO Guidance that may be of use: 
 

• Guide to Data Protection 

• Guide to GDPR 

• Health and Social Care 

 

 

 

Further assistance 
 

The ICO’s Northern Ireland office can be contacted on 028 9027 8757 / 

0303 123 1114, or by email at ni@ico.org.uk. The ICO’s main helpline will 
also answer queries about data protection compliance and can be 

contacted on 0303 123 1113 or by email at casework@ico.org.uk .  
 
 

https://ico.org.uk/for-organisations/guide-to-data-protection/whats-new/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/in-your-sector/health/
mailto:ni@ico.org.uk
mailto:casework@ico.org.uk
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Introduction  
The Information Commissioner’s Office (ICO) is the regulator for data 

protection and works with Health & Social Care Trusts and other bodies to 
help ensure that the confidentiality of patient identifiable data is respected 

in line with legal requirements and Health and Social Care Northern Ireland 
(HSCNI) guidelines. 

 

If staff do not receive appropriate Information Governance (IG) / data 
protection training, in accordance with their role, there is a risk that 

patient identifiable data / personal data will not be processed in 
accordance with the Data Protection Act 1998, and from May 2018 the 

General Data Protection Regulation (GDPR), resulting in regulatory action 
and/or reputational damage to the organisation. 

 
The loss or disclosure of personal information should be an important 

consideration for all staff on a day to day basis as it can seriously damage 
an organisation’s reputation, undermine patient trust and lead to fines of 

up to £500,000. 
 

When GDPR is enacted fines will significantly increase; there will be a two-
tiered sanction regime – with lesser incidents subject to a maximum fine of 

two per cent of an organisation's global turnover. The most serious 

violations could result in fines of four per cent of turnover. 
 

As part of a Northern Ireland wide piece of work, Northern Ireland Health 
& Social Care Trust’s and the ICO have agreed to work together to raise 

awareness of the importance of Information Governance training. 

 

Key strategic recommendations 
 

Following our review of training and awareness of information governance 
in Northern Ireland Health & Social Care Trust’s, the ICO’s key strategic-

level recommendations are set out below:  
 

1. There is an Information Management Control Assurance Standard 
annual submission required by the Department of Health to 

demonstrate data protection compliance. However the ICO have 
been informed that this is being withdrawn. There is concern about 

this, as it is unclear what will replace it.  
 

2. All Trusts need to monitor their IG training compliance in a more 
robust way, in order for the figures to be correct for the rolling three 

years. 

 
3. There should be clear consequences implemented for the non-

completion of IG training.  
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Methodology  

 
The purpose of this report is to identify the main issues faced by Northern 

Ireland Health & Social Care Trusts (for ease collectively referred to here 
as ‘the Trusts’) in relation to ensuring all staff receive appropriate IG 

training, and to provide good practice recommendations on how to 

overcome these issues.  
 

We ran online surveys in each of the Trusts from 5 June 2017 to 11 July 
2017, and received a total of 3557 responses. Numbers of staff responses 

in each Trust varied, which in itself may indicate that some organisations 
have higher levels of staff engagement with IG issues, or perhaps that 

their IG departments have more influence than others.  
 

We also conducted site visits in July and August 2017 to all of the five 
Northern Ireland Health and Social Care Trusts; specific findings, and our 

good practice recommendations from these reviews have already been 
issued to each of the Trusts. 

 
This report includes a brief overview of the common challenges that the 

Trusts face, drawn from the responses to the staff survey and the findings 

from our site visits. 
 

We have included good practice comments based on findings from our site 
visits.  

 

Summary: Key Recommendations  
 
There are particular challenges that impact the effective delivery of IG 

training in Northern Ireland:  
 

1. Monitoring IG training compliance: The Trusts refresh their IG 

training every three years. Due to this, it gets quite complicated for 

accurate figures to be recorded. However Trusts need to find a way 
monitor their IG training compliance in a more robust way, in order 

for the figures to be correct for the rolling three years.  Under GDPR 
Accountability must be demonstrated and accurate reporting will be 

vital to achieve this. 
 

2. Compliance figures: Compliance figures for all the Trusts remain 

below target, although figures have improved in recent years. This 

improvement must be continued in order to ensure that all staff are 

trained in IG/DP by the end of 2018, this again will be key in order 
to demonstrate Accountability.  
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3. Non-completion of IG training: From the reviews, the ICO found 

that the Trusts generally did not have any consequences in place for 
the non-completion of IG training. 

 

4. Accessibility to computers: From the surveys completed by staff at 

the Trusts it was found that staff feel that they require more access 
to computers and more time available to complete their IG training.  

 

5. Temporary and Bank Staff: It was found that temporary and bank 

staff at the Trusts are not covered by the IG training programme and 
consequently no compliance figures are collated for this group of 

staff.  

 

Summary: Good Practice 
 

1. Throughout all the Trusts IG training is categorised as a corporate 
mandatory training course. 

2. The ICO found that there is a comprehensive and engaging approach 
to communications and awareness raising at the Trusts. All Trusts 

are utilising a variety of methods to increase staff understanding of 

IG. 

 

ICO Guidance that may be of use: 
• Getting it right: A brief guide to data protection  
• Guide to data protection  

• CCTV: Code of Practice  

• Data Protection and employment 
• The ICO 'Think Privacy' training and reminder materials,  

• The ICO training video materials 
• Deleting personal data   

• Bring your own device   
• Data Controllers and Data Processors: Data protection guidance   

• IT security: A practical guide  
• IT Asset Disposal for Organisations  

• GDPR 12 steps  
• Guide to the GDPR  

 

Further assistance 
The ICO’s Northern Ireland office can be contacted on 028 9027 8757, or 
by email at ni@ico.org.uk. The ICO’s main helpline will also answer queries 

about data protection compliance and can be contacted on 0303 123 1113 
or by email at casework@ico.org.uk . 

 

https://ico.org.uk/media/for-organisations/documents/1559/getting_it_right_a_brief_guide_to_data_protection_for_smes.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/cctv/
https://ico.org.uk/for-organisations/guide-to-data-protection/employment/
https://ico.org.uk/media/for-organisations/think-privacy/2693/ico-think-privacy-toolkit.pdf
http://www.ico.org.uk/for_organisations/training
https://ico.org.uk/media/for-organisations/documents/1475/deleting_personal_data.pdf
https://ico.org.uk/media/for-organisations/documents/1563/ico_bring_your_own_device_byod_guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1575/it_security_practical_guide.pdf
https://ico.org.uk/media/for-organisations/documents/1570/it_asset_disposal_for_organisations.pdf
https://ico.org.uk/media/for-organisations/documents/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
mailto:ni@ico.org.uk
mailto:casework@ico.org.uk

