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Freedom of Information Act 2000 (FOIA) 

Decision notice 

 

    

Date: 13 March 2023 

  

Public Authority: Department for Work and Pensions 

Address: Caxton House 

Tothill Street 
London 

SW1H 9NA 

  

  

  

Decision (including any steps ordered) 

1. The complainant has requested the Data Protection Impact Assessments 
(DPIAs) conducted in relation to the Integrated Risk and Intelligence 

Service (IRIS) since 2019.  

2. The Department for Work and Pensions (DWP) disclosed redacted 

versions of the DPIAs citing section 31(1)(a) for the exempt information.  

3. The Commissioner’s decision is that DWP has correctly engaged section 

31(1)(a) and the balance of the public interest favours maintaining the 

exemption.  

4. The Commissioner does not require further steps.  
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Request and response 

5. On 6 February 2022, the complainant wrote to DWP and requested 
information in the following terms:  

 
“The request 

Please provide:  
1. all Data Protection Impact Assessments (DPIAs) carried out for the 

Integrated Risk and Intelligence Service (IRIS) since 2019;  
2. Information indicating whether or not each DPIA was sent to the ICO; 

3. Any written advice or formal warnings provided by the ICO regarding 

each DPIA;  
4. (if relevant) documented reasons for not carrying out a DPIA, 

whether after the creation of IRIS or whether after the expansion of 
IRIS in 2021.” 

 
Background 

IRIS was created, in response to fraud risks at the start of the Covid-19 
pandemic, by merging the Department’s Risk and Intelligence Service, 

Cyber Resilience Team, and Serious and Organised Crime investigators.  

IRIS is developing automated data matching rules and Transaction 

Risking through the use of algorithms – applying risk scores to cases 
and enabling the targeting of cases determined to be high risk. The 

department views the rollout of risk models, alongside an increased use 
of data analytics and greater automation, as being part of a long-term 

strategic transformation required to address fraud and error 

(https://assets.publishing.service.gov.uk/government/uploads/system/u
ploads/attachment_data/file/896268/dwp-annual-report-and-accounts-

2019-2020.pdf & https://www.gov.uk/government/publications/dwp-
annual-report-and-accounts-2020-to-2021) 

 
By September 2020 the department claimed that IRIS was assessing the 

risk of fraud on cases according to 84 different categories and carrying 
out investigations on cases determined as being high risk 

(https://committees.parliament.uk/oralevidence/987/pdf/). The 
department received extra funding in 2021 which it plans to use to 

expand IRIS and further develop transaction risking (https://questions-
statements.parliament.uk/written-questions/detail/2021-04-23/186257 

& https://questions-statements.parliament.uk/written-
statements/detail/2021-12-13/hcws471). 

 

IRIS coordinated the detection of, and response to, fraud risks from 
organised crime groups seeking to exploit COVID-19. There is now a 

team which reviews and takes action in cases identified by IRIS as being 
a high fraud risk. DWP has since reinstated benefit for some individuals 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/896268/dwp-annual-report-and-accounts-2019-2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/896268/dwp-annual-report-and-accounts-2019-2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/896268/dwp-annual-report-and-accounts-2019-2020.pdf
https://www.gov.uk/government/publications/dwp-annual-report-and-accounts-2020-to-2021
https://www.gov.uk/government/publications/dwp-annual-report-and-accounts-2020-to-2021
https://committees.parliament.uk/oralevidence/987/pdf/
https://questions-statements.parliament.uk/written-questions/detail/2021-04-23/186257
https://questions-statements.parliament.uk/written-questions/detail/2021-04-23/186257
https://questions-statements.parliament.uk/written-statements/detail/2021-12-13/hcws471
https://questions-statements.parliament.uk/written-statements/detail/2021-12-13/hcws471
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who had had their benefit suspended but have since been able to show 

that they are entitled to benefit (https://questions-
statements.parliament.uk/written-questions/detail/2021-11-19/78474/).  

 
Kate Osamor MP described being contacted by constituents whose 

benefit had been suspended, for as long as 11 months, by a team acting 
on information provided by IRIS 

(https://hansard.parliament.uk/Commons/2022-01-
26/debates/333BCD75-7B81-464A-BA13-

91D711B1A4EF/DWPRiskReviewTeam).  
 

Why I expect there to be one or more DPIAs for IRIS ICO guidance 
states that a DPIA must be carried out before processing personal data 

when the processing is likely to result in a high risk to the rights and 
freedoms of individuals. Processing likely to result in a high risk includes 

extensive processing activities, including profiling, where decisions have 

legal effects, and where new technologies are used 
(https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-

le-processing/accountability-and-governance/data-protection-impact-

assessments/). 

6. DWP provided its response on 24 February 2022 and refused to comply 
with the request on the basis of section 12. DWP explained that collating 

the requested information would exceed the appropriate limit of 24 

hours. DWP upheld this position at internal review.  

7. On 5 October 2022, following the complainant contacting the 
Commissioner, DWP confirmed that whilst it considered that section 12 

was engaged at the time of the request, it had undertaken changes to 
how the information was held and therefore was content to withdraw its 

reliance on section 12. DWP confirmed that it was relying on section 

31(1)(a) to withhold the requested information.   

Scope of the case 

8. The complainant contacted the Commissioner on 5 October 2022, 
following DWP’s revised response, to complain about the way their 

request for information had been handled. They confirmed that they 
disputed DWP’s position that section 31(1)(a) was engaged with regards 

to the entirety of the requested information and they considered that 

the public interest favoured disclosure.  

9. During the Commissioner’s investigation, DWP revised its position that 
the DPIA’s were exempt in their entirety and disclosed redacted 

versions. DWP confirmed that none of its DPIAs had been shared with 

https://questions-statements.parliament.uk/written-questions/detail/2021-11-19/78474/
https://questions-statements.parliament.uk/written-questions/detail/2021-11-19/78474/
https://hansard.parliament.uk/Commons/2022-01-26/debates/333BCD75-7B81-464A-BA13-91D711B1A4EF/DWPRiskReviewTeam
https://hansard.parliament.uk/Commons/2022-01-26/debates/333BCD75-7B81-464A-BA13-91D711B1A4EF/DWPRiskReviewTeam
https://hansard.parliament.uk/Commons/2022-01-26/debates/333BCD75-7B81-464A-BA13-91D711B1A4EF/DWPRiskReviewTeam
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-le-processing/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-le-processing/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-le-processing/accountability-and-governance/data-protection-impact-assessments/
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the ICO as a result of risks it was unable to manage and that, at the 

time of the request, none had been shared with the ICO voluntarily for 
the purposes of seeking feedback on the standards and quality of the 

production of DPIAs. DWP also confirmed that with regards to question 

4, it did not hold any information.  

10. The complainant confirmed that they disputed that DWP was entitled to 

rely on section 31(1)(a) to withhold the redacted information.  

11. The Commissioner therefore considers that the scope of this 
investigation is to determine whether DWP is entitled to rely on section 

31(1)(a) to withhold the redacted information.   

Reasons for decision 

Section 31(1)(a): Prevention or detection of crime  

12. Section 31(1)(a) of FOIA states:  

“Information which is not exempt information by virtue of section 30 is 

exempt information if its disclosure under this Act would, or would be 

likely to, prejudice –  

(a) the prevention or detection of crime”.  

13. In order for a prejudice based exemption such as section 31(1)(a) to be 

engaged, the Commissioner considers that three criteria must be met:  

• Firstly, the actual harm which the public authority alleges would, 

or would be likely to, occur if the withheld information was 
disclosed has to relate to the applicable interests within the 

relevant exemption;  

• Secondly, the public authority must be able to demonstrate that 

some causal relationship exists between the potential disclosure 

of the information being withheld and the prejudice which the 
exemption is designed to protect. Furthermore, the resultant 

prejudice which is alleged must be real, actual or of substance; 

and 

• Thirdly, it is necessary to establish whether the level of likelihood 
of prejudice being relied upon by the public authority is met – ie, 

disclosure ‘would be likely’ to result in prejudice or disclosure 
‘would’ result in prejudice. In relation to the lower threshold, the 

Commissioner considers that the chance of prejudice occurring 
must be more than a hypothetical possibility; rather there must 
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be a real and significant risk. With regard to the higher threshold, 

in the Commissioner’s view; this places a stronger evidential 
burden on the public authority. The anticipated prejudice must be 

more likely than not.  

DWP’s position 

14. In it’s response to the complainant, DWP explained that IRIS DPIAs are 
highly detailed documents describing the specific data attributes used, 

the techniques used, how the model is interpreted, the business process 

and what the controls are to monitor and mitigate risks.  

15. DWP explained that they are intentionally highly detailed to ensure that 
they can be understood by non-technical colleagues, Data Protection 

teams and Legal teams reviewing them.  

16. DWP explained that providing the level of detail contained in these 

documents along with the data requested would enable a perpetrator to 
understand the way IRIS IT systems work, as well as where and how 

they gather information. DWP explained that this would enable an 

offender to make false claims to benefit, divert funds, affect the way the 
government pays benefits to claimants or collects taxes, and could 

otherwise compromise the provision of essential public services.  

17. DWP explained that the scale of the attacks on the welfare system are 

therefore very real and actual, and the harm is substantial. These 
attacks extend beyond those by individual opportunistic non-technical 

citizens to attacks by sophisticated, technical and organised criminal 
enterprises. DWP considered that the sophistication of such organised 

attacks and the increasing speed and the scale at which they occur 

cannot be overlooked or underestimated.  

18. In its submissions to the Commissioner, DWP explained to the 
Commissioner that one of the very real threats it has to deal with is not 

just individuals targeting the benefits system, but also organised 
criminal gangs who have conducted systematic and large scale attacks 

on its welfare systems. DWP explained that they are able to operate at 

considerable speed and the versatility at which they are able to modify 
their behaviour means that even without the withheld information being 

in the public domain, it is constantly battling to ensure it is one step 

ahead.  

19. DWP confirmed that the latest Annual Report and Accounts sets out that 
the challenge of combatting fraud has increased significantly and DWP 

needs to find new and innovative ways to combat that activity.  

20. DWP explained that its DPIAs are extremely detailed documents and 

cover a range of different ways in which it is detecting fraud. DWP 
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confirmed that the level of detail contained within its DPIAs is to help 

different stakeholders understand technical topics with confidence. DWP 

explained that these include:  

• AI models: DWP explained that DPIAs in this area include 
information about its technical infrastructure and how it gathers 

information when detecting potential fraud activity. DWP 
explained that providing the level of detail requested would 

enable a perpetrator to tailor their answers to circumvent its 
systems. DWP explained that this would enable an offender to 

make fraudulent claims to benefit, divert public funds, affect the 
way the government pays benefits to claimants or collects taxes, 

and could otherwise compromise the provision of essential public 

services.  

• DWP’s data shares: DPIAs in this area include detailed 
information about the type of data DWP receives from elsewhere 

and sends on to others. DWP explained that it has complex 

sharing agreements with other organisations and so would 
require considerable co-operation from a number of 

organisations. DWP explained that, if it discloses who or how it 
shares data with, it may be harmful to its stakeholder 

relationships and may hinder progress that has been made in this 
area. DWP considered that it could make departments or 

companies reluctant to share if they know DWP is disclosing this 
publicly and this would seriously hinder its ability to detect fraud 

in the future.  

21. DWP explained that the prejudice is ‘real, actual or of substance’ as the 

scale of attacks already taking place on the welfare system is very real 
and the harm is substantial. DWP explained that in 2020-21, the 

monetary value of fraud and error overpaid had increased to £8.6billion. 
DWP set out that this is without disclosing the details of its 

methodologies when detecting fraud as outlined in its DPIAs. DWP 

explained that once the information is in the public domain, the fraud 
detection method is as good as obsolete. DWP confirmed that there 

would be no way of mitigating against this harm other than to develop 

new measures in detecting that type of fraud.  

22. DWP confirmed that there is a causal link as, if the withheld information 
was disclosed, it would see an increase in the types of fraud being 

committed, either on an individual or organised crime basis, utilising the 

methodologies outlined in its DPIAs.  

23. DWP considered that the harm caused by disclosure of the DPIAs 
potentially goes one step further and DWP has also considered the 

‘mosaic effect’ of disclosure and, more particularly, that relating to a 
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precedent being set. DWP considered that if it disclosed the DPIAs, it 

would make it more difficult to refuse requests for similar information in 

the future.  

24. DWP considered that disclosure would lead to fraudsters having a 
complete picture of how it is combatting fraud now and any new DPIAs 

that included methods for detecting fraud in the future would also 
potentially be disclosed. DWP explained that this will greatly hamper its 

ability to stay one step ahead of the fraudsters and would undoubtedly 

lead to greater losses to the public purse in the future.  

25. DWP explained that the sophistication of the organised attacks on the 
benefit system cannot be overlooked, notwithstanding those ordinary 

members of the public who also abuse the benefit system. DWP stated 
that all it would take for the higher threshold to be met was for one 

individual to read one of the DPIAs and modify their behaviour 

accordingly so that they were not picked up by its systems.  

26. DWP explained that given the scale of the challenge it is already facing 

in combatting fraud, and the numbers it is dealing with in terms of those 
committing fraud, it considers that the chain of events stemming from 

disclosure of the withheld information would lead to further losses to the 

state.  

27. DWP confirmed that it considered that the higher threshold of ‘would’  

prejudice applies.  

The Commissioner’s position 

28. With regard to the first criterion, the Commissioner is satisfied that the 

harm envisaged relates to the interest that section 31(1)(a) seeks to 

protect against, specifically, the prevention or detection of crime.  

29. The Commissioner next considered whether the prejudice being claimed 
is “real, actual or of substance”, not trivial and whether there is a causal 

link between disclosure and the prejudice claimed.  

30. The Commissioner is satisfied that the prejudice being claimed is not 

trivial or insignificant and he accepts that it is plausible to argue that 

there is a causal link between disclosure of the disputed information and 
the prejudice occurring. The prejudice in this case would be to DWP’s 

ability to prevent and detect fraudulent activity within its systems and 
claims. There is a clear causal link between the disclosure of the 

withheld information and an increased risk of fraud.  

31. The Commissioner notes that DWP is arguing that disclosure of the 

withheld information would prejudice the prevention or detection of 

crime. The Commissioner accepts that this threshold is met.   



Reference:  IC-160077-Z7M0 

 

 8 

32. During the investigation, the Commissioner’s officer met with DWP to 

discuss the disclosure of redacted versions of the DPIAs. This included 
detailed discussions and a line by line review of a representative sample 

of the DPIAs. The Commissioner has based his decision on these 
discussions and the representative sample viewed. The Commissioner is 

satisfied that DWP’s understanding of the exemption following these 

discussions has led to appropriate redactions being made.    

33. The Commissioner finds that the prejudice test has been satisfied in the 
circumstances of this case and consequently the exemption at section 

31(1)(a) is engaged.  

34. Section 31(1)(a) is a qualified exemption. By virtue of section 2(2)(b), 

DWP can only rely on section 31(1)(a) as a basis for withholding the 
information in question if the public interest in doing so outweighs the 

public interest in disclosure.  

The balance of the public interest 

35. The Commissioner acknowledges the complainant’s arguments regarding 

DWP’s use of personal data and the potentially devastating impact on 
individual claimants when an incorrect suspicion of fraud leads to the 

suspension of benefits.  

36. However, the Commissioner considers that, in the circumstances of this 

case, there is a strong public interest in ensuring that DWP is able to 
prevent and detect fraud within its systems. As DWP set out in its 

prejudice arguments, the cost of fraud to the public purse is significant 

and it is in the public interest to prevent this increasing and reduce it.  

37. Whilst the Commissioner accepts that there is a public interest in the 
disclosure of information which would increase the transparency of how 

DWP uses personal data, he considers that the public interest in 
maintaining the integrity of these measures by withholding the 

information outweighs this.  

38. The Commissioner therefore finds that DWP is entitled to rely on section 

31(1)(a) to withhold the disputed information.  
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Right of appeal  

39. Either party has the right to appeal against this decision notice to the 
First-tier Tribunal (Information Rights). Information about the appeals 

process may be obtained from:  

First-tier Tribunal (Information Rights) 

GRC & GRP Tribunals,  
PO Box 9300,  

LEICESTER,  
LE1 8DJ  

 

Tel: 0203 936 8963 
Fax: 0870 739 5836 

Email: grc@justice.gov.uk  
Website: www.justice.gov.uk/tribunals/general-regulatory-

chamber  
 

40. If you wish to appeal against a decision notice, you can obtain 
information on how to appeal along with the relevant forms from the 

Information Tribunal website.  

41. Any Notice of Appeal should be served on the Tribunal within 28 

(calendar) days of the date on which this decision notice is sent.  

 

 
 

Signed  

 
Victoria Parkinson 

Senior Case Officer 

Information Commissioner’s Office  

Wycliffe House  

Water Lane  

Wilmslow  

Cheshire  

SK9 5AF  

mailto:grc@justice.gov.uk
http://www.justice.gov.uk/tribunals/general-regulatory-chamber
http://www.justice.gov.uk/tribunals/general-regulatory-chamber

