Data Protection Act 1998
Undertaking follow-up
Anxiety UK
ICO Reference: COM0570983
On 22 March 2016 the Information Commissioner’s Office (ICO)
conducted a follow-up assessment of the actions taken by Anxiety UK in
relation to the undertaking it signed on 03 August 2015.
The objective of the follow-up is to provide the ICO with a level of
assurance that the agreed undertaking requirements have been
appropriately implemented. We believe that appropriate implementation
of the undertaking requirements will mitigate the identified risks and
support compliance with the Data Protection Act 1998.
The follow-up assessment consisted of a desk based review of the
documentary evidence Anxiety UK supplied to demonstrate the action it
had taken in respect of the undertaking requirements. This included the
following documents:











Quarterly Scanning of Web Application
Supplier Contracts
Data Sharing Agreements
Data Retention Policy
Certificate of Destruction
Anxiety UK Data Protection Act Training Quiz
Information Security Review
Security Review and Internal Audit Plan for Anxiety UK
IT, Internet & Email Policy
Anxiety UK File Classification and Security Protocol

The review demonstrated that Anxiety UK has taken appropriate steps
and put plans in place to address most of the requirements of the
undertaking, however further work needs to be completed by Anxiety UK
to fully address the agreed actions.
In particular Anxiety UK confirmed that it has taken the following steps:


They have commissioned a new website that has been designed to
reduce exposure to vulnerabilities. The new website was fully
penetration tested before it went live in May 2015. It is Anxiety UK's
intention to conduct annual penetration testing of the website. The
website also has quarterly scans for vulnerabilities by NCC group, a
website security company.



They have implemented appropriate retention, review and disposal
controls. This includes the production of a Data Retention Policy and
measures to securely dispose of redundant IT equipment.



Anxiety UK has taken other measures to develop information security.
o An external data security review was undertaken in January
2016.
o Information security policies have been updated.
o The Anxiety UK Board of Trustees is monitoring an Information
Governance Project plan.
o Staff data protection training has been rolled out which was
tested by a quiz.

However Anxiety UK should take further action:


Contracts are in place with all suppliers of IT services. An external data
security review was undertaken by an external security consultant in
January 2016. A key recommendation coming out of the review was
that Anxiety UK enters into data sharing agreements with all partners
in the supply chain. Agreements are in place with all partners except
Zen Desk. It appears that this outstanding agreement will be
completed shortly.

The matters arising in this report are only those that came to our
attention during the course of the follow up and are not
necessarily a comprehensive statement of all the areas requiring
improvement.
The responsibility for ensuring that there are adequate risk
management, governance and internal control arrangements in
place rests with the management of Anxiety UK.
We take all reasonable care to ensure that our Undertaking follow
up report is fair and accurate but cannot accept any liability to any
person or organisation, including any third party, for any loss or
damage suffered or costs incurred by it arising out of, or in
connection with, the use of this report, however such loss or
damage is caused. We cannot accept liability for loss occasioned
to any person or organisation, including any third party, acting or
refraining from acting as a result of any information contained in
this report.

