
 

 
 
 

 
 
 

  
 

Data Protection Act 1998 
Undertaking follow-up 

 
Dyfed Powys Police  

ICO Reference: COM0666484, COM0672404 and COM0677576 

 
On 29 March 2018, the Information Commissioner’s Office (ICO) 
conducted a follow-up assessment of the actions taken by Dyfed Powys 

Police (DPP) in relation to the undertaking it signed on 12 September 
2017.  

 
DPP were required to implement the following: 

 
A force-wide programme of data protection training adequate to 

equip officers with the necessary knowledge to comply both with 

the Act and with the data controller’s policies concerning the 
processing of personal data be implemented without further 

delay. 
 

A force-wide programme of refresher training be introduced to 

ensure ongoing compliance with the Act. 
 

A programme of recording and monitoring of training undertaken 
be implemented with prompt remedial action to address non-

compliance being taken where necessary. 
 

The data controller shall implement such other security measures 

as are appropriate to ensure that personal data is protected 
against unauthorised and unlawful processing, accidental loss, 

destruction, and/or damage. 
 

 
The objective of the follow-up is to provide the ICO with a level of 

assurance that the agreed undertaking requirements have been 
appropriately implemented. We believe that appropriate implementation 

of the undertaking requirements will mitigate the identified risks and 
support compliance with the Data Protection Act 1998.  

 



The follow-up assessment consisted of a desk based review of the 

documentary evidence DPP supplied to demonstrate the action it had 
taken in respect of the undertaking requirements. This included: 

 
 Compliance action plan 

 Information security DP delivery plan 
 Data Protection and Information Security training materials 

 Information Assurance Board minutes of meetings 
 Staff bulletin 

 Samples of attendance records and staff training records 
 

The review demonstrated that DPP has taken steps and put plans in place 
to address the requirements of the undertaking and to mitigate the risks 

highlighted, however further work needs to be completed to fully address 
the agreed actions. 

 

In particular DPP confirmed that it has taken the following steps: 
 

 
 DPP have produced an Information Security and Data Protection 

Training Plan. Training will be delivered via e-learning and through 
face to face sessions. The e-learning module, Data Protection: 

Foundation Level, is delivered by NCALT and has been designed by 
the College of Policing as a national package for Police Forces. All 

staff members are required to complete the e-learning module. New 
staff are to complete the module during induction.  

 
 The online DP module includes knowledge checks within the course 

material and questions at the end of the course. If an individual 
gets an incorrect answer, the correct answer is presented along 

with an explanation. Individuals can re-try the questions if 

appropriate. The course will record an individual as having 
completed the course if they gone through the whole course and get 

all of the knowledge checks correct.   
 

 The face to face sessions are mandated across all operational, 
investigative and support areas across DPP. Priority departments 

have been identified and training has been arranged.  
 

 DPP have 22 data protection champions who were trained using the 
external provider, Modern Gov.  

 
 DPP are due to launch an awareness campaign for information 

security and data protection. The SNAIL campaign is there to 
remind staff to take their time when dealing with personal data, 

check that names, postal and email addresses are correct, check 

that the information being sent is correct and ensure that they have 



a legal basis to do so. Further GDPR specific awareness campaigns 

are being developed.  
 

 DPP have agreed to deliver refresher information security and data 
protection training every two years. The content of the refresher 

programme is yet to be finalised and will be informed by the 
evaluation of the current programme. 

 
 DPP use the iTrent system to maintain records of staff training and 

development. Course attendees sign an attendance register and this 
is used to update iTrent. Once the Learning and Development 

Services’ training plan has been completed DPP will be able to 
identify staff that have not yet received face to face sessions and 

those that are in need of refresher training (every two years).  
 

 DPP have access to completion rates via direct access to the College 

of Policing dataset. It was reported that completion rates for the 
NCALT Data Protection: Foundation Level e-learning package are: 

 Police Staff - 86% 
 Police Officers - 79% 

It was reported that completion rates may be under reported as the 
figures include members of staff that are either no longer within the 

organisation and have yet to be weeded or indeed those that may 
be otherwise abstracted (on secondment, long term sick leave, etc.) 

 
 Local managers have been provided with completion data for the 

NCALT course and have been asked to follow up non completion on 
a case by case basis.  

 
 DPP have an Information Management Group, a Records 

Management Group, a GDPR Working Group and an Audit and 

Quality Assurance Working Group, whose terms of reference are still 
being developed.  

 
 DPP are in the process of completing their Information Asset 

Register which will inform the work of the GDPR Working Group 
going forward. 

 
 Although DPP do not have a formally documented Information 

Security Management System (ISMS), they are benchmarked 
against the College of Policing APP on Information Management and 

the IASME framework. DPP are using the recommendations from a 
previous ICO audit along with the recommendations from the audit 

that Ascentor undertaken as the primary mechanism for making 
improvements.  

 



 DPP are currently developing their change management procedures 

Governance & Information Risk Return (GIRR) process. It was 
reported that technical vulnerabilities would be addressed through 

the GIRR process or on an ad hoc basis via the information security 
incident response process. DPP are currently sourcing a company to 

provide IT Health Check services. 
 

However Dyfed Powys Police should take further action on the following 
points: 
 

 The Data Protection Policy published on DPP’s website was last 

reviewed in July 2015. DPP’s GDPR Working Group is responsible for 
policy revisions. They estimate that they should be in a position to 

publish a revised policy compliant with GDPR during Q4 of 2018.  
The Information Security Policy is currently out for final consultation 

which is expected to be completed on 14 April 2018. The policy will 
then be scheduled for ratification at the next Information 

Management Group (IMG) meeting.  
 

 As part of the Accountability Principle under the GDPR, 

organisations must implement appropriate technical and 
organisational measures that ensure and demonstrate that they 

comply. This may include internal data protection policies such as 
staff training, internal audits of processing activities, and reviews of 

internal HR policies. We strongly advise that DPP revise and publish 
policies and procedures as soon as possible before or after the 

GDPR becomes applicable in May 2018. Staff should sign to say that 
they have read and understood the policies.  

 
 We also recommend that DPP ensure the overall responsibility for 

data protection and information security training is recorded in the 
relevant policies. Document within the relevant policies when staff 

members are required to complete mandatory data protection and 
information security training. 

 

 Staff employed by a sub-contracting agency do not go through the 
same induction programme as staff employed by DPP. We advise 

that DPP puts in place a process to gain assurances from sub-
contractors that staff who will be processing personal data on behalf 

of DPP have received adequate Data Protection and Information 
Security training.  

 
 To ensure staff are up-to-date with current legislation and also with 

organisational developments regarding data protection and 
information security it is recommended that DPP introduce 

mandatory annual refresher training for all staff including temporary 
and contract staff at all levels. This is particularly relevant for staff 



who have regular access to personal data. This will help to ensure 

staff remain aware of their data protection obligations and 
responsibilities.  

 
 We strongly advise that DPP ensures that technical compliance 

reviews of key systems processing personal data be undertaken 
regularly.  

 
 We recommend that DPP create a programme of Information 

Security compliance checks utilising local managers. This should 
include spot checks and staff surveys. Local information security 

compliance checks would provide additional assurance that policies 
and procedures are being complied with. Records of the compliance 

checks should be kept so as to identify trends and consider 
remediation where appropriate. 

 

 We strongly advise that DPP ensures that their approach to 
managing information security is audited at planned intervals. The 

independent audit review carried out should ensure the continuing 
suitability, adequacy and effectiveness of DPP’s current approach to 

information security. Formally document reviews undertaken for 
monitoring purposes. Create an audit plan and schedule which 

documents the audits to be carried out. Creation of the audit plan 
and schedule would ensure audits are carried out at regular 

intervals. 
 

 DPP should continue to review the benefits of implementing an 
ISMS.  
 
 

 
Date Issued: 29 March 2018 

 
 

We would point out that if any further incidents involving Dyfed Powys 
Police are reported to us, this undertaking and its fulfilment will be taken 

into consideration as part of our investigation process. Dependent upon 
outcome, enforcement action could be considered as a result. 

 

A copy of this report will be passed to the Enforcement Department for 
their information only. 

 
 

The matters arising in this report are only those that came to our 
attention during the course of the follow up and are not 

necessarily a comprehensive statement of all the areas requiring 
improvement. 



The responsibility for ensuring that there are adequate risk 

management, governance and internal control arrangements in 
place rests with the management of Dyfed Powys Police. 

We take all reasonable care to ensure that our Undertaking follow 
up report is fair and accurate but cannot accept any liability to any 

person or organisation, including any third party, for any loss or 
damage suffered or costs incurred by it arising out of, or in 

connection with, the use of this report, however such loss or 
damage is caused.  We cannot accept liability for loss occasioned 

to any person or organisation, including any third party, acting or 
refraining from acting as a result of any information contained in 

this report. 


