1. General information
Controller’s contact details
Data Protection Officer's contact details
How do we get information?
Your data protection rights
Request a service adjustment
Sharing your information
Links to other websites
Your right to complain
Changes to this privacy notice
Children’s information
Managing customer contact
How you can contact us
Visitors to our website
Visitors to the office
2. Reason for contacting us
Responding to our project ExplAIn consultation
Report a nuisance call or message
Making a complaint
Report bad practices as a whistleblower
Make an enquiry
Investigations for law enforcement purposes
Apply for a job or secondment
Contact the Press Office
Attend an event, seminar or workshop
Responding to our consultation requests and surveys
Register for a webinar or live broadcast event
Subscribing to our e-newsletter
Request our publications
Make an information request
3. Communicate with us as a business
Pay a data protection fee
Apply for an ICO grant
Report a breach (service providers)
Report a breach (all controllers)
We're auditing your organisation
Submit a DPIA for consultation
Submit a BCR application for approval
Signing the Your Data Matters pledge
Joining our SME feedback group
Nominations for Data Protection Officer of the Year award
Providing details for case studies
We’re carrying out an advisory check-up on your organisation
Participating in the i-Advice pilot
Data Protection Practitioners' Conference 2022

24 April 2019 - 1.0.520

2
4
5
6
8
10
11
12
13
14
18
19
21
24
26
28
29
31
33
36
38
40
43
49
51
53
55
57
60
62
64
65
68
70
72
74
76
78
80
82
84
86
88
90
92

1

1. General information
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

I darllen ein hysbysiad preifatrwydd yn Cymraeg, dewiswch ‘Cymraeg’ ar y dewisydd iaith isod.
This privacy notice tells you what to expect us to do with your personal information when you make contact
with us or use one of our services.
This notice is layered. So, if you wish, you can easily select the reason we process your personal
information and see what we do with it.

An error occurred.
Try watching this video on www.youtube.com, or enable JavaScript if it is disabled in your browser.

If your network blocks YouTube, you may not be able to view the above video. Please use another device.
Pressing play on the video above will set a third-party cookie. Please read our cookie policy for more
information.
Depending on your organisation’s network policies, you may be unable to view the video on this page. In
this case, please access the page on a non-network device.
We’ll tell you:
why we are able to process your information;
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what purpose we are processing it for;
whether you have to provide it to us;
how long we store it for;
whether there are other recipients of your personal information;
whether we intend to transfer it to another country; and
whether we do automated decision-making or profiling.
The first part of the notice is information we need to tell everybody.
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Controller’s contact details
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

The Information Commissioner is the controller for the personal information we process, unless otherwise
stated.
There are many ways you can contact us, including by phone, email, live chat and post. More details can be
seen here.
Our postal address:
Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Helpline number: 0303 123 1113
For general contact please use this page of our website.
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Data Protection Officer's contact details
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Our Data Protection Officer is Louise Byers. You can contact her at [email protected] or via our postal
address. Please mark the envelope ‘Data Protection Officer’.
You can find more information about the role of the DPO here.
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How do we get information?
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Most of the personal information we process is provided to us directly by you for one of the following
reasons:
You have made a complaint or enquiry to us.
You have made an information request to us.
You wish to attend, or have attended, an event.
You subscribe to our e-newsletter.
You have applied for a job or secondment with us.
You are representing your organisation.

We also receive personal information indirectly, in the following scenarios:
We have contacted an organisation about a complaint you have made and it gives us your personal
information in its response.
Your personal information is contained in reports of breaches of data protection law (‘breach reports’)
given to us by organisations.
A complainant refers to you in their complaint correspondence.
Whistleblowers include information about you in their reporting to us.
We have seized personal information as part of an investigation.
From other public authorities, regulators or law enforcement bodies.
Where you have made your contact information available on your organisation's website and we use this
to contact you and your organisation in our role as a regulator.
An employee of ours gives your contact details as an emergency contact or a referee.
We undertake personal or corporate credit reference agency checks as part of the process to determine
the amount of a penalty to be issued for serious breaches of the Data Protection Act 2018 and the
Privacy and Electronic Communications Regulations, or in seeking to recover payment of a penalty or
Court order. Checks undertaken on individuals will not leave a footprint on the individual’s credit file.
Where we are setting the amount of a penalty we may seek to validate financial information already
provided. We may therefore advise individuals directly that credit reference checks will be undertaken,
providing it is not considered prejudicial to the Commissioner’s regulatory functions.
If it is not disproportionate or prejudical, we’ll contact you to let you know we are processing your personal
information.
As part of the Information Commissioner’s statutory and corporate functions, we process special category
data and criminal conviction data. Please read our Safeguards Policy – special categories of personal data
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and criminal convictions here.
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Your data protection rights
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Under data protection law, you have rights we need to make you aware of. The rights available to you
depend on our reason for processing your information.

Your right of access
You have the right to ask us for copies of your personal information. This right always applies. There are
some exemptions, which means you may not always receive all the information we process. You can read
more about this right here.

Your right to rectification
You have the right to ask us to rectify information you think is inaccurate. You also have the right to ask us
to complete information you think is incomplete. This right always applies. You can read more about this
right here.

Your right to erasure
You have the right to ask us to erase your personal information in certain circumstances. You can read
more about this right here.

Your right to restriction of processing
You have the right to ask us to restrict the processing of your information in certain circumstances. You can
read more about this right here.

Your right to object to processing
You have the right to object to processing if we are able to process your information because the process
forms part of our public tasks, or is in our legitimate interests. You can read more about this right here.

Your right to data portability
This only applies to information you have given us. You have the right to ask that we transfer the
information you gave us from one organisation to another, or give it to you. The right only applies if we are
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processing information based on your consent or under, or in talks about entering into a contract and the
processing is automated. You can read more about this right here.
If we are processing your information for criminal law enforcement purposes, your rights are slightly
different. Please see the relevant section of the notice.
You are not required to pay any charge for exercising your rights. We have one month to respond to you.
Please contact us at [email protected] if you wish to make a request, or contact our helpline on 0303 123
1113.
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Request a service adjustment
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

On this page
Service adjustments
How long we keep it
What are your rights?

Service adjustments
As a public authority and a provider of services to the public, we have a legal duty to comply with the
Equality Act (2010).
This means we need to make service adjustments for anyone with a disability who contacts us in any
capacity, to eliminate any barriers to accessing our services. Our lawful basis for processing this information
is article 6(1)(c) of the UK GDPR as we have a legal obligation to provide this. Our processing of special
category data, such as health information you give us, will be based on article 9(2)(a), which means we
need your consent.
We’ll create a record of your adjustment requirements. These will give your name, contact details and type
of adjustment required, along with a brief description of why it is required. Relevant staff can access this to
ensure they are communicating with you in the required way.

How long we keep it
For information about this please see our retention schedule .

What are your rights?
As we need your consent to process your special category data you have a right to withdraw your consent
at any time.
For more information on your rights, please see ‘Your rights as an individual’.
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Sharing your information
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

We will not share your information with any third parties for the purposes of direct marketing.
We use data processors who are third parties who provide elements of services for us. We have contracts in
place with our data processors. This means that they cannot do anything with your personal information
unless we have instructed them to do it. They will not share your personal information with any
organisation apart from us. They will hold it securely and retain it for the period we instruct. When it is
necessary for us to transfer your personal information outside of the UK this will only be done in
accordance with the UK GDPR.
In some circumstances we are legally obliged to share information. For example under a court order or
where we cooperate with other European supervisory authorities in handling complaints or
investigations. We might also share information with other regulatory bodies in order to further their, or
our, objectives. In any scenario, we’ll satisfy ourselves that we have a lawful basis on which to share the
information and document our decision making and satisfy ourselves we have a legal basis on which to
share the information.
In our capacity as UK supervisory authority for data protection, there are some circumstances where we
must cooperate with and help other supervisory authorities in the EEA, in handling complaints and
investigations. This may lead to sharing personal information if it is relevant to the complaint or
investigation.
We may also share your information in the event of the non-payment of a Civil Monetary Penalty or Court
order. If the debt remains outstanding after the specified timeframe for payment, no payment plan is in
place or an agreed payment plan is not being adhered to, we may initiate formal proceedings to recover the
full amount of the unpaid penalty. As a result the ICO will share personal data with the litigation and
recovery specialists it instructs in order for them to identify assets and undertake recovery action through
the courts.
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Links to other websites
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Where we provide links to websites of other organisations, this privacy notice does not cover how that
organisation processes personal information. We encourage you to read the privacy notices on the other
websites you visit.
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Your right to complain
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

We work to high standards when it comes to processing your personal information. If you have queries or
concerns, please contact us at [email protected] and we’ll respond.
If you remain dissatisfied, you can make a complaint about the way we process your personal information
to us as the UK supervisory authority. Please follow this link to see how to do that.
Complaints about us are handled in the same way as a complaint about any another organisation. For
information about how we process a complainant’s information, please see this section of our privacy
notice.
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Changes to this privacy notice
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

We keep our privacy notice under regular review to make sure it is up to date and accurate.
August 2022
We’ve updated How you can contact us and Sharing your information.
June 2022
We’ve updated Attend an event, seminar or workshop.
May 2022
We have updated the page Visitors to our website.
April 2022
We have updated the pages Pay a fee under the Data Protection (charges and information) Regulations
2018 (the data protection fee) and How you can contact us.
February 2022
We have added the page Participating in the i-Advice pilot.
We have updated the page Pay a fee under the Data Protection (charges and information) Regulations 2018
(the data protection fee).
We have updated the page Apply for a job or secondment.
January 2022
We have updated the page Visitors to our website and and How you can contact us.
December 2021
We have updated the pages Making a complaint, Make an enquiry, Pay a data protection fee, Report a
breach (service providers), Report a breach (all controllers) and How you can contact us.
We have deleted the page Customer Experience Surveys.
November 2021
We’ve added the page Customer Experience Surveys.
We have updated the pages Joining our SME feedback group and Register for a webinar or live broadcast
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event.
October 2021
We have updated the page Responding to our consultation requests and surveys.
September 2021
We have updated the page Pay a data protection fee.
We have updated How do we get your information? and Sharing your information.
July 2021
We have updated How you can contact us, Pay a fee under the Data Protection (charges and information)
Regulations 2018 (the data protection fee), Joining our SME feedback group , Providing details for case
studies and Attend an event, seminar or workshop .
We’ve added the page We’re carrying out and advisory check-up on your organisation.
June 2021
We have replaced all references to "the GDPR" with "the UK GDPR".
May 2021
We have updated Controller’s contact details, Responding to our project ExplAIn consultation and Submit a
BCR application for approval.
We have updated the page How you can contact us.
March 2021
We have updated the page How you can contact us.
We have updated the page Responding to our consultation requests and surveys.
We have updated the page Joining our SME feedback Group.
February 2021
We have updated the page Making a complaint.
We have updated the pages Visitors to our website and Register for a webinar or live broadcast event.
October 2020
We have updated the page Pay a data protection fee.
August 2020
We have updated the page how do we get information?
June 2020
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We have updated the page register for a webinar or live broadcast event.
March 2020
We have updated the page pay a data protection fee.
February 2020
We have updated the pages make a complaint, responding to our consultation requests and surveys, how
you can contact us and Data Protection Practitioners Conference.
We have added the page Nominations for the Data Protection Officer of the Year Award.
January 2020
We have updated the page how you can contact us and visitors to the office.
December 2019
We’ve added the page responding to our project ExplAIn consultation.
November 2019
We have updated the pages how you can contact us and report a breach (all controllers).
October 2019
We have updated the pages apply for a job or secondment and attend an event seminar or workshop.
We have added the page Data Protection Practitioners Conference 2020.
September 2019
We have updated the page visitors to our website.
August 2019
We have updated the pages - how do we get information and how you can contact us.
June 2019
We have updated the pages Pay a data protection fee, visitors to our website, apply for a job or
secondment and responding to our consultation requests and surveys.
We have removed the pages Data Protection Practitioners Conference 2019 and Nominations for Data
Protection Officer of the year.
May 2019
We have updated the pages make a complaint, pay a data protection fee and apply for a job or
secondment.
March 2019
We have updated the pages apply for a job or secondment, subscribe to our e-newsletter, communicate
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with us as a business.
We have added the page Data Protection Practitioners Conference 2019.
June 2018
We have updated the page on Paying a data protection fee.
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Children’s information
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

We do not provide services directly to children or proactively collect their personal information. However,
we are sometimes given information about children while handling a complaint or conducting an
investigation. The information in the relevant parts of this notice applies to children as well as adults.
This privacy notice has been approved for clarity by Plain Language Commission. A person with a reading
age of at least 14 should be able to follow its main points.

24 April 2019 - 1.0.520

18

Managing customer contact
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

• Restricted contact
• Single point of contact
• What are your rights?

Restricted contact
We may impose a restriction on your access to our services if it’s necessary to protect our staff from
unacceptable behaviour as defined in our ‘Managing customer contacts'  policy.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the General Data Protection
Regulation (UK GDPR), which allows us to process personal data when this is necessary to perform our
public tasks as a regulator.
If we do this, we’ll explain to you the restriction we have applied and why we feel it’s necessary. We’ll
create a record of the restriction for administration purposes, so relevant staff members know the
restriction is in place. This will include your name, contact details and a description of why we have
imposed a restriction.
The decision to impose a restriction will be taken, and reviewed, by a manager. We’ll write to you explaining
why we’ve applied the restriction. We’ll review the restriction periodically. We’ll remove it if we feel your
behaviour has changed or if you no longer communicate with us.

Single point of contact
We may provide a single point of contact if you or we (or both) believe it will help to create a better
outcome for all concerned.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.
If the information you provide us in relation to your single point of contact contains special category data,
such as health, religious or ethnic information the lawful basis we rely on to process it is article 9(2)(g) of
the UK GDPR, which also relates to our public task and the safeguarding of your fundamental rights, and
Schedule 1 part 2(6) of the DPA2018 which relates to statutory and government purposes.
A decision will be made by a manager to give you a single point of contact. This may be where you have
several complaints and we believe it will be more efficient for us to deal with them in this way. We’ll make a
record of the fact that you have a single point of contact. All relevant staff will know about using it to
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manage communications between our office and you. It will include your name, contact details and a
description of the need to have a single point of contact. We’ll review this requirement from time to time.

What are your rights?
We are acting in our official capacity as a regulator regarding your contact restriction or single point of
contact (or both), so you have the right to object to our processing of your personal data. There are
legitimate reasons why we may refuse your objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

24 April 2019 - 1.0.520

20

How you can contact us
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Calling our helpline
Submitting a form through our website
Social media
Live chat
Chatbot
Emailing us
Writing to us
Purpose and lawful basis for processing

Calling our helpline
When you call our main helpline (0303 123 1113), we collect Calling Line Identification (CLI) information.
This is the phone number you are calling from (if it’s not withheld). We hold a log of the phone number,
date, time and duration of the call, but do not audio record the call itself. We hold this information for 100
days.
We use this information to understand the demand for our services and to improve how we operate. We
may also use the number to call you back if you have asked us to do so, if your call drops, or if there is a
problem with the line. We may also use it to check how many calls we have received from it.
We don’t audio record any calls, but we might make notes to help us answer your query. Other ICO staff
may also listen in during your call for training or quality assurance purposes.
We sometimes conduct surveys on our helpline to help us identify trends in the enquiries we receive and
improve how we operate. If you are a controller we may ask if you have paid your data protection fee and
enquire about your use of our website and guidance resources. If you require a follow up call we will also
ask you to provide us with your contact details.
We use an online tool hosted by Snap Surveys to record your survey responses. You can read their privacy
policy here. Data collected by Snap Surveys for the ICO is stored on UK servers.
We may also invite you to participate in a customer satisfaction survey. If you would like to be included, we
will pass your name and email address onto a third party, the Institute of Customer Service (ICS), who run
our customer satisfaction surveys.
We use a translation service provided by Language Line Limited for customers when English is not their first
language. We don’t retain call scripts and neither do Language Line. It is processed live for the purposes of
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translating the call.
We welcome calls in Welsh on 0330 414 6421. Rydym yn croesawu galwadau yn Gymraeg ar 0330 414
6421.
We operate a textphone service which is particularly useful if you are deaf, hard of hearing or speech
impaired. We do not keep any call information or messages left on the phone.
We also hold statistical information about the calls we receive for a number of years, but this does not
contain any personal data.

Submitting a form through our website
Our website allows you to submit forms to us, for example, when making a complaint or paying the data
protection fee. We use Twilio Sendgrid to support our email infrastructure and the operation of these
services. Any personal information you share with us may be shared with Twilio and this can include the
transfer of data to the USA. We have in place Standard Contractual Clauses to safeguard this transfer and
data is retained by Twilio for no more than 61 days.

Social media
We use a third-party provider, Hootsuite, to manage our social-media interactions. If you send us a private
or direct message via social media, it will be stored by Hootsuite for three months. It will not be shared
with any other organisations.
We see all this information and decide how we manage it. For example, if you send a message via social
media that needs a response from us, we may process it in our case management system as an enquiry or
a complaint. When contacting the ICO through a social media platform, we suggest you also familiarise
yourself with the privacy information of that platform.

Live chat
We use a third-party provider, Nasstar, to supply and support our live chat service.
If you use our live chat service we’ll collect the contents of your live chat session and if you choose to
provide it your name and email address. Nasstar retains this data for us for 100 days.

Chatbot
Our Chatbot service allows site visitors to ask, and get answers to, questions from a ‘bot’ (or automated
service).
If you use the chatbot, the chatbot will share the contents of your chat with Microsoft Azure cognitive
services, Google natural language processing services, Bing search and Bing spellchecker services, which
are used to allow the bot to interpret and answer questions. The third party services only process your data
during your chat session. It isn’t necessary for you to share your personal data with us when using this
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service, but if you chose to do so then your information would be shared with those services.
The ICO retains the contents of chats for 12 months, for training and analysis. We also hold statistical
information about the Chatbot service, but this does not contain any personal data.
The ICO uses a third party, ICS.AI, to provide technical support for the chatbot.

Emailing us
We use Transport Layer Security (TLS) to encrypt and protect email traffic in line with government guidance
on email security. Most webmail such as Gmail and Hotmail use TLS by default.
We use machine learning tools to review the content of emails sent to us. We use this information to train
our systems, gain insight into demand for our services and to improve how we operate. You may receive an
automatic reply, your original email request will remain unaltered and will be processed by ICO staff.
We’ll also monitor any emails sent to us, including file attachments, for viruses or malicious software. You
must ensure that any email you send is within the bounds of the law.

Writing to us
We use Exela Technologies who provide a digital mailroom service for opening and scanning our post. If you
write to us your mail will be opened and scanned by Exela staff who then provide us with a digitised copy
for ICO staff to review and action.

Purpose and lawful basis for processing
The lawful basis we rely on to process personal data for the above purposes is article 6(1)(e) of the UK
GDPR which allows us to process personal data when this is necessary to perform our public task as a
regulator.
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Visitors to our website
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Analytics
Cookies
Search engine
Security and performance
Purpose and lawful basis for processing
What are your rights?
If we do collect personal data through our website, we’ll be upfront about this. We’ll make it clear when we
collect personal information and we’ll explain what we intend to do with it.

Analytics
When you visit www.ico.org.uk, we use a third-party service, Google Analytics, to collect standard internet
log information and details of visitor behaviour patterns. We do this to find out such things as the number
of visitors to the various parts of the site. This information is only processed in a way that does not directly
identify anyone. We do not make, and do not allow Google to make, any attempt to find out the identities
of those visiting our website. We use the information to report on visitor numbers, and to make
improvements to our service.
This information is collected only if visitors opt in. The information collected is classed as personal data
because Google assigns a unique identifier to each visitor. We do not make, and do not allow Google to
make, any attempt to find out the identities of those visiting our website.
We have measures to protect the information collected, which include: limiting the amount of data collected
(including not collecting full IP addresses), setting a retention schedule, restricting access to our Google
Analytics data, and regularly reviewing our use of analytics.
We keep analytics data for 14 months from a visitor’s last visit.

Cookies
We use a cookies tool on our website to gain consent for the optional cookies we use.
Cookies that are necessary for functionality, security and accessibility are set and are not deleted by the
tool.
You can read more about how we use cookies, and how to change your cookies preferences, on our Cookies
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page.

Search engine
Our website search and decision notice search is powered by Funnelback. Search queries and results are
logged anonymously to help us improve our website and search functionality. No identifiable personal
information is collected by us or Funnelback.

Security and performance
We use a third-party web application firewall from Cloudflare to help maintain the security and performance
of our website. The service checks that traffic to the site is behaving as would be expected. The service will
block traffic that is not using the site as expected. To provide this service, Cloudflare processes site visitors’
IP addresses.
We host our website in Microsoft Azure in the UK and keep traffic information for 12 months.

Purpose and lawful basis for processing
The purpose for implementing the above is to maintain and monitor the performance of our website and to
constantly look to improve the site and the services it offers to our users. The lawful basis we rely on to
process your personal data is either Article 6(1)(a) of the UK GDPR, for example when we require your
consent for the optional cookies we use, or Article 6(1)(f) which allows us to process personal data when
it’s necessary for our legitimate interests. For example in order to maintain the integrity of our IT systems
and the continuity of our business.

What are your rights?
As we are processing your personal data for our legitimate interests as stated above, you have the right to
object to our processing of your personal data. There are legitimate reasons why we may refuse your
objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.
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Visitors to the office
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

We meet visitors at our head office, including:
dignitaries;
external training providers;
job applicants;
suppliers and tradespeople;
stakeholders; and
organisations we may be interviewing about their processing.
If your visit is planned, we’ll send your name and visit information to reception before your visit – so that
we can print a personalised badge for your arrival.
If you arrive without an appointment, you will be given a generic visitor badge.
You must wear a pass throughout your visit. Personalised badges will be destroyed when you leave the
premises.
We ask all visitors to sign in and out at reception and show a form of ID. The ID is for verification purposes
only, we don’t record this information.
Closed-circuit television (CCTV) operates outside the building for security purposes. The information is
viewed by us on a live feed and we don’t record it.
The purpose for processing this information is for security and safety reasons. The lawful basis we rely on
to process your personal data is article 6(1)(f) of the UK GDPR, which allows us to process personal data
when its necessary for the purposes of our legitimate interests.
We have Wi-Fi on site for the use of visitors. We’ll provide you with the address and password.
We record the device address and will automatically allocate you an IP address whilst on site. We also log
traffic information in the form of sites visited, duration and date sent/received.
We don’t ask you to agree to terms, just to the fact that we have no responsibility or control over your use
of the internet while you are on site, and we don’t ask you to provide any of your information to get this
service.
The purpose for processing this information is to provide you with access to the internet whilst visiting our
site. The lawful basis we rely on to process your personal data is article 6(1)(f) of the UK GDPR, which
allows us to process personal data when its necessary for the purposes of our legitimate interests.
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We sometimes record audio and video of training sessions delivered by external training providers for
distribution to ICO staff not in attendance. We don’t do this without the prior agreement of the training
provider and no recordings are shared outside of the ICO. The lawful basis we rely on to process personal
data is article 6(1)(e) of the UK GDPR, which allows us to process personal data when it is necessary for
the performance of our public task.
For information about how long we hold personal data, see our retention schedule .
We ask visitors to our regional offices to show some form of ID, but this will not be recorded anywhere and
is purely for ID verification.
Any CCTV used in our regional offices or London office is not operated by us, so we are not the controller. It
will be under the control of the relevant building landlord.
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2. Reason for contacting us
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

This section of the privacy notice provides information that is specific to your reason for contacting us.
The below infographic gives you some of basic details about what we do with your information.
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Responding to our project ExplAIn consultation
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing?
What we need?
What we do with it?
How long we keep it?
What are your rights?
Do we use any data processors?
Do we transfer data overseas?

Purpose and lawful basis for processing
Our purpose for processing your personal data is to seek your views on the draft content of our project
ExplAIn guidance in order to inform its further development.
The lawful basis we are relying on to process your personal data is article 6(1)(e) of the UK GDPR, which
allows us to process personal data when this is necessary for the performance of our public tasks in our
capacity as a regulator.

What we need
If you are responding to our consultation we’ll need your name, contact details and where relevant the
organisation that you work for. We will also process any other personal data you choose to provide in your
response to the consultation questions.

What we do with it
We will use your name and contact details to contact you if we have any questions about your response.
We may publish a summary of the consultation responses and, in some cases, the responses themselves.
Published responses may be attributed to an organisation where this information has been provided but will
not contain any personal data.
This consultation is being conducted in partnership with The Alan Turing Institute and your contact
information and response will be shared with them. They will be processing this information for the same
purpose. For further information about their processing of personal data you can read their privacy notice.
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How long we keep it
The consultation period is 2 December 2019 - 24 January 2020. We’ll keep the personal data you provide
for 12 months.

What are your rights?
For information on your rights, please see 'Your data protection rights'.
The Information Commissioner and The Alan Turing Institute are controllers for the personal data you
provide. Contact details for our data protection officer can be found here.
If you are unhappy with the way in which we have processed your personal data then you have the right to
complain to us as the UK supervisory authority.

Do we use any data processors?
Yes - we use Snap Surveys to gather the consultation responses. Any data processed by Snap Surveys for
us is stored on UK servers. You can read their Privacy Policy here.

Do we transfer data overseas?
No.
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Report a nuisance call or message
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose is to investigate and take regulatory action in line with our statutory duties.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.
If the information you provide us in relation to your report contains special category data, such as health,
religious or ethnic information the lawful basis we rely on to process it is article 9(2)(g) of the UK GDPR,
which also relates to our public task and the safeguarding of your fundamental rights. And Schedule 1 part
2(6) of the DPA2018 which relates to statutory and government purposes.

What we need
We collect information you have given us about nuisance calls and text messages you have received that
you wish to report to us. Our reporting tool will prompt you for certain information.
We ask you for the phone number you received the nuisance message on, and contact information in case
we need to contact you for more information when investigating an organisation. But you don’t have to
supply any of your personal data during the reporting process.
We’ll ask for the first part of your postcode so we can create anonymised reports about where people are
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receiving nuisance calls and messages.

Why we need it
This information will help us investigate and take action against those responsible.

What we do with it
We may share this information with other regulators, telephone service providers, or the organisations we
are investigating.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
You are giving us your personal data so that we can act in our official capacity as a regulator, so you have
the right to object to our processing of your personal data. There are legitimate reasons why we may
refuse your objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’

Do we use any data processors?
No
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Making a complaint
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
• Purpose and lawful basis for processing
• What we need
• Why we need it
• What we do with it
• How long we keep it
• What are your rights?
• Do we use any data processors?

Purpose and lawful basis for processing
Our purpose is to investigate and take regulatory action in line with our statutory duties.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.
If the information you provide us in relation to your complaint contains special category data, such as
health, religious or ethnic information the lawful basis we rely on to process it is article 9(2)(g) of the UK
GDPR, which also relates to our public task and the safeguarding of your fundamental rights. And Schedule
1 part 2(6) of the DPA2018 which relates to statutory and government purposes.

What we need
We need information from you to investigate your complaint properly, so our complaint forms are designed
to prompt you to give us everything we need to understand what’s happened.
When we receive a complaint from you, we’ll set up a case file. This normally includes your contact details
and any other information you have given us about the other parties in your complaint.

Why we need it
We need to know the details of your complaint so we can investigate it and fulfil our regulatory function.
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What we do with it
We will use your personal information to investigate your complaint, and may also check on our level of
service by inviting you to complete a customer satisfaction survey. We compile and publish statistics
showing information like the number of complaints we receive, but not in a form that identifies anyone.
No third parties have access to your personal information unless the law allows them to do so. However, if
you have made a complaint about an organisation, we usually have to disclose your identity to them. This
is so we can clearly explain to them what you think has gone wrong and if necessary advise them how to
put it right. This also means we may receive information about you from them.
If you don’t want information that identifies you to be shared with the organisation you want to complain
about, we’ll try to respect that. However, it is not always possible to handle a complaint on an anonymous
basis so we’ll contact you to discuss this.
If you contact us to make a freedom of information complaint about a public authority, and we issue a
decision notice, we will need you to provide us with an identifiable correspondence address or personal
email address which will be included on a copy of any decision notice provided to the public authority about
which you have complained.
If you are acting on behalf of someone making a complaint, we’ll ask for information to satisfy us of your
identity and if relevant, ask for information to show you have authority to act on someone else’s behalf.
We may also contact you to ask if you would be interested in participating in a customer satisfaction
survey. If you would like to be included, we will pass your name and email address onto a third party to
complete the survey on our behalf.

How long we keep it
For information about how long we hold personal data, see our retention schedule.
If you agree to participate in the customer experience survey, ICS will keep your survey response for 30
days from the survey closes. They will keep your name and email address for 9 months from the survey
expiry date.

What are your rights?
We are acting in our official capacity to investigate your complaint, so you have the right to object to our
processing of your personal data. There are legitimate reasons why we may refuse your objection, which
depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
We do not use data processors to handle complaints.
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We use the Institute of Customer Service (ICS) as a data processor to run our customer satisfaction
surveys.
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Report bad practices as a whistleblower
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need and why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose is to investigate and take regulatory action in line with our statutory duties.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.
If the information you provide us in relation to your report contains special category data, such as health,
religious or ethnic information the lawful basis we rely on to process it is article 9(2)(g) of the UK GDPR,
which also relates to our public task and the safeguarding of your fundamental rights. And Schedule 1 part
2(6) of the DPA2018 which relates to statutory and government purposes.

What we need and why we need it
We need enough information from you to investigate your protected disclosure to us, including any
evidence you have to support it.
When we receive a complaint from you we’ll set up a case file containing the details of your complaint. This
normally includes your identity, contact details and any other information you have given us about
individuals involved in the complaint. We will treat the information you provide confidentially. Please see
our guidance for whistleblowers for more information.
You can contact us anonymously if you prefer but we are more likely to be able to investigate potential
wrongdoing if we are confident that the person making the disclosure is in a position to make an informed
complaint. It will also mean we are better able to feedback information about any action we have taken, if
we can.

Why we need it
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We need to know the details of your complaint so that we can make a decision on the organisation’s
compliance with the relevant legislation and fulfil our regulatory function.

What we do with it
We’ll treat the information you provide as confidential and won’t disclose it without lawful authority. But to
look into a matter properly, we’ll usually need to disclose some information to the organisation concerned.
We can discuss this with you, but you should clearly indicate any information that you don’t want us to
share from the outset.
If possible, we’ll give you feedback about any action we take as a result of your disclosure. However, this
feedback will be restricted. We also have a duty of confidence to the organisations we regulate. We are
legally prevented from sharing much of the information we hold about them.
We’ll also publish information in a yearly report about any action we take as a result of disclosures by
whistleblowers. This won’t, however, contain any information that will identify individual whistleblowers or
their employers (including ex-employers).
We will use your personal information to process your complaint and to check on the level of service we
provide. We compile and publish statistics showing such information as the number of complaints we
receive, but not in a form that identifies anyone.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
We are acting in our official capacity to assess your report of a potential breach of the law, so you have the
right to object to our processing of your personal data. There are legitimate reasons why we may refuse
your objection, which depend on why we are processing it.
For more information on your rights please see ‘Your rights as an individual’.

Do we use any data processors?
No
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Make an enquiry
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
Purpose and lawful basis for processing
What we need and why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
When you contact us to make an enquiry, we collect information, including your personal data, so that we
can respond to it and fulfil our regulatory responsibilities.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.
If the information you provide us in relation to your enquiry contains special category data, such as health,
religious or ethnic information the lawful basis we rely on to process it is article 9(2)(g) of the UK GDPR,
which also relates to our public task and the safeguarding of your fundamental rights. And Schedule 1 part
2(6) of the DPA2018 which relates to statutory and government purposes.

What we need and why we need it
We need enough information from you to answer your enquiry. If you call the helpline, we won’t make an
audio recording of it and we won’t usually need to take any personal information from you. But in certain
circumstances we may make notes to provide you with a further service as required.
If you contact us via email or post, we’ll need a return address for response.

What we do with it
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We’ll set up a case file on our case management system to record your enquiry and so we can get it to the
correct area of the business to be dealt with. We’ll also keep a record of our response. We use the
information supplied to us to deal with the enquiry and any subsequent issues that may arise, and we may
also check on the level of service we provide by asking you to complete a customer satisfaction survey.

How long we keep it
For information about how long we hold personal data, see our retention schedule.
If you agree to participate in the customer experience survey, ICS will keep your survey response for 30
days from the survey closes. They will keep your name and email address for 9 months from the survey
expiry date.

What are your rights?
We are acting in our official capacity to respond to your enquiry, so you have the right to object to our
processing of your personal data. There are legitimate reasons why we may refuse your objection, which
depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
We do not use any data processors to handle enquiries.
We use the Institute of Customer Service (ICS) as a data processor to run our customer satisfaction
surveys.
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Investigations for law enforcement purposes
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?
Do we make any overseas data transfers?

Purpose and lawful basis for processing
As part of our statutory functions, we investigate and prosecute individuals and organisations for alleged
criminal offences committed under the legislation we regulate (including Data Protection Act 2018, Freedom
of Information 2000, etc.). The Information Commissioner is named as a competent authority for the
purpose of Part 3 of the DPA 2018 which applies to the processing of personal data by such authorities for
law enforcement purposes.
These purposes are set out at s.31 DPA 2018 and are the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, which might include the
safeguarding against and the prevention of threats to public security. Our processing is either done because
it is necessary for the performance of a task relating to one of these purposes or with the consent of the
individual.
We process personal data for the purposes of law enforcement of the legislation for which we are regulator
in the following three areas:
Criminal investigations
Intelligence
Financial recovery
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Our processing can also include sensitive processing which means processing special category data for law
enforcement purposes. Where this is the case we rely on either the consent of the individual or, provided
the processing is strictly necessary for the law enforcement purposes, on a condition set out in Schedule 8
of the DPA 2018. Our Safeguards Policy explains about our processing (including sensitive processing) for
law enforcement purposes, our procedures for complying with the data protection principles and our
policies for retention and erasure of any personal data. You can read our policy here .

What we need
When we investigate an alleged criminal offence, we gather information and evidence which might include
information about victims, suspects, witnesses and other individuals relevant to the circumstances and
events.

Why we need it
In our role as a competent authority, we need to establish whether offences have been committed so that
we can take legal action if appropriate. So we’ll gather information relevant to our investigation which
might include information about you.

What we do with it
We use your personal information for the purposes of our investigation and, and for prosecution purposes if
appropriate.
In some circumstances we may share your personal information with law enforcement and other agencies
during an investigation. We may also share it with others such as expert witnesses.
If we are considering taking legal action, we’ll share this information with our external legal counsel, the
courts and any co-defendants and their legal representatives. Court cases are held in public and so
personal data, including special category data, might be made public during the course of proceedings.
When we successfully prosecute someone, we may publish the convicted individual’s identity in our Annual
Report, on our website or distribute more widely to the media.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
You have a right to access your personal data held by or for us. You also have a right to get inaccurate data
rectified and incomplete data completed, and for your personal data to be erased in certain circumstances.
We will provide further information directly to data subjects in specific cases to enable them to exercise
their rights. This might be in cases where
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we are processing your personal data that was collected without your knowledge.
We will not do this where doing so would be prejudicial to our investigation or for other reasons set out in
s.44 (4) Data Protection Act 2018.

Do we use any data processors?
We do use external service providers in the UK for the case management system we use to process cases
which are investigated for law enforcement purposes.
We sometimes use external service providers to carry out forensic analysis of evidence in cases which are
investigated for law enforcement purposes or for financial recovery activities.

Do we make any overseas data transfers?
Any transfers are made in line with our data protection obligations.
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Apply for a job or secondment
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What will we do with the information you give us?
What information do we ask for, and why?
Application stage
Shortlisting
Assessments
Conditional offer
After your start date
Secondments
How long is the information kept?
How we make decisions about recruitment
Your rights
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for processing this information is to assess your suitability for a role you have applied for and
to help us develop and improve our recruitment process.
The lawful basis we rely on for processing your personal data is article 6(1)(b) of the UK GDPR, which
relates to processing necessary to perform a contract or to take steps at your request, before entering a
contract.
If you provide us with any information about reasonable adjustments you require under the Equality Act
2010 the lawful basis we rely on for processing this information is article 6(1)(c) to comply with our legal
obligations under the Act.
The lawful basis we rely on to process any information you provide as part of your application which is
special category data, such as health, religious or ethnicity information is article 9(2)(b) of the UK GDPR,
which relates to our obligations in employment and the safeguarding of your fundamental rights. And
Schedule 1 part 1(1) of the DPA2018 which again relates to processing for employment purposes.
We process information about applicant criminal convictions and offences. The lawful basis we rely to
process this data are Article 6(1)(e) for the performance of our public task. In addition we rely on the
processing condition at Schedule 1 part 2 paragraph 6(2)(a).
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What will we do with the information you give us?
We’ll use all the information you provide during the recruitment process to progress your application with a
view to offering you an employment contract with us, or to fulfil legal or regulatory requirements if
necessary.
We will not share any of the information you provide with any third parties for marketing purposes.
We’ll use the contact details you give us to contact you to progress your application. We may also contact
you to request your feedback about our recruitment process. We’ll use the other information you provide to
assess your suitability for the role.

What information do we ask for, and why?
We do not collect more information than we need to fulfil our stated purposes and will not keep it longer
than necessary.
The information we ask for is used to assess your suitability for employment. You don’t have to provide
what we ask for but it may affect your application if you don’t.
We will use any feedback you provide about our recruitment process to develop and improve our future
recruitment campaigns.

Application stage
If you use our online application system, your details will be collected by our data processor Vacancy Filler
on our behalf.
You can submit your application to us without the need to create an account. To access a copy of your
completed application form you can create an account or email us at [email protected].
We ask you for your personal details including name and contact details. We’ll also ask you about previous
experience, education, referees and for answers to questions relevant to the role. Our recruitment team will
have access to all this information.
You will also be asked to provide equal opportunities information. This is not mandatory – if you don’t
provide it, it won’t affect your application. We won’t make the information available to any staff outside our
recruitment team, including hiring managers, in a way that can identify you. Any information you provide
will be used to produce and monitor equal opportunities statistics. This information may also be shared with
external equality and diversity auditors.

Shortlisting
Our hiring managers shortlist applications for interview. They will not be provided with your name or
contact details or with your equal opportunities information if you have provided it.
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Assessments
We may ask you to participate in assessment days; complete tests or occupational personality profile
questionnaires; attend an interview; or a combination of these. Information will be generated by you and
by us. For example, you might complete a written test or we might take interview notes. This information is
held by us.
If you are unsuccessful after assessment for the role, we may ask if you would like your details retained in
our talent pool. If you say yes, we would proactively contact you should any further suitable vacancies
arise.

Conditional offer
If we make a conditional offer of employment, we’ll ask you for information so that we can carry out
pre-employment checks. You must successfully complete pre-employment checks to progress to a final
offer. We must confirm the identity of our staff and their right to work in the United Kingdom, and seek
assurance as to their trustworthiness, integrity and reliability.
You must therefore provide:
proof of your identity – you will be asked to attend our office with original documents; we’ll take copies
proof of your qualifications – you will be asked to attend our office with original documents; we’ll take
copies
a criminal records declaration to declare any unspent convictions
your email address, which we’ll pass to the Government Recruitment Service, which will contact you to
complete an application for a Basic Criminal Record check via the Disclosure and Barring Service, or
Access NI, which will verify your declaration of unspent convictions.
We’ll contact your referees, using the details you provide in your application, directly to obtain
references
We’ll also ask you to complete a questionnaire about your health to establish your fitness to work.
We’ll also ask you about any reasonable adjustments you may require under the Equality Act 2010. This
information will be shared with relevant ICO staff to ensure these are in place for when you start your
employment.
If we make a final offer, we’ll also ask you for the following:
bank details – to process salary payments
emergency contact details – so we know who to contact in case you have an emergency at work
any membership of a Civil Service Pension scheme – so we can send you a questionnaire to see whether
you are eligible to rejoin your previous scheme. Or we’ll provide your information to our partnership
pension provider if you don’t want to join the Civil Service Pension scheme.

After your start date
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Some roles require a higher level of security clearance – this will be clear on the advert or job description
(or both). If so, you will be asked to submit information via the National Security Vetting process to HMRC.
HMRC will be the data controller for this information.
HMRC will tell us whether your application is successful or not. If it is not, we will not be told the reasons
but we may need to review your suitability for the role or how you perform your duties.
Our Code of Conduct requires all staff to declare if they have any potential conflicts of interest, or if they
are active in a political party. If you complete a declaration, the information will be held on your personnel
file. You will also need to declare any secondary employment.

Secondments
We also offer opportunities for people to come and work with us on a secondment basis. We accept
applications from individuals or organisations who think they could benefit from their staff working with us.
Applications are sent directly to us. Once we have considered your application, if we are interested in
speaking to you further, we’ll contact you using the details you give.
We may ask you to provide more information about your skills and experience or invite you to an interview.
If we do not have any suitable work at the time, we’ll let you know but we may ask if you would like us to
retain your application so that we can proactively contact you about possible opportunities in the future. If
you say yes, we’ll keep your application for six months.
If you are seconded to us, we’ll ask you to complete a political affiliation declaration. Also you will be
expected to adhere to a confidentiality agreement and code of conduct, which will be agreed with your
organisation.
We may also ask you to complete our pre-employment checks or to obtain security clearance via the
National Security Vetting process – both of which are described in this notice. Whether you need to do this
will depend on the type of work you will be doing for us.
We ask for this information so that we fulfil our obligations to avoid conflicts of interest and to protect the
information we hold.

How long is the information kept for?
For information about how long we hold personal data, see our retention schedule .

How we make decisions about recruitment
Final recruitment decisions are made by hiring managers and members of our recruitment team. We take
account of all the information gathered during the application process.
Any online testing is marked and a result is generated automatically. However, if you wish to challenge the
mark you have received, the result can be checked manually.
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You can ask about decisions on your application by speaking to your contact in our recruitment team or by
emailing [email protected]

Your rights
As an individual, you have certain rights regarding your own personal data.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
Yes – we use several processors to provide elements of our recruitment service for us.
We use Vacancy Filler to operate our our online application system and to produce anonymised
management information about campaigns. Here is a link to Vacancy Filler's privacy notice. 
If you accept a final offer from us, some of your personnel records will be held on CIPHR, which is an
internally used HR records system. Here is a link to its privacy notice .
If you are employed by us, relevant details about you will be provided to Capita HR Services who provide
our payroll services. This will include your name, bank details, address, date of birth, National Insurance
Number and salary.
Likewise, your details will be provided to MyCSP who is the administrator of the Civil Service Pension
Scheme, of which we are a member organisation. You will be auto-enrolled into the pension scheme and
the details provided to MyCSP will be your name, date of birth, National Insurance number and salary. Your
bank details will not be passed to MyCSP at this time.
We use Health Management to provide our Occupational Health service.
We’ll send you a link to the questionnaire that will take you to Health Management’s website. The
information you provide will be held by Health Management, who will give us a fit to work certificate or a
report with recommendations. You are able to request to see the report before it is sent to us. If you
decline for us to see it, this could affect your job offer. If an occupational health assessment is required,
this is likely to be carried out by Health Management. Here is a link to Health Management's privacy notice
.

CEB provide online testing for us. If we ask you to complete one of its tests, we’ll send you a link to the
test. Your answers will be provided to and held by CEB. Here is a link to CEB's privacy notice .
For senior vacancies, we sometimes advertise through Hays Recruitment. Hays will collect the application
information and may ask you to complete a work preference questionnaire that is used to assess your
suitability for the role; the results are assessed by recruiters. Information collected by Hays will be kept for
12 months after the end of our agreement with Hays. Here is a link to Hays' privacy notice .
We use Snap Surveys to gather your feedback about our recruitment process. Any data collected by Snap
Surveys for us is stored on UK servers. You can read their read their Privacy Policy here .
We use Clear Company for external equality and diversity audits. You can read their Privacy Policy here .
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Contact the Press Office
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for collecting this information is so we can respond to you and give you information about the
legislation we oversee in order for you to publish.
The lawful basis we rely on for processing your personal data is public task, under article 6(1)(e) of the UK
GDPR.

What we need
We need enough information from you so we can respond to you. We’ll take your name and
number/contact email address and, where relevant, the name of the organisation you represent.

Why we need it
We need to keep a record of who we have spoken with and what has been asked for/provided. If we can’t
answer your query/request over the phone, we’ll need your contact information for our response.

What we do with it
We’ll only use your personal information to respond to you and will make a record of our communications
with you, both verbal and written.
We’ll also use your contact information to send you our press releases.
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How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
We are acting in our official capacity as a regulator in providing you with press releases and responding to
media enquiries. This means you have the right to object to our processing of your personal data. There
are legitimate reasons why we may refuse your objection, which depend on why we are processing it.
You can however, ask us to stop sending you press releases at any time and we’ll update our records
immediately to reflect your wishes.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
Yes – We use PRgloo and Kantar, who are in partnership with Agility, to store communications and distribute
our press releases.
Go to the privacy notices for Kantar and PRgloo to find out more about how they process personal data.
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Attend an event, seminar or workshop
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for collecting this information is so we can facilitate the event and provide you with an
acceptable service.
The lawful basis we rely on for processing your personal data is your consent under article 6(1)(a) of the
UK GDPR. When we collect any information about dietary or access requirements we also need your
consent (under article 9(2)(a)) as this type of information is classed as special category data.

What we need
If you wish to attend one of our events, you will be asked to provide your contact information including
your organisation’s name and, if offered a place, information about any dietary requirements or access
provisions you may need. We may also ask for payment if there is a charge to attend.

Why we need it
We use this information to facilitate the event and provide you with an acceptable service. We also need
this information so we can respond to you.

What we do with it
If you are not successful in securing a place, we’ll let you know and hold your details on a reserve list in
case a place becomes available.
If you are allocated places at an event, we’ll ask for information about any dietary/access requirements. We
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don’t share this information in any identifiable way with the venue, and we delete it after the event.
We don’t publish delegate lists for events.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
We rely on your consent to process the personal data you give us to facilitate the event. This means you
have the right to withdraw your consent at any time. If at any point you want to withdraw your consent
please email or call us 0303 123 1113. If you do that, we’ll update our records immediately to reflect your
wishes.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
Yes – we use data processors to help facilitate the events.
We collect registration information via an online reporting tool hosted by Snap Surveys, who process
information in line with our instructions.
For in-person events we might print delegate name badges. To do this we will share your information with
our external print company Print-it. You can read their privacy notice here .
We also use Orcula  for the registration and hosting of some of our events.
We may sometimes charge a fee to attend an event. If this happens, our communications about the event
will provide details of the data processor we use to collect payments.
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Responding to our consultation requests and surveys
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
Purpose and lawful basis for processing
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
If you have indicated that you would be interested in contributing to further ICO work on the subject
matter covered by this consultation or survey then we might process your contact details to get in touch
with you about your response.
We will process the opinion or views you provide in the responses for the purpose of informing the
development of our policy, guidance or other regulatory work in the subject area of the request for views.
The lawful basis we are relying on to process your personal data is article 6(1)(e) of the UK GDPR, which
allows us to process personal data when this is necessary for the performance of our public tasks in our
capacity as a regulator.

What we do with it
We’ll use the contact information you provide to arrange an interview to obtain your views or contact you to
discuss your response.
In the case of consultations, we will publish a summary of the consultation responses and, in some cases,
the responses themselves but these will not contain any personal data.
In the case of surveys or feedback, we may want to publish your name and / or job role alongside your
response on our website and social media accounts. Where we are considering doing this we will make it
clear what we plan to publish and will seek your agreement to this before doing so.
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We process the information internally for the above stated purpose. We don't intend to share your personal
data with any third party. Any specific requests from a third party for us to share your personal data with
them will be dealt with in accordance the provisions of the data protection laws.

How long we keep it
We will retain consultation and survey response information until our work on the subject matter of the
consultation is complete.

What are your rights?
You have the right to request access to the personal data that we hold about you.
You have the right to object to the processing of your personal data.
If you are unhappy with the way in which we have processed your personal data then you have the right to
complain to a supervisory authority.
If you wish to exercise any of these rights, please contact [email protected]  or call our Helpline on 0303
123 1113.

Do we use any data processors?
We do often use Snap Surveys to gather information on our behalf - it will be clear if we are using Snap
Surveys. Any data collected by Snap Surveys for ICO is stored on UK servers. You can read their Privacy
Policy here .
We also use Microsoft Forms for the same purpose.
Occasionally we also use the poll function  on the ICO’s LinkedIn account to engage with LinkedIn users.
You can read their privacy policy. 
We use PA Consulting and Yonder Data Solutions for stakeholder research and engagement.
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Register for a webinar or live broadcast event
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Purpose and lawful basis for processing
Our purpose for collecting this information is so we can facilitate the video conference, focus group,
webinar or live broadcast event and provide wider access to its content.
The lawful basis we rely on for processing your personal data is Article 6(1)(e) – public task.

What we need
If you are an attendee or presenter at one of these events we will need an email address from you.
We record some events and all presenters will have their image and audio captured in the recording. If you
are an attendee you may have the option of sharing your image and audio during the session. If you
choose to do so, this will also be captured in the recording.
Some events will feature a moderated Q&A. If you choose to interact with the Q&A your comments may be
published to others at the event and will also form part of the recording.
If an event is being recorded we will always notify you in advance.

What we do with it
We use your email address to provide you with the event details. This will include information about any
recording taking place. For recorded events we will also email you a link to the recording once the event
has concluded.
For some events we may publish the recording on our website, Youtube or Vimeo channels so this is
accessible to a wider audience. If an event recording will be published we will always notify you before the
event.
We don’t publish delegate lists for video conferences, focus groups, webinars or live broadcast events but
your name and email address may be visible to others in attendance during the event.

How long we keep it
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We will keep your email address and any recording of the event for 12 months.
For information about how long we hold personal data, see our retention schedule .

What are your rights?
For more information on your rights, please see 'Your data protection rights'.
If you wish to exercise any of these rights, please contact [email protected] or call our Helpline on 0303
123 1113.

Do we use any data processors?
We use Microsoft Teams to deliver our webinar and live broadcast events.
We use YouTube and Vimeo to publish the recordings of some events.
The three sites all drop non-essential cookies.

Do we transfer data overseas?
Yes – transfers of data to Microsoft, Vimeo or Google data centres.
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Subscribing to our e-newsletter
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?
Do we transfer data overseas?

Purpose and lawful basis for processing
Our purpose for collecting your contact details is so we can provide you with a service and let you know
about the ICO’s work, guidance and events.
We collect analytics information so we can provide a personalised service, monitor the impact of our work
and improve the newsletter.
The lawful basis we rely on for processing your contact details and interest preferences is your consent
under article 6(1)(a) of the UK GDPR
The lawful basis we rely on for the processing of analytics information is article 6(1)(e) – public task.

What we need
Your email address.
You can also provide your name and indicate specific subjects you want to receive emails about but this is
optional.
We also collect records of the links you click in the newsletter.
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Why we need it
We use your email address to send you our e-newsletter and your name, if provided, to personalise the
newsletter you receive.
We use your subject preferences to ensure you receive content that is of interest and relevant to you or
your organisation.
We collect records of the links you click using encoded URL strings. Encoded URL strings do not use any
technology (e.g. localstorage, cookies etc) to store or access data on your device. We collect this
information to evaluate the impact of our work and to help us improve the content of our newsletter.
We may also use these records to send you content tailored to your sector or areas of interest. For
example, if you click on a link about Artificial Intelligence – we may send you more frequent newsletters
about our technology work.

What we do with it
We only use your details to provide the service, monitor the impact of our work and improve the newsletter
You will receive a confirmation email once you have submitted your details. We send one monthly
newsletter and then ad hoc newsletters when there is significant announcements or publications.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
We rely on your consent to process your contact details and interest preferences. . This means you have
the right to withdraw your consent, or to object to the processing of your personal data for this purpose at
any time. If at any point you want to withdraw your consent please email  or call us 0303 123 1113. If
you do that, we’ll update our records immediately to reflect your wishes.
We rely on public task to process analytics data. This means you have the right to object to the processing
of your personal data for this purpose at any time.
If you unsubscribe from receiving the newsletter we will still process your contact information and the
analytics data. If want object to our processing of this information please submit your request to
[email protected].
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
Yes – we use Upland Adestra to deliver the e-newsletter. For more information, please see Upland’s privacy
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notice .

Do we transfer data overseas?
Yes - subscriber data is hosted in Ireland and is only available to ICO staff and Adestra support staff who
provide technical support based in UK or Poland.
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Request our publications
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for collecting this information is so we can post the requested publications to you.
The lawful basis we rely on for processing your personal data is your consent under article 6(1)(a) of the
UK GDPR.

What we need
Your name and address details.

Why we need it
So that we can send you the publications you have requested.

What we do with it
We only use the contact details to provide this service. We run statistical reports on the types and
quantities of publications requested for monitoring purposes, but this does not contain any personally
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identifiable information.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
We rely on your consent to process the personal data you give us to provide this service. This means you
have the right to withdraw your consent at any time. If you do that, we’ll update our records immediately
to reflect your wishes.
For more information on your rights, please see ‘Your rights as an individual’ in the list on the left under the
‘General information’ header.

Do we use any data processors?
Yes – we use Granby to deal with some publication requests, but Granby is only allowed to use the
information to send out the publications.
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Make an information request
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

View our 'what we do with your personal data when you...' infographic for a basic overview of the below
information.

Contents
Purpose and lawful basis for processing
What we need and why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for processing your personal data is so we can fulfil your information request to us.
The lawful basis for this is article 6(1)(C) of the UK GDPR, which relates to processing necessary to comply
with a legal obligation to which we are subject.
If any of the information you provide us in relation to information request contains special category data,
such as health, religious or ethnic information the lawful basis we rely on to process it is article 9(2)(g) of
the UK GDPR, which also relates to our public task and the safeguarding of your fundamental rights. And
Schedule 1 part 2(6) of the DPA2018 which relates to statutory and government purposes.

What we need and why we need it
We need information from you to respond to you and to locate the information you are looking for. This
enables us to comply with our legal obligations under the legislation we are subject to:
General Data Protection Regulation (2016)
Data Protection Act (2018)
Freedom of Information Act (2000)
Environmental Information Regulations (2004)
Re-use of Public Sector Information Regulations
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What we do with it
When we receive a request from you, we’ll set up an electronic case file containing the details of your
request. This normally includes your contact details and any other information you have given us. We’ll also
store on this case file a copy of the information that falls within the scope of your request.
If you are making a request about your personal data, or are acting on behalf of someone making such a
request, then we’ll ask for information to satisfy us of your identity. If it’s relevant, we’ll also ask for
information to show you have authority to act on someone else’s behalf.
We’ll use the information supplied to us to process your information request and check on the level of
service we provide.
If the request is about information we have received from another organisation – regarding a complaint, for
example – we’ll routinely consult the organisation/s concerned to seek their view on disclosure of the
material.
We compile and publish statistics showing information such as the number of requests we receive, but not
in a form that identifies anyone.
We may also contact you to ask if you would be interested in participating in a customer satisfaction
survey. If you would like to be included, we will pass your name and email address onto a third party to
complete the survey on our behalf.

How long we keep it
For information about how long we hold personal data, see our retention schedule.
If you agree to participate in the customer experience survey, ICS will keep your survey response for 30
days from the survey closes. They will keep your name and email address for 9 months from the survey
expiry date.

What are your rights?
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
No – we do not use data processors for the above.
We use the Institute of Customer Service (ICS) as a data processor to run our customer satisfaction
surveys.
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3. Communicate with us as a business
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

We hold the names and contact details of individuals acting in their capacity as representatives of their
organisations, across the business. If this relates to interactions regarding our regulatory functions, the
lawful basis is article 6(1)(e) of the UK GDPR. If the interactions relate to suppliers, contracts, buildings
management, IT services etc., the legal basis is article 6(1)(c) of the UK GDPR for any legal obligation or
article 6(1)(f) because the processing is within our legitimate interests as a business.
As a contracting authority, the ICO are obliged by law to carry out tenders via an e–procurement portal.
Any personal information provided to us as part of the tendering process will be held in this e-procurement
portal. We use Delta eSourcing for this and their privacy notice can be viewed here.
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Pay a data protection fee
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for collecting personal data during the fee payment process is so that we can contact you
about your fee payment or about any other queries relating to your compliance with the legislation we
oversee. We may also send you information about our guidance or events to help you comply with the
legislation we oversee or contact you to request your feedback about the services we provide.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.
This applies to all organisations or sole traders required to pay a data protection fee.

What we need
If you are required to pay a fee, we need to take certain personal information from you during the course
of the process. This includes the name and contact details of the person who is responsible for paying the
fee and your Data Protection Officer (DPO) if you have one. We’ll also take payment information including
account details if you are paying via direct debit.

Why we need it
We need to collect payment information, for example your credit or debit card, or your bank account
details, so that we can process your payment.
We need contact information to send fee payment reminders, to raise any queries we may have about your
payment and to send you additional information to help you comply with the legislation we oversee.
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We may also contact you if we have a query outside the fee process, about how your organisation
processes personal data, if we don’t have a separate contact point for queries.

What we do with it
We will use the payment and contact details you provide to process your payment of the data protection
fee.
We include some of the information you provide in a register of fee payers, which we make publicly
available to search on our website and download as a dataset.
This will include the name and address of your organisation. As a controller, you are required to make an
address available for data subjects to easily make contact with you in the event that they want to exercise
their rights or ask you questions.
If you are a sole trader or small organisation we understand that the address you use in the course of your
business might be a domestic address. If this is the case, and you do not want the address to be made
public on the register of controllers, please provide a PO Box or alternative address instead.
If you provide DPO details, we’ll publish their contact details. We’ll also ask if we can publish their name. If
you select ‘yes’, their name will be published. We encourage you to be transparent about the identity of
your DPO.
If we issue you with a Penalty Notice and you fail to pay the fee and/or penalty within the stated timeframe
we will pass registration information including the name and address of the person we sent the Penalty
Notice to, onto our external solicitors so they can recover the outstanding amount.
We may send you information about our guidance or events to help you comply with the legislation we
oversee.
We may also contact you to ask if you would be interested in participating in a customer satisfaction survey
or similar research about the services we provide. If you would like to be included, we will pass your name
and email address onto a third party to complete the survey on our behalf.

How long we keep it
For information about how long we hold personal data, see our retention schedule.
If you agree to participate in the customer experience survey, ICS will keep your survey response for 30
days from the survey closes. They will keep your name and email address for 9 months from the survey
expiry date.

What are your rights?
We process personal data contained in fee payments and send you information about our guidance or
events, in our capacity as a regulator, so you have the right to object to our processing of your personal
data. There are legitimate reasons why we may refuse your objection, which depend on why we are
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processing it.
If you need to change the details we hold please contact us.
If you prefer not to receive information about guidance or events to help you comply with the legislation we
oversee, please email [email protected] with your registration reference number, (eg Z5347709) and the
name of your business, or your name if you are a sole trader and we’ll stop sending this information to you.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
Yes. We use Global Payments to take card payments. For direct debit payments, we use a third party
service provided by Data-8 to check that bank account and sort code information is correct, and the BACS
service to process the payment.
We use external solicitors for the recovery of unpaid fees and penalties.
We use Corporate Document Services Ltd for our mailing where we are required to send correspondence by
post.
We use Exela Technologies who provide a digital mailroom service for opening and scanning our post.
We use the Institute of Customer Service (ICS) as a data processor to run our customer satisfaction
surveys.
We use PA Consulting for stakeholder research and engagement.
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Apply for an ICO grant
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for processing this information is to facilitate the grant.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.

What we need
When individuals apply for a research grant under the ICO’s Grants Programme, they submit their
information in an application form, give details of their proposal and outline the research’s potential cost.

Why we need it
Those who are awarded grants are asked to provide progress reports, a final report and a list of final
expenses. Any personal information given in the application and during any research for which we have
awarded a grant, is used only to review the grant application and the ongoing administration and
management of any grants we award.

What we do with it
We may also publish information about projects on our own website, including the amount of grant
awarded and the recipient of the grant.
Some information about grants awarded are also published on the Government grants register. The
information that will be made public on the register includes the name of the grant programme (for us the
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ICO Grants Programme) and the funder’s name (the ICO), a description of the grant’s aims and objectives,
the value and currency of the grant, the date it was awarded, and the name of the grant’s recipient and
their recipient ID. More information on the Government grants register can be found here.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
As we process personal data in grant applications in our capacity as a regulator, you have the right to
object to our processing of your personal data. There are legitimate reasons why we may refuse your
objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
No – we do not use any processors for the above. But, as stated above, we do publish information on the
Government grants register.
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Report a breach (service providers)
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for collecting this information is so that we can assess, and take action on, all reported
breaches.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.

What we need
Public electronic communications service providers are required by law to report any security breaches
involving personal data to us. Along with information about the breach, we need the name and contact
details of a representative of your business.

Why we need it
We use the data collected to record the breach, make decisions about the action we may take, contact you
for more information and inform you of any actions we’ve taken.
We may also contact you to ask if you would be interested in participating in a customer satisfaction
survey. If you would like to be included, we will pass your name and email address onto a third party to
complete the survey on our behalf.

How long we keep it
For information about how long we hold personal data, see our retention schedule.
If you agree to participate in the customer experience survey, ICS will keep your survey response for 30
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days from the survey closes. They will keep your name and email address for 9 months from the survey
expiry date.

What are your rights?
We process personal data in the breach form in our capacity as regulator, so you have the right to object to
our processing of your personal data. There are legitimate reasons why we may refuse your objection,
which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
We do not use any data processors for handling data breach reports.
We use the Institute of Customer Service (ICS) as a data processor to run our customer satisfaction
surveys.
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Report a breach (all controllers)
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
If you report a personal data breach at your organisation, we’ll collect information about you so we can
communicate with you about the breach.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.

What we need
Organisations must report any personal data breach to us without undue delay and, where feasible, within
72 hours.
In addition, public electronic communications service providers must report any personal data breach under
the Privacy and Electronic Communications Regulations 2003 to us within 24 hours.
We provide a dedicated breach reporting helpline for this purpose, which can be contacted on 0303 123
1113. You can also report online.
Along with information about the breach, we’ll ask you for your name, email address and contact phone
number, and the name and details of the person we should contact about the matter (if this isn’t you).

Why we need it
We need this information to record the breach, to make decisions about any action we may take, and to
carry out those actions if necessary. We need the personal data we collect as we may contact you for more
information and to inform you of the outcome of any investigation or decision we make about the breach.
We may also contact you to ask if you would be interested in participating in a customer satisfaction
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survey. If you would like to be included, we will pass your name and email address onto a third party to
complete the survey on our behalf.

How long we keep it
For information about how long we hold personal data, see our retention schedule.
If you agree to participate in the customer experience survey, ICS will keep your survey response for 30
days from the survey closes. They will keep your name and email address for 9 months from the survey
expiry date.

What are your rights?
As we process personal data in the breach form in our capacity as a regulator, you have the right to object
to our processing of your personal data. There are legitimate reasons why we may refuse your objection,
which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
We do not use any data processors for handling data breach reports.
We use the Institute of Customer Service (ICS) as a data processor to run our customer satisfaction
surveys.
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We're auditing your organisation
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for processing this information is to have a contact point at your organisation and to tell you
the outcome of the visit.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.

What we need
When we conduct an audit or an advisory visit, we’ll take the name and contact details of your
organisation’s main point of contact. We may also take details of other staff members during the visit
process.

Why we need it
We use the data collected to complete the audit/advisory visit and evidence the information provided.

What we do with it
We may publish a summary of the audit we have completed with you, but this will not contain any personal
data. We’ll publish the fact that we have conducted an advisory visit, but this will not contain any personal
data.

How long we keep it
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For information about how long we hold personal data, see our retention schedule .

What are your rights?
We process personal data in the visit information in our capacity as regulator, so you have the right to
object to our processing of your personal data. There are legitimate reasons why we may refuse your
objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
No
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Submit a DPIA for consultation
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for processing this information is so we can assess a Data Protection Impact Assessment
(DPIA) submitted for consultation and respond to you.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regul ator.

What we need
Controllers must submit DPIAs to us if the risks of the proposed processing cannot be successfully
mitigated. This information will include the controller’s representative’s name and contact details.

Why we need it
We use the data collected by the form to record the DPIA and make decisions about the processing. We
may contact you for more information and to inform you of the outcome of the consultation.

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
We process personal data in the DPIA consultation form in our capacity as regulator, so you have the right
to object to our processing of your personal data. There are legitimate reasons why we may refuse your
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objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
No
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Submit a BCR application for approval
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
Why we need it
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for processing this information is to have a contact point at your organisation and to respond
to you with the outcome of the Binding Corporate Rules (BCR) assessment.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.

What we need
When we assess and authorise BCR applications, we’ll take the name and contact details of your
organisation’s main point of contact and your external legal representatives if applicable.

Why we need it
We use the data collected to assess the BCR application, issue the national authorisation and evidence the
information provided.

What we do with it
We’ll publish the fact that we have issued an approval for transfers of personal data under BCRs for your
organisation, but this will not contain any personal data.

How long we keep it
24 April 2019 - 1.0.520
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For information about how long we hold personal data, see our retention schedule .

What are your rights?
We process personal data in the BCR assessment and authorisation in our capacity as regulator, so you
have the right to object to our processing of your personal data. There are legitimate reasons why we may
refuse your objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
Yes – we may sometimes share this information with our external legal representatives.
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Signing the Your Data Matters pledge
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

On this page
Purpose and lawful basis for processing
What we need
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Our purpose for processing your personal data is so we can register you on the pledge.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator.

What we need
We’ll need your name and email address and the name of your organisation.

What we do with it
We’ll use your email address to send you the pledge banner, which can be used on your website and social
media sites. We’ll use your name and the name of your organisation on our website to promote your
commitment to good data protection practices

How long we keep it
For information about how long we hold personal data, see our retention schedule .

What are your rights?
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We process personal data in pledges in our capacity as a regulator, so you have a right to object to our
processing of your personal data. There are some legitimate reasons why we may refuse your objection,
which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’ in the list on the left under the
‘General information’ header.

Do we use any data processors?
No
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Joining our SME feedback group
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
The ICO seeks feedback from SMEs before publishing new guidance for the sector. This is to help ensure
the guidance meets the needs of SMEs. The feedback group comprises SMEs from across the UK who
provide feedback via phone, email or online to the ICO on a voluntary basis.
Once you indicate that you would like to join our feedback group, we’ll process your name and contact
details, in order to ask for your feedback on relevant ICO guidance, tools and services.
We’ll process any responses you provide to our feedback questions, along with any additional personal data
you choose to provide to us as part of this response. This information is processed by us for the purpose of
informing the development of our guidance. You’ll never be asked to disclose special category data.
We may occasionally publish your responses as case studies on our website, on social media, in printed
materials or in event publications for the purpose of showcasing good practice and helping others improve
their data protection compliance. Responses are anonymised before publication. If we do want to publish
your personal data we’ll always seek your agreement beforehand. If you don’t agree we won’t publish it
and this won’t affect your membership of the group.
The lawful basis we rely on for processing your personal data is article 6(1)(e) of the GDPR, which allows us
to process personal data when this is necessary for the performance of our public tasks in our capacity as a
regulator.

What we need
We’ll need your name, telephone number and email address. We’ll also ask you some questions about your
business so we understand what you do, the size of your organisation and where you are located.

What we do with it
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We’ll use your name, phone number and email address to send you requests for feedback via phone, email
or an online survey.

How long we keep it
We’ll keep the personal data you provide for 12 months.

What are your rights?
For more information on your rights, please see 'Your data protection rights'.
If you no longer want to be part of our SME feedback group please email us or call us 0303 123 1113. If
you do that, we’ll update our records immediately to reflect your wishes.

Do we use any data processors?
No.
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Nominations for Data Protection Officer of the Year
award
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
Our purpose for processing is to run a competition for the ICO Data Protection Officer of the Year award we will assess the applications and pick a winner.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the UK GDPR, which allows us
to process personal data when this is necessary to perform our public tasks as a regulator. We do not ask
for any sensitive personal data.

What we need
The information we ask for is the information we need to assess the applications we receive, contact
shortlisted nominees, publicise their work, and to pick a winner.
If you are nominating a DPO for consideration, you will submit your name and contact details along with
information about the nominee in an online application form. This will include the nominees name and
contact details as well as a statement about why you are nominating them.
You should ensure that the person you have nominated is aware that you are providing information about
them and their work to the ICO, which will be publicised if they are shortlisted.

Why we need it
We need personal data of the person making the nomination so that we can contact them with any queries
we might have. We need the personal data of the nominees to assess the applications, verify their role as a
Data Protection Officer, contact them if they are shortlisted and publicise their work.

What we do with it
The applications will be assessed by an in house panel made up of senior management. We will contact
shortlisted nominees to tell them that they have been shortlisted. We will also contact the person who
nominated the shortlisted candidates to inform them that their nominee has been successful.
We will publish the information about the shortlisted nominees on our own website, including their name,

24 April 2019 - 1.0.520

84

organisation and why they were nominated.
Shortlisted candidates will be invited to our Data protection Practitioner Conference 2020 where the winner
will be announced.

How long we keep it
We will retain applications for 12 months.

What are your rights?
As we process personal data in award nominations in our capacity as a regulator, you have the right to
object to our processing of your personal data. There are legitimate reasons why we may refuse your
objection, which depend on why we are processing it.
For more information on your rights, please see 'Your rights as an individual'.

Do we use any data processors?
We use Snap Surveys to gather information on our behalf - it will be clear if we are using Snap Surveys.
Any data collected by Snap Surveys for ICO is stored on UK servers. You can read their Privacy Policy here
.
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Providing details for case studies
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
Our purpose for processing your personal data is so we can contact you about your organisations story
being used as a case study.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the GDPR, which allows us to
process personal data when this is necessary to perform our public tasks as a regulator.

What we need
We will also ask for details about your organisation’s compliance with data protection that are relevant to
the case study.

What we do with it
We’ll use your telephone number and/or your email address to contact you in order to obtain the
information we need for use in the case study.
We’ll use the name of your organisation and the details you provide about it on our website and other
communication channels such as social media to share your example. Responses are anonymised before
publication. If we do want to publish your name and job title alongside your case study we’ll always seek
your agreement beforehand.
If you provide your details to be used as an end of transition example your details will also be shared with
the communications team at the Department for Digital, Culture, Media and Sport (DCMS). They may also
contact you for details about your organisation’s compliance with data protection that are relevant to the
case study. Your case study may also be shared via their communications channels. A copy of the privacy
notice for DCMS is here .

How long we keep it
For information about how long we hold personal data, see our retention schedule. 

What are your rights?
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We process personal data for the use of case studies in our capacity as a regulator, so you have a right to
object to our processing of your personal data. There are some legitimate reasons why we may refuse your
objection, which depend on why we are processing it.
For more information on your rights, please see ‘Your rights as an individual’ in the list on the left under the
‘General information’ header.

Do we use any data processors?
No.
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We’re carrying out an advisory check-up on your
organisation
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
Our purpose for processing this information is to have a contact point at your organisation and to tell you
the outcome of the check-up.
The lawful basis we rely on to process your personal data is article 6(1)(e) of the GDPR, which allows us to
process personal data when this is necessary to perform our public tasks as a regulator.

What we need
When we conduct an advisory check-up, we’ll take the name and contact details of your organisation’s main
point of contact. We may also take details of other staff members.

Why we need it
We use the data collected to complete the advisory check-up and evidence the information provided.

What we do with it
We’ll only use it to contact you about the visit and share our outcome summary with you which will not be
published.

How long we keep it
For information about how long we hold personal data, see our retention schedule.

What are your rights?
We process this personal data in our capacity as regulator, so you have the right to object to our processing
of your personal data. There are legitimate reasons why we may refuse your objection, which depend on
why we are processing it.
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For more information on your rights, please see ‘Your rights as an individual’.

Do we use any data processors?
No.
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Participating in the i-Advice pilot
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?

Purpose and lawful basis for processing
Personal data will be processed for the purposes of facilitating a pilot carried out as part of the i-Advice
study. The pilot will test the service design considerations involved in implementing a direct advice service
for organisations that are innovating with the use of personal data.
We are relying article on Article 6(1)(e) (public task) of the UK GDPR to process the personal data.

What we need
We will process your name, email address and any other contact details you provide.

What we do with it
We’ll use your name and contact details to engage with you as part of the i-Advice pilot exercise.
Your name and contact details will be submitted to PA Consulting  who are our data processors for the
i-Advice study. PA Consulting will use that information to engage with you as part of the i-Advice pilot
exercise.

How long we keep it
The ICO will keep the data you provide for 3 years in accordance with our Retention and Disposal schedule.

What are your rights?
For more information on your rights, please see 'Your data protection rights'.
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Do we use any data processors?
Yes - PA Consulting.
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Data Protection Practitioners' Conference 2022
Please take five minutes to complete our survey . We'd like to hear what you think of our privacy
notice so that we can continue to improve and develop it.

Purpose and lawful basis for processing
What we need
What we do with it
How long we keep it
What are your rights?
Do we use any data processors?
Do we transfer data overseas?
External providers

Purpose and lawful basis for processing
Our purpose for collecting this information is so we can facilitate the event and provide you with an
acceptable service.
The lawful basis we rely on to process the personal data of delegates and our staff is Article 6(1)(e) of the
GDPR, which allows us to process personal data when this is necessary to perform our public tasks as a
regulator.

What we need
We need your name and email address as well as information about your job role and knowledge level. We
will also need your organisation’s name, its size and the sector in which you work. We will provide
automated captioning in all of the online sessions but will ask you for details of any additional access
requirements.
We are planning to record the conference however delegates cameras and audio are not used for the
duration of the conference and will not be captured in the recording. Any questions submitted in the Q&A
function box can be submitted anonymously and all question will be read out anonymously.
The conference broadcast platform collects delegates movements between the sessions and the questions
submitted.

What we do with it
Everyone who has registered to attend the DPPC2022 can attend and there is no charge. Information
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submitted by delegates in the registration survey is used to shape the agenda for the online conference.
As the 2022 event is online we have partnered with Amplitude Event Solutions  and Orcula  to provide a
broadcast platform. Delegates will access the conference by logging on to the platform. To facilitate this, we
have to share delegate email address and name with Amplitude and Orcula for a unique conference ID to
be created and sent directly to each delegate by the ICO events team.
Information about delegates movements between the sessions and time spent in each area will be used for
conference evaluation only by the ICO.

How long we keep it
For information that we gather as part of the registration process please see our retention schedule .
Any information sent to or gathered by Amplitude and Orcula will be stored after the conference for one
week. We are giving instruction for all information related to the conference to be deleted on 26 July 2022.

What are your rights?
If you wish to opt out of participating in the conference at any time then please let us know by email.
For more information on your rights, please see 'Your data protection rights'.

Do we use any data processors?
Yes – we use data processors to help facilitate the event who will process information in line with our
instructions.
We collect registration information from our conference microsites. This is done via an online reporting tool
hosted by Snap Surveys. You can read their privacy policy here . Data collected by Snap Surveys for the
ICO is stored on UK servers.

Do we transfer data overseas?
No.

External providers
To facilitate the conference running smoothly in a digital environment we have partnered with Amplitude
Event Solutions and Orcula  to broadcast the sessions. You can read their data policy here .
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