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From: 
 

Sent: Thursday, October 26, 2023 4:49 PM
To: Kenneth Macdonald <Kenneth.Macdonald@ico.org.uk>; Jenny Brotchie
<Jenny.Brotchie@ico.org.uk>
Cc:

Subject: DESC
 
External: This email originated outside the ICO.
Hi Ken/Jenny, hope you are both well.
 
In a meeting with Police Scotland today about DESC, a Temporary Deputy Chief
Constable stated:
 
Police Scotland had received a communication (from the ICO) to the effect
that the ICO was confirming that using a U.S. Cloud hosting solution for
processing sensitive law enforcement data including biometric was ‘legal’
under Part 3 of the Data Protection Act 2018. He stated that the ICO stated
however that it being legal was conditional on ‘adequate data protection
measures being in place’.
 
Are you able to confirm whether the ICO has yet reached a decision on any of this
and specifically:
 

a. Has the ICO given such advice formally to Police Scotland?
b. If so, was this generic advice or specific to DESC?
c. Does Police Scotland not retaining the data encryption keys constitute

‘adequate protection measures’ under DP law.
 
It is perhaps worthy of note that when using the U.S. Cloud, the Home Office
Biometrics Programme (in contrast to Police Scotland) do retain the encryption
keys.
 
The argument that Police Scotland (and Scottish Government) seem to be
rehearsing is that the risks to data sovereignty (and security) through activation of
the provisions of the U.S. Cloud Act are low. Therefore, they plan to simply
tolerate the risk that biometric data (and other sensitive law enforcement data)
could be accessed and acquired by a foreign state without their knowledge or
consent.
 
If you are still not able to share anything, then please just say. We (SBC) don’t



need to decide on compliance with the Code until early in the New Year and my
preference would be for SBC to take the same line as the ICO since the relevant
principle in the Scottish Code is framed almost entirely around compliance with
Part 3, DPA.
 
Kindest regards
 
Brian.
 
 

Dr Brian Plastow
Scottish Biometrics
Commissioner
Bridgeside House
99 McDonald Road
Edinburgh
EH7 4NL
Safeguarding our biometric future
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