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danger-zones in red overlay). In this way, users collaboratively create 
personalised associations between objects, people and their environment 
using multimodal machine learning. 
CrossSense is unique among existing and emerging products in that it 
combines elements from the neuroscience of memory with state-of-the-art 
smartglasses using edge processing for sophisticated machine learning, and a 
hands-free, intuitive spoken language and movement interface. A friendly AI 
assistant, Wispy, provides gentle reminders and assistance, even for those 
less comfortable with technology. The app is currently in closed user testing 
with ethics from  

To which key area does your 
EoI relate? 

Emerging technologies – combination of ‘consumer healthtech’ & ‘immersive 
technology’. 

What personal data will your 
product or service process? 

 

CrossSense records imagery feed from smartglasses cameras to help user 
navigate the physical space, voice commands to help communicate with the 
system, and movement data to drive action for people who struggle with 
verbal communication. 

What do you aim to achieve 
through Sandbox 
participation? 
 

Participating in The Regulatory Sandbox can provide Animorph with valuable 
guidance and support for developing robust policies and processes for 
handling sensitive user data. The data we will collect belongs to vulnerable 
population (people living with dementia). Here are our key objectives: 
 
1. Clarify UK GDPR requirements: receive guidance on how to apply 
regulatory requirements to data collected by smartglasses. This includes 
understanding how to obtain valid consent from users, how to ensure data 
minimisation and privacy by design, and how to implement appropriate data 
protection measures. 
2. Develop data governance policies: we have drafted a privacy policy and 
data ethics framework which helped us recognise that we need help with data 
governance policies that comprehensively cover data collection, storage, 
processing, sharing, and deletion of user data. 
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unusual feature of our activity is that we are not collecting this data to use on 
our own systems but as presentation assets to third party systems of our 
clients. As such, we cannot guarantee that the data will remain within our 
perimeter. It is also not possible for us to know in advance who those clients 
may be. This presents very significant data protection, ethics and practical 
challenges, which we have been working our way through.  

To which key area does your 
EoI relate?  

Exceptional Innovation  

What personal data will your 
product or service process? 

 

Personal Data, Biometric Data, Gender, Race, Age and Unique Identifiers, 
including some disabilities of children for the purpose of presentation attack 
against ID and age assurance systems to test if they work. 
 

What do you aim to achieve 
through Sandbox 
participation? 
  

We have worked through the data protection challenges, ethics and practical 
challenges for this project with internal and external challenge. It is very 
complex and we believe that participation in the sandbox will help us to reach 
a settled position on the applicable processes, legal constraints and usability 
of the presentation attack assets that we plan to collect. 
 
We are also developing biometric deepfake attack assets, video injection 
attack assets and considering the complexity and scalability or attack vectors 
to ID and age check systems. 
 
Put briefly, and age check system is pretty useless if you can show it a 50p 
piece with a picture of His Majesty the King on it and it assesses you to be 
over 18. Our attacks are in gradients more complex than that but build up to 
presentations of genuine and real children to see if they can spoof age 
assurance systems. 
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We are a security integrator operating throughout the UK using our in-house 
team of highly skilled and security cleared engineers to deliver innovative, tailor 
made and cost effective technology solutions. The business is a private limited 
company (Reg No. 0414 6087) owned by the founder directors and is a SME 
who employs a team of 23 people. 
 
This is a Joint/Consortia with Geutebruck UK Limited 
 
Geutebruck UK are a leading innovator and supplier of digital security solutions, 
our systems are installed in some of the most secure and prestigious sites 
across the United Kingdom. Geutebruck UK are a company offering tailored 
solutions to meet demanding needs within complex and critical environments; 
using an innovative product range that combines power with flexibility.  
 
Geutebruck UK is a private, limited, SME (Reg no. 9774227) who employs a 
team of 4 people.  
 
We have had a trading relationship with Eclipse for nearly 20 years, supplying 
technology solutions into our customers and this is where the joint venture into 
developing healthcare innovation started during the pandemic to POC in 2023 
and with a pending trial starting in an intermediate care home in January 2024. 
 

Organisation website/URL: www.eclipsedigital.co.uk 
www.vipatientcare.com 
 
 

ICO registration number (if 
applicable) 
 

N/A 
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Our software is very much patient centred and has been developed to provide 
patient data to support care teams identify individual trends and 
subsequently enabling changes in the level of support through the on-screen 
fall risk assessment which alters the level of intervention from the algorithms. 
 
The system automatically records 30 seconds of pre-fall video footage, so 
that investigations can be completed quickly with appropriate control 
measures placed to prevent reoccurrences. This level of patient data is key to 
help shape future wellbeing. 
 
This proactive approach to fall prevention is unlike others which are more App 
based fall predictors. 
 
Where a CCTV systems records images permanently, our system only records 
“events”. Movement to standing events, Fall events, Pressure Care alerts. 
This means that the system will not record patients, or visitors to bedrooms. 
Only when the algorithms are activated are any recordings saved as “events”. 
 
Because of cameras in bedrooms and the perception they are recording 
permanently, we recognised very early that we must place personal data 
security at the very heart of our system and as such we have placed a large 
emphasis on ensuring it is GDPR compliant using edge based technology (no 
export to cloud or data centre) with dual permissions and a pseudonymised 
(non-identifiable) approach to patient details. 
 
We also encourage the sharing of event data with families to gain confidence 
in the technology and create transparency of data protection. 
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To which key area does your 
EoI relate?  

Next Generation IOT, Immersive Technology 
 

What personal data will your 
product or service process? 

 

The system will then only collect “events” and store them in the Event Log 
part of the system as previously expressed above. 
 

 
 

What do you aim to achieve 
through Sandbox 
participation? 
  

Our Aims:- 
To get professional help in fully understanding the impact of our system in 
social care environments, so that we are able to promote a professional, 
regulatory compliant and responsible approach to patient and public data 
security. 
 
Due to cameras being placed in bedrooms, we need to ensure patients, 
families, staff and visitors understand how our system saves data. Naturally 
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This risk of LLMs generally was first identified in a paper by Carlini et al. 
(2021). The authors were able to demonstrate that they were able to attack 
OpenAI’s gpt-2 and were able to extract (public) personally identifiable 
information such as names, phone numbers and emails addresses. 
Interestingly, the attacks prevailed in spite of some of the examples being 
included in just one document in the training data. 

What do you aim to achieve 
through Sandbox 
participation? 
  

The risks and opportunities of Artificial Intelligence, particularly Generative 
AI, are widely reported on at the moment. There has been a drive within the 
UK Government to be innovative in utilising new technologies to improve 
public services, as can be seen in the Pro-Innovation Approach to AI 
regulation.  
 
We want to explore these new opportunities to improve citizens’ interactions 
with the government, but are mindful of the privacy risks due to the 
unknowns around OpenAI and Large Language Models (this is true for LLM in 
general, even open source LLMs). With such limited detail around the training 
data, model architecture and training methods, it makes it very difficult to 
comply with data protection legislation which could seemingly prevent us 
from exploring this technology. This could be a missed opportunity for the 
government and a poor outcome for the taxpayer.  
 
We would like to work with the ICO to test this new technology and be a 
thought leader in responsibly exploring these new opportunities. These 
learnings could be shared more broadly across the Cabinet Office and wider 
government with the help of the Central Digital and Data Office. 
 
The help we are seeking is around unpicking the challenging questions around 
how do you comply with data protection legislation when Large Language 
Models have scraped large swathes of data, and the owners being reluctant to 
share much detail of the origin of this data. We have questions around legal 





 

Page 6 of 6 
 

Please submit your completed Expressions of Interest to applysandbox@ico.org.uk. A member of the ICO’s 
Sandbox Team will be in touch with you in due course to discuss your Expression of Interest.  
 
 




